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INTERNATIONAL TERRORISM: THREATS AND
RESPONSES

THURSDAY, APRIL 6, 1995

House of Representatives,
Committee on the Judiciary,

Washington, DC.

The committee met, pursuant to notice, at 10:06 a.m., in room
2141, Rayburn House Office Building, Hon. Henry J. Hyde (chair-

man of the committee) presiding.
Present: Representatives Henry J. Hyde, Carlos J. Moorhead, F.

James Sensenbrenner, Jr., Bill McCollum, George W. Gekas, How-
ard Coble, Steven Schiff, Ed Bryant of Tennessee, Bob Inglis, Mar-
tin R. Hoke, John Conyers, Jr., Barney Frank, Charles E. Schumer,
Howard L. Berman, Jerrold Nadler, Robert C. Scott, Melvin L.

Watt, Jose E. Serrano, Zoe Lofgren, and Sheila Jackson Lee.
Also present: Alan F. Coffey, Jr., general counsel/staff director;

Patrick B. Murray, counsel; and Tom Diaz, minority counsel.

OPENING STATEMENT OF CHAIRMAN HYDE
Mr. Hyde. Pursuant to notice, I call this full committee hearing

on International Terrorism: Threats and Responses to order.

I expect this hearing to educate members of this committee and
the general public about the need, both immediate and long term,
for adequate and reasonable responses to the scourge of inter-

national terrorism. We have three panels of witnesses that will

present testimony to the committee today.

Members will, of course, be given an opportunity to make open-
ing statements, which I hope will be blessedly brief. Your full state-

ments will be submitted in the record in their entirety. So I ask
the Members to bear that in mind.

It's my desire to conclude this hearing early this afternoon, and
I suspect with an important bill on the floor today that concerns
our committee, as well as other legislation, we may be interrupted
several times for votes.

International terrorism affects all Americans, both at home and
abroad. It threatens our safety, and our national sovereignty. It re-

stricts our prized freedom of travel, reduces our security, but it also

stifles our natural inclination to trust others. Nothing could be
more destructive of our domestic tranquillity. Innocents are annihi-
lated, families are destroyed by terrorist acts. Etched forever in our
collective memory are the passengers of Pan Am Flight 103, vio-

lently murdered over Lockerbie, Scotland, by a bomb blast believed
sponsored by the Libyan Government; the innumerable victims of

strife in Northern Ireland, who have lived a full generation with

(1)



almost daily portions of death, destruction, and terror handed to
them by terrorists on both sides of that struggle for peace; the kid-
napping, torture, and hanging of Marine Colonel Rich Higgins by
the Hezbollah, and the victims of the World Trade Center bombing,
including the six who died in the blast, the thousands that were
injured, and the 50,000 citizens evacuated in that terror-filled
event—to name just a few.

The recent poisoning by a Japanese terrorist cult with anti-

American animosities of the subway commuters in Tokyo, 11 of
whom have died, the thousands who have been critically sickened
by nerve gas, underscores our own vulnerability to similar terrorist
acts. The murder of two American consulate employees in Karachi,
Pakistan, reminds us that Americans are frequent targets for ter-

rorism, aggression, and violence due to longstanding historical, po-
litical, religious, and ideological distrust.

The administration claims that fighting international terrorism
is among its top priorities. However, it has continually sought to

downgrade the Office of Counterterrorism at the State Department,
which is responsible for spearheading international efforts to com-
bat terrorism, from the rank of ambassador at large to a lower
level bureaucratic post. Despite that ambivalence, this country
must be prepared to respond effectively and immediately. Inter-
national terrorism not only threatens our citizens' lives and health,
it threatens our country's vital economic interests. With each pass-
ing day, our economic life becomes more intertwined with inter-

national markets and supply sources. With the advance of com-
puter technology, we can be literally seconds away from total catas-

trophe in our financial markets.
The administration's proposal has been one response to this ter-

rorist threat, which is real and continues daily. I'll expect we'll

learn today there may be other ways, other methods, other ap-
proaches, to this extremely serious problem and its consequences.
I also suspect there will be provisions in H.R. 896 that meet with
approval from Members on both sides of the aisle. Many have criti-

cized portions of H.R. 896. Those criticisms concern serious con-

stitutional issues relating to due process, free speech and associa-

tion, and cherished fourth amendment freedoms.
Our purpose is to develop legislation that provides the United

States with the necessary capabilities to combat the evil of terror-

ism now and in the future, but in a constitutional manner. We
want to ensure that whatever legislation ultimately results, it's

constitutional, it's practical, and it's effective. We should be asking:
is H.R. 896 sufficient to meet our needs? Can more be done? What
future risks can be anticipated? Have they been adequately ad-
dressed? Is U.S. policy cognizable, coherent, and current?
We need to determine which tools are necessary to help law en-

forcement and the intelligence community prevent terrorism and
protect our citizenry from its awful harms. We need to find the
delicate balance between protecting constitutional rights and pro-

tecting our national security. The questions before us, then, are
what needs to be done and how do we accomplish that task.

I'm pleased to yield to the ranking minority member, Mr. Con-
yers.
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Mr. CoNYERS. Mr. Chairman, I am here in an almost state of

shock. This is the most outrageous act outside of the Contract of

America that I have ever witnessed here in the Judiciary Commit-
tee, I am stunned that we would be trampling on our constitutional
rights in the manner that we are. I am very disappointed in the
people who claim to be the authors of this measure, and I just want
to tell you what I'll be looking at.

Are we going to allow the Government to deport aliens convicted
of no crime based on secret information? That's almost like a ques-
tion out of a novel. Are we going to grant the President the power
to freeze the assets and bar contributions to unpopular organiza-
tions unilaterally? Are we going to make deportable aliens who con-
tribute to the legal, nonviolent, even charitable activities of organi-

zations or governments unpopular with the United States? Are we
going to subject people to lengthy prison sentences and fines for

doing the same unless they meet impossibly onerous licensing re-

quirements? Are we going to expand Federal wiretap authority,
permit FBI investigations with evidence of criminal acts, and are
we going to allow secret information into trials—in the course of

trials?

Mr. Chairman and members of this committee, this is still the
United States of America. We owe it to our citizens to be more re-

sponsible than this, and then to have outside of these doors metal
detectors that you have to go through to get in—the people have
been coming in the Judiciary room 2141, for 30 years, and this

morning you have to pass through a detector to determine whether
anybody is going to blow up the Judiciary Committee room this

morning because we're having a terrorism hearing. This is a cal-

culated, phony activity that I resent very much.
I said I wasn't going to say anything detrimental about this act,

but this is so disparaging to what the Judiciary Committee stands
for that I am disgraced by the fact that we're bringing up a bill

with so many complete violations of the Constitution all the way
through it—all the way through it, and we are now talking about
counterterrorism as one of the big problems confronting America in

the face of some anecdotal evidence that we have.
It's my belief that there isn't any more problem than there's ever

been and that there's plenty of good law controlling it, that all we
have to do is use it, that the law is already in existence.

And I thank the chairman for allowing me to make this expres-
sion of disapproval.
Mr. Hyde. I thank the gentleman.
Mr. McCollum.
Mr. McCollum. Thank you very much, Mr. Chairman.
Let me begin by thanking you for calling this hearing today and

demonstrating so clearly your commitment to make the struggle
against terrorism a top priority of this committee.
As you know, I've long been involved in this area and have

served as chairman of the House Republican Task Force on Terror-
ism for the past several years. My experience as chairman of the
terrorism task force has convinced me that we simply must place
more effort in fighting this type of crime and fighting terrorism, pe-
riod.



In 1993, the last year for which we pubHshed data, there were
427 international terrorist attacks. That number represents an in-

crease of more than 50 incidents over prior years. Of the 427 at-

tacks in 1993, 27 percent of those attacks were aimed at Ameri-
cans. Unfortunately, we have long thought terrorism to be a crime
directed at citizens of other countries; it is now increasingly appar-
ent that it is a crime directed against Americans, not only Ameri-
cans abroad, but Americans here at home.

In the last few years, incidents of both domestic and inter-

national terrorism carried out in the United States have increased.
The events of 1993 brought home to all Americans the urgency of
the problem. In that year we learned of the failed Iraqi plot to kill

former President Bush in Kuwait. In the United States a conspir-
acy was discovered to bomb the United Nations building where the
FBI's New York field office is located along with the Lincoln and
Holland Tunnels. And, of course, 1993 was the year when the
World Trade Center was bombed, where 6 Americans were killed,

1,000 persons injured, and over half a billion dollars in damages
resulted.

Mr. Chairman, while incidents of international terrorism in the
United States still appear to be few in number, any act of terrorism
occurring in this country is simply not acceptable. Likewise, we
cannot allow America to be used as a staging ground for those who
seek to commit terrorist acts against persons in other countries. It's

up to us to ensure that our laws give our Federal law enforcement
officials sufficient powers to investigate and prevent terrorist ac-

tivities here in the United States regardless of whether they're di-

rected at persons and property in the United States or persons and
property abroad. We must also ensure that our laws severely pun-
ish all who engage in terrorist activities.

It seems to me that it is appropriate for this committee to exam-
ine the existing laws in both of these areas. Given the national and
global nature of terrorism, it also seems appropriate to review the
jurisdiction of our Federal courts to ensure that they're authorized
to try as Federal crimes all acts of terrorism regardless of whether
those acts are carried out here in the United States or planned and
put into motion against American citizens and property abroad.

I look forward to hearing from the witnesses who are scheduled
to testify before us today as to the scope of the problem, the exist-

ing laws that deal with these crimes, and their recommendations
of ways that Congress can act to further combat these crimes. I'm
particularly pleased that Director Freeh is here today, as the FBI
serves as the lead agency responsible for combating terrorism in

the United States, having received this mandate in 1982.
Finally, Mr. Chairman, I note the President has transmitted to

Congress a bill to combat terrorism which was developed with the
input of several executive branch agencies and the FBI, in particu-

lar. While the specific details of that bill appear to be beyond the
scope of today's hearing, I'd like to acknowledge the hard work of

those involved in drafting that bill and, in particular, the work of
Director Freeh and the FBI agents who have been on the front

lines fighting this type of crime. Their experience will be invaluable
to us in drafting the appropriate legislation to combat terrorism
more extensively.



Mr. Chairman, as you know, I fully expect the subcommittee I

chair, the Subcommittee on Crime, to begin work on the details of

this issue very soon. And, Judge Freeh, in that effort I look forward
to working with you and other executive branch officials to put this

together and make sure the product we produce is one that will

combat terrorism effectively and in the right way.
Thank you, Mr. Chairman.
Mr. Hyde. I thank the gentleman from Florida.

The Chair recognizes the distinguished gentleman from New
York, who is the chief sponsor of H.R, 896, Mr. Schumer.
Mr. Schumer. Thank you, Mr. Chairman.
And let me first say I appreciate the promptness at which you

have moved to hold this important hearing on the counterterrorism
bill I have sponsored. Terrorism is a problem that's always with us,

but it's usually invisible; that is, it's invisible until it strikes. And
by its nature, when terrorism strikes, it strikes with stealth. It

strikes with surprise and it strikes most often against the innocent.

Then all of us are shocked. We are dismayed and we are disgusted
by the attacks that are usually cowardly and bloody.

Who among us can forget the agony of the survivors of those who
lost their lives in Pan Am 103 bombing over Lockerbie, Scotland?
I went to some of the wakes, because three people in my district

were killed by that, and suffered a little bit with the families who
lost loved ones in a mindless act. Or the shock of my entire city

of New York when the World Trade Center was bombed? Or the
grim resolve of the Marines who had to dig their comrades out
after the Marines barracks were destroyed in Lebanon?
The emotions we felt then are, indeed, the very goal of the terror-

ist because terrorism is intended to frighten ordinary citizens and
intimidate government officials. Its goal is to paralyze the legiti-

mate machinery of government and substitute the blackmail of the

gun and the bomb for democratic discourse. Fortunately, the Unit-
ed States has been relatively free—and I emphasize relatively free

in light of the World Trade Center bombing—of acts of terrorism
on our own soil, but we cannot be complacent. The Trade Center
bombing may have signaled a new era. We cannot simply sit by
and meet that era unprepared. We would all regret it if we didn't

do everything we could legitimately and constitutionally and terror-

ism began to rear its ugly head with more frequency.
The potential shape of the new era of terrorism is chilling. I

daresay it's even frightening. The nerve gas attack on the Tokyo
subway demonstrated to any rational thinker unthinkable poten-
tials for disaster in every city in the United States and, indeed, the
world. I'm satisfied from my study of the technologies and tech-

niques of terrorism are at hand—not tomorrow, but today—that
can create unprecedented world winds of death and destruction.

The level of terroristic violence has escalated until now we see hun-
dreds of lives taken in a single event. In a new era of terrorism
we could see thousands perish at a stroke.

Now I'm also conscious of the fact—and my record speaks clearly

to the fact—that what distinguished our society most is that it's a
free society. We cannot, we must not simply lash out blindly at the
thought of potential terrorism. We must be careful to protect the



fundamental freedoms that terrorists seek to destroy or we'd en-
gage ourselves in empiric victory.

The bill before us is aimed at providing Federal law enforcement
officials with the tools they need to stop the initiation of terrorist
acts abroad from U.S. soil and to prevent the commission of terror-
ist acts within the United States inspired and supported from
abroad. I know how hard the various aspects of the administration,
the various departments of the administration have worked on this
bill, and I believe that the administration has struck a careful, ra-
tional balance between preserving our fundamental rights and pro-
tecting ourselves from the violent intentions of international terror-
ists. I know, for instance, that this Justice Department and the At-
torney General have been very mindful of civil liberties, and I

doubt they would introduce any legislation—I believe they would
not introduce any legislation—that threatened those liberties.

I'm aware, of course, that some of the more ardent civil libertar-
ians have already said that they strongly oppose this bill, and I un-
derstand their concerns. We may well near today some suggestions
for improving this bill. I welcome them. I think this is a good,
sound bill, but, of course, I'm not wedded to every jot and tiddle
in it. I'm willing to endorse any suggestions that truly improve the
bill without gutting its very important and very vital purpose.

But, in conclusion, Mr. Chairman, we must be mindful of five
points as we evaluate suggestions for changing this bill, and we
must look at these points and examine them because they're often
forgotten in the debate.

First, noncitizens do not—and, in my judgment, should not

—

have the same rights as citizens. A balance must always be struck
in a society between the rights of society and the rights of individ-
uals, but in the case of noncitizens I believe the rights of society
have a greater weight than in cases with citizens.

Second, we must remember that the deportation proceedings are
civil proceedings, not criminal trials. We need not, and should not,

impose on them the same burdens that we impose on criminal
trials. In fact, the ability to immigrate to the United States is a
privilege, not a right. Every year we deny millions of people
throughout the world that privilege, and by saying that some peo-
ple should be deported, we are not dealing with criminal acts.

Third, the procedures of this bill for dealing with highly-sen-
sitive, classified information in those civil—civil, civil—deportation
proceedings are modeled after existing procedures that have been
going on for years in criminal trials. The record of those proceed-
ings, which are used in criminal trials against U.S. citizen defend-
ants, are free of abuse in trials involving Americans that spy, in
other types of criminal trials. Of course, there's a need to keep con-
fidential and classified information confidence and yet at the same
time give the defendant due process.

Again, this is not a new area. This is not some new ground that
has been broken. Just look at how we handle cases against even
American citizens who have been tried for spying this way. I have
not heard much of an outcry that there has been any abuse over
the decades that we have used those.

Fourth, even if we enacted every single change in our immigra-
tion laws included in this bill, the United States would still—still

—



be one of, if not the most liberal countries in the world in its treat-

ment of immigrants and aliens within its borders. For example, in

Canada, hardly a bastion of reactionary conservatism, aliens can be
deported on the simple signature of two Cabinet ministers. That's
a far cry from what is being proposed here.
And, finally, I would ask those who very sincerely oppose this

bill, what solutions do you offer? What proposals do you have for

this country to meet its new responsibilities to protect its citizens

from the scourge of terrorism in a world that is rapidly changing
and becoming more deadly by the day?
Mr. Chairman, I've come to this hearing to listen, to learn. There

is a lot of debate that has to go on, but I want to thank you for

your leadership on this important issue. It is one that this commit-
tee and the Congress should be able to work with on a truly bipar-
tisan basis.

Mr. Hyde. I thank the gentleman.
Is there anyone else who has a burning desire? I recognize the

gentleman from California.

Mr. MOORHEAD. Mr. Chairman, I want to congratulate you for

holding these hearings. My statement will not be long because I'm
anxious to hear the testimony of Mrs. Higgins and the other wit-

nesses that we have before us today, but I think it's clear to most
of us that the nature and the scope of terrorist activities, both in

the United States and abroad, have become so great that it's a dan-
ger to not only individuals, but to hundreds, and even thousands,
of people. That bombing of the Trade Center in New York, if it had
been at a slightly different time of day, could truly have cost thou-
sands of lives. It's up to our Grovernment to protect the lives and
the property of our citizens, and it's very important with an issue
such as this, where terrorist activities nave been increasing, that
we protect our people and we do whatever is necessary to make our
society safe.

Mr. Hyde. I thank the gentleman.
Any other statements? The gentlelady from Texas.
Ms. Jackson Lee. Mr. Chairman, I will simply thank you for the

opportunity to have an informational hearing on legislation that is

proposed and simply acknowledge that I will remain openminded
on I think a very important issue. Even in Texas, we've had the
impact of the Pan Am 103 incident with a constituent in my com-
munity, and as well I think we face a regular concern to both bal-

ance the needs of protecting our citizens and as well insuring the
privileges of the Constitution to them as well. So I thank you very
much for this hearing.
Mr. Hyde. I thank the gentlelady.
By unanimous consent, all opening statements will be made a

part of the record.

And I recognize the gentleman from Pennsylvania.
Mr. Gekas. I thank the Chair.
I simply want to add my words of welcome to those who will be

testifying here today. The World Trade Center series of acts and
the following trials were a tremendous signal to the citizenry of our
country that we are not invulnerable to massive acts of terrorism.
Yet, I feel that the swift action that was taken by the authorities
that were in charge, both locally. State, and Federal, also dem-



onstrated to the world that we will not tolerate this kind of action
and that our system of justice will move in to remedy the situation
in a quick pace.

It is that kind of result that I've seen in the—that we have seen
in the World Trade Center that gives me hope that what the wit-
nesses will be testifying here today will auger even a fresher ap-
proach to prevention security measures and a system of justice that
will lead to the defense of American citizens if something dreadful
like that should happen again.

I yield back the balance of my time.
Mr. Hyde. I thank the gentleman.
The gentleman from Virginia, Mr. Scott.

Mr. Scott. Thank you, Mr. Chairman. I'll be very brief.

I want to thank you for holding these hearings. This is a very
complicated issue and it will give us time in full committee and in
subcommittee to appropriately consider the idea.

I just wanted to remind everyone that when we make laws like
this we have to remember that innocent people, as well as guilty
people, will be tried by the same process. And when you review
whether a process is appropriate or not, you ought not just focus
on how guilty people will flow through the system, but also how
people that happen to be innocent will flow through the same sys-
tem. And I hope we'll view the legislation from that light.

Thank you very much, Mr. Chairman.
Mr. Hyde. I thank the gentleman.
It's my pleasure to welcome our first witness
Mr. Nadler. Mr. Chairman.
Mr. Hyde. I hear Mr. Nadler.
Mr. Nadler. May I have an opening statement, please?
Mr. Hyde. All—would you please make it brief, sir?

Mr. Nadler. I will try.

Mr. Hyde. I've admonished everybody else—without success.
[Laughter.]
Mr. Hyde. The gentleman from New York.
Mr. Nadler. Thank you, Mr. Chairman.
I would like to begin by commending Chairman Hyde for bring-

ing this important topic to a full committee hearing today, and by
commending Mr. Schumer and the administration for their initia-

tive in drafting legislation to address the very serious problem of
terrorism.

As a Member of Congress representing the area of the World
Trade Center and many of the workers who were trapped and bru-
tally murdered inside as a result of a terrorist act, the gravity of
the terrorist threat hits home quite literally. I know we will hear
today from witnesses who will try to convince the members of this
committee that there is no terrorism problem. On behalf of my
neighbors in New York who have been bombed, or who have been
machinegunned on the Brooklyn Bridge, I can tell you that terror-

ism is a problem on the streets of America, as well as abroad, and
we have an affirmative obligation to deal with it.

The introduction of the Omnibus Counterterrorism Act is an im-
portant step toward developing a national policy to deal with ter-

rorism. This bill contains some important and overdue measures
toward that end. Most significantly, the bill corrects some signifi-



cant gaps in existing Federal law by placing, for the first time, an
antiterrorism statute on the books.
This piece of legislation, however, also contains several disturb-

ing provisions, some of which, though enacted for the best and per-

haps most noble of purposes, we may live to profoundly regret. I

am concerned that under this legislation, for example, groups could

be labeled as terrorists in an unreviewable Presidential action and
then be banned, expelled, or charged. It also opens the possibility

of secret proceedings in which the accused woula not even be aware
of the charges or the evidence against him. These provisions would
seem to do violence to our historic commitment to liberty.

I am hopeful that during these hearings we can examine what
impact these provisions may have and what steps we can take to

stop terrorism without doing violence to our liberties. While stop-

ping terrorism must be our foremost concern, I believe it is essen-
tial that we do not violate our historic commitment to liberty, to

due process, and to the rule of law in an effort to thwart terrorism.
I believe these goals are not inconsistent, and I hope we can ex-

plore today how we can fight terrorism without resorting to un-
American practices.

What makes the United States great and distinguishes us from
most nations of the world is our commitment to civil rights, civil

liberties and to due process of law. We must be extraordinarily
careful to ensure that we retain that commitment to liberty in

crafting our response to terrorism. The founders of this Nation took
that care in drafting the Constitution and the Bill of Rights. We
must exercise that same care today.

Again, I commend Chairman Hyde and Representative Schumer
for the steps they have taken and for their commitment to develop-
ing a serious national response to the very serious problem of ter-

rorism. I look forward to working with them and with the other
members of the committee in developing an effective and serious
response to the problem of terrorism that does not do violence to

our liberties and our traditions.

Thank you, Mr. Chairman.
Mr. Hyde. I thank the gentleman.
It's my pleasure to welcome our first witness for this hearing.

She is Mrs. Robin L. Higgins, a lieutenant colonel with the U.S.
Marine Corps. She is, unfortunately, much better known as the
widow of U.S. Marine Corps Col. William R. "Rich" Higgins who
was abducted, tortured, and hanged in the Middle East in 1988 by
a radical Islamic terrorist organization. Mrs. Higgins is here to put
a human face on the ravages of terrorism, and to give a voice to

its victims. This is necessary so we never forget what we have lost

and so during the course of debate and policy discussions that will

follow that we remember that there are real people who suffer

tragically from the cowardice of terrorist activities.

Mrs. Higgins. Welcome.

STATEMENT OF LT. COL. ROBIN L. HIGGINS, U.S. MARINE
CORPS, WIDOW OF COL. WILLIAM R. HIGGINS, U.S. MARINE
CORPS
Mrs. HiGGENS. Thank you, Mr. Chairman and members of the

committee, for inviting me here to speak today. I would like to em-
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phasize that I am here today not as a Marine Corps officer or as
a representative of the Department of Defense, and what I say here
is my personal opinion only.

I also thank you for having this hearing. Many people think ter-

rorism is dead or that Americans are no longer targeted. Please
don't believe that, and don't believe it can't happen here.
As an example, supporters of radical organizations responsible

for bombing innocent civilians in Israel and Algeria, determined to
undermine the courageous Middle East peace process, have offices

in Dallas and San Diego, and they send their fundraising bulletins
throughout the United States through the Internet.

I'm not here to tell you how the Omnibus Counterterrorism Act
of 1995 will or will not address the scourge of terrorism directed
against our citizens or our interests. You will have several expert
witnesses follow me to speak about that. I am here to frame the
issue that you are about to study by putting a personal face on it.

Seven years ago, in 1988, I was serving in the Pentagon and my
husband, William R. Higgins, known as Rich, a Marine colonel, was
on an overseas assignment with the United Nations in the Middle
East. One morning in Februarv he was taken by terrorists in Leb-
anon, and my life was changed forever. I am one person; Rich was
one victim, but there have been others; there will be others. The
threat is real and it is terrible.

On February 17, 1988, I was in a 9 o'clock meeting in the Penta-
gon. My boss, the newly-assigned Assistant Secretary for Public Af-
fairs, answered a hotline call from the State Department at 9:20.
When he turned to the assembled group and said a Marine lieuten-
ant colonel working with the United Nations in Lebanon has just
been kidnapped, I knew it was Rich.
Two days after Rich was taken, the Organization of the Op-

pressed on Earth released a photo of his U.N. ID card saying he
was the main CIA agent in Lebanon. Three days after that, they
released a videotape in which he was forced to say it was the
Reagan administration and Israel which was causing his captivity.

In April, they released a ghoulish, grainy picture saying he
would be put on trial as a spy. In December, he had been found
guilty and was going to be sentenced to death for being an Israeli

spy. Then for a year and a half, wild speculation daily, and some-
times hourly, in the world media about the length and condition of
his captivity. Until a gruesome picture of him hanging appeared in

newspapers and on TV screens around the world in July 1989, I

had no idea if he was dead or alive.

Two and a half years later, December 23, 1991, almost 4 years
after he was taken, on my birthday, what would have been our
14th wedding anniversary, a body bag was dumped on a Beirut
street. On the coldest day I ever remember, we buried what re-

mained of him in beautiful Quantico National Cemetery near the
Marine base where we met in Virginia.

Rich was with the United Nations Truce Supervision Organiza-
tion, UNTSO, the first U.N, peacekeeping operation in the Middle
East. UNTSO is a relatively small operation, to which we have
been providing American service members since its inception in

1948. The mission and the threat had changed over the 40 years
before Rich was there, but the command and control arrangements
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had not, and my sense is that the United States has shown Httle

interest in getting involved in the U.N, arrangements. The observ-
ers were unarmed.

In the 1980's, southern Lebanon was a hazardous assignment for

the UNTSO observers. They had often been caught in the crossfire,

injured, robbed, held for short times, and in January 1988 an Aus-
tralian captain was killed by a roadside bomb. Shortly after that,

Rich was taken.
Immediately, there seemed to be a power struggle. The U.N. had

no idea what to do and turned to the United States. It was the
U.N.'s contention that he was not taken because he was U.N., but
because he was an American. The United States, on the other
hand, had several American citizens already lost in the bowels of
Lebanon, and State Department decisionmakers felt that the U.N.
connection represented the best possibility to get him out. There
were diplomatic pouches and demarches going back and forth and
lots of public posturing. Was it the U.N. or the United States that
was ultimately responsible? And what could the civilized inter-

national community do that wouldn't appear to give legitimacy to

the terrorists?

At my beckoning, the U.N. Security Council passed Resolution
618, condemning the kidnapping and urging all member states to

use their influence in any way possible to secure Colonel Higgins'
immediate release. I foolishly thought this would give the member
nations clout to put pressure on the nations which clearly had in-

fluence in the area. It didn't and they wouldn't.
There was speechifying going on in this body and in the Senate,

and several of your colleagues wrote letters and offered support,
but no letters reached their mark and no amount of support
brought Rich home.

It is my contention that there was a degree of paralysis in the
United States as far as what to do about the hostages. Having just
gone through the Iran-Contra affair, the prevailing notion was: just
ignore them and the problem. I couldn't convince either the U.N.
Secretary General or the State Department that Colonel Higgins
was different than the other American hostages, that there was a
much greater urgency to his release, that he was in greater danger.

Please don't take anything I say to diminish the importance of
the lives of any Americans in trouble or being held against their
will in a foreign land. Their agony, and that of their family, is no
less immense than mine. But Rich Higgins was not a hostage. A
hostage is a civilian caught in the line of fire and held for some
sick political or financial reason. Servicemen are held because they
represent to those who would harm us all the perceived weak-
nesses of democracy. When servicemen or women are captured,
they behave as prisoners of war, not hostages. They live day by day
by the code of conduct which says, "I am an American fighting for
the Armed Forces which guard my country and our way of life. I

will never forget that I am an American fighting for freedom, re-

sponsible for my actions, and dedicated to the principles which
made my country free. I will trust in Grod and in the United States
of America."
Because Rich was always a hostage and never a prisoner, there

were never any demands of international rules of treatment, no
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Red Cross visits, no insistence on medical care or humane treat-

ment. Because neither the United States nor the U.N. wanted to

give legitimacy to the terrorists, insisting that neither Lebanon nor
Syria had anything to do with it, they put no special pressures or

demands, placed no sanctions on them or anyone else. The State

Department, not the Defense Department, had the lead. That
meant diplomacy, not military might. There was no retribution, no
retaliation, no rescue.

I can tell you I had a battalion of Marines who were ready and
willing to get Rich, but they weren't called and they didn't go. That
had to do with the perceived political sensitivities of civilians being
held at the same time, but let's not ever forget we owe a special

debt to those who go into harm's way because of their unique bond
to this country. Servicemen and women wear the uniform of this

country and leave their families behind to fight for this country be-

cause they believe that this country will come after them when
they fall. I believe we broke this pledge to Rich.

An additional and insidious phenomenon I had to fight was the

blame-the-victim syndrome. There were unnamed State and De-

fense Department officials and reporters who were sure that it was
something Rich did which got him captured. They called him a

"cowboy" and labeled him "reckless." They implied that he was
placed there by his former boss, Caspar Weinberger, and they com-
pared him with Bill Buckley, thereby painting him with the same
CIA brush that the terrorists used.

To date, I don't know what really happened, since I have never
seen an investigation by either the United States or the United Na-
tions. What I believe is this: Rich was taken and killed by members
of the Hezbollah, a radical group primarily acting in Lebanon, with

the backing of Iran and Syria. He was probably killed much earlier

than the July 1989 hanging picture and probably not killed by
hanging. That's it. I don't know why Rich was taken. I don't know
who held him or where, and I don't know why, when, or how he
was killed.

I'm told that his case is still open, and I fully expect—^but I fully

expect it's on a back burner, if, indeed, it's on the stove at all. My
sense is that our laws and policies and redtape have so bound
those who would go after these criminals that it's simply not worth
the effort, but I can tell you this: if retaliation and retribution is

not sure and swift, if we don't track terrorists relentlessly and pub-

licly, this will happen again, happen soon, and happen often. It will

happen in the Middle East, in Africa, and in Europe, and it will

happen in Washington, in Chicago, and Detroit.

In conclusion, these are some of my recommendations:
One, we must acknowledge whenever we commit American serv-

ice members outside our shores they will be subject to those who
would harm them, whether in combat or in terrorist acts. They are

Americans, and whether they are armed with multiple rocket

launchers, rubber bullets, or blue berets, nothing will disguise the

fact that they are Americans.
No. 2, do not put American troops under U.N. command. Our

military men and women join our Armed Forces to fight and defend

our country, our people, our flag, not the United Nations.
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Three, only by publicly pursuing, relentlessly tracking down, and
bringing to justice those who commit terrorist acts will we begin
to deter them. To forget the kidnapping, torture, and murder of
Rich Higgins is to encourage history to repeat itself.

Four, our laws must allow us to consider the conditions and the
treatment of victims while they are still alive. By ignoring the ter-

rorists, we also ignore the victim.

Five, the $2 million reward program now run by the State De-
partment is an excellent program which I support. It needs to have
your full attention and funding.
Members of the committee, this is my story. Thank you for lis-

tening to it. I speak today because, I must admit, I have a personal
agenda: to find out how and when Rich died, to identify his mur-
derers and bring them to justice, and to ensure his memory re-

mains alive, so that what I perceive to be the mistakes of the past
don't repeat themselves. Thank you, Mr. Chairman.

[The prepared statement of Mrs. Higgins follows:]

Prepared Statement of Lt. Col. Robin L. Higgins, U.S. Marine Corps, Widow
OF Col. William R. Higgins, U.S. Marine Corps

Introduction

Thank you, Mr. Chairman and members of the conmiittee, for inviting me here
today. I would like to emphasize that I am here today, not as a Marine Corps ofiicer

or as a representative of the Department of Defense, and what I say here is my per-
sonal opinion only.

I also thank you for having this hearing. Many people think terrorism is dead,
or that Americans are no longer targeted. Please don't believe that is true.

Don't believe it can't happen here: as an example, supporters of radical organiza-
tions responsible for bombing innocent civilians in Israel and Algeria, determined
to undermine the courageous Middle East peace process, have offices in Texas and
San Diego; and they send their fund raising bulletins throughout the United States
over the internet.

Seven years ago—in 1988— I was serving in the Pentagon, and my husband, Wil-
liam R. Higgins, known as Rich, a Marine colonel, was on an overseas assignment
with the United Nations in the Middle East. One morning in February, he was
taken by terrorists in Lebanon, and my life was changed forever.

I am not here to tell you how the Omjiibus Counterterrorism Act of 1995 will or
will not adequately address the scourge of terrorism directed against our citizens
or our interests. You will have several expert witnesses to follow me to speak about
that.

I am here to frame the issue you are about to study. I am one person; my husband
was one victim. But there have been others; there will be otners. "The threat is

real—and it is terrible.

Chronology

Rich was taken on February 17th, 1988. I was in a 9 a.m. meeting in the Penta-
gon. My boss, the newly assigned Assistant Secretary for Public Affairs, answered
a hot-line call from the State Department at 9:20. When he turned to the assembled
group and said, "A Marine lieutenant colonel with the UN in Lebanon has just been
kidnapped," I knew right away it was Rich.
Two days after Rich was taken, the "Organization of the Oppressed on Earth" re-

leased a photo of his UN ID card saying he was the "main CIA agent in southern
Lebanon."
Three days after that, they released a videotape in which he was forced to say

it was the Reagan Administration and Israel which was causing his captivity.
In April, they released a picture saying he would be put on trial as a spy.
In December, they said he had been found guilty and sentenced to death for being

an Israeli spy.

Then—for a year and a half—wild speculation daily and sometimes hourly in the
world media about the length and condition of his captivity.
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Until a gruesome picture of him hanging appeared in newspapers and tv screens
around the world—July 1989—I had no idea if ne was dead or alive.

Two and a half years later—December 23, 1991—almost 4 years after he was
taken on my birthday, what would have been our 14th wedding anniversary, a body
bag was dumped on a Beirut street. On the coldest day I ever remember, we buried
what remained of him in beautiful Quantico National cemetery, near the Marine
base where we met, in Virginia.

UNTSO Background

Rich was with United Nations Truce Supervision Organization (UNTSO), the first

UN peacekeeping operation in the Middle East. UNTSO is a relatively small oper-
ation to which the U.S. has been providing American service members since its in-

ception in 1948.
The mission and the threat had changed over the 40 years before Rich was there,

but American servicemen remained in the area, acting as go-betweens for the hostile

parties and as the means by which isolated incidents could be contained and pre-

vented from escalating into major conflicts. Generally, they were to observe ana re-

port security violations in the security zone, e.g., Israeli overflights, incursions by
ground troops, terrorist activities.

As far as I can tell, the command and control arrangements had not changed very
much since they were first established in the late 40's, and my sense is that the
U.S. has shown little interest in getting involved in what is truly a UN-led and con-
trolled military mission.
The parties to the conflict are required to co-operate with the observers and to

ensure their safety and freedom of movement. Something called the "Convention on
the Privileges and Immunities of the United Nations" is to be the law of the land
and should protect the observers. The observers are unarmed.

In the 1980's southern Lebanon was a hazardous assignment for the UNTSO ob-
servers. They had often been caught in cross-fire—injured, robbed, held for short
times—and one died as a result of a road-side bomb explosion in January 1988.
While the various parties and groups had generally continued to respect the inter-

national status of tne unarmed observers, some of them had been threatened on ac-

count of their nationality. Shortly after the Australian captain was killed in Janu-
ary, Rich was taken.

What Went Wrong

who's responsible: U.S. OR UN?

Immediately, there seemed to be a power struggle. The UN had no idea what to

do and turned to the U.S.; it was the UN's contention that he was taken not because
he was UN, but because he was an American. The U.S. already had several Amer-
ican citizens lost in the bowels of Lebanon, and State Department decisionmakers
felt the UN connection represented the best possibility to get him out.

There were diplomatic pouches and demarches going back and forth, and lots of

public posturing. Was it the UN or the U.S. who was ultimately responsible? And
what could the civilized international community do that wouldn't appear to give

legitimacy to terrorists?

At my beckoning, the UN Security Council passed Resolution 618, condemning the
kidnapping and exhorting all member states to use their influence in any way pos-

sible to secure Colonel Higgins' immediate release. I foolishly thought this would

S'lve the member nations clout to put pressure on the nations which clearly had in-

uence in the area. It didn't; they wouldn't.

There was speechifying going on in this body and in the Senate and several of

your colleagues wrote letters and offered support. But no letters reached their mark;
no amount of support brought Rich home.

It is my contention that there was a degree of paralysis in the U.S. as far as what
to do about hostages. Having just gone through the Iran-Contra affair, the prevail-

ing notion was: just ignore them and the proolem. I could not convince either the

UN Secretary General or the State Department that Colonel Higgins was different

than the other American hostages, that there was a much greater urgency to his

release, that he was in greater danger.

HOSTAGE VS. POW?

Please do not take anything I say to diminish the importance of the lives of any
Americans in trouble and being held against their will in a foreign land. Their
agony and that of their families is no less immense than mine.
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But Rich Higgins was not a "hostage." A "hostage" is a civilian cau^t in the line

of fire, and held for some sick political or financial reason.

Servicemen are held because they represent to those who would harm us, all the

perceived weaknesses of democracy.
When servicemen or women are captured they behave as prisoners of war, not

hostages. They live day by day by the code of conduct which says: "I am an Amer-
ican, fighting in the Armed Forces which guard my country and our way of life. I

am prepared to give my life in their defense. ... I will never forget that I am
an American, fighting for freedom, responsible for my actions, and dedicated to the
principles which made my country free. I will trust in my God and in the United
States of America."
Because Rich was always a "hostage" and never a "prisoner," there were never

any demands of international rules of treatment, no Red Cross visits, no insistence

on medical care or humane treatment. Because neither the U.S. nor the UN wanted
to give "legitimacy" to the terrorists, insisting that neither the state of Lebanon or

Syria had anything to do with it, they put no special pressures or demands, placed
no sanctions on them or anyone else.

The State Department, not the Defense Department, had the lead. That meant
diplomacy, not military might. There was no retribution, no retaliation, no rescue.

I can tell you I had a battalion of Marines who were ready and willing to get Rich,

but they weren't called, and didn't go.

That had to do with the perceived political sensitivities of civilians being held at

the same time, but let's not ever forget we owe a special debt to those who go into

harm's way because of their unique bond to this country.
Servicemen and women wear the uniform of this country and leave their families

behind to fight for this country because they believe this country will come after

them when they fall. I believe we broke this pledge to Rich.

BLAME THE VICTIM

The most insidious phenomenon I had to fight was the "blame the victim" syn-
drome. There were "unnamed" State and Defense Department officials and reporters
who were sure that it was something Rich did which got him captured. They called

him a "cowboy" and labeled him reckless; they implied he was placed there by his

former boss, Caspar Weinberger; they compared him with Bill Buckley, thereby
painting him with the same CIA brush the terrorists used.

WHAT REALLY HAPPENED

To date, I don't know what really happened, since I have never seen an investiga-

tion; I'm not aware of whether one was done—either by the U.S. or the UN.
What I believe is this: Rich was taken and killed by members of Hezbollah, a radi-

cal group primarily acting in Lebanon, with the backing of Iran and Syria. He was
probably killed much earlier than the July 1989 hanging picture, and was probably
not killed by hanging.

That's it.

I don't know why Rich was taken; I don't know who held him or where; and I

don't know why, when or how he was killed. I'm told that his case is still open, but
I fully expect it is on a back burner if, indeed, it is on the stove at all. My sense
is that our laws and policies and red-tape have so bound those who would go after

these criminals, that it's not worth the effort.

But I can tell you this: If retaliation and retribution is not sure and swift, if we
don't track terrorists relentlessly and publicly—this will happen again, happen soon,

and happen often. It wiU happen in the Mideast, in Africa, and in Europe—and it

will happen in Washington, in Chicago, and in Detroit.

MY RECOMMENDATIONS

1. We must acknowledge whenever we commit American service members outside
our shores, they will be subject to those who would harm them, whether in combat
or terrorist acts. They are Americans, and whether they are armed with multiple
rocket launchers, rubber bullets, or blue berets, nothing will disguise the fact they
are Americans.

2. We do not attach American troops to UN command and control. Our military
men and womenJoin our armed forces to fight and defend our country, our people,

our flag, not the United Nations.
3. Only by publicly pursuing, relentlessly tracking down, and bringing to justice

those who commit terrorist acts will we begin to deter them. To forget the kidnap-
ping, torture, and murder of Rich Higgins is to encourage history to repeat itself.
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4. Our laws must allow us to consider the conditions and treatment of the victims
while they are still alive. By ignoring the terrorists, we also ignore the victim.

5. The two million dollar reward program now being run in the State Department
is an excellent program which I support. It needs to have your full attention and
funding.

Conclusion

This is my story. I hope I have given you some food for thou^t as you debate
this issue. I speak because I must admit I have a personal agenda:

1) to find out when and how Rich died;

2) to identify his murderers and bring them to justice; and
3) to ensure his memory remains alive so [what I perceive to be] the mistakes

of the past do not repeat themselves.
Thank you.

Mr. Hyde. Thank you, Mrs. Higgins, for your courage and your
sacrifice. Heroism takes many forms, and Rich's and yours are so-

bering and inspiring.

Are there any questions of the gentlelady? The gentleman from
Pennsylvania.
Mr. Gekas. I thank the Chair.
Your reference to the necessity for swift retaliation is one with

which many of us agree, evidenced, of course, by President Reagan
and the Libya incident, where he ordered a strike in retaliation for

acts of terrorism at that time. Have you ever been given a rationale
for no retaliation having been taken following the kidnapping, or

at least the report of the death at least, of your husband, from the
State Department or the Pentagon? Have you ever been given any
rationale for the lack of retaliation or efforts to retaliate it?

Mrs. Higgins. I've never been given any official explanation. I

only feel and believe what I've read in the press and what I've

heard from other people unofficially, and it's my contention that to

retaliate may have put the other American civilian hostages at
greater risk.

Mr. Gekas. Was there any hint that because this was a U.N.
mission that there was less feeling of authority to attempt retalia-

tion or that it would be withdrawing from under the umbrella of
the U.N. to unilaterally try to retaliate? Was there any hint of that
by U.S. authorities?

Mrs. Higgins. At that point I didn't receive any information or
believe that that was the case because I think the U.N., by that
time, had pretty much extracted itself from that responsibility or
putting him under the umbrella of being United Nations.
Mr. Gekas. That's all the questions I have.
Mr. Hyde. I thank the gentleman.
The gentleman from North Carolina.
Mr. Coble. Mr. Chairman, just very briefly, as you just said,

heroism does, indeed, take many paths and many forms, and I

think we have a heroine before us today. Like the chairman, I

thank you, Mrs. Higgins, for being here.
I don't know of any area that's any more fragile or delicate than

when it comes to dealing with terrorism, but I want to reiterate for

emphasis' sake, Mrs. Higgins, what you said. You said—and I

think I am precisely quoting you; if not, I know I am correctly

paraphrasing—in effect, when we ignore the terrorist, we inevi-

tably ignore the victim. And I think that's what we're going to have
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to try to overcome as we go about, hopefully, trying to find a solu-

tion to this very difficult enigma that faces us, Mr. Chairman.
And I thank you.
Mr. Hyde. I thank the gentleman.
Mr. Bryant from Tennessee.
Mr. Bryant from Tennessee. Thank you, Mr. Chairman. I, too,

will be brief.

Ms. Higgins, are you still active duty?
Mrs. Higgins. Yes, sir, I am.
Mr. Bryant from Tennessee. OK. Well, I'll refer to you as "Colo-

nel Higgins" then.
As an experienced career soldier, I very much appreciated your

perspective and recommendation as pertain to American soldiers

being under the command of the U.N. I was fortunate enough to

also serve in the military, and since I've arrived at Congress, I was
the freshman sponsor of the National Security Revitalization Act,
which had as a key provision of that bill, which has now passed
the House, that limitation of American soldiers being served—serv-

ing under U.N. commanders. And, again, I very much appreciate
your affirmation of that as a career soldier, and I want to thank
you for your heroism, also.

Thanic you.
Mr. Hyde. I thank the gentleman.
The gentlelady from Texas.
Ms. Jackson Lee. Colonel, let me, likewise, add my appreciation

for your being here and tell you how disheartened I am to listen

to even the sense that not even the minimal was offered to your
husband as a member of the U.S. military with respect to Red
Cross visits and other types of inquiries that might have assisted
in his condition.

My question to you—and I'm not asking you to comment on the
legislation that we are presently reviewing, but I am asking wheth-
er you could give maybe the single comment that you would make
that might have distinguished or might have allowed, if you will,

him to be distinguished from the civilian hostages, of course, that
we hold in great respect, but for him to have been able to receive
just the basics that you had indicated that were not coming to him.
What would have been a factor? Would it have been a determina-
tion by the State Department, by the military, by the White House?
Would it have been the U.N.? What would be the salient factor that
might have changed at least the facts while he was alive?
Mrs. Higgins. I think, had any one of those agencies that you

mentioned become convinced that he, in fact, should be afforded
those international rights, then any one of those agencies, I think,
could have fought, and perhaps convinced the others, and figured
out a way that this could possibly happen. I think the fact that I

could never convince any of those agencies contributed to the fact
that it just wasn't on anyone's mind.
Ms. Jackson Lee. When, obviously, you faced your personal

tragedy and you said you're still asking for—^you're raising ques-
tions and asking for answers. Was there not any response when the
finality of his life came to the light as to what the procedures were
or why actions were not taken by any of the groups that I've just
mentioned to you?
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Mrs. HiGGiNS. Nothing has officially come to light to me as an
explanation.
Ms. Jackson Lee. And nothing about their procedures and why

they acted or did not act during that time period?

Mrs. HiGGlNS. No, ma'am.
Ms. Jackson Lee. Thank you very much.
Mr. Hyde. Well, it's clear that there was a lot of buck-passing.

Once a Marine, always a Marine. I should have thought someone
in the Marine Corps would have not forgotten and would have
pressed and pressed and pressed. Passing the buck—he's a U.N.
functionary; he's a U.S. military—divided responsibility, it's a sad
story. Maybe we've learned something from this and maybe it can't

happen again. Let's hope so.

Your contribution has been really substantial, and we thank you,

and God bless you. Thank you.

Mrs. HlGGENS. Thank you.

Mr. Hyde. The second panel will come forward. We're pleased to

have with us today four members of the Clinton administration

who will educate this committee on the threats of terrorism from
their specific perspectives and to address various provisions of the

administration's proposal which was introduced by Congressman
Schumer, H.R. 896.

In the order of their testimony, let me introduce, on my right.

Acting Director William O. Studeman, Admiral and Acting Director

of the Central Intelligence Agency. Next to Admiral Studeman is

Deputy Attorney General Jamie S. Gorelick, U.S. Department of

Justice. And next to Ms. Gorelick is the Director of the Federal Bu-
reau of Investigation, Louis J. Freeh. And next to Mr. Freeh is Am-
bassador Philip Wilcox, Coordinator of the Counterterrorism Sec-

tion, U.S. Department of State.

We are most grateful to have such a distinguished panel here,

and we welcome you, and ask Admiral Studeman to commence.
And we will go through the panel, and then if you'll be patient,

we'll try to formulate some questions. Thank you.

Admiral Studeman.

STATEMENT OF WILLIAM O. STUDEMAN, ACTING DIRECTOR,
CENTRAL INTELLIGENCE AGENCY

Mr. Studeman. It's a real pleasure for me to appear before you
today to support the Omnibus Counterterrorism Act of 1995. The
intelligence community supports this bill as a significant step for-

ward in the fight against international terrorism. This legislation

is needed to give our Nation's law enforcement agencies, which we
work with so closely, the proper tools to carry out this fight.

I've been asked to provide an overview oi the international ter-

rorist threat, and I'm happy to do so from a foreign perspective; I

understand that Director Freeh will address it from the domestic

side. Some topics may relate to ongoing criminal investigations or

prosecutions. Then I would have to defer to my colleagues. Deputy
Attorney General Gorelick and Director Freeh. Some aspects of this

topic, and some of your questions as well, may touch upon very

sensitive information that cannot be discussed in this open session.

I would be pleased to address any such issues in executive session

or in written answers to the committee.
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Mr. Chairman, we have seen a most disturbing change in the na-
ture of the terrorist threat over the recent past, and this change
will make the world an increasingly dangerous place for Ameri-
cans. In general, international terrorists today are focusing less on
hostage-taking and hijackings and more on the indiscriminate
slaughter of innocent men, women, and children. Although the
number of international terrorist incidents has decreased over the
past 10 years, the trend is toward a higher lethality, particularly
in the number of civilian casualties, more extensive property dam-
age, and increasingly devastating effects on economies. We re-

corded 321 international terrorist incidents during 1994, down from
431 recorded in 1993. However, beginning in 1993, the number of
casualties has risen dramatically.
For instance, the World Trade Center bombing in 1993 resulted

in six deaths and a thousand injured. The 1994 bombing of a Jew-
ish cultural center in Buenos Aires left nearly 100 people dead and
over 250 people wounded. The recent gassing of the Tokyo subway
killed 11 people and, injured over 5,500, as the chairman has al-

ready stated. These incidents have also resulted in substantial
property damage. The pace of terrorist incidents during the first 3
months of this year has increased significantly, due primarily to a
spate of firebombings by Kurdish separatists of Turkish targets in

Europe and the Tokyo attack.

The preferred targets of terrorist attacks continue to be "soft"

targets, such as business and tourist sites and facilities. With their
limited security precautions, these targets are easier to attack than
government buildings or military installations. Attacks on foreign
interests, particularly tourist targets which are the prime sources
of foreign exchange, effectively hamper national and regional
economies. U.S. interests and citizens continue to be the favorite
targets of terrorists, as we were reminded by the murder of two
Americans last month in Karachi, Pakistan. Attacks against Amer-
ican citizens and interests over the past 5 years account for about
40 percent of the total terrorist incidents.

Particularly disturbing is the terrorist use of chemical weapons,
possibly the nerve gas sarin, in the attack in the Tokyo subway.
We hope that it does not herald the dawn of a new era long feared
by counterterrorist experts: the increasing use of weapons of mass
destruction against urban populations.
The consequences of a terrorist incident involving weapons of

mass destruction can be enormous, including massive casualties,
widespread contamination, major stresses on rescue and response
resources, as well as I might say on law enforcement resources, and
serious economic dislocation. Unfortunately, we believe that we will

witness more of this type of attack. Production of biological and
chemical agents is relatively easy because the ingredients and
manufacturing instructions are readily available. Also, the possibil-

ity of "copycat" attacks increases with media exposure of major in-

cidents and with prolonged investigations by civil authorities.
Equallv frightening, but less likely, is the use of nuclear mate-

rials or devices in a terrorist attack. The most serious threat of nu-
clear terrorism is the use of materials or devices diverted from
stockpiles of the former Soviet Union. Continuing economic destitu-
tion, deteriorating living conditions and morale within the military,
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and the rise of organized crime could undermine the stockpile's se-

curity, making thefts of warheads or subcomponents possible. War-
heads in transit by rail between military facilities or to assembly
and disassembly facilities could also be vulnerable to direct attack
and theft.

Small portable devices, even with severely degraded yields, could
still be several times more powerful than the Hiroshima bomb and
powerful enough to bring down a target like the World Trade Cen-
ter. Even with no nuclear yield, such a device could cause signifi-

cant radiological dispersion, contaminating the area of an attack

and threatening survivors and rescue personnel.
Adding to the threat of indiscriminate attacks are ethnic and

separatist movements produced by savage regional and ethnic con-

flicts around the world. These groups are becoming more of a
threat to U.S. facilities and interests abroad. The Kurdistan Work-
ers Party, or PKK, heads the list of such groups because the group
has made international terrorism a key weapon in its fight for an
independent homeland in the Kurdish-inhabited part of southeast
Turkey. The PKK has been especially active in Europe, and we fear

that its tactics may become a model for other ethnic or separatist

movements being spawned in the former Yugoslavia and Soviet

Union. Bosnia and the Central Asian region offer potentially fertile

ground for some of the Middle Eastern groups to operate or seek
recruits, and American involvement in humanitarian and peace-
keeping missions in the region increases the potential threat to

U.S. interests and citizens. Financial and logistics support for Mus-
lims in these regions could come from some of the radical Islamic

groups and their state sponsors.

State sponsors of terrorism include Iran, Syria, Libya, Iraq,

North Korea, Cuba, and Sudan. Of these, Iran is the most active

instigator of terrorism, especially against dissidents or enemies in

the region. These outlaw states consider terrorism a legitimate in-

strument of statecraft. Recently, they have become more adept at

concealing their own activities. Additionally, they are getting better

at hiding their support for their surrogates, which includes provid-

ing safe navens, funds, training, weapons, and other assistance.

The greatest terrorist threats to the United States today come
from extremist groups who claim, however falsely, to act on behalf
of a religion, especially Islam. Some of these groups fit the tradi-

tional terrorist mold. These include the Lebanese Hezbollah, the

Palestinian group Hamas, and the Algerian Armed Islamic Group.
They remain extremely dangerous. Altnough these groups comprise
a small minority in the Islamic world, they have used Islam as a
guise to offer alienated segments of the population an alternative

to secular governments in the Middle East, North Africa, and
South Asia. Some of these groups also pose a threat to the Arab-
Israeli peace process.

In addition, a new Islamic extremist threat is on the rise. These
groups, often ad hoc, are even more dangerous in some ways than
the traditional groups because they do not have a well-established

organizational identify and they tend to decentralize and compart-
ment their activities. They are also capable of producing and using
more sophisticated conventional weapons, as well as chemical and
biological agents. They are less constrained by state sponsors or
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other benefactors than are the traditional groups. These new
groups appear to be disinclined to negotiate, but, instead, seek to

take revenge on the United States and Western countries by inflict-

ing heavy civilian casualties. The World Trade Center bombers are
prime examples of this new breed of radical, transnational. Islamic
terrorist.

Both the traditional Islamic terrorists and the new breed have
filled their ranks with militants who trained in the Afghan war,
where they learned the value of violence in defeating a major
power. They are well funded. Some have developed sophisticated
international networks that allow them great freedom of movement
and opportunity to strike, including in the United States. They also

are attracting a more qualified cadre with greater technical skills.

Several groups have established footholds within ethnic or resident
alien communities here in the United States. These communities
offer terrorists financial support and a source for new recruits.

All these characteristics shield these groups from effective

counterterrorism operations by government security forces. This
makes it even more critical that the United States obtain the close

and continual cooperation of other countries. One of the best ways
to ensure this cooperation is to protect the information that these
countries share with us about terrorists. Foreign governments sim-
ply will not confide in us if we cannot keep their secrets.

One goal of section 201 of the bill is to provide a mechanism to

do just that by protecting classified information in special removal
hearings for alien terrorists. The objective is to permit the court to

consider classified information as evidence without risking the com-
promise of sensitive intelligence sources and methods or foreign
government-provided information. The intelligence community
strongly supports this objective.

In addition to requiring the cooperation of foreign governments,
the war against terrorism requires close and continual cooperation
within the U.S. Government. A prime example is the DCI's (Direc-

tor of Central Intelligence's) Counterterroist Center. Since its in-

ception in 1986, the CTC has been responsible for anticipating and
preempting terrorist operations and for penetrating, disrupting,
and destroying terrorist groups that target the interests of the
United States and its allies. The high degree of cooperation with
law enforcement agencies is evident in the staffing of the CTC. In
addition to CIA, nine other agencies are represented: FBI; Secret
Service; Bureau of Alcohol, Tobacco and Firearms; Immigration
and Naturalization Service; the National Security Agency; the De-
partment of State Diplomatic Security; Federal Aviation Adminis-
tration; the Naval Criminal Investigative Service, and the Depart-
ment of Energy. Detailees from these various agencies sit side by
side, share information, and tackle joint problems. This close co-

operation has permitted the two communities to learn from each
other to the ultimate benefit of the security of the Nation.

Counterterrorist work, by necessity, must be done out of the
glare of publicity. We must protect those who would provide us
with vital information and protect methods critical to us, if we are
to continue to keep Americans out of harm's way. There are several
cases, however, that can be mentioned here today that demonstrate
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the excellent results of the close cooperation between law enforce-

ment and the intelligence community.
One such example is the attempted assassination of former

President Bush in Kuwait. The CIA used its substantial analytic

capability, its ability to collect foreign intelligence, and its technical
analysis of forensic evidence, in cooperation with the FBI and the
Department of Justice, to establish that the assassination attempt
was ordered by Saddam Hussein's regime.
The intelligence community has also contributed to the FBI's ar-

rest of Umar Mohammed Ali Rezaq, allegedly responsible for hi-

jacking and murder in November 1985. He's charged with shooting
three Americans, killing one and leaving another with permanent
brain damage. On the World Trade Center bombing, CIA worked
closely with the FBI and local law enforcement officials on the for-

eign side of the investigations. Finally, the intelligence community
and law enforcement are working together to bring Mir Aimal
Kan si to justice. He is accused of brutally murdering two CIA em-
ployees and wounding three others outside our headquarters in

1993.
In closing, international terrorism remains one of the deadliest

and most persistent global threats to U.S. security. The motives,

perpetrators, and methods of terrorist groups are evolving in ways
that complicate analysis, collection, and counteraction, and require

the ability to shift resources flexibly and quickly. The rise of the

new breed of terrorist who is interested in inflicting mass death
and destruction does not bode well for the future security of Amer-
ican interests. These groups can strike at any time, anywhere,
spurred by seemingly unrelated events for which they judge the
United States to be blameworthy. They have a widening global

reach and a high degree of technical proficiency with more sophisti-

cated weapons and tactics.

The intelligence community plays an important role in support-

ing law enforcement efforts to prevent attacks on American lives

and property and to apprehend those who commit these heinous
crimes. This bill strengthens law enforcement's ability to combat
terrorism and at the same time takes steps to protect sensitive in-

telligence information. We, therefore, believe it is worthy of your
support.
Thank you, sir.

[The prepared statement of Mr. Studeman follows:]

Prepared Statement of William 0. Studeman, Acting Director, Central
Intelligence Agency

Good morning Mr. Chairman and Members of the Committee. It is a pleasure to

appear before you today in support of the Omnibus Counterterrorism Act of 1995.

The Intelligence Community supports this bill as a significant step forward in the

fight against international terrorism. This legislation is needed to give our nation's

law enforcement agencies, with which we work so closely, the proper tools to carry

out this fight.

I have been asked to provide an overview of the international terrorist threat. I

am happy to do so from the foreign perspective and I understand that Director

Freeh will address it from the domestic side. Some topics may relate to ongoing
criminal investigations or prosecutions, and I would have to defer to my colleagues

Deputy Attorney General Gorelick and Director Freeh. Some aspects of this topic,

and some of your questions as well, may touch upon very sensitive information that

cannot be discussed in this open session. I would be pleased to address any such

issues in executive session or in written answers to the Committee.
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Mr. Chairman, we have seen a most disturbing change in the nature of the terror-

ist threat over the recent past, and this change will make the world an increasingly
dangerous place for Americans. In general, international terrorists today are focus-

ing less on nostage-taking and hijackings and more on the indiscriminate slaughter
of innocent men, women, and children. Although the number of international terror-

ist incidents has decreased over the past 10 years, the trend is toward a higher
number of civilian casualties, more extensive property damage, and increasingly
devastating effects on economies. We recorded 321 international terrorist incidents
during 1994, down from the 431 recorded in 1993. However, beginning in 1993, the
number of casualties has risen significantly.

For instance, the World Trade Center bombing in 1993 resulted in six deaths and
over 1,000 injured. The 1994 bombing of a Jewish cultural center in Buenos Aires
left nearly 100 people dead and over 250 wounded. The recent gassing of the Tokyo
subway killed 10 people and injured over 5,500 others. These incidents have also
resulted in substantial property damage. The pace of terrorist incidents during the
first three months of this year has increased significantly due primarily to a spate
of firebombings by Kurdish separatists of Turkish targets in Europe and the Tokyo
attack.

The preferred targets of terrorist attacks continue to be "soft" targets, such as
business and tourist sites and facilities. With their limited security precautions,
these targets are easier to attack than government buildings or military installa-

tions. Attacks on foreign interests, particularly tourist targets that are prime
sources of foreign exchange, effectively hamper national and regional economies.
U.S. interests and citizens continue to be favorite targets of terrorists, as we were
reminded by the murder of two Americans last month in Karachi, Pakistan. Attacks
against American citizens and interests over the past five years account for about
40 percent of the total number of terrorist incidents.

Particularly disturbing is the terrorist use of a chemical weapon, possibly the
nerve gas sarin, in the attack on the Tokyo subway. We hope that it does not herald
the dawn of a new era long feared by counterterrorist experts: the use of weapons
of mass destruction against urban populations.
The consequences of a terrorist incident involving a weapon of mass destruction

can be enormous, including massive casualties, widespread contamination, and seri-

ous economic dislocation. Unfortunately, we believe that we will witness more of
this type of attacks. Production of biological and chemical agents is relatively easy
because the ingredients and manufacturing instructions are readily available. Also,
the possibility of "copycat" attacks increases with media exposure of major incidents
and with prolonged investigations by civil authorities.
Equally frightening, but less likely, is the use of nuclear materials or devices in

a terrorist attack. The most serious threat of nuclear terrorism is use of materials
or devices diverted from the Russian stockpile. Continued economic destitution, de-
teriorating living conditions and morale within the military, and the rise of orga-
nized crime could undermine the stockpile's security, making thefts of warheads or
subcomponents possible. Warheads in transit by rail between military facilities or
to assembly and disassembly facilities could also be vulnerable to direct attack or
theft.

Small, portable devices, even with severely degraded yields, could still be several
times more powerful than the Hiroshima bomb and powerful enough to bring down
a target like the World Trade Center. Even with no nuclear yield, such a device
could cause significant radiological dispersion, contaminating the area of an attack
and threatening survivors and rescue personnel.
Adding to the threat of indiscriminate attacks are ethnic and separatist move-

ments produced by savage regional and ethnic conflicts around the world. These
groups are becoming more of a threat to U.S. facilities and interests abroad. The
Kurdistan Workers Party, or PKK, heads the list of such groups because the group
has made international terrorism a key weapon in its fight for an independent
homeland in Kurdish-inhabited southeastern Turkey. The PKK has been especially
active in Europe, and we fear that its tactics mav become a model for other ethnic
and separatist movements being spawned in the former Yugoslavia and Soviet
Union. Bosnia and the Central Asian region offer potentially fertile ground for some
of the Middle Eastern groups to operate or seek recruits, and American involvement
in humanitarian or peaceKeeping missions in the region increases the potential
threat to U.S. interests and citizens. Financial and logistic support for Muslims in
these regions could come from some of the radical Islamic groups and their state
sponsors.

State sponsors of terrorism include Iran, Syria, Libya, Iraq, North Korea, Cuba,
and Sudan. Of these, Iran is the most active instigator oi terrorism, especially
against dissidents or enemies in the region. These outlaw states consider terrorism
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a legitimate instrument of state craft. Recently, they have become more adept at
concealing their own activities. Additionally, they are getting better at hiding their
support for their surrogates, which includes providing safe haven, funds, training,

weapons, and other assistance.

The greatest terrorist threats to U.S. interests today come from extremist groups
who claim—however falsely—to act on behalf of a religion, especially Islam. Some
of these groups fit the traditional terrorist mold. These include the Lebanese
Hezbollah, the Palestinian group Hamas, and the Algerian Armed Islamic Group.
They remain extremely dangerous. Although these groups comprise a small minority
in the Islamic world, they nave used Islam as a guise to offer alienated segments
of the population an alternative to secular governments in the Middle East, North
Africa, and South Asia. Some of these groups also pose a threat to the Arab-Israeli
peace process.

In addition, a new Islamic extremist threat is on the rise. These groups—often
ad hoc—are even more dangerous in some ways than the traditional groups because
they do not have a well-established organizational identity and they tend to decen-
tralize and compartment their activities. They also are capable of producing and
using more sophisticated conventional weapons as well as chemical and biological

agents. They are less restrained by state sponsors or other benefactors than are the
traditional groups. These new groups appear to be disinclined to negotiate, but in-

stead seek to take revenge on the IJnited States and Western countries by inflicting

heavy civilian casualties. The World Trade Center bombers are prime examples oi

this new breed of radical, transnational. Islamic terrorist.

Both the traditional Islamic terrorists and the new breed have filled their ranks
with militants who trained in the Afghan war, where they learned the value of vio-

lence in defeating a major power. They are well funded. Some have developed so-

phisticated international networks that allow them great freedom of movement and
opportunity to strike, including in the United States. They also are attracting a
more qualified cadre with greater technical skills. Several groups have established
footholds within ethnic or resident alien communities here in the United States.

These communities offer terrorists financial support and a source for new recruits.

All these characteristics shield these groups from effective counterterrorism oper-

ations by government security forces. This makes it even more crucial that the Unit-
ed States obtain the close and continual cooperation of other countries. One of the
best ways to ensure this cooperation is to protect the information that these coun-
tries share with us about terrorists. Foreign governments simply will not confide in

us if we can not keep their secrets.

One goal of section 201 of the bill is to provide a mechanism to do just that by
protecting classified information in special removal hearings for alien terrorists. The
objective is to permit the court to consider classified information as evidence without
risking the compromise of sensitive intelligence sources and methods or foreign gov-

ernment information. The Intelligence Community strongly supports this objective.

In addition to requiring the cooperation of foreign governments, the war against

terrorism requires close and continual cooperation within the United States Govern-
ment. A prime example is the Counterterrorist Center (CTC). Since its inception in

1986, CTC has been responsible for anticipating and preempting terrorist operations

and for penetrating, disrupting, and destroying terrorist groiips that target the in-

terests of the United States and its allies. The high degree oi cooperation with law
enforcement agencies is evident from the staffing of CTC. In addition to CIA, nine
other agencies are represented: FBI; Secret Service; Bureau of Alcohol, Tobacco and
Firearms; Immigration and Naturalization Service; National Security Agency; De-
partment of State Diplomatic Security; Federal Aviation Administration; Naval
Criminal Investigative Service; and Department of Energy. Detailees from these
various agencies sit side by side, share information, and tackle joint problems. This
close cooperation has permitted the two communities to learn from each other to the

ultimate benefit of the security of the nation.

Counterterrorist work by necessity must be done out of the glare of publicity if

we are to protect those who would provide us with vital information ana to protect

methods critical to us if we are to continue to keep Americans out of harms way.
There are several cases, however, that can be mentioned here today that dem-
onstrate the excellent results of the close cooperation between law enforcement and
the Intelligence Community.
One such example is the attempted assassination of former President Bush in Ku-

wait. CIA used its substantial analytic capability, its ability to collect foreign intel-

ligence, and its technical analysis of forensic evidence, in cooperation with the FBI
and the Department of Justice, to establish that the assassination attempt was or-

dered by Saddam Hussein's regime.
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The Intelligence Community also contributed to the FBI's arrest of Umar Moham-
med Ali Rezaq, allegedly responsible for hijacking and murder in November 1985.
He is charged with shooting three Americans, killing one and leaving another with
permanent brain damage. On the World Trade Center bombing, CIA worked closely

with the FBI and local law enforcement officials on the foreign side of the investiga-

tions. Finally, the Intelligence Community and law enforcement are working to-

gether to bring Mir Aimal Kansi to justice. He is accused of brutally murdering two
CIA employees and wounding three others outside our Headquarters in 1993.

In closing, international terrorism remains one of the deadliest and most persist-

ent global threats to U.S. security. The motives, perpetrators, and methods of terror-

ist groups are evolving in ways that complicate analysis, collection, and counter-
action and require the ability to shift resources flexibly and quickly. The rise of the
new breed of terrorist who is interested in inflicting mass death and destruction

does not bode well for the future security of American interests. These groups can
strike at any time, anywhere, spurred by seemingly unrelated events for which they
judge the United States to be blameworthy. They have a widening global reach and
a high degree of technical proficiency with more sophisticated weapons and tactics.

The Intelligence Community plays an important role in supporting law enforcement
efforts to prevent attacks on American lives and property and to apprehend those
who commit these heinous crimes. This bill strengthens law enforcement's ability

to combat terrorism and at the same time takes steps to protect sensitive intel-

ligence information. We, therefore, believe it is worthy of your support.
Thank you.

Mr. Hyde. Thank you, Admiral.
The next witness will be Deputy Attorney Greneral Jamie

Gorelick. Ms. Grorelick.

STATEMENT OF JAMIE S. GORELICK, DEPUTY ATTORNEY
GENERAL, DEPARTMENT OF JUSTICE

Ms. GORELICK. Thank you. Thank you, Mr. Chairman and mem-
bers of the committee. It's our privilege to appear before you re-

garding H.R. 896, the Omnibus Counterterrorism Act of 1995.
As Admiral Studeman has just said, and as I think you will hear

from all of us here today, the protection of this Nation and its peo-
ple against the threat of terrorism, both at home and abroad, is of

paramount importance to all of us. The proposed legislation before
you is an effort to strengthen our ability to deter terrorist acts and
to punish those who engage in terrorism.
The bombing of Pan Am Flight 103 demonstrates the magnitude

of human suffering that can result from even a single terrorist inci-

dent, and as weapons of mass destruction become more accessible,

the catastrophic potential of terrorist acts becomes more apparent.
The recent nerve gas attack in the subway system in Tokyo was
a grim warning of that potential here in the United States.

Americans are unquestionably the targets of choice of terrorists.

From 1990 to 1994, approximately 40 percent of reported inter-

national terrorist acts worldwide were directed against U.S. inter-

ests, and during the past decade, as you know, Americans have
been killed, injured, brutalized by bombings, hijackings, and hos-
tage-takings.

In the past 2 years, Americans have been the target of a number
of extraordinarily deadly terrorist plots, both here and abroad. For-
tunately, most of those plots were prevented or failed to achieve
the consequences intended by their pe7*petrators. And here I think
our vigilance has paid off, but had the intentions of those terrorists

been fulfilled, tens of thousands of Americans would have been in-

jured or killed.
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The continuing nature of this deadly threat to U.S. interests and
to our people is exhibited by the March 8, 1995, murders of two
American civilian employees assigned to the consulate in Karachi,
Pakistan. We cannot wait for more terrorist tragedies like those I

have discussed before seeking legislation to enhance our ability to
address the terrorist threat.

As we have developed and refined the legislative package that is

before this committee today, we have been keenly aware of our re-
sponsibility to ensure that constitutional rights are fully protected.
We believe that the proposed legislation fully comports with our
Nation's traditional respect for civil liberties, and we are committed
to working with this committee to ensure that the legislation is

both tough and fair.

During the past 20 years, the Congress has enacted a number of
very important antiterrorism statutes. Most of those statutes ad-
dressed acts of terrorism undertaken against U.S. people or inter-

ests overseas, and we aggressively enforce those statutes. We do
not forget the heinous acts of terrorists or the human suffering of
their victims. We have long memories. The long-term nature of our
commitment is exemplified by the arrest of Umar Ali Rezaq in July
1993 on charges relating to an aircraft hijacking in the Mediterra-
nean in 1985.
Our investigations have led to the conviction of terrorists in-

volved in attacks on Americans overseas. For example, Mohammed
Hamadei was convicted and given a life sentence in Germany for

the 1985 hijacking of TWA 847 and the murder of Navy diver Rob-
ert Stethem. Although Germany declined to extradite Hamadei to
the United States, it utilized evidence developed during our inves-
tigation in its prosecution. And, similarly, after denying a U.S. ex-
tradition request, Greece utilized evidence from the U.S. investiga-
tion in its successful prosecution of Mohammed Rashid for the 1982
bombing of a Pan Am flight in Asia which resulted in the death
of a passenger, Fawaz Yunis, the leader of a hijacking in the Mid-
dle East of a flight with Americans onboard, was lured into inter-

national waters in the Mediterranean Sea, where he was arrested
by the FBI and brought to the United States for trial. Yunis was
convicted and is serving a 30-year sentence.

But, in contrast to the substantial legislation relating to overseas
acts of terrorism directed against U.S. interests, there nas been lit-

tle focus on legislation addressing acts of international terrorism in

the United States. The bombing of the World Trade Center reminds
us that we are not free from the threat of terrorism in our own bor-
ders. Swift and effective investigative work led to the prompt ar-

rest and subsequent successful prosecution of four defendants. In
August 1993, 15 defendants were indicted in Federal court in Man-
hattan on charges which included conspiracy to levy a war of urban
terrorism against the United States bv bombing the World Trade
Center and planning to bomb several other targets, including a
Federal office building, United Nations headquarters, the Lincoln
and Holland Tunnels, the George Washington Bridge. The trial of
that case is ongoing.
The proposed Omnibus Counterterrorism Act takes important

steps to address acts of terrorism within the United States. While
the bill contains provisions which enhance our ability to address
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extraterritorial terrorist acts, its primary emphasis is on inter-

national terrorism aimed at targets here or utilizing the United
States as a base for support of terrorism activities. Section 101
would provide a more certain and comprehensive basis for the Fed-
eral Government to respond to international terrorist acts occur-
ring here. It would allow us to incorporate an applicable State stat-

ute violated by the terrorist if one of nine jurisdictional bases can
be established. The provision would be utilized only with the per-
sonal approval of the Attorney General or the Deputy, based on a
finding that the offense was of an international terrorist nature.
This provision should significantly enhance our ability to respond

to international terrorism. State enforcement entities often cannot
effectively address criminal activity with international aspects, and
there is a need for a more effective basis to address activities with-
in the United States that support terrorist activities in foreign
countries, and that is the focus of sections 102 and 301.

Section 102 would, in essence, make it a crime for a person in

the United States to be a part of a conspiracy to commit a terrorist

act overseas. It would provide prosecutive jurisdiction over not only
U.S.-based conspirators, but also their confederates overseas.

Section 301 would authorize the Government to regulate or pro-

hibit any person or organization within the United States from
raising or providing funds for use by a foreign organization which
the President has declared to be engaged in terrorist activities.

That declaration would be based on a finding that the organization
engages in terrorist activities which threaten the national security,

foreign policy, or economy of the United States.

The fundraising prohibitions of section 301 would apply, notwith-
standing the fact that a terrorist organization might also engage in

legitimate charitable activities, but a licensing mechanism would
permit contributions to such activities where there would be appro-
priate safeguards to ensure that the money would not be used to

carry out terrorist acts.

H.R. 896 would create a mechanism that would allow prompt de-
portation proceedings for suspected alien terrorists while providing
reasonable protection for pertinent national security information.
Under this provision, such proceedings could be handled by U.S.
district court iudges if the Government can establish that adher-
ence to normal INS deportation proceedings would pose a threat to

national security. The judges would be authorized to invoke proce-
dures such as those—such as the use of summaries in place of clas-

sified information, designed to safeguard national security equities

while protecting the rights of the alien. The proceedings would be
open to the public. The alien would be represented by counsel, and
the Grovernment would bear the burden of proof.

In all, H.R. 896 contains a total of 20 legislative proposals,
among its other provisions or proposals, that would improve our
ability to respond to the threat of nuclear terrorism, and would re-

quire that plastic explosives be manufactured with a detection
agent embedded therein. With the chairman's consent, given the
length of this proposal, I will submit for the record a summary of
each proposed item of legislation with my formal statement.
Mr. Chairman, I want to thank you for this prompt hearing on

this bill. The Department of Justice is prepared to work with the
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committee and with its staff to address any areas of concern, and
I would urge this committee to move expeditiously toward enact-
ment.
Thank you very much.
[The prepared statement of Ms. Grorelick follows:]

Prepared Statement of Jamie S. Gorelick, Deputy Attorney General,
Department of Justice

Mr. Chairman and members of the Committee, it is a privilege to appear before
you regarding the proposed "Omnibus Counterterrorism Act of 1995."
The protection of this nation and its people against the threat of terrorism, both

at home and abroad, is of paramount importance to all of us. The proposed legisla-

tion is a comprehensive effort to strengthen the ability of the United States to deter
terrorist acts and to punish those who engage in terrorism.

Acts of terrorism defy rational explanation, and their harm cannot be measured
by counting the number of terrorist acts. Terrorist acts occur within the United
States very infrequently and the number of overseas terrorist attacks against U.S.
interests is not great, in part because of our extraordinary efforts at prevention.
When, as in the bombing of Pan Am Flight 103, terrorists do succeed, the mag-
nitude of the human suffering is incalculable. Society as a whole pays a high price,

as the population as a whole fears similar incidents.

Moreover, as weapons of mass destruction become more accessible, the cata-
strophic potential of terrorist acts becomes more apparent. The recent nerve gas at-

tack in the subway system in Tokyo was a grim warning of that potential. Similarly,
earlier this year, two defendants were convicted in federal court in Minnesota of
possessing ricin, a deadly biological agent, with intent to use it as a weapon. Accord-
ing to experts, a gram of pure ricin could kill 3,600 people.

Americans are unquestionably the target of choice of terrorists. From 1990
through 1994, approximately 40% of the reported international terrorist acts world-
wide were directed against U.S. interests. During the past decade Americans have
been killed, injured, or brutalized by bombings, hijackings, and hostage takings.

In the past two years, Americans have been the target of a number of extraor-
dinarily deadly terrorist plots, both at home and abroad. Fortunately, most of those
plots were either prevented or failed to achieve the consequences intended by their
perpetrators. However, had the intentions of those terrorists been fulfilled, tens of
thousands of Americans would have been injured or killed.

The continuing nature of this deadly threat to U.S. interests and people is re-

flected in the March 8, 1995, murders of two American civilian employees assigned
to the U.S. consulate in Karachi, Pakistan. The United States cannot await addi-
tional terrorist tragedies—such as the Karachi murders, the World Trade Center
bombing, and the bombing of Pan Am Flight 103—before seeking legislation to en-
hance its ability to address the terrorist threat.
We must take all reasonable steps to prevent and punish terrorist activity di-

rected at U.S. interests. The proposed Omnibus Counterterrorism Act of 1995 is a
comprehensive effort to fulfill that responsibility.

We are keenly aware of our responsibility to ensure that constitutional rights are
fully protected. We believe that the proposed legislation fully comports with our na-
tion's traditional respect for civil liberties. Nevertheless, we are committed to work-
ing with this Committee to examine any concerns and to ensure that the legislation

is both tough and fair.

During the past 20 years. Congress has enacted a number of very important ter-

rorism statutes. Most of those statutes address acts of terrorism undertaken against
U.S. people or interests overseas. The Department of Justice aggressively enforces
those statutes.

We investigate fully all incidents of international terrorism that affect U.S. inter-

ests and over which we have jurisdiction. When sufficient evidence is developed, the
case is indicted and a concerted effort is made to obtain custody of the defendants
for trial, even though they usually reside outside the United States. The Depart-
ment is committed to pursuing such apprehension efforts for as long as is necessary
to obtain custody. We will not forget the heinous acts of terrorists or the human
suffering of their victims. The long-term nature of our commitment is exemplified
by the arrest of Umar Ali Rezaq in July 1993 on charges relating to a deadly hijack-

ing which occurred in the Mediterranean area in November 1985.
Examples of prosecutions that have been pursued as a result of United States en-

forcement efforts under existing terrorism statutes include the following:
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Mohammed Ali Hamadei was indicted in the District of Columbia for the
June 1985 hijacking of TWA 847 and the murder of Navy diver Robert Stethem.
Hamadei was arrested in Germany in 1987, but the U.S. extradition request
was denied. Thereafter, U.S. investigators and prosecutors worked with their
German counterparts to facilitate Hamadei's prosecution in Germany on hijack-
ing and murder charges. He was convicted and is currently serving a life sen-
tence.

Fawaz Yunis was indicted in the District of Columbia for a June 1985 hijack-

ing of a Royal Jordanian Airlines flight which had two American passengers on
board. In September 1987, he was lured into international waters of the Medi-
terranean Sea, where he was arrested by the FBI and returned to the United
States. He was convicted in federal court in March 1989 and is currently serv-

ing a 30-year prison sentence.
Mohammed Rashid was indicted in the District of Columbia for an August

1982 bombing of a Pan Am flight en route from Tokyo to Honolulu, resulting
in the death of one passenger. Rashid was arrested in Athens in June 1988.
Greece denied the U.S. extradition request but agreed to prosecute Rashid.
Thereafter, federal investigators and prosecutors worked closely with their
Greek counterparts to make available the evidence which supported the U.S.
case. Rashid was subsequently convicted and is presently serving a 15-year pris-

on sentence in Greece.
Umar Ali Rezaq is currently pending trial in federal court in the District of

Columbia on an indictment which charges that he hijacked an Egypt Air flight

in 1985, during which he allegedly murdered two passengers, an American and
an Israeli.

Other indictments are pending based on terrorist acts directed against U.S. inter-

ests and persons overseas. One of those indictments charges two Libyan defendants,
as officers and operatives of a Libyan intelligence agency, with having carried out
the bombing of Pan Am Flight 103.

The bombing of the World Trade Center in 1993 was a grim reminder that the
United States is not free from the threat of terrorism within its own borders. Swift
and effective investigative work led to the prompt arrest and subsequent successful

prosecution of four defendants, all of whom are now serving multiple life sentences.
Recently, a fifth defendant chareed in the World Trade Center indictment was ar-

rested overseas and returned to New York, where he is currently pending trial.

In August 1993, fifteen defendants were indicted in federal court in Manhattan
on charges which included conspiracy to levy a war of urban terrorism against the
United States by bombing the World Trade Center and planning to bomb several

other targets, including a federal ofiice building. United Nations Headquarters, the
Lincoln and Holland Tunnels, and the George Washington Bridge. The trial of that
case is presently ongoing.

In contrast to the substantial legislation relating to overseas acts of terrorism di-

rected against U.S. interests, there has been little focus on legislation addressing
acts of international terrorism in the United States. The proposed Onmibus
Counterterrorism Act of 1995 reverses that trend. While the bill would enhance our
ability to address extraterritorial terrorist acts, its primary emphasis is on inter-

national terrorism aimed at targets within the United States or utilizing the U.S.
as a base for monetaiy or strategic support.

In transmitting this legislation to Congress, the Administration provided a de-

tailed section-by-section analysis explaining the intended scope and effect of each of
the bill's 20 provisions. Additionally, I am submitting, as an attachment to this

statement, a summary of those 20 provisions. Accordingly, I will limit my remarks
to some of the bill's key provisions.

Title I—Substantive Criminal Law Enhancements

SECTION 101—acts OF TERRORISM TRANSCENDING NATIONAL BOUNDARIES

Section 101(a), which would create Section 2332b in Title 18 of the United States
Code, provides a more certain and comprehensive basis for the federal government
to respond to international terrorist acts within the United States. While most inter-

national terrorist violations which might occur within the United States can be
reached under some existing federal statute, the coverage is fragmented, the appli-

cable statutes may be insufficient to capture the gravamen of the offense, and tneir

penalties may not be proportionate to the conduct involved.

Section 101 would allow the government to incorporate any applicable state stat-

ute violated by the terrorists, so long as one of nine jurisdictional bases can be es-

tablished. The provision would be utilized only with the personal approval of the
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Attorney General or Deputy Attorney General, based on a finding that the oflense

was of an international terrorist nature.

The proposed provision is patterned after existing federal statutes which have
been upheld by the courts and which have been applied without controversy. For
example, Subsection 2332b(bXl)(A), which incorporates state laws relating to mur-
der, kidnapping, maiming, and serious assaults, is drawn directly from 18 U.S.C.

§ 1959, violent crimes in aid of racketeering activity. Similarly, the nine proposed
jurisdictional bases provided in the proposed legislation are drawn from existing
statutes.

State enforcement entities often cannot address effectively criminal activity that
has international aspects. This legislation will permit federal enforcement in an
area in which the federal government has both expertise and responsibility.

Additionally, the legislation would allow the Attorney General to request assist-

ance from other agencies, including the military. The type of assistance that would
typically be sought from the military

—

e.g., logistical support—is not precluded by
the Posse Comitatus Act, as it applies only to military enforcement activity that
"regulates, forbids, or compels," Bissonette v. Haig, 776 F.2d 1384, 1390 (1985), affd,
485 U.S. 264 (1988), and does not prohibit the military from providing assistance
to civilian law enforcement. See,, e.g.. United States v. Bacon, 851 F.2d 1312, 1313
(11th Cir. 1988). However, if the military aid needed is of a type covered by Posse
Comitatus, the Act authorizes such assistance and such authorizations are not un-
usual. See. e.g., 10 U.S.C. §§331-334. Indeed, provisions identical to that contained
in Subsection 2332b(0 already exist in other federal statutes, see, e.g., 18 U.S.C.

§§ 351(g), 1116(d), and 1751(i), and have presented no problems.
Subsection lot(e) would also enhance the investigative capability of law enforce-

ment agents by permitting a wiretap on one phone number to be transferred to an-
other when the individual tapped changes phones. The government would still have
to obtain a court order, supported by probable cause, to engage in the wiretap. How-
ever, where the probable cause relates to a violation of Section 2332b, the proposal
would permit the court's order to include provision for the use of a "roving" wiretap.

This provision is critical because, in the context of violations of Section 101, the con-
sequences of delay imposed by reapplications whenever a target changes phones
could be catastrophic. This provision does not raise constitutional concerns, as the
Fourth Amendment "protects people, not places," i.e., the target of the surveillance

and not a particular telephone instrument. Katz v. United States, 389 U.S. 347, 351
(1967).

Subsection lot(d) provides a rebuttable presumption in favor of pretrial detention
for persons charged with violating the statute. Federal law currently contains the
identical rebuttable presumption of pretrial detention for certain serious narcotics

and firearms violations. 18 U.S.C. § 3142(e). This provision has been sustained in

the courts. See, e.g.. United States v. Fortes, 786 F.2d 758 (7th Cir. 1986).

Although the maximum penalties prescribed in Section 2332b are significant, the
actual level of sentence would be lefl to the discretion of the court in applying the
Sentencing Guidelines. However, any term of imprisonment imposed under Section
2332b would have to be consecutive to other prison sentences. In this regard, the
provision is consistent with that contained in 18 U.S.C. §924(cKl), which applies to

persons who commit certain federal crimes of violence or narcotics offenses while
armed.

SECTION 102—CONSPIRACY TO HARM PEOPLE OR PROPERTY OVERSEAS

Current federal law provides very limited jurisdiction over conspiracies under-
taken within the United States to injure the property of a foreign government over-

seas. 18 U.S.C. §956. Section 102 would amend that statute to make it a crime for

any person within the United States to be a part of a conspiracy to commit a terror-

ist act overseas. The amended statute would apply to conspiracies to murder, kid-

nap, or maim, as well as conspiracies to injure or destroy any public structure, util-

ity, or conveyance, or any religious, educational, or cultural property. The proposal
would provide prosecutive jurisdiction over not only U.S.-based conspirators but also

over their confederates overseas.

Section 102 is designed to complement the proposals in Section 101, concerning
terrorist acts within the United States transcending national boundaries, and Sec-
tion 301, prohibiting terrorist fundraising. We need an effective basis to reach con-

spiracies undertaken in part within the United States for the purpose of carrying
out terrorist acts in foreign countries.
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SECTION 103—CLARIFICATION AND EXTENSION OF CRIMINAL JURISDICTION OVER
CERTAIN TERRORISM OFFENSES OVERSEAS

Since 1974, extraterritorial jurisdiction in terrorist statutes has been enacted
piecemeal. The statutes contain jurisdictional bases; some statutes make their pro-
nibited terrorist activity a federal offense only if the offender is later found in the
United States. The Constitution and principles of international law permit jurisdic-

tion when the victim or perpetrator is a national of the United States. Indeed, some
existing extraterritorial statutes already include that jurisdictional base, e.g., hos-
tage taking (18 U.S.C. § 1203).

Section 103 amends terrorism statutes which are deficient in this regard to pro-
vide jurisdiction wherever the victim or perpetrator is a national of the United
States. The amendment would relate to the following statutes: 18 U.S.C. § 32(b) (air-

craft sabotage); 18 U.S.C. § 37(b) (violence at international airports); 18 U.S.C.

§§112, 878, 1116, and 1201 (crimes against internationally protected persons); 18
U.S.C. § 178 (biological weapons); and 49 U.S.C. 46502(b) (aircraft piracy outside the
special aircraft jurisdiction of the United States).

Although this section is highly technical, it is of substantial practical importance.
If jurisdiction does not vest until the offender is found in the United States, the gov-
ernment is not in a position to obtain an indictment. This places in doubt the gov-
ernment's ability to stop the running of the statute of limitations applicable to non-
capital terrorist offenses. More importantly, the United States is not in a position
to pursue an extradition request because there is no clear basis for obtaining the
judicial process to support such a request.

Title II—Immigration Law Improvements

Current procedures in the Immigration and Nationality Act (INA) are inadequate
to permit tne government to deport aliens who have engaged in terrorism activity.

The first case filed seeking deportation on the ground oi terrorism activity has now
marked its fourth anniversary and the trial portion of the proceeding has not yet
concluded. Further, there is currently no effective basis for protecting critical na-
tional security information from disclosure in the course of such proceedings as
there is in criminal proceedings.

SECTION 201—ALIEN TERRORIST REMOVAL PROCEDURES

Section 201 would create a mechanism for protecting national security informa-
tion during deportation proceedings which are based on an alien's involvement in

terrorism. Under the legislation, such cases could be handled by U.S. district court
judges, if the government can establish that adherence to normal INS deportation
procedures would pose a risk to national security. Judges would be authorized to

invoke procedures such as the use of summaries in place of classified information
to safeguard national security equities while protecting the rights of the alien.

All evidence except that bearing a national security classification would be ftilly

available to the alien. The alien would be provided a sununary of classified informa-
tion of sufficient specificity to permit him to prepare his defense. The only exception
would be in the extraordinary circumstance that the court finds that the provision

of a summary or the continues presence of the alien in the United States "would
likely cause serious and irreparaole harm to the national security or death or seri-

ous Dodily injury to any person." The government's burden of proof would be by
clear and convincing evidence.

In criminal cases, the Classified Information Procedures Act (CIPA) has long pro-
vided for the protection of classified information through the use of a variety of pro-

cedures, including summaries. Their use has been upheld in criminal cases, where
a defendant—alien or citizen—has his liberty or even nis life at stake.

Section 201 provides that the exclusionary rule is inapplicable to deportation
cases, a provision that codifies existing law. INS v. Lopez-Mendoza, 468 U.S. 1032
(1984).
The propxjsed procedures protect constitutional rights. Deportation proceedings

undertaken pursuant to Section 201 would be presided over by an independent. Ar-
ticle III judge; the alien would be represented by counsel, at the government's ex-

pense if necessary; the proceedings would be open to the public; the burden of proof
would be on the government; and a judgment of deportation would be appealable
to the United States Court of Appeals.
When there is substantial risK of serious damage to national security, reasonable

curtailment of otherwise available procedures is justified. Haig v. Agee, 453 U.S.
280, 309-10 (1981). In related contexts, the Supreme Court has stressed that the
requirements of due process do not make the Constitution a "suicide pact." The
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Court has also extended substantial deference to the procedures considered appro-
priate by Congress in the immigration and deportation context, in recognition ofthe
fact "that control over matters of immigration is a sovereign prerogative, largely

within the control of the Executive and the Legislature." Landon v. Plasencia, 459
U.S. 21, 34 (1982). The procedures afforded alien terrorists under section 201 ofthe
bill are fully in keeping with the constitutional standards established in this sen-
sitive area.

SECTION 202—CHANGES TO THE IMMIGRATION AND NATIONALITY ACT TO FACILITATE
REMOVAL OF ALIEN TERRORISTS

Section 202 amends the Immigration and Nationality Act to facilitate the han-
dling of alien terrorists in traditional immigration proceedings, i.e., in instances
where the government does not seek to invoke the special procedures contained in

Section 201. One of the central aspects of this proposal is to provide that during
immigration proceedings undertaken against non-immigrants {i.e., non-resident
aliens such as persons who have surreptitiously entered the U.S. or overstayed their

visas), the alien would have no right of access to any classified information. Sub-
section 202(d). This provision would not apply to resident aliens.

Section 202 also makes limited modifications to the existing ENA definition of ter-

rorist activities. These changes serve to clarify that aliens who are officials or
spokespersons of terrorist organizations or who provide material support to organi-
zations engaged in terrorism activity are depwrtable.

SECTION 203—ACCESS TO CERTAIN CONFIDENTL\L INS FILES THROUGH COURT ORDER

Section 203 provides law enforcement a limited basis to obtain access to certain
immigration files. Under current law, INS files relating to legalization and special

agricultural worker status are not available to law enforcement. The proposed legis-

lation would permit an application to a federal court for an order authorizing disclo-

sure of information in such files in the course of an investigation into serious crimi-
nal activity occurring subsequent to the legalization or special agricultural proceed-
ing.

The norm in criminal law is that, based on a proper showing, all records are avail-

able as needed to carry out criminal investigations. The two statutes which would
be amended in the proposed legislation are a deviation from that norm. The law en-
forcement access which would be permitted relating to those records is both narrow
and subject to judicial scrutiny, as the proposed provision would authorize access
only through court order.

TITLE ni—Controls Over Terrorist Fundraising

Section 301 authorizes the government to regulate or prohibit any person or orga-
nization within the United States from raising or providing funds for use by any
foreign organization which the President has declared to be engaged in terrorist ac-

tivities. Such declaration would be based on a Presidential finding that the organi-
zation (1) engages in terrorist activity as defined in the Immigration and National-
ity Act, and (2) its terrorist activities threaten the national security, foreign policy,

or economy of the United States.
For purposes of a criminal prosecution, the President's designation of a terrorist

organization would be conclusive. This simply means that a person may not dis-

regard a designation and thereafter challenge it when detected and prosecuted.
However, whatever right, if any, may exist under the Constitution or current statu-

tory principles to affirmatively challenge a Presidential designation would continue
to exist.

Although the fundraising prohibition would apply notwithstanding the fact that
the terrorist group may also engage in legitimate activities. Section 301 provides a
licensing mechanism to address contributions to such activities. Foreign terrorist

groups that wish to receive money solicited in the United States for other purposes
can establish safeguards to ensure that money will not be used to carry out terrorist

acts.

The proposal is not aimed at suppressing speech but rather at curtailing the ter-

rorist acts of the designated groups. Even if one were to assume, for sake of discus-

sion, that the fundraising prohibition might have an incidental effect on speech, it

would still be sustainable under the Supreme Court's analysis in United States v.

O'Brien, 391 U.S. 367, 376-77 (1968), based on the importance ofthe governmental
interest involved. See. e.g., Haig v. Agee, 453 U.S. 280, 307 (1981) ("[i]t is 'obvious

and unarguable' that no governmental interest is more compelling than the security

of the Nation.").
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This does not punish mere membership in an organization without regard to

whether the member had any intent to further the organization's illegal aims. See.

e.g., Elfbrandt v. Russell, 384 U.S. 11 (1966). Rather, Section 301 prohibits only the
act of raising funds on behalf of, or providing funds to, a designated terrorist organi-
zation without first obtaining a license.

Section 301 would effectively serve to fulfill three salutary objectives. Most impor-
tantly, it would limit the funds available for terrorist purposes. Further, it would
benefit potential American contributors by alerting them to those groups which may
misuse their contributions for terrorist purposes. Finally, it would give foreign

groups an incentive to eliminate their terrorist elements in order to ensure the con-
tinued availability of U.S. funds to pursue their legitimate activities.

Title IV—Convention on the Makking of Plastic Explosives

Sections 401—407 implement the Convention on the Marking of Plastic Explosives
for Purposes of Detection. That Convention is an international response to the ter-

rorist bombings of Pan Am Flight 103 in December 1988 and UTA Flight 772 in

September 1989, which would improve the detectability of plastic explosives so that
terrorist disasters can be avoided.

Starting one year following the effective date of the statute, this provision would
require the insertion of a detection agent during the manufacture of such explosives.

It would be unlawful to manufacture any plastic explosive without a detection agent
or to receive, possess, or transfer any plastic explosive that does not contain such
an agent.

Title V—Nuclear Materl\ls

Section 501 expands the scope and jurisdictional bases under 18 U.S.C. §831,
which prohibits certain transactions involving nuclear materials. It would modify
current law to deal with the risk stemming from the destruction of certain nuclear
weapons that were once in the arsenal of the former Soviet Union and the lessening
of security controls over peaceful nuclear materials in the former Soviet Union.
Among its provisions. Section 501 expands existing law to include nuclear byprod-

uct materials. These materials, which are less than weapons grade, are nevertheless
dangerous to human life or the environment, especially if utilized together with
other explosives. The Section would also expand the jurisdictional bases to reach sit-

uations in which a United States national is the victim of an offense or in which
a United States corporation is the victim or perpetrator of an offense. Finally, the
legislation would cover those situations in which a threat to do some form of prohib-
ited activity is directed at the United States Government.

Title VI—Procedural and Technical Corrections and Improvements

This title contains ten relatively technical, but highly important, provisions that
would facilitate investigations and prosecutions of terrorist crimes. Included are pro-
visions that would add terrorism offenses to the Racketeer Influenced Corrupt Orga-
nizations (RICO) and Money Laundering statutes; add terrorism offenses to the list

of statutes which are subject to court authorized electronic surveillance; increase the
penalties for conspiracies to commit certain terrorist offenses; and enhance the ex-

isting weapons of mass destruction statute by, e.g., covering threatened uses of such
weapons against the United States or U.S. nationals.

One provision of Title VI merits specific explanation so as to avoid misunder-
standing concerning the Administration's intentions. Section 601 would delete an in-

vestigative restriction contained within the recently-enacted statute addressing ma-
terial assistance to overseas terrorists. That restriction provides that an investiga-

tion may be initiated or continued only when the facts indicate that the target

"knowingly or intentionally engages, has engaged, or is about to engage" in a viola-

tion.

That provision has proved to be unworkable. The threshold requirement can rare-

ly, if ever, be met because the existence of knowledge and intent usually can be es-

tablished only through investigation. Indeed, in the words of a commonly-utilized
federal jury instruction, "the intent of a person or the knowledge that a i>erson pos-

sesses at any given time may not ordinarily be proved directly because there is no
way of directly scrutinizing the workings of the human mind." Devitt, Blackmar,
Wolff and O'Malley, Federal Jury Practice Instructions. § 17.07 (1992).
This restriction on investigative activity is also unnecessary. Attorney General

Guidelines, which have been in existence for more than 15 years, appropriately limit

the FBI's initiation of criminal investigations.
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Title VII—Antiterrorism Assistance

Sections 701-702 amend existing law relating to the State Department's
Antiterrorism Assistance Program to enhance the ability of the United States to pro-

vide instruction overseas to officials of other governments to assist them in address-
ing the problem of terrorism.

Conclusion

In conclusion, I want to thank the Chairman for this prompt hearing. The Depart-
ment of Justice is prepared to work with the Committee and its staff to address any
areas of concern. I urge the Committee to move expeditiously toward enactment of

this essential legislation.

The following is a susunaxy of the legislative proposals contained
in the attached draft bill.

TITLE I — SUBSTANTIVE CRIMINAL LAW ENHANCEMENTS

Section 101 - Acta of Terrorism Transcending National Boundaries

Section 101 prov.ides a more certain and comprehensive
basis for the Federal Government to respond to future acts of
international terrorism carried out within the United States.
It would create a new federal crime relating to acts of inter-
national terrorism which involve any of the following types of
conduct: murder, kidnapping, maiming, assault resulting in
serious bodily injury, assault with a dangerous weapon, or
destroying or damaging any structure, conveyance, or other real
or personal property within the United States. The new statute
would allow the government to incorporate for purposes of a
federal prosecution any applicable federal or state criminal
statute violated by the terrorist act, so long as the prosecutor
can establish any one of a variety of jurisdictional bases
delineated in the legislation. The jurisdictional bases have
been drawn from existing federal criminal statutes and,
therefore, do not represent a significant broadening of
established concepts of federal jurisdiction.

Section 101 would also amend existing law relating to
pretrial detention to provide, for persons charged with this
offense, a rebuttable presumption that no condition or
combination of conditions will reasonably assure the safety of
the coiamunity and the appearance of the defendant. This would
serve to facilitate detention, pending trial, of persons charged
with violations of this anti-terrorism statute. Similarly, it
amends the federal electronic surveillance statute to facilitate
the use of court-authorized roving electronic surveillance
against persons suspected of having violated the new statute.
Finally, it amends a statute of limitations provision, enacted in
September 1994, which created a longer, eight year, statute of
limitations for non-capital violations of certain designated
terrorism statutes. The amendment would include this new anti-
terrorism offense among those covered by the eight year statute
of limitations provision and would clarify the language of that
provision to ensure that it is not construed as applying to
terrorism offenses which are subject to a capital offense
penalty. The latter category of offenses is not subject to any
statute of limitations.
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Ssetion 102 - Conspiracy to Earn Fooplo or Proporty Ovoraoas

Section 102 is designed to conplenent the proposals in
section 101, concerning terrorist acts within the United States
transcending national boundaries, and section 301, prohibiting
terrorist fund raising. Just as it appears appropriate to
provide a better basis for addressing crimes carried out within
the United States by international terrorists, so also United
States authorities should have an effective basis to reach
conspiracies undertaken in part within the United States for the
purpose of carrying out terrorist acts in foreign countries.
Further, it would be anonalous to prohibit fund raising in the
United States in support of overseas terrorism but not to address
actual conspiracies undertaken within the United States to commit
acts of terrorism overseas. The revised statute is contained
within the existing provisions of Chapter 45 of Title 18,
relating to foreign relations, thereby rendering it inapplicable
to appropriately sanctioned actions of the federal government.

Sectioa 103 - Clarification and Extension of Criminal
Jurisdiction Over Certain Terrorism Offenses Overseas

Extraterritorial jurisdiction in terrorism statutes has been
enacted piecemeal from 1974 to the present. As a result, the
statutes contain a variety of different jurisdictional bases.
Some statutes make their prohibited terrorist activity a federal
offense only if the offender is later found in the United States.
There is no reason under either the Constitution or principles of
international law why that jurisdiction cannot include situations
in which the victim or perpetrator is a national of the United
States. Indeed, some existing extraterritorial statutes already
include that jurisdictional base, e.g., hostage taking (18 U.S.C.
S 1203) .

Section 103 amends terrorism statutes which are deficient in
this regard to provide jurisdiction wherever the victim or
perpetrator is a national of the United States. The amendment
would relate to the following statutes: 18 U.S.C. S 32(b)
(aircraft sabotage); 18 U.S.C. S 37(b) (violence at international
airports); 18 U.S.C. SS 112, 878, 1116, and 1201 (crimes against
internationally protected persons); 18 U.S.C. S 178 (biological
weapons); and 49 U.S.C. 46502(b) (aircraft piracy outside the
special aircraft jurisdiction of the United States)

.

Although this section is highly technical, it is of
substantial strategic importance. If jurisdiction does not vest
until the offender is found in the United States, the government
is not in a position to obtain an indictment. This places in
doubt the government's ability to stop the running of the statute
of limitations applicable to nc-capital terrorism offenses.
More importantly, the United St&tes is not in the position to
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pursue an extradition request because no clear basis exists for
obtaining the judicial process to support such a request.

TITLE II — IMMIGRATION lAW IMPROVEMENTS

SeetioB 201 - Allen Terrorist ReBoval Procedures

Section 201 embodies a comprehensive plan to create a
special court made up of five United States district court judges
appointed by the Chief Justice of the United States. That court
would be available to handle deportation actions relating to any
alien who "has engaged, is engaged, or at any time after entry
engages in any terrorist activity," as defined by the Immigration
and Nationality Act, if the government can establish that
adherence to normal INS deportation procedures would pose a risk
to national security. In cases handled before the special court,
the assigned judge would have broad latitude to protect
classified information and the government could appeal adverse
decisions concerning the handling of national security infor-
mation to the United States Court of Appeals for the District of
Columbia Circuit.

Section 2 02 - Changes to the Immigration and Nationality Act to
raeilitate Removal of Alien Terrorists

Section 202 amends the Immigration and Nationality Act
to facilitate the handling of alien terrorists in traditional
immigration proceedings, i.e., in instances where the government
does not seek to invoke the special procedures contained in
section 201. The central aspect of this proposal is to provide
that during immigration proceedings undertaken against non-
immigrants (i.e., non-resident aliens such as persons who have
surreptitiously entered the U.S. or overstayed their visas),
the alien would have no right of access to any classified
information. The provisions of section 202 would not be
applicable to resident aliens.

Section 203 - Access to Certain Confidential INS Piles Through
Court Order

Certain INS files are not available to law enforcement in
the course of a criminal investigation without the consent of the
alien. For example, files relating to the legalization of aliens
who were previously in an illegal status are not available to law
enforcement. The proposed legislation would authorize the
issuance of a federal court order granting criminal investigators
access to such files where a showing can be made that the
activity under investigation poses an immediate risk to life or
to national security or would be prosecutable as an aggravated
felony. This would serve to resolve a problem which has arisen
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during two major terrorism investigations conducted in the past
two years.

TITLE III — CONTROLS OVER TERRORIST FUND RAISING

SeetioB 301 - Terrorist ruad Raising Prohibited

Section 301 authorizes the government to regulate or
prohibit any person or organization within the United States from
raising or providing funds for use by any foreign organization
which the President has declared to be engaged in terrorist
activities. Such declaration would be based on a Presidential
finding that the organization (1) engages in terrorist activity
as defined in the Immigration and Nationality Act, and (2) its
terrorist activities threaten the national security, foreign
policy, or economy of the United States.

The legislation provides a licensing mechanism pursuant to
which funds can be provided to a designated organization based on
a shoving that the money will be used exclusively for religious,
charitable, literary, or educational purposes. It includes both
administrative and judicial enforcement procedures, as well as a
Classified Information Procedures Act (CIPA) type provision
applicable to civil litigation undertaken by the government under
both this statute and the International Emergency Economic Powers
Act (lEEPA)

.

TITLE IV — CONVENTION ON THE MARKING
OF PLASTIC EXPLOSIVES

Sections 401-407 - Implementing Legislation to the Plastic
Explosives Convention

Title IV implements the Convention on the Marking of Plastic
Explosives for Purposes of Detection. The Convention is an
international response, in the aftermath of the terrorist
bombings of Pan An Flight 103 in December 1988 and XTTA Flight 772
in September 1989, to improve the detectability of plastic
explosives so that terrorist disasters can be avoided.

TITLE V — NUCLEAR MATERIALS

Section SOX - Expansion of Nuclear Materials Prohibition

Section 501 expands the scope and jurisdictional bases under
18 U.S. C. S 831 (prohibited transactions involving nuclear
materials). It would modify current law to deal with the risk
stemming from the destruction of certain nuclear weapons that
were once in the arsenal of the former Soviet Union and the
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lessening of security controls over peaceful nuclear naterials in
the former Soviet Union.

Among other things, the section is expanded to include
nuclear byproduct materials. These materials, which are less
than weapons grade, are nevertheless dangerous to human life
and/or the environment, especially if placed with other
explosives to create a "dirty bomb." It would also expand the
jurisdictional bases to reach situations where a United States
national is the victim of an offense and where a United States
corporation is the victim or perpetrator of an offense. The
legislation would cover those situations where a threat to do
some form of prohibited activity is directed at the United States
Government.

TITLE VI — PROCEDURAL AND TECHNICAL CORRECTIONS
AND IMPROVEMENTS

Section 601 - Correction to Material Support Provision

Section 601 deletes subsection (c) of the material support
statute enacted as part of the 1994 Crime Bill. That subsection
imposes an unprecedented and impractical burden on law enforce-
ment concerning the initiation and continuation of investigations
under this statute. Specifically, subsection (c) provides that
the government may not initiate or continue an investigation
under this statute unless the existing facts reasonably indicate
that the target knowingly and intentionally has engaged, is
engaged, or will engage in a violation of federal criminal law.

The section deletes subsection (c) retroactive to
September 13, 1994, the date that the 1994 Crime Bill was signed
into law. Since the provision is procedural in nature, its
retroactive deletion does not pose a constitutional problem. The
section therefore precludes a defendant from availing himself of
subsection (c) in the event that the conduct charged in a
subsequent indictment arose between September 13, 1994, and the
enactment of section 601.

Section 102, it should be noted, broadens the scope of the
material support statute by incorporating, as one of the
predicate offenses, the proposed statute relating to conspiracies
within the United States to commit terrorist acts abroad.

Section 602 - Expansion of Weapons of Mass Destruction Statute

The current weapons of mass destruction statute was enacted
as part of the 1994 Crime Bill. Section 602 extends its coverage
to instances in which ti.ere is a threatened use of a weapon of
mass destruction against a national of the United States or
against any property owned, leased, or used by the United States.
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8«etion C03 - MdltioB of T«rrorist Off«na«a to tbo RICO Statuts

The basic extraterritorial terrorism offenses are not
included as predicate offenses in the Racketeer Influenced and
Corrupt Organizations (RICO) statute. Yet, when an organization
coDoits a series of terrorist acts, a RICO theory of prosecution
may be the optioal neans of proceeding. Accordingly, this
proposed legislation would add extraterritorial terrorism
offenses as predicate offenses for a RICO prosecution.

Section <04 - Addition of Terrorist Offenses to the Money
Laundering Statute

Terrorist acts are often carried out on the basis of
relatively little funding. For example, the investigation of the
World Trade Center bombing suggests that the cost of constructing
and placing the bomb was minimal. However, some terrorist groups
engage in substantial raising and manipulation of funds.
Accordingly, section 604 makes terrorist offenses predicates
under the money laundering statute.

Section €05 - Authorization for Interception of Communications in
Certain Terrorist Related Offenses

Although the bulk of the existing terrorism offenses focus
on acts of international terrorism conducted outside the United
States, there is an increasing indication that many foreign
terrorists have ties within the United States. Section 605
augments the ability of law enforcement to respond effectively
if, in the course of a criminal terrorism investigation, it is
learned that wire or oral communications are taking place in
whole or in part within the United States relating to such
activity.

Section 606 - Clarification of Maritime Violence Jurisdiction

In considering legislation proposals which were incorporated
into the 1994 Crime Bill, Congress made clarifications to the
jurisdictional provisions of the Violence Against Maritime Fixed
Platforms legislation and the Violence at International Airports
legislation. However, no equivalent change was made to the
Maritime Violence legislation. Section 606 accomplishes that
change, thereby clarifying the jurisdictional scope of that
statute.

Section 607 - Expansion of raderal Jurisdiction over Bomb Threats

The current federal statute relating to bomb threats covers
only those threats communicated through use of the mail,
telephone, telegraph, or other instrument of commerce. 18 U.S.C.
S 844(e). Yet, federal authorities often respond to bomb
threats, however communicated, where the commission of the
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threatened bombing would impact on a particularly significant
aspect of federal jurisdiction. Where federal jurisdiction would
exist in the event the bombing is carried out, there is no legal
impediment to providing federal jurisdiction over a threat to
commit such a bombing. Accordingly, section 607 extends federal
jurisdiction to cover all threats pertaining to bombings of
property owned, leased, or used by the United States (18 U.S.C.
S 844 (f)) and buildings, vehicles, or property used in interstate
or foreign commerce or in activities affecting such commerce
(16 U.S.C. S 844(i)).

Section 608 - ZBcraased Penalty for Explosives Conspiracies

Section 608 amends the existing federal criminal statute
relating to explosives violations to provide that conspiracies
to commit such violations shall be subject to the same penalty,
other than the death penalty, which is prescribed for the
explosives violation which is the object of the conspiracy.

Section 609 - Amendment to Include Assaults, Kidnappings,
Murders, and Threats Against Former Federal Officials on Account
of the Performance of Official Duties

It is currently a federal offense to threaten or engage
in violent conduct against certain federal officials while such
officials are engaged in the performance of official duties or on
account of their performance of such duties. There is not,
however, presently a provision which makes it a crime to make
threats or engage in violence against former federal officials.
Federal investigators, prosecutors, and judges who are involved
in terrorism cases are often the subject of death threats. The
danger posed to the safety of such officials does not necessarily
abate when they leave government service. Accordingly,
section 609 amends 18 U.S.C. S 115 to make it a federal offense
to assault, kidnap, murder, or threaten a former federal official
where such conduct is motivated by the official's prior
performance of official duties.

Section 6X0 - Addition of Conspiracy to Terrorism Offenses

Section 610 adds "conspiracy" to several offenses likely to
be committed by terrorists. In the absence of a conspiracy
provision as part of the statute defining the substantive
offense, the only penalty for a conspiracy which does not result
in a completed offense is the five year penalty under the general
conspiracy statute, 18 U.S.C. S 371. This is often an
insufficient penalty. Section 610 increases the available
penalties to those prescribed for the substantive offense.

TITLE VII - ANTITERRORISM ASSISTANCE

Section 701-702 •> Antiterrorism Assistance Amendments

Title VII makes certain amendments to the Department of
State's Antiterrorism Assistance (ATA) program by permitting more
courses to be taught overseas and allowing instructors to teach
overseas for up to 180 days. It also permits some personnel
expenses for administering the ATA program to be met through the
actual foreign aid appropriation.
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Mr. Hyde. Thank you, Ms. Gorelick.

Director Freeh.

STATEMENT OF LOTUS J. FREEH, DIRECTOR, FEDERAL
BUREAU OF INVESTIGATION

Mr. Freeh. Thank you, Mr. Chairman. Grood morning, and it's a
pleasure, as always, to be before this very distinguished committee.
Terrorism, as we have heard this morning in different institu-

tional as well as personal perspectives, has no boundaries. We
merely need to look at the news of the last couple of months, which
I need not recount, for various instances of terrorism around the
world, and certainly a trend which increasingly threatens the peo-
ple as well as the institutions of this great country.
We're deeply concerned about terrorism in the United States.

The face and the hand of terrorism are changing dramatically as
we enter the last half of the last decade before the 21st century.
Consequently, the hands of the FBI and counterterrorism must be
given new tools and resources to combat a changing and more dan-
gerous phenomena.

In April 1982, by Executive order, the FBI was first given the
lead responsibility for combating terrorism inside the United
States. The mission is fairly simple, but complex to perform.

First, and most important, to prevent acts of terrorism before
they occur.

Second, when they do occur, to mount an immediate, overwhelm-
ing, and persistent investigative and prosecutive effort.

Terrorism is best prevented by acquiring, through legal means,
intelligence information which serves to prevent violent attacks be-

fore they occur and to protect U.S. citizens as well as people
around the world. Intelligence, to be used in that endeavor, must
be timely, reliable, and amenable to taking action regarding its

contents and threat.

When terrorism does strike, our mission is to mount whatever it

takes to solve the crime and apprehend the individuals responsible
for those acts. The swift and effective investigation of terrorism
acts and the persistent efforts to track down fugitives sends a pow-
erful message to terrorists that can, and does in my view, deter ac-

tivity in particular venues, including here in the United States.
We all grimly recall the bombing of the Pan Am Flight 103. On

November 14, 1991, the Department of Justice obtained indict-

ments against the two Libyan intelligence operatives now charged
as responsible for that bombing. Their names are Fhimah and
Megrahi. On March 23, the Attorney General added these names
to the FBI's 10 most wanted fugitives program. On the same day,
the State Department offered up to $4 million in reward money for

information leading to their arrest. These steps, as taken by the
Attorney Greneral and the President, serve to send the unmistak-
able message that crime such as this, no matter how new or old,

will receive our continuous and persistent efforts to solve.

The potential terrorist threat to the U.S. national security, of

course, depends on many factors. They include: developments in

foreign policy by other nations around the world; an increase in

state support of terrorism, which we see from key countries, and
changes occurring in the world order. The most prominent inter-
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national terrorist threat has been the emergence of international
extremist groups that use crime and violence to further their politi-

cal, social, and economic objectives. These groups operate in a de-
centralized fashion, unlike many state-sponsored groups, which
tend to be more structured and hierarchical. The members move
between different groups, factions, leaders, and objectives, based on
evolving international or local conditions. Americans in any country
are vulnerable.
We do not, by any means, identify or even single out any particu-

lar group. We note in passing, for instance, that there are thou-
sands of decent Arab-Americans within the United States, millions
of Arabs around the world, decent and law-abiding. Nothing in
these remarks or from any of the witnesses you'll hear today identi-
fies any particular group as opposed to another.
As you may know, the first FBI arrest for violation of the Biologi-

cal Weapons Anti-Terrorism Act of 1989, a fairly new statute, oc-

curred in Minneapolis on August 4, 1994. Two men associated with
a domestic terrorism group called the Patriots Council had manu-
factured ricin, a highly toxic substance which they were planning
to use against law enforcement personnel. The two men were con-
victed on February 28 of this year. Ricin is a highly effective
neurotoxin synthesized from castor beans. Sophisticated technology
is not required, neither was it required for the sarin used in Japan,
nor for the urea nitrate used in the World Trade Center. Many of
these deadly components can and are commercially available in
grocery and department stores.

This Congress has played a vital role in countering terrorism by
providing the FBI with legal tools we utilize in fulfilling our
counterterrorism responsibilities. In 1968, for example. Congress
passed legislation giving law enforcement court-authorized wiretap
authority. It has become a vital and crucial technique in our fight
against terrorism.

Last year Congress passed legislation to ensure continuing access
to criminal and terrorist conversations in the face of the incredible
advance of telecommunications technology known as digital teleph-
ony. Had Congress not done so, we would have lost the ability to

access criminal and terrorist conversations pursuant to court order.
All that remains now is the issue of funding, and we're confident
that the administration will soon prepare legislation implementing
the funding for this vital provision.
An even more difficult problem with respect to counterterrorism

fighting has to do with encryption. Powerful drug cartels, as well
as terrorist organizations, are aware of the hiding and concealing
power of strong encryption, and are making headway to develop
that technology to defeat counterterrorism investigations. This will

be an increasing technology problem which we know the Congress
is eager to take up.
To look again at past actions with respect to our jurisdiction, the

Comprehensive Crime Control Act of 1984 and the Omnibus Diplo-
matic Security and Anti-Terrorism Act of 1986 gave the FBI signifi-

cant extraterritorial jurisdiction with respect to the fight against
terrorism. As the Deputy Attorney General noted, we have paid
more attention to our extraterritorial iurisdiction than to the tools

needed to fight terrorism here within the United States.
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One other method by which we advance counterterrorism inves-
tigations is the presence of FBI "legats" around the world, 23 now
in place in various embassies, with the ability to work with police

authorities in those countries to prevent, as well as to detect, ter-

rorism activity aimed at the United States and its people.
The FBI's mission to prevent and investigate acts of terrorism is

impeded now, in my view, by two significant obstacles. One, there
is no Federal law against acts of terrorism committed in the United
States. Two, current immigration laws and procedures are not ef-

fective in addressing alien terrorists when they are discovered here
in the United States.
We need additional tools to assist the law enforcement fight

against terrorism. We need to improve current immign*ation law to

stop terrorists fi'om entering the country, and I'm proud that the
Attorney General has taken strong leadership in this important re-

gard. We need to prohibit terrorist fundraising, the lifeblood of any
terrorist organization. We need to fully implement regulations
which mandate the addition of detection agents into all plastic ex-

plosives either manufactured in or imported into the United States.
More needs to be done. For example, on April 24, the Attorney

General will dedicate a law enforcement training academy in Buda-
pest. One of the critical aspects of this training is its

counterterrorism implications. In all of the countries that will take
advantage of this academy we have seen, since May 1994, 39
major, separate incidents of nuclear material being smuggled and
transacted around Central and Eastern Europe. Adding up all of
the different 39 incidents, surely enough enriched weapons grade
material is available to construct a nuclear weapon.
The current scope of Federal criminal law does not reach some

very possible and truly firightening activity which could be the
basis of a terrorist organization's campaign to effect the operation
of this Government and the safety and confidence of the American
people. Let me give you just one hypothetical example.
Suppose for a moment that a terrorist organization in this coun-

try put up posters in any city or town threatening to kill or injure
non-Federal officials, leaders of private interest groups, and/or
members of the general public. The FBI would be hard-pressed at
this current time to articulate a legal basis for conducting an inves-
tigation into that activity.

Taking it to the second step beyond that, if—acting within a sin-

gle state where those posters were put up on poles—the terrorist

organization entered into a campaign of assassination, killing non-
Federal officials, leaders of private interest groups, and members
of the general public, this activity, in my view, could easily fall

completely outside our criminal jurisdiction. Perhaps more fright-

eningly, if a terrorist organization, acting within a single state,

constructed bombs or incendiary devices with ingredients that had
not crossed State lines and proceeded to bomb or bum non-Govem-
ment-owned buildings, abandoned buildings, or many private resi-

dences, the FBI would not now have the authority to investigate.

These examples are merely illustrative of the serious gaps in the
Federal criminal laws which can be used to combat terrorism. We
need more tools to meet the challenges of terrorism, particularly
into the 21st century.
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Let me give you another specific example with respect to the dif-

ficulty which the law now provides when it comes to acting against
alien terrorists who are here in the United States. We'll call this

the "Y" case. In November 1989, "Y" and his wife received a U.S.
entry visa, J-1 and J-2, exchange visitor and spouse provisions, to

pursue their education here in the United States. "Y" began attend-

ing classes at a major university and continues to do so to this

present date. Investigation indicates that during the entire time
that "Y" has resided in the United States he has been an active

member of an internationally-known terrorist organization with
knowledge and participation in its terrorism activities. "Y" has
been involved in the organization as a leader in financial trans-

actions, communications among other major leaders, and in admin-
istration of the group. "Y" played a major role in the organization.

Because "Y" has not violated any of the requirements of his visa

status, he cannot be deported by normal circumstances. The FBI
cannot provide any of the classified information obtained which
would show knowledge and participation in teirorist activity. We
could not provide any of that classified information to support de-

portation because there is no capacity to control its disclosure to ei-

ther "Y" or the public at large, thereby causing potential irrep-

arable harm to the national security. This immigration problem is

not a hypothetical. It is a factual case example.
In conclusion, let me.just say that the terrorism threat is ever-

present. I want to compliment the chairman and the committee for

holding this hearing. I think it is a discussion that needs to con-

tinue with great vigor and great speed, because the trends that we
see around the world and in the United States are, indeed, fright-

ening, and we want to ensure that the men and women who are

out there putting their lives on the line with respect to fighting ter-

rorism have the tools to protect the people that we're sworn to take
care of
Thank you very much.
[The prepared statement of Mr. Freeh follows:]

Prepared Statement of Louis J. Freeh, Director, Federal Bureau of
Investigation

Good morning, Mr. Chairman and members of the committee. I am pleased to

have this opportunity to discuss the current threat of terrorism to the United States
and its citizens, and to describe the FBI's role in combatting terrorism.

This is a virtually-important matter. The threat from terrorism is very real, as

grim statistics show.
Terrorism knows no boundaries. March 20, 1995: A poison gas attack occurred in

the subway system of Tokyo, killing 11 and injuring thousands, including two Amer-
icans. March 8, 1995: Two Americans were murdered in a hail of gunfire on the

streets of Karachi. February 26, 1993: Six people were killed and over 1,000 injured

when a twelve hundred pound bomb ripped through the World Trade Center in New
York City.

Terrorism has become a deadly menace that seems able to strike nearly anywhere
in the world—at any time.

I am deeply concerned about terrorism in the United States. The face and the

hand of terrorism are changing dramatically as we enter the last half of the last

decade before the 2lst century. Consequently, the hands of the FBI and
counterterrorism must be given new tools and resources to fight its serpent-like

presence around the world. There is no higher priority in the FBI than
counterterrorism.
At the same time, these tools must be used carefully, and must preserve the indi-

vidual liberties and constitutional rights that are so essential in our democracy.
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The FBI's Counterterrorism Program

As you are aware, the U.S. government fights terrorism in a number of ways,
such as: through diplomacy, through economic sanctions; through covert operations;
through military intervention; and through l^w enforcement action.

The FBI's role in the government's counterterrorism effort is law enforcement.
In April 1982, by executive order, the FBI was given the lead responsibility for

combatting terrorism inside the United States. At the same time, the Department
of State was given the lead for coordinating the U.S. counterterrorism effort abroad.
The FBI's mission is simple: First, and most important, to prevent terrorist acts be-
fore they occur; and second, should an act of terrorism occur, to mount an imme-
diate and overwhelming investigative response.
Terrorism is best prevented by acquiring, through legal means, intelligence infor-

mation relating to groups and individuals whose violent intentions threaten U.S.
citizens or interests.

Once acquired, intelligence must be carefully analyzed, rapidly disseminated, and
effectively used to prevent acts of terrorism before they occur. To be useful, however,
that intelligence, must be timely, reliable and amenable to taking action regarding
its contents.
But another issue looms on the horizon that ultimately could be devastating to

law enforcement's ability to prevent terrorism. Last year—with the tremendous sup-
port of the President, the Attorney General, and Congress—digital telephony legisla-

tion was enacted that ensures the government's continuing ability to wiretap with
court approval. Now the issue of encryption is upon us. Unless it is resolved soon,
terrorists' conversations over the telephone and other communication devices will

become indecipherable by law enforcement. As much as any issue, this jeopardizes
the public safety and national security of this country. I will talk about this impor-
tant prevention matter later in my statement.
When terrorism does strike, our mission is to mount whatever it takes to solve

the crime and apprehend the individual terrorists or terrorist groups. The swift and
effective investigation of terrorist acts, culminating in arrests, convictions, and in-

carcerations, sends a powerful message to terrorists that can help deter future acts

of terrorism. It must always be clear that we will pursue terrorists worldwide to

bring them to justice for acts of terrorism against the united states and our people

—

regardless of where the acts occur. This is precisely why the FBI needs legal at-

taches overseas in critical embassies as a first line of defense, extraterritorial juris-

diction to fight crime and protect Americans, and police contacts and networks
abroad to stop crime from entering America.
As an example, we all grimly recall the bombing of Pan Am Flight 103 in 1988.

On November 14, 1991, the Department of Justice obtained indictments against the
two Libyan intelligence operatives now charged as responsible for the bombing.
Their names are Lamen Khalifa Fhimah and Abdel Basset Ali Al-Megrahi.

Since the bombing, the United Nations has imposed economic sanctions in an at-

tempt to force Libyan Leader Colonel Khadafi to end his sponsorship of terrorism,
to accept responsibility for the Pan Am 103 bombing, and to extradite Fhimah and
Megrahi to either the United States or the United Kingdom to stand trial.

On March 23, 1995, Fhimah and Megrahi were added to the FBI's ten most want-
ed fugitives program. On the same day, the State Department offered up to four mil-

lion dollars in reward money for information leading to their arrests. Such steps can
bring results.

For example, accused World Trade Center Bomber Ramzi Ahmed Yousef also was
6laced on the top ten list and was added to the reward program on July 23, 1993.
[e was apprehended in Islamabad, Pakistan, on February 7, 1995. The drug en-

forcement administration, the U.S. Department of State, and other agencies pro-
vided valuable assistance in this arrest. Through the top ten program, we put a face

on terrorism. It was a factor in his apprehension.
Once a terrorist act occurs, we can never let up until justice is done. To do other-

wise only invites more attacks. The face of terrorism is dynamic. Today, acts of ter-

rorism generally are more spectacular, are aimed at causing larger numbers of cas-

ualties, and raise higher levels of fear among civilian populations than in the past.

Much of what we are seeing today is the result of the many changes around the
world which have brought unrest, armed conflict, and political instability. In this

climate, there is a great potential for our nation and its citizens to be attacked by
violent acts of terrorism.

Assessment of the Threat

Mr. Chairman, you have expressed a keen interest in the FBI's current assess-

ment of the terrorist threat. The World Trade Center bombing did not unleash addi-
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tional acts of terrorism in the United States. But it serves as a constant reminder
that the United States is not impervious to terrorism within our borders.
The potential terrorist threat to U.S. national security depends on a number of

factors. They include developments in foreign pwlicy by other nations around the
world, an increase in state support of terrorism, and changes occurring in the world
order. World events can have a significant impact on the terrorist threat inside the
United States. Individuals associated with extremist causes and extremist beliefs

may decide to engage in terrorist activities. In recent years, we have not witnessed
significant state-sponsored terrorist activity in this country. But this could change
if countries which sponsor terrorism decide to include terrorism within U.S. borders
on their agendas.
The most prominent international terrorist threat has been the emergence of

international extremist groups that use crime and violence to further their political,

social, and economic objectives.

The FBI believes that this type of international terrorism poses a significant

threat to U.S. national security and the security of the American people.
These groups operate in a decentralized fashion, unlike many state-sponsored

groups, which tend to be more structured. The members move between different

groups, factions, leaders, and objectives based on evolving international or local con-
ditions. Americans in any country are vulnerable.
Ongoing traditional threats and our contingency planning against any acts of nu-

clear, chemical, or biological terrorism promise a full workload for the FBI for the
foreseeable future.

As you may know, the first FBI arrest for violation of the Biological Weapons
Anti-Terrorism Act of 1989 occurred in Minneapolis on August 4, 1994. Two men
associated with a domestic terrorist group called the Patriots Council had manufac-
tured ricin, a highly-toxic substance, which they were planning to use against law
enforcement personnel. The two men were convicted on February 28. Ricin is a high-
ly effective neurotoxin synthesized from castor beans. Sophisticated technology is

not required. Neither was it required for the sarin used in Japan, nor for the urea
nitrate used in the World Trade Center. Many of these deadly components are com-
mercially available.

Investigative Tools—More Are Needed

Despite threats and deeds, the United States has been effective in making this
country a hostile environment for terrorists. The U.S. Congress has played a vital

role in countering terrorism by providing the FBI with legal tools we utilize in ful-

filling our counterterrorism responsibilities. In 1968, Congress passed legislation

giving law enforcement the court-authorized wiretap. It has become a technique cru-

cial to the fight not only against terrorism, but also against drugs, kidnapping and
sophisticated white collar crime.

Last year, after careful deliberation, Congress passed legislation to ensure con-
tinuing access to criminal conversations in the face of the incredible advance of tele-

communications technology known as digital telephony. Had Congress not done so,

we would have lost the ability to access criminal conversations pursuant to court
order. All that remains on the access issue is funding consistent with the authoriza-
tion to ensure carrier compliance. I have been advised that the administration will

soon be sending legislation to address this fLinding issue. Of course, this funding is

critical to the implementation of the legislation. We're confident it will happen. Too
many people worked too hard—including thousands of state and local police chiefs,

who do the majority of court-authorized wiretaps in the United States.
However, an even more difficult problem with court-authorized wiretaps looms:

powerful encryption that is becoming more commonplace. Drug cartels are already
buying sophisticated communications equipment. Unless the issue of encryption is

resolved soon, criminal conversations over the telephone and other communications
devices will become indecipherable by law enforcement.
As much as any issue, this jeopardizes the public safety and national security of

this country. Terrorists, drug cartels, and kidnappers will use telephones and other
communications media with impunity knowing that their conversations are immune
from our most valued investigative technique.
This is an extremely difficult issue. We are working hard to address adequately

the important law enforcement, national security, commercial, and privacy concerns
associated with this matter. As we proceed with solving this issue, we will be con-
sulting closely with Congress.
To look again at past actions, Congress enacted the Comprehensive Crime Control

Act of 1984 and the Omnibus Diplomatic Security and Anti-Terrorism Act passed
in 1986. They resulted in significant expansion oi FBI jurisdiction by enabling the
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FBI to investigate certain terrorist acts abroad. This has resulted in the FBI inves-
tigating 205 terrorist incidents conducted against U.S. targets overseas thus far.

While these laws allow the United States to assert jurisdiction outside of our bor-
ders, I strongly emphasize that host country approval and coordination with the
U.S. Department of State are prerequisites and essential to the successful applica-
tion of this jurisdiction. I want to underscore that the FBFs special agents, who
work as legal attaches overseas, are overt, declared officers, and tnat their activities

are supported 100 percent and with the knowledge of the ambassador and the host
country. These statutes have provided the FBI with a legal mechanism to inves-
tigate and, when warranted, seek the prosecution of terrorists who attack Ameri-
cans and U.S. interests abroad. Thus far, our extraterritorial investigations have
had considerable success. We have obtained indictments against individuals who
have contunitted terrorist acts, such as the two Libyan nationals I mentioned earlier.

Several other terrorists have been arrested and tried abroad.
This is why the FBI is in Karachi, and that is why we are offering support, as

needed, to the Romanian authorities in their investigation of the crash of a Roma-
nian airliner on March 31, 1995, which killed 59 passengers and crew, including
three Americans.
The small FBI presence overseas represents a critical first line of defense. Cur-

rently, the FBI has 23 legal attaches overseas—FBI agents working hand-in-hand
with law enforcement oflicials from the host nations to address the growing, joint

f)roblems of terrorism and other international crimes. Because terrorism takes many
brms—bombings, the thefl of nuclear material, murders of Americans abroad, and,
as we saw two weeks ago, a chemical attack in Japan—the FBI needs more legal
attaches in other nations.

The Uranium-235 and the plutonium seizures by the Grerman BKA, the Ukrain-
ians, and the Czech police were aU done by police, not intelligence agencies. That's
why the FBI needs to be there working with them.

It took nearly 36 hours before FBI agents reached the crime scene in Karachi,
Pakistan, last month: that is simply unacceptable. The overseas agents are so im-
portant that we have developed plans to station them in many more countries
worldwide—and we have found these countries eager to join in the common battle
against terrorism.
The FBI's mission to prevent and investigate acts of terrorism is impeded by two

significant obstacles: 1) there is no federal law against acts of terrorism committed
in the united states; and 2) current immigration laws and procedures are not effec-

tive in addressing alien terrorists when they are discovered.
So, we need more weapons to assist U.S. law enforcement in the fight against ter-

rorism. We need to improve current immigration law, to stop terrorists from enter-
ing the country. Attorney General Reno has provided strong leadership in this area.
The United States is a generous place where fundraising for humanitarian pur-

poses is always welcome. It also can be a significant source of cash for funding the
violence of terrorism. When it is the latter, we need to prohibit terrorist fundrais-
ing—the life-blood of a terrorist organization.
We need to fully implement regulations which mandate the addition of detection

agents into all plastic explosives either manufactured in or imported into the United
States. This will allow us to more quickly identify explosives and the terrorists who
use them.
More needs to be done: for example, on April 24, the Attorney Gteneral will open

the International Law Enforcement Academy in Budapest. Spearheaded by the FBI
and with the full siipport and help of Hungary and many other countries, police offi-

cers from all over Eastern and Central Europe will be trained overtly in effective
police methods under the rule of law. It will help them—and it will help the United
States, too. If we are to be effective in fighting international crime, crimes like drug
trafficking and terrorism, we must have a worldwide presence to push the perimeter
of defense and prevention as far back from the United States as possible. We must
have worldwide cooperation with other countries—cop-to-cop bridges. In Budapest,
we'll be working closely with the Department of State, the Department of Treasury,
the International Association of Chiefs of Police, and the governments of many other
countries.
We need to combat more forcefully the threat of nuclear contamination and pro-

liferation which may result from illegal possession and use of radioactive materials.
Law enforcement around the world has been confronted with literally dozens of in-

stances of illegal trafficking of nuclear material. Some of it has been weapons grade.
The potential harm is incalculable. In December, 1994, alone, there were two sub-
stantial seizures of nuclear material. On the fourteenth of December, Czech authori-
ties seized 2.72 kilograms of highly-enriched Uranium-235. They arrested three indi-

viduals, including a nuclear engineer who had been trained in the former Soviet
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Union. The very next day, Lithuanian authorities made two arrests and confiscated
eight kilograms of uranium, which had been stolen from a nuclear plant.
As I stressed earlier, we need many new tools that will assist tne FBI and other

law enforcement agencies in our cooperative mission of preventing acts of terrorism
before they occur and bringing the perpetrators of terrorist violence to the bar of
justice.

Disturbingly, the current scope of federal criminal law does not reach some very
possible and truly frightening activity which could be the basis of a terrorist organi-
zation's campaign to affect the operation of the government of the United States and
the safety and confidence of the American public.

For example, if, acting within a single state, a terrorist organization entered into
a campaign of assassination, killing non-Federal officials, leaders of private interest
groups and members of the general public, this activity could easily fall entirely out-
side of Federal criminal jurisdiction.

Similarly, if a terrorist organization put up posters threatening to kill or injure
non-Federal officials, leaders of private interest groups and/or members of the gen-
eral public, the FBI would be hard pressed to articulate a legal basis for its inves-
tigation of this activity.

Perhaps most frighteningly, if a terrorist organization acting within a single state
constructed bombs or incendiary devices witn ingredients tnat have not crossed
state lines and proceeded to bomb or bum non-government owned abandoned build-
ings, or many private residences, the FBI could not investigate.
These examples are merely illustrative of the serious gaps in the Federal criminal

laws which can be used to combat terrorism. The FBI needs more tools to meet the
challenges of terrorism.

Let me give you specific case examples of one of our concerns. It involves alien
abuse of our immigration system.
This example is what I'll call the "Y" case:

In November of 1989, Y and his wife received a U.S. entry visa (J-1 and J-2, ex-
change visitor and spouse) to pursue education in the United States. Y began at-

tending classes at a major university and continues to do so to the present date.
Investigation indicates that during the entire time that Y has residea in the U.S.,

Y has been an active member of an internationally known terrorist organization. Y
has been involved in the organization as a leader in financial transactions, commu-
nications among other major leaders, and in administration of the group. Y played
a major role in the organization.
Because Y has not violated any of the requirements of his visa status, Y cannot

be deported by normal procedures. The FBI cannot provide any of the classified in-

formation obtained in its investigation of Y to support deportation because there is

no capacity to control its disclosure to either Y or the public at large, thereby caus-
ing irreparable harm to the national security.

This immigration problem directly ties into the World Trade Center bombing.
As you can see from the example, the problem is real and cannot be ignored. Over

the years, we have adapted to various forms of terrorism and dealt with them in

an informed and confident manner. Continued success will be accomplished through
cooperative efforts with our counterparts in the U.S. intelligence and law enforce-
ment communities and friendly foreign services. Finally, and perhaps most impor-
tantly, as always, the FBI relies heavily on the cooperation and support of the
American public to fulfill our mission.

Conclusion

In conclusion, let me emphasize that the terrorist threat is ever-present and con-
stantly evolving. Its current evolution in the United States represents the most seri-

ous threat from international terrorism we have ever faced. In some ways, it pre-
sents a far more dangerous challenge than the cold war era.

The goal of the FBI is to counter this threat with the limited resources we have
available. The United States won the cold war against a formidable adversary. We
also can win our many battles with terrorists. We need deep resolve.

Through continuing efforts placed on developing effective intelligence and plain
hard work, we will strive to continue to detect and prevent terrorist acts from occur-
ring within the United States. We cannot accomplish this alone. It is through the
continued cooperation of U.S. Government agencies, local and state authorities, and
of course, the American public, that we can be prepared to meet aggressive activity

on the part of terrorists and stop it before it happens. We are faced with challenges
to the security of our nation but I am confident that the FBI and the U.S. law en-
forcement community can meet this challenge—if we have the full support of the
congress.
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Mr. Hyde. Thank you, Director Freeh.
Ambassador Wilcox.

STATEMENT OF PHILIP C. WILCOX, JR., COORDINATOR,
COUNTERTERRORISM SECTION, DEPARTMENT OF STATE
Mr. Wilcox. Mr. Chairman and members of the committee,

thank you very much for the opportunity to testify today and for

the early attention that you're giving to this important bill.

I want to emphasize tnat countering terrorism is among the most
important of the foreign policy priorities of President Clinton's ad-
ministration, and we have, therefore, worked verv closely with the
Department of Justice in the drafting of this legislation, which
meets a very important need.
My colleagues have surveyed the current terrorist threat in some

detail. I fully subscribe to their analyses, but I would like to rein-

force several points about the constantly changing and significant
dangers that terrorism poses to the United States and to our for-

eign policy interests abroad.
Others have stressed that terrorism has disproportionately tar-

geted American citizens abroad. This is all too true. The bombing
of Pan American 103, the taking of hostages in Lebanon, the mur-
der of Colonel Higgins, the killing of our Foreign Service colleagues
in Karachi recently, and the recently discovered plot to bomb
American airliners in Asia, which the Philippine police uncovered,
are a reminder that this danger is present today as it has been in

the past.

We also are more conscious today that terrorism can strike us
here at home and that we need to be ever more vigilant and ag-
gressive in countering the threat here in the United States. It is

also a fact that in recent years terrorists are seeking out softer, un-
protected civilian targets. As our Government and others have
moved to provide security for official installations, terrorists are in-

creasingly attacking unprotected civilians.

Terrorists are also moving to inflict greater casualties because of
the fear and disruption they hope to inflict. And while the number
of international incidents has declined in recent years—the fact is

that terrorists are increasingly striking at mass targets, and cas-

ualties are increasing. The World Trade Center bombing, the bomb-
ing of the AMIA Jewish culture center in Buenos Aires, the pre-
vious bombing of the Israeli Embassy there, and the Tokyo gas in-

cidents are reminders of this new trend.
The Tokyo incident also raises the specter of the use of weapons

of mass destruction by terrorists and the growing linkage between
terrorism and modem technology. Terrorists are not only increas-
ingly sophisticated in weaponry and explosives, but today they're
using computers, cellular telephones, and code language to plan
their crimes. Our complex information, medical, financial, and
transportation infrastructures, which all of us rely on, are increas-
ingly vulnerable to disruption by terrorists.

There are other reasons why terrorists have become more dan-
gerous and elusive. Religion, and the emotions it arouses, is being
increasingly exploited and abused by terrorists. The Tokyo incident
also raises the potential that cult groups, like the one suspected of
the Tokyo subway attack, whose followers are seized with strange
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pathologies, may use terrorism to work their—to pursue their ob-
jectives. This pathological phenomenon is an even more diflRcult

one for us to study, diagnose, and guard against.
Moreover, whereas in the past state-sponsored terrorism pre-

dominated, today we see a new phenomenon of groups which are
not associated with states or traditional organizations who are ca-

pable of major acts of terrorism. These are difficult groups to pene-
trate and to counter, and they represent a new challenge to
counterterrorism.
The material and psychic costs which terrorism inflicts on the se-

curity and well-being of Americans is very high, but I must add
that the danger it poses to our foreign policy interests abroad are
equally high. I point out, for example, the severe challenge that
terrorists have made to the Middle East peace process. We think
this is a rear-guard action and that it will fail, but we do not un-
derestimate the damage that it has done.
For all of these reasons, Mr. Chairman, we need to use all avail-

able U.S. resources in an aggressive and dynamic effort to reduce
the threat of terrorism. This legislation helps to reinforce our policy
in many ways. I'd like to comment on a few aspects of the bill.

First of all, in addition to our diplomatic efforts to work with
other governments against the threat of terrorism and the military
capability which we have developed and which stands ready for

use, if necessary, the United States has relied increasingly on ex-

panding the rule of law as a major tenet in our counterterrorism
policy. Terrorists are criminals regardless of what cause they
espouse. It is essential that the United States and other nations
oppose them with the full weight of the law.

Fortunately, many other governments around the world, with the
exception of a few who continue to sponsor terrorism, are viewing
terrorism today unambiguously as a particularly heinous form of
crime which is beyond the pale of civilized behavior. Governments
today are far less willing than they were a decade ago to condone
terrorism or to regard it as excusable behavior because of the polit-

ical cause the terrorists espoused—or perhaps in the hope that they
would buy protection against terrorism.

Today, more and more governments have accepted the premise
which we have long followed: that terrorism is a crime, that there
should be no compromises made with terrorism, no political conces-
sions, and no payment of ransom. This bill helps to reinforce this

major tenet of American policy by expanding and clarifying Federal
jurisdiction over terrorist offenses and conspiracies and using U.S.
law in other ways to strengthen our efforts.

I'd like to mention, in particular, title 3, the fundraising section.

It's especially important and has provoked a good deal of public
discussion. Reducing the flow of funds from American sources to

terrorists abroad is a major U.S. policy goal. For many years we
have imposed sanctions against states for their support of terrorist

activities. Backed by a series of congressional laws, these sanctions
have reinforced our diplomatic efforts, against state sponsors. But
we still need ways to go after funding from private sources to ter-

rorist groups, especially those who do not rely on state sponsors
and who often use front groups or charitable organizations as a
channel for funding.
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Section 301 of this bill provides the legal framework we need to

deal with this problem. I can assure you that the designation of

terrorist organizations which the President would make under this

section would be done very scrupulously and after very careful con-

sultation among the executive branch.

I also want to stress that this section would not prohibit dona-
tions to legitimate charitable organizations abroad, of whom there

are many. We simply do not accept the argument made by some
that groups which engage in terrorist activities should be immune
from actions to halt their fundraising if they also collect funds for

charitable purposes. Just as we sanction governments for support-

ing terrorism, we cannot allow groups to raise funds in this coun-

try, some of which will be used for terrorist activities, just because
those groups may also carry out charitable works.
By strengthening our laws against financial support from private

American sources to terrorist groups, we will give new impetus to

diplomatic efforts which we have been making for some time to dis-

courage similar fundraising in other countries. The majority of

funds, indeed, come from other countries. But we will provide an
example to other nations to strengthen their laws, as we hope to

strengthen ours in this effort, if this section is adopted.

Mr. Chairman, since terrorists operate in the shadows and they
are increasingly sophisticated in concealing their activities, secret

intelligence is the life blood of our counterterrorism effort. We and
our friends abroad, with whom we share intelligence extensively,

rely heavily on protected sources of information to alert us to po-

tential terrorist attacks, to deter against them, and to arrest and
convict terrorists. This is why the Department of State strongly

supports the proposals in section 201 of this bill concerning the

protection of intelligence information when it is necessary to use

that information in the deportation of terrorist aliens. This proce-

dure would enable U.S. authorities to protect sensitive intelligence

sources and methods, both foreign and domestic, when, as is fre-

quently the case, this intelligence is needed as a basis for a depor-

tation proceeding. The sources would be protected by allowing the

information to be summarized after the judge had an opportunity

to review the raw intelligence. This proposed judicial review would
protect against possible abuse.

I'd also like to commend to the committee title 4 of the bill which
would provide the implementing statute for adoption of the conven-

tion on plastic explosives.

I might point out to the committee that this is 1 of 11 inter-

national treaties and conventions addressing various acts of inter-

national terrorism which are in force or coming into force. In con-

trast, in 1985, there were only five such treaties. The rapid growth
of such international treaties and conventions is a positive sign of

the willingness of governments around the world to use inter-

national law as a weapon against terrorism.

Finally, Mr. Chairman, title 8 of this bill expands the authority

of the Department of State in carrying out our program of

antiterrorism training. Today, we are limited in the number of

courses we can offer abroad and in the duration of those courses.

This legislation would give us greater flexibility and enable us to
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use the resources of this excellent program, which the Congress
has generously supported, more economically.
Mr. Chairman, I'd also like to stress that, as a reflection of the

high priority which Secretary Christopher and this administration
place on terrorism, I report directly to the Secretary of State, and
my office has direct access to the Secretary of State and to his col-

leagues. There is no plan to alter that structure. We have an ag-
gressive and very successful interagency apparatus with our fellow
agencies, and this legislation will strengthen the efforts we are
making. We urge its speedy approval.
Thank you, Mr. Chairman.
[The prepared statement of Mr. Wilcox follows:!

Prepared Statement of Philip C. Wilcox, Jr., Coordinator, Counterterrorism
Section, Department of State

Mr. Chairman, thank you for the opportunity to testify today on behalf of the Ad-
ministration's Omnibus Counterterrorism Act of 1995, H.R. 896. I will comment on
some aspects of international terrorism today and the importance of this legislation

in support of U.S. efforts to reduce this threat. The State Department has worked
closely with the Department of Justice in the development of this bill.

Terrorism has threatened American interests for decades, but the methods and
targets of terrorists are constantly changing and there are significant new dangers.
We must therefore continually develop new ways to respond to this menace. This
bill meets that need.
Mr. Chairman, combatting international terrorism is a major priority of the Clin-

ton Administration. Our citizens and installations abroad have been disproportion-
ately targeted for many years. The number of terrorist incidents against Americans
abroad has declined recently, but the killing of two U.S. officials in Karachi on
March 8 and the plot to bomb U.S. airliners in Asia which was discovered and
thwarted by the Philippines police in January remind us that this danger remains.
While the overall incidence of international terrorist acts has also declined—there

were 321 recorded in 1994, compared to 665 in the peak year of 1987—these statis-

tics are not a reliable index of the threat. The bomoing of the World Trade Center
in 1993 and the related conspiracy now being tried in New York brought home the
reality that Americans are exposed to terrorism here, as well as abroad. Indeed, ter-

rorists have expanded their global reach, and today all nations and continents are
vulnerable. Moreover, as governments have improved security for their officials and
installations, terrorists are striking more frequently at soft, unprotected civilian tar-

gets.

Terrorists also appear to be aiming at mass civilian casualties to increase the fear

and disruption they hope to inflict and this far overshadows the decline in nonlethal
incidents. The bombing of the World Trade Center in 1993, the attack on the Amia
Jewish cultural center in Buenos Aires in 1994, and the chemical attack in Tokyo
last month are recent examples. The Tokyo incident was a warning of another new
danger—that terrorists in search of mass casualties are willing to use weapons of
mass destruction to work their evil.

Modern technology and terrorism are linked by other ways as well. Terrorists are
not only increasingly sophisticated in weaponry and explosives, they are using com-
puters, cellular telephones, and code language to plan their crimes. Also, our com-
plex information, transportation, medical and financial infrastructures are increas-
ingly vulnerable to disruption by terrorists.

Tnere are other reasons why terrorists have become more dangerous and elusive.

Religion and the emotions it arouses are being exploited increasingly by terrorists

today, especially Islamic extremists. Terrorism instigated by cult groups, such as the
Japanese organization suspected in the Tokyo gas attacks, is a pathological phe-
nomenon which is even more difficult to anticipate, diagnose and guard against.

Also, whereas terrorism sponsored by states ana well established groups were the
main threat in the past, some of the most dangerous terrorists today, such as the
World Trade Center bombers, appear to operate in small cells without state-spon-
sors or well-established networks. They are therefore more difficult targets to p)ene-

trate and counter. These trends and factors indicate that international terrorism
today is an increasingly complex and dangerous threat.

The material and psychic cost which terrorism inflicts on the security and well-

being of Americans is nigh. And the danger it poses to our friends abroad and to
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our vital foreign policy interests, for example, the success of the Middle East peace
process, must not be underestimated.
Mr. Chairman, for all these reasons, we need to use all available U.S. resources

in a dynamic and vigilant effort to keep terrorists on the defensive and reduce the

threat they pose. This legislation helps reinforce our counterterrorism policy in

many ways. I would like to comment, specifically, on several aspects of the bill.

First, this bill supports a major tenet of U.S. policy, strengthening the rule of law
as a weapon in the fight against terrorism. Terrorists are criminals, regardless of

what cause they espouse, and it is essential that the U.S. and other nations oppose
them with the full weight of the law. Fortunately, governments around the world,

with the exception of a few who continue to support terrorism, increasingly view ter-

rorism as a particularly heinous form of crime which is beyond the pale of civilized

behavior. This contrasts with the former tendency to condone terrorism or to deal

leniently with terrorists, out of sympathy for their political cause, or in the hope
that they would buy protection against terrorism. Today, more and more govern-

ments have accepted a basic premise of U.S. counterterrorism policy: to refuse ter-

rorist blackmail in the form of political concessions or ransom.
Sections 101, 102 and 103 ol this bill will strengthen our policy of using law en-

forcement to combat terrorism by expanding and clarifying Federal jurisdiction over
terrorist offenses and conspiracies. This would help us move more quickly in re-

questing a foreign government to hold suspects for possible rendition to the U.S.
Title III, the fundraising section, is also especially important, since it strengthens

our legal means to deny funds from American sources to terrorist groups. This is

a major U.S. policy goal. For many years, we have imposed economic sanctions

against states which support and sponsor repeated acts of international terrorism.

Backed by a series of laws enacted by Congress, these sanctions have reinforced our
diplomatic efforts against state sponsors. But we still need better ways to block pri-

vate fiinding for terrorist groups, especially those who do not rely on state sponsor-

ship and who often use front groups and charitable organizations as channels for

funding.
Section 301 of the bill provides the legal framework we need to deal with the

problem. This section authorizes the President to make a determination that a ter-

rorist group's activities threatens the national security, foreign policy or economy of

the United States. I can assure you, Mr. Chairman, that such determinations will

be made carefully, using a thorough process of interagency review.

I also would like to emphasize that actions under section 301 will not prohibit do-

nations to legitimate charitable organizations abroad. We do not accept the argu-

ment made by some that groups which engage in terrorist activities should be im-

mune from actions to halt their fundraising if they also collect funds for charitable

purposes. Just as we sanction governments for supporting international terrorism,

irrespective of their other policies and activities, we cannot allow groups that raise

funds in this country, some of which will be used for terrorist activities, just because
these groups may also support charitable works.
There are many, legitimate, non-terrorist, charitable groups in the middle east

and elsewhere to which Americans can contribute without being concerned that
some of their funds may be directed to terrorist activities. Moreover, section 301
contains a licensing provision to allow contributions to designated groups if they can
establish that none of their funds are being used for terrorist activities.

By strengthening our laws against financial support for terrorism from U.S.
sources, this legislation will give new impetus to our diplomatic efforts to persuade
other governments to curb terrorist fundraising. This is important, since we believe

the majority of private funds for terrorism come from other countries.

Protecting Intelligence

Mr. Chairman, since terrorists operate in the shadows, and are increasingly so-

phisticated in concealing their activities, secret intelligence is the lifeblood of our
counterterrorism effort. We and our friends abroad, with whom we share intel-

ligence extensively, rely heavily on protected sources of information to alert us to

potential terrorist attacks and to arrest and convict terrorists.

For this reason, the Department of State strongly supports the efforts in section

201 of this bill regarding the protection of intelligence information when necessary
in deportation of terrorist aliens. This procedure would enable U.S. authorities to

protect vital and sensitive intelligence sources and methods, both foreign and do-

mestic, when, as is frequently the case, such intelligence is a basis for a deportation

proceeding. Sources would be protected by allowing the use of summaries of infor-
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mation rather than the raw intelligence, and the proposed review by judges would
protect against possible abuse.

Mr. Chairman, I also want to stress the Department of State's interest in title

rV of the bill, the implementing legislation for the "convention on the marking of
plastic explosives for purposes of detection." This convention requires nations which
manufacture plastic explosives to oblige manufacturers to include a chemical agent
that can be detected by existing machine technology or specially trained dogs.

It is encouraging that this convention is one of ten such treaties and conventions
now in force, or coming into force, which strengthen international cooperation
against various terrorist activities. This is double the number of such treaties in

1985. The expansion of international law in this way is a positive sign that the ma-
jority of states share our view that the rule of law is a principal bulwark against
terrorism.

Finally, Mr. Chairman, I want to highlight title VII of the bill, which would
strengthen an important tool in our counterterrorism arsenal, the Department of

State's anti-terrorism assistance program. The ATA program, which has received
strong support from the Congress, has trained over 18,000 officials in 50 countries
in the last decade. Section 702 would allow us to teach all our ATA courses in recipi-

ent countries if this is more effective and cost efficient. Current law limits to seven
the courses that can be offered overseas.

Mr. Chairman, the Department of State believes this legislation meets a need to

strengthen our counterterrorism effort in many ways. It is an important adjunct to

our diplomatic efforts, and we urge its speedy approval.

Mr. Hyde. Well, thank you, Ambassador. I have several ques-
tions, and I will try to move expeditiously.

Ambassador, the administration, as you have just said, ranks
international terrorism as a top priority. We're told that that prior-

ity is reflected in this bill. Yet, in the last Congress the very same
administration tried to eliminate your high-level office and bury
terrorism under narcotics and crime in a low-level bureaucratic
post. Has that unwise organizational plan now been scrapped or
will it be revitalized within the next 2 years?
Mr. Wilcox. Mr. Chairman, the Department has no intention to

change the existing structure of an independent office of the Coor-
dinator of Counterterrorism reporting directly to the Department of

State.
Mr. Hyde. Good.
Director Freeh, has the Office of Intelligence Policy and Review

overruled your request to surveil certain terrorist targets?

Mr. Freeh. No, sir.

Mr. Hyde. That has not happened?
Mr. Freeh. Unless you could be more specific, I don't—I don't

know that I could answer, but, no, as far as I know, it's not.

Mr. Hyde. All right. I don't—I don't think it's appropriate tc be
more specific, but that was something that I had heard that con-

cerned me. If you say it didn't happen
Mr. Freeh. No, we have recently, the Attorney General and the

Deputy and myself, discussed some changes, clarifying our mutual
interpretation of the Attorney General's guidelines with respect to

investigating terrorism cases to ensure that we're not missing any-
thing. But, other than that, I don't really have any complaints
about it.

Mr. Hyde. Good.
Ms. Gorelick, is the Justice Department attending to the problem

of aliens who defraud the political asylum system?
Ms. Gorelick. Yes, sir. We have a very aggressive program to

attack that problem. As you know, we inherited an enormous back-
log of asylum cases, and there is a large number of people trying
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to manufacture documents and to defraud our asylum process, and
we have an aggressive system to attack that.

Mr. Hyde. At some future time and at your convenience, if you
could perhaps communicate with us as to how the dimensions of
that problem and how you are coping with it because, frankly,
that's a very weak link and we're concerned that that's how people
get into the country who ought not to. So we'd appreciate more de-
tails. I won't burden you with that now.
Ms. GORELICK. Wed be happy to supply that. This is a problem

that began to escalate at the end of the Bush administration and
that we have tried to address, and we will provide you some brief-

ing materials on that.

Mr. Hyde. And even if you have some suggestions on changing
the law, that would be helpful

Ms. GORELICK. Certainly.
Mr. Hyde [continuing]. If such exists.

[The information follows:]

The problem of asylum fraud has two aspects. First, persons use fraudulent docu-
mentation to board airplanes to gain access to the United States where they make
claims for asylum. Second, persons already in the United States file insincere or fab-
ricated asylum applications in order to secure permission to remain and work in the
United States until their applications are adjudicated.
The Immigration and Naturalization Service (INS) has substantially reduced the

first problem through an aggressive campaign combining the benefits of the Carrier
Consultant Program with increased detention space. TTie Carrier Consultant Pro-
gram reduces the arrival of improperly documented passengers at United States
ports-of-entry by detailing immigration inspectors to overseas airports to train gov-
ernment officials and transportation industry employees who are in a position to

screen persons with fraudulent documents before they embark on airplanes for the
United States. At the request of the airlines, the DsS officers also directly screen
questionable documents.
The problem of mala fide arrivals who sought asylum was particularly acute at

the John F. Kennedy International Airport in ^^ew York. While these arrivals have
been reduced by the overseas deterrence efforts, INS also has increased from 100
to 300 beds the detention space available to hold such persons. During the first six

months of fiscal year 1993, 3964 aliens arrived at JFK International claiming asy-
lum. By comparison only 1317 asylum seekers arrived in the first six months of fis-

cal year 1995.
We have vigorously investigated preparers of spurious asylum claims for nearly

two years. Several of these investigations have already resulted in criminal indict-

ments and convictions of preparers in Los Angeles, San Francisco, New York, and
Arlington, Virginia. Widespread publicity of the arrest of fraudulent asylum prepar-
ers in the Spanish-language media in Los Angeles in 1994 resulted in a marked de-
crease in asylum applications. The INS also intends to pursue civil document fraud
charges against those individuals who knowingly prepare false asylum applications.
The number of asylum applications overall has been falling steadily since January

1995, when we implementea new asylum regulations. One reform provided by these
regulations was disassociating the filing of asylum applications from the receipt of
employment authorization. Asylum applicants are not eligible to apply for employ-
ment authorization until 150 days have elapsed from the date of asylum filing or
an asylum officer or immigration judge has granted them asylum. This has discour-
aged individuals from filing frivolous claims and reduced the attraction for corrupt
notarios and immigration arrangers to file asylum applications with fraudulent in-

formation. The new regulations have also streamlined the process, so INS is current
with its interviews of new applicants and is beginning to adjudicate the backlog of
applications. The prospect of being promptly placed in deportation proceedings if one
is not granted asylum by an asylum officer is a further deterrent to the filing of

insincere or fraudulent claims.
These reforms have significantly reduced the potential for abuse of the asylum

process. These improvements pose a new challenge for INS, however, because of the
increase in the number of deportation orders for persons whose asylum claims are
denied and finally adjudicatea. The INS lacks both the detention space to hold and
the funds necessary to remove persons with outstanding final deportation orders. To
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repair this weak link, the Administration has requested a $178 million increase in
the INS's budget for detention and removal of deportable aliens. These additional
funds are essential to eliminating the potential for terrorists to abuse the asylum
process.

Mr. Hyde. What about those aliens who overstay their student
visas? We understand and have seen a memo from the Director of
the FBI, dated September 26, 1994, having to do with some im-
provements in the student visa abuses, and we wonder if anything
has come about as a result of the Director's memo.
Ms. GrORELiCK. We have an interagency—internal to the Justice

Department—an interagency task force looking at the entire issue
of the relationship between what the FBI can do and what the Im-
migration and Naturalization Service can do with respect to prob-
lems of illegal aliens, and particularly in the area of terrorism. And
the Director has been quite helpful in participating in that.

The detention and deportation part of the Immigration and Nat-
uralization Service budget has for decades been essentially flat and
not adequate to the task of deporting people who overstay their
visas. In the 1996 immigration budget, as you know, we have asked
for a significant increase in the funding for the Immigration and
Naturalization Service for deportation facilities and personnel, de-
signed, in particular, to address the problem that you note.
Mr. Hyde. Thank you.
Lastly, just a general comment, I was distressed by Mrs. Higgins'

testimony: passing the buck, not finding anybody to assume the
point on getting her husband back, and I don't doubt what she said
is true, but, again, there's always the remote possibility that other
things intervened; I don't know what they are, but I think all of
you and all of us, with your help, ought to wonder what in the
world went wrong and what we can do to prevent that from hap-
pening, where we can go to say somebody's responsible for coordi-
nating an effort to recover this person as best we can and punish
people who do that sort of thing. I have a feeling Israel would do
it that way, and I'm embarrassed that we didn't do it that way. I

know considerations from the State Department are more diplo-
matic. They have a lawyer's point of view, and I understand; I'm
a lawyer; everything's negotiable. But nobody seemed to negotiate
to get Colonel Higgins back, and the military would want to go in

and bomb them back to the Stone Age, but somebody's got to

—

somebody should have done something, and nothing was done, ap-
parently—apparently. So that's kind of an embarrassment.
Did you want to say something? I'm not fingering you to say any-

thing, but you're welcome to, if you will.

Mr. Wilcox. Mr. Chairman, there is no more important objective
of this administration, and I believe past administrations, in pro-
tecting the lives of Americans abroad and in bringing those who do
violence against Americans to justice. This remains our policy.

There have been some 27 acts of violence and terrorism against
American citizens in Lebanon and many others around the world
which remain unresolved. We're absolutely committed to keeping
these cases open and to pursuing them aggressively, doing every-
thing we can to bring those criminals to justice.

At the time of the loss of Colonel Higgins, we did aggressively
try to obtain help and to bring pressure to bear through bilateral
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U.N. channels and to ask other governments to intervene. We
failed, and that deeply saddens me, out we have not abandoned the
effort with respect to Colonel Higgins or all of those other Amer-
ican victims of terrorism.
Mr. Hyde. Thank you.
We have a vote, but Mr. Conyers has some questions he would

like to ask prior to our recessing for the vote. Mr. Conyers.
Mr. Conyers. Thank you.
To the representative from the Attorney General's Office, Ms.

Gorelick, you described in your testimony the prosecution of the
World Trade Center bombing, a prosecution which I applaud, and
it proceeded swiftly under existing Federal and State law. What
did we learn from tnat case that tells us that our Federal and State
criminal laws are deficient in prosecuting terrorism now? In other
words, is there a need for this legislation?

Ms. Gorelick. Let me say that we have looked at a number of
cases and found that we either have no jurisdiction or questionable
jurisdiction, and that is what brings us to propose this legislation.

I'd like Director Freeh to address, to the extent that he is able to,

the examples of cases that we have had that we feel are specifically

addressed by this legislation.

Mr. Hyde. If I could intervene, we do have a vote on, and the
questions that Mr. Conyers has to ask are not easily answered, nor
briefly answered, and I don't want to curtail the fullness of your
response. On the other hand, we are in a position where we have
a bill on the floor we have to deal with, and let me ask you—and
this is an imposition—^if we recessed until 1:30, could you eat lunch
and come back? I know what a burden that is. I don't know any
other way to do it.

Ms. Gorelick. Mr. Chairman, you're the chairman; this is our
oversight committee, and we'll be here.

[Laughter.]
Mr. Hyde. Oh, that's wonderful. Some of you are nodding more

enthusiastically than others, but that's great.

Mr. ScHUMER. Can we wish them enjoyment of their luncheon?
Mr. Hyde. The committee will stand—^if the gentleman ap-

proves
Mr. Conyers. That's absolutely fine with me.
Mr. Hyde. The committee will stand in recess until 1:30. Thank

you.
[Whereupon, at 12 noon, the committee recessed, to reconvene at

1:30 p.m., the same day.]

afternoon session

Mr. Hyde. The committee will come to order.

The good news is that I only needed one Member to have a
quorum for a hearing, and, luckily and happily, that gentleman has
arrived.

I want to take this opportunity to thank you for the considerable
imposition of keeping you around for that extra hour and a half,

but we had important legislation and we were not responsible for

its scheduling. These hearings have been scheduled some time in

advance. So trying to juggle those two balls in the air resulted in

a serious imposition on you, and we're really grateful for your pa-
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tience, and I can't say I pledge it never to happen again, but if we
have anything to say about it, it won't happen again. Thank you.
Mr. Conyers was in the process of questioning Ms. GoreHck.
Mr. Conyers. Thank you, Mr. Chairman. I, too, appreciate our

witnesses' cooperation in helping in this very complex and very im-
portant legislation.

My question to our representative from the Department of Jus-
tice was to inquire, what is the problem and why is there a need
for this legislation when under the measures that currently exist
we've been able to prosecute pretty effectively? And so it seems to
me that we've learned a lot from the prosecutions that have flowed
from terrorist activities, both in the Federal and State criminal
laws, and it hasn't—there hasn't been a case made today in terms
of why additional legislation is needed. Can you respond to that,
please?
Ms. GORELICK. Yes, sir. Let me try to make that case based upon

the very example that you chose, which is the World Trade Center
bombing. In general, the purpose of the legislation that we propose
is to focus on the real harm here. When someone blows up or tries

to blow up the World Trade Center, what we are seeing is not sim-
ply a State crime. We are seeing a crime in which there are impor-
tant Federal interests, and it is not unlike the situation that this
Nation faced with regard to racketeering. The underlying crimes
that are attacked in the racketeering statute are State crimes. The
Federal harm is in the purpose of that criminal activity—in that
case, racketeering; in this case, terrorism. If you do not attach a
Federal interest to this, you are really left to the serendipity of in-

dividual State laws or to the serendipity of the availability of a
Federal nexus on some other basis.

So, in this case, it was the serendipity that the Secret Service
had an office in the World Trade Center that allowed us to begin
an investigation and not have to defer to State authorities. It was
the serendipity that an interstate port authority actually owned the
World Trade Center that allowed us to have the predicate for the
indictment. Now I would doubt that those who planned that bomb-
ing knew or understood the difference between a building owned by
a port authority and a building owned by a private owner, where
we might not have had jurisdiction.

Similarly, it was the serendipity of a purchase of some of the
tools used for that terrorist act in a jurisdiction outside of the one
where the act occurred. So there was evidence of interstate com-
merce
Mr. Conyers. Excuse me. Is all of this serendipity like a fortu-

itous circumstance?
Ms. GORELICK. Serendipity means that it could just have well not

have happened that way.
Mr. Conyers. OK. Then, in other words, it was merely accidental

that things worked out so that there was prosecution because of
the location of our office?

Ms. GrORELiCK. What I'm saying is one can easily foresee a cir-

cumstance where either there would be confusion at the outset,

much more than there was here, about whether the Federal Gov-
ernment could investigate or where there could be a situation
where we would not be able to prosecute where we should be able
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to prosecute, in my view, and certainly consistent with the Con-
stitution.

Mr. CoNYERS. Well, can we stay in touch about this? I haven't
begun my research yet, but serendipity is a sort of nonlegal way
of—I've never seen this much law created as a result of prosecu-
tions that we agree worked very effectively, but you say that it may
not have worked. We're up to 108 pages—111, to be sure. And
we're treading on the Constitution here. If everybody that's assured
me that the Constitution is not being harmed in this measure is

going to stay with us, I think we're going to show, be able to show,
that we've got some very serious problems in that way. I want to

tell you that serendipity doesn't make me feel that we ought to

move forward here just in case we don't have the kind of fortuitous

circumstances that you've referred to.

I think that our Federal and State criminal laws are not deficient

in prosecuting terrorism and I think that we ought to be very care-

ful in terms of how much more law we add because of a concern
of specific incidents. Now I'm as horrified as anybody else about the
terrorist possibilities that are occurring, but at the same time we're
bringing forward some proposals that have never existed in Amer-
ican law before. In other words, we're saying that there is a new
problem here that we've got to get on top of in advance of anything
else happening because so far we've done everything pretty well.

Now let's look for a moment at the evidence problem. When it

comes to trying spies under the Classified Information Procedures
Act, defendants have rights to summaries of evidence, even if they
may be classified, if they're going to be used against them. Some-
times they even have the right to have all of the information, clas-

sified or not, be introduced into evidence, or the case can be dis-

missed. That's part of our constitutional provision. It's the right to

be confronted by one's accusers.

Are you disturbed, as I am, about the provisions of allowing in-

formation that a defendant will not even know what it is or where
it came from being introduced into the American trial system?
Ms. GORELICK. The provisions with respect to deportation. No. 1,

do not affect criminal defendants; they affect aliens who have an
interest, of course, and rights to due process with regard to poten-
tial deportation, but it is not a criminal proceeding.
Mr. CoNYERS. True.
Ms. GORELICK. The procedures that we have proposed for the

protection of classified information are taken directly from the
Classified Information Procedures Act, and they are similar in

every way to the procedures that we give criminal defendants in

our courts when they are facing criminal sanctions. And we have
looked at this issue very carefully and are comfortable that it is

consistent with the Constitution and it is consistent with a statute
that is completely analogous.

I must say, as well, that you do not get to the point at all where
the person does not receive a summary until very, very far down
the line. There first needs to be an application that shows that the
alien meets the definition of an alien terrorist and that adherence
to the normal deportation procedures would pose a risk to national
security, and then the judge only invokes the special procedure

—

this is an article 3 judge, a Federal judge, not an immigration
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judge, not someone working for the Department of Justice—if there
is probable cause to support those two criteria.

Mr. CoNYERS. Well, are you saying that in these deportation pro-
ceedings that are civil that an individual has the right to be con-
fronted with the evidence that is used against him, and that is not
being restricted under H.R. 896?
Ms. GoRELiCK. The person has a right to notice of the basis of

the proceeding. The person has the right to all of the evidence un-
less the evidence is classified, and if the evidence is classified, a
person has the right to a summary, except in two very, very ex-

traordinary circumstances, when the court finds that there would
be a serious risk of death or bodily injury or risk to the national
security in the provision of the summary in the alien's pres-
ence
Mr. CoNYERS. Which is different from the Classified Information

Procedures Act?
Ms. GORELICK. Well
Mr. CoNYERS. There's where we-
Ms. GoRELiCK. It's not apt in the Classified Information Proce-

dures Act. The procedures are the same. In other words, in a crimi-

nal proceeding where the Classified Information Procedures Act is

used, the Government can utilize classified information by provid-
ing a summary and has the option, of course, of not providing a
summary and dealing with the rest of the proceeding without the
summary and without that information, without utilizing it.

Mr. CoNYERS. Well, let me move to the third consideration.
We've linked humanitarian fundraising and terrorism together
here, and I think that this may be a little bit different from our
usual procedures. I understand that we allow for exemptions
through a licensing process, allowing humanitarian efforts to con-
tinue, but I'm concerned about the first amendment encroachment
which could come and go under the whims of any particular Presi-

dent. It's not at all clear to me that, by creating a licensing process,

we still haven't violated first amendment rights by the arbitrary
power that is now going to be vested in the President of the United
States in terms of really linking humanitarian fundraising to ter-

rorist groups.
Now if they're using one as a cover for the other, I'm not trying

to defend that, but what I am talking about is that, as we know,
many of these organizations—the PLO, for example, have hospitals

and other organizations. IRA has peace missions. The ANC in

South Africa might have been prevented from receiving support for

some of their causes, had we had this kind of a proposal that is

now before us in the law at that time.
It's a very difficult and sensitive area, and what I'm trying to do

is find out the rationale for all of this. I mean, nobody suggested
that there have been peace groups or hospitals or fundraising ac-

tivities that have been used to build bombs or explosives or to do
activity that would clearly be prohibited. And so what if this was
taken out of the measure; would you then fail to support it or
would you think that we're doing a great damage to the issue that
you bring to the committee today?
Ms. GORELICK. We believe, sir, that this is a very important part

of the legislation for the following reasons: first of all, money is
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fungible, and if you support an organization that gives half of its

money to charitable purposes and half of its money to terrorist pur-
poses, while it is true that we want to encourage people, and, obvi-

ously, permit people, to give money to charitable purposes, I think
it's an important policy for this country to have that we will not
be a base for the support of terrorist activity. And I thought I

heard you say that you do not feel that such organizations should
provide, be able to provide, cover for the funding of terrorist activi-

ties. That is what we think is happening, and have very good rea-

son to believe it's happening, with the organizations subject to this

determination.
And I would suggest that very material to our consideration

—

and I would believe very material to your consideration—would
have to be a classified briefing, which I've already discussed with
the chairman, on the basis for the determination, so that you can
see that these determinations are not being made willy-nilly. This
is a very serious attempt to stop the United States from being used
as a base for the support of terrorist activities.

I would like to see if the Director would like to add to that in

any way in terms of the example.
Mr. CONYERS. Well, let me just say this: I'm not concerned about

whether President Clinton would handle this in a way that I would
agree with, but what might have President Reagan done about
South Africa and the ANCr Or any future President as far as we're
concerned? We're making a pretty strong departure, I think, and I

will be willing to join in any classified hearing, and I'm going to

be looking at this with much more detail.

But this bill has excited our friends in civil liberties and civil

rights organizations across the country. I think somebody ought to

tell you that. I mean, we're disturbed. I am disturbed. I want to

stop terrorism, but I'm not about to come up here and go through
a metal detector and find out that there's a whole lot going on, sup-
posedly, that I didn't know about, and so we've now got to bring
111 pages of new proposals that I think we're going to find, as we
get into this, are really treading on first amendment rights and
constitutional guarantees, such as the right to confront people.
We're giving the executive branch unlimited power to make unilat-
eral designations that I don't see where we're concerned with.
And I would urge that you listen carefully to other testimony. At

least we've been able to get people before this committee that will

be speaking in detail about it.

But I want to close on this, Mr. Chairman—and you've given me,
obviously, far more time than I would have normally had. But I

have constituents who have been asking me from Iraq to help them
get medical aid and assistance into that country. They're trying to

get it to the people who are suffering in that country. They have
no brief for Saddam Hussein. And I'm very much afraid, under this
provision, they would have to go througn a complicated licensing
process to be able to create this kind of nonprofit activity, and I

might get in trouble writing a $25 check to them because, how do
I know—I mean, I'm looking at a piece of letterhead, and taking
a grave risk of what's going to be happening. As a matter of fact,

most people will say, under this provision, forget it; I'm not going
to run into any kind of a terrorism law that's just got passed trying
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to help out people who are trying to help medically-indigent people
in another country. It has a chilling effect that is very, very trou-
bling to me, as you can tell.

Ms. GoRELiCK. Let me just say, with regard to the last point that
you made, that there is not a basis in the statute for prosecuting
someone who writes a $25 check to an organization, not knowing
anything about terrorist organizations. The statutory language is

fairly clear. You would have to be providing support to an organiza-
tion knowing, or you reasonably should know, that it has or has
plans to commit terrorism activity, which is hijacking, sabotage,
seizing or detaining, threatening to kill or injure, et cetera. This
is—there has to be a very serious nexus between what you know
when you write that check and the activities of a terrorist organi-

zation.

Mr. CONYERS. Well, great. OK. Well, then, I'll remember that the
next time some women's organization from the Middle East says
we're trying to feed kids, and I'll say, well, God, as a Congressman
and a member of the Judiciary Committee, how could I say I didn't

know that there was a direct nexus, and I'll get my staff to re-

search it out, but what about everybody else in the country that
might not be able to do that? That's what I'm concerned about.
Ms. GORELICK. I would simply suggest to you, sir, that someone

who does not know that an organization is engaged in terrorist ac-

tivity when he or she provides material support has no basis for

concern about this provision of the statute.

Mr. CoNYERS. Well, thank you very much. Let's all stay in touch,
and I hope that this classified briefing will occur as soon as pos-

sible.

Mr. Hyde. Well, I thank the gentleman, and it is certainly true
that the gentleman was given great latitude, but I think it's impor-
tant because Mr. Conyers asks the tough questions and has a per-

spective on this that some of us may not have, and I think it's good
for the advocates of this bill from the administration to understand
the depth and the range of the problems that are ascertained by
Mr. Conyers and others.

I don't want to foreclose anybody from asking questions, but this

panel has been here a long time, and so I'm going to invoke the
burning need rule, and if you have a burning need, we'll assuage
that. So I see a couple of

Mr. Gekas. Burning fingers here.

Mr. Hyde [continuing]. Burning—^yes. The gentleman from Flor-

ida.

Mr. McCOLLUM. Thank you, Mr. Chairman, and I'll try to get my
burning needs answered as quickly as possible. I really have three
different questions, and I'll be quick with them.
Ambassador Wilcox, we just had some folks killed over in Kara-

chi. We have the Washington Post reporting on March 8 that more
than 10,000 Islamic militants have been trained in camps in Paki-

stan since the Afghan war ended in 1989. We know that Pakistan
has a relationship with Iran that's very strong and also with
China, and I don't have any desire to get into anything that's clas-

sified today, but there are a lot of relationships that are disturbing
here, to say the least. Why have we not declared and put Pakistan
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on the terrorist state list along with Iran and the few other coun-
tries that are listed? I think there are five now. Why is it not?
Mr. Wilcox. Mr. Congressman, we have not designated Pakistan

a state sponsor of terrorism because it's the judgment of the De-
partment of State that Pakistan's activities do not qualify as state
sponsorship of terrorism. There have been some troubling activities

by the Grovernment of Pakistan, which we have raised with them
very emphatically, and that dialog continues, but those activities do
not, when taken together, represent the—^fulfill the criteria for des-
ignating Pakistan a state sponsor
Mr. McCoLLUM. Well, let me just say. Ambassador Wilcox—and

I don't want to spend all my time on it—that it is disturbing to me,
and I know to other Members, that the definition is so narrow that
it would not encompass this continual training, and if it's not di-

rect, hey, I'm going to go out and plant the bomb and order it, it's

condoning it; it's encouraging; it's allowing this to go on. It's having
all kinds of connections that many of us are disturbed about, and
I think that there needs to at least be a message sent. Quite a
number of us in this Congress are concerned that the definition the
State Department is applying in this case is too narrow, more nar-
row than the interpretation I would give.

Ms. Gorelick, I want to ask you a couple of questions. One per-

tains to the March 25, 1995, New York Times article about the
CIA's involvement in Guatemala. In particular, the Justice Depart-
ment's role is what I want to ask about in connection with the re-

port that a Guatemalan military officer reportedly ordered the as-

sassination of an American citizen, Michael Devine. Now my un-
derstanding fi-om the newspaper report—it's in that article and
that's all I'm going to quote from here today—is that, and this is

a quote, "The Justice Department reviewed the case, but decided
Mr. Devine's killing did not fall under a United States
antiterrorism law which makes it a Federal crime to kill an Amer-
ican citizen overseas. The law is limited to killings tied to political

action, and the Justice Department, apparently, found no political

motive for Mr. Devine's death." Are the facts that I just quoted
from the Washington Post correct?

Ms. Gorelick. The only part of that that I can confirm at this

time is that a referral of a question fi-om the CIA was made to the
Department of Justice, and the Department of Justice in that time
period determined that there was no jurisdiction to proceed further.

Mr. McCoLLUM. On the basis that there was no political motive?
Ms. Gorelick. No, that is—that is the part that I cannot con-

firm, and I expect that our Inspector General inquiry into this mat-
ter—that is, the Justice Department involvement in the larger
Guatemala issue—will be done shortly and that we will be able to

give you a fuller

Mr. McCollum. It is reported from recent Senate hearings that
there was a 5-month delay involved in this process from the time
that the CIA brought this to the attention of the proper authorities
in the Justice Department to the time of this ruling, this decision,
this determination. Is that true?
Ms. Gorelick. There was a period of approximately 4 months be-

tween the inquiry and the response of the Department of Justice,
and one of the things that we are looking at is what happened dur-
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ing that period in 1991 and 1992, whether the question that was
put to us was one of some urgency; what did we know; what we
were told; what were the assumptions under which our assignment
was being undertaken?
Mr. McCoLLUM. All right. We are, of course, very interested in

pursuing the reason for this delay. It does have relevance, I be-
lieve, to this incident.

I want to ask you one technical
Ms. GoRELlCK. As am I, sir.

Mr. McCoLLUM [continuing]. One technical question. In the wit-
ness statement of one of the witnesses to appear on the next panel,
he says, in the bill that's before us on terrorism, "The term 'terror-

ism' as used in this bill needs to be further defined and clarified."

And he goes on to say, "The bill does not appear to address what
is now called 'information warfare.' By 'information warfare,' I

mean attempted disruption of the United States communications
infrastructure. As we approach the 21st century, our society is par-
ticularly vulnerable to attacks on the computer systems controlling
operations of air traffic control, for example, or to attack on our
telephone networks. Such attacks could originate from inside or
outside of our borders."

Is the criticism that this witness has given us in written testi-

mony, as I presume he'll give in a few minutes when that panel
comes before us justified on this point? Do you know if, indeed, the
bill covers
Mr. Hyde. The gentleman's time has expired, if the gentleman

could come to a close.

Mr. McCoLLUM. Well, that's the question. Do you know if the bill

covers this area?
Ms. GoRELlCK. I have not addressed that question specifically,

but the aim of the bill is to incorporate, as a basis for prosecution,
a wide variety of State crimes. And so I would be—with the nexus
to terrorism—I would be surprised if it does not cover it. It should,
and I will

Mr. McCoLLUM. Well, our subcommittee, I'd just like to com-
ment, will follow up, as the chairman has designated in the hear-
ings, and we'll discuss this matter with you further.

Ms. GORELICK. We'd be happy to work with you on that.
Mr. McCoLLUM. Thank you. Thank you, Mr. Chairman.
Mr. Hyde. I might make the point that we will want to submit

written questions, additional questions, and I'm confident you will

do your best to answer to whomsoever they apply, and we will do
that in writing.

[See appendix 1.]

Mr. Hyde. The gentlelady from California, Ms. Lofgren.
Ms. Lofgren. Well, thank you, Mr. Chairman. And given the

time, and the California delegation representing flood counties is

going to the White House. So rather than take more time, I will

submit all of my questions in writing. I thank you for your cour-
tesy.

Mr. Hyde. I thank the gentlelady, and give our warm regards to

the President.
The gentleman from Massachusetts—I'm sorry, we've got to go

this way. The gentleman from Pennsylvania.
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Mr. Gekas. I thank the Chair.

It's apparent to me that many of the sections of the bill, the pro-

posed bill, are driven by anecdotes or incidents that have occurred.

For instance, the plastic bomb sections are a response to the Pan
Am; the fundraising portions are based on evidence that such
things have occurred or are beginning to occur with increased fre-

quency. I'm anxious to know from the Deputy Attorney General if

her recitation of the testimony as to 102, section 102, "conspiracy
to harm people or property overseas," which, as I understand it, is

an amendment to the existing section 956 in 18—I haven't put
these provisions side by side with exactly what is the current law
in most of these situations, but looking at 956 in the existing law,
it appears that the conspiracy mode is visited only against destruc-
tion of property, and that, therefore, what you intend to do in this

bill is to expand that to include murder, et cetera, crimes against
the person; is that correct?

Ms. GORELICK. Yes, that's correct. The section of the bill would
cover conspiracy to murder, kidnap, maim, conspiracies directed at
harm to the person.
Mr. Gekas. And my question is—I don't remember seeing or

hearing about or listening to testimony about any incidents where
a domestic conspiracy might have occurred or have been brewing
to take the life of someone in another country. That seems almost
nonexistent in my recollection.

Ms. GrORELiCK. Well, speaking hypothetically, in advance of a
classified briefing on this, hypothetically, you would have individ-

uals in the United States planning for, helping to prepare for, a
terrorist act abroad; that is, the murder of someone abroad to dis-

rupt the Middle East peace process, for example, or otherwise to

disrupt an activity of the United States abroad, by providing the
infrastructure in the United States for such activity.

Mr. Gekas. My question is—I'm sorry to—do we have any evi-

dence that such things might—are brewing or could be
Ms. GoRELiCK. As I say, I'm
Mr. Gekas [continuing]. Launched?
Ms. Gorelick [continuing]. Not at liberty to share with you in-

formation in this hearing that we do have that would respond to

that question, but Director Freeh has an example that I guess is

in the public record.

Mr. Freeh. There's a recent prosecution in Canada. Six individ-

uals were arrested, four prosecuted, who were leaving the United
States to enter Canada, members of a group called Fuqua, which
is a fundamentalist radical group with not only explosives, but
plans to destroy a Hindu temple and some other locations in Can-
ada. They were prosecuted in the—in Canada because of what was
determined to be in large measure lack of jurisdiction within the
United States. That would be one very current example.
Mr. Gekas. Well, that's not a bad example. I thought that the

Anti-Terrorist Act of 1986, which is now law, would cover terror-

istic acts against American citizens abroad, but I—and there were
many anecdotes then and episodes that required our attention to

that particular part of the law, but I saw nothing—now you're
making at least one example vivid for us.

There's only—do I have any—what's the burning time?
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Mr. Hyde. The burning time is the yellow light, and I'm waiting
anxiously for it to turn red.

[Laughter.]
Mr, Gekas. Well, I share your enthusiasm.
Mr. Hyde. It just did.

[Laughter.]
Mr. Hyde. I thank the gentleman.
The gentleman from Massachusetts.
Mr. Berman. Mr. Chairman, could I just ignore it for one—ask

you a question on the burning need test?

Mr. Hyde. If the gentleman from Massachusetts can yield.

Mr. Frank. No, not if I have to stick to 5 minutes.
Mr. Berman. This is to save you time.

Mr. Hyde. All right, talk to me, Mr. Berman.
Mr. Berman. Not on Mr. Frank's time.

I have a need, but it doesn't need to burn today. Are there going
to be further hearings in the subcommittee on this bill before
Mr. Hyde. Yes.
Mr. Berman. Will there be representatives of the Department of

Justice?
Mr. McCoLLUM. If the gentleman will yield—we're going to have

further hearings, and I would fully expect there will be representa-
tives of the Department of Justice at those hearings.
Mr. Berman. And will nonmembers of your subcommittee partici-

pate in that hearing?
Mr. McCoLLUM. You're always welcome, and we will certainly let

you participate after the regular subcommittee members finish

their questioning.
Mr. Hyde. The gentleman from Massachusetts.
Mr, Frank. Thank you, Mr. Chairman.
This is a very important hearing because for many of us this is

the toughest kind of legislation, legislation we support in general,
but have some serious problems with, and that's why it is so impor-
tant. And I hope people will understand the fact that not all the
Members are here isn't a sign of lack of interest; it's just when peo-
ple saw the metal detector things, we figured we'd keep half the
committee out of the room at any one time, so we'd always have
a functioning Judiciary Committee in case of an emergency.

[Laughter.]

Mr, Frank. The problem I have, one, you said—this Presidential
determination, if the President—because a lot would turn on that.

Does the President make those kinds of determinations now or
would this be a new type of a determination?
Ms. Gorelick. The President makes an analogous determination

under lEEPA, which is the determination he's most recently made.
Mr. Frank. OK, but this would be a new
Ms. Gorelick. Yes.
Mr, Frank. What's the duration? In other words, once he de-

clares it, is that in existence forever or until it's undeclared?
Ms. Gorelick, Until he rescinds it,

Mr. Frank. One very important change I think we should make
is to make that annually renewable. When you're talking about no-

tice to people, et cetera, we are in a sensitive area. At the very
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least, it seems to me that determination ought to be for 1 year at
a time. I would think he could do that again.

Now I have some problems with the language. On page 58, it

says, "For purposes of subparagraph (3)(b)(l), the determination by
the Secretary of State or the Attorney General that an alien is a
representative of the organization shall be controlling and shall not
be subject to review by any court." Why would a court not be able
to do that? You've got classification procedures in court, and you've
got summaries of evidence. Why should the determination by the
Secretary or the Attorney that someone is a representative of an
organization not be subject to review in any court? Bottom of page
58. If you don't have an answer right now, I'll take one in writing,

but that's bothersome.
Ms. GrORELiCK. Let me just say that the structure of the statute

is to permit such challenges as
Mr. Frank. No, No, specific answer to the specific question. I

mean, I've only got 5 minutes. If you don't have a specific answer
to that, give it to me in writing. But should the determination that
you're a representative not be subjected to review by any court?
Ms. GrORELlCK. I was trying to answer it, to say that you—such

process as you might have to be able to challenge it when the de-

termination is made, as opposed to in the course of a criminal pro-
ceeding, is not spoken to by the bill; that is, you have such process
as you have to challenge the initial determination.
Mr. Frank. Could you challenge it in court at that point? But it

says—my point is not chronological, but structural. "The deter-
mination by the Secretary or the Attorney General shall not be
subject to review by any court." You mean it could be subjected to

review by a court but earlier?

Ms. GoRELiCK. The—there is nothing in the bill that would pro-
hibit you from challenging the determination at the time it was
made
Mr. Frank. In court?
Ms. Gorelick. Yes.
Mr. Frank. Well, how about—gee, I'm not as experienced a law-

yer as I might be, but I would think the phrase "shall not be sub-
ject to a review by any court" would be a pretty good obstacle to

going to court.

[Laughter.]
Ms. Gorelick. That's by the defendant in the criminal case.

That's the distinction I was trying to make.
Mr. Frank. But earlier on it wouldn't be a problem?
Ms. Gorelick. There is no obstacle in the bill to doing that, to

an earlier challenge.
Mr. Frank. Beyond that, let me just go quickly to what else

bothers me here. And here's an example—^because we do have a
chilling effect. We have a history in this country of treating in the
immigration area first amendment rights without proper respect,

and on pages 60 and 61 we have—here's what could become an en-
gaging in terrorism activity

Mr. Nadler. Point of order, Mr. Chairman. Point of order, Mr.
Chairman.
Mr. Hyde. The gentleman will state his
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Mr. Nadler. I have requested a copy of the bill, and the staff
tells me there are no copies available.

Mr. Hyde. Each Member, I'm told, was given a copy. Someone
may have purloined yours.
Mr. Nadler. Well, can we get another copy?
Mr. Hyde. I would—no copies on this side, I'm told. How did that

happen?
Mr. Frank. Maybe with the staples, you couldn't get it through

the metal detector.

[Laughter.]
Mr. Hyde. I am told by my staff that every Member on this side

got a copy of the bill. Now if the gentleman doesn't have one, I'm
sorry.

Mr. Frank. Mr. Chairman, I was not—Mr. Chairman
Mr. Hyde. Just a minute. They were delivered yesterday to your

offices. I would suggest the gentleman quiz his staff.

Mr. Nadler. Mr. Chairman, I did not mean to cast aspersions on
the chairman or on the staff, but even if they were delivered—and
I don't know whether they were—we didn't get one. But, be that
as it may, if a member of the committee is sitting at the committee
and asks for a copy, I think he can be given a copy. But thank you
very much.
Mr. Hyde. I'm delighted to give the gentleman as many copies

as he would like—within reasons.
We will give the gentleman from Massachusetts extra time if he

wishes.
Mr. Frank. Thank you, Mr. Chairman.
Yes, my problem is this with regard to the way this is struc-

tured
Ms. Gorelick. Could you just tell me where you are again? I'm

sorry, I missed
Mr. Frank. Pages 60 and 61, the bottom of 60, top of 61. And

you would be engaging in terrorism activity if you did the follow-

ing: if as a member of an organization you engaged in an act which
you reasonably should have known afforded material support to

any individual or organization which reasonably should have
known that they planned to commit terrorism, which includes the
providing of any type of material support. I mean, you could con-
struct the sentence, starting in line 18 on page 60, going through
line 15 or 20, or actually line 21 on page 61, which would have
about five "should have knowns," "might have knowns," et cetera.

And individual activities that might have looked innocent, provid-
ing material support, raising money—I think you could find a situ-

ation where people could really very well be entrapped. So I'd like

you to just parse out from pages 60 through 61: you should have
known and the organization should have known, and it could have
been something that looked innocuous, and you are holding peo-

ple—you're subjecting people to potential problems here, potential

serious sanctions, with a fairly tenuous line of reasoning as you get
through it, because it becomes—it multiples. There are at least two
"should have knowns." One person should have known that the
other person should have known that this could have led to mate-
rial support, and that's why in the present form I think this is real-
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ly problematic. So I would hope that you would be able to help us
address these things.

There isn't any question here that someone who did not have a
great deal of respect for free speech could use these to interfere

with free speech, and I would hope you would help us work on a
bill that would legitimately interfere with terrorism, but wouldn't
be subject, as I think this is, to that kind of manipulation. And I'd

ask you again to look at it and get back to me on this 60 to 61
chain of "snould have knowns" and "could have beens," and "might
have beens," and what happens to you,
Ms. GORELICK. Let me say this: the only "should have known"

that I know of is in the section that prohioits one from engaging
in terrorism activity. If you should have known that the organiza-
tion that you are supporting has committed, or plans to commit,
terrorist activity, then the penalties are triggered. The terrorist ac-

tivity says nothing about what should have been known. The ter-

rorist activity is what the organization does.
The existing 1990 act has the "should have known" language,

and we are not changing that.

Mr. Frank. No, but what you've got is you should have known

—

you've got two "should have knowns ' in here. "You know or reason-
ably should know . . .for the material support"—here's the dou-
ble "should know": one, you should know that what you were doing
provided support to an organization which you should know was
doing things. So there's two uncertainties here. You should have
known that what you were doing—in other words, you might have
been giving it to a front group, but you should have known that
the group you gave it to was not really the group, and then you
get a second "should have known" as to the underlying group.
So on page 60 there's a double "should have known," and I think

as you multiply these things, you get into more problems. You
should have known that what you were doing was helping an orga-
nization and you should have known that that organization was
doing bad things, and the bad things might have included provid-
ing material support, soliciting of funds, which seems to be a third
ambiguity because you do run into the problem that the gentleman
from Michigan talked about: the solicitation of funds could like one
thing and be another. So I think you've got a triple contingency
here on the basis of which people could get kicked out of the coun-
try without full procedures, and I think that becomes excessive.
But there's a double "should have known" on page 60. You should
have known that you were really helping this organization and you
should have known that this organization was really doing Bad
things, and the bad things might have been a kind of fiindraising,

which might not have been so obvious.
Ms. GrORELiCK, We will work with the committee to tighten up

the language. Our intention is to bring forward the concept that's

already in the 1990 act and to make the decisions on deportation
based upon factual findings

Mr. Frank. Well, last point—yes, but the—if the 1990 act
worked, you wouldn't need to change it. So you can't selectively go
back to it.

The point is this: this gives more power to the executive branch.
So saying, well, that concept was already embedded in the law.
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and, therefore, it's not controversial, doesn't work when you are, in

fact, then giving the executive more power, cutting down the proce-
dures, et cetera. It may be one thing to have a concept in the law
when it's in one set of procedures; that could be something very dif-

ferent when you've got this expedited set of procedures. So I don't
think the argument that some phraseology like this was in the pre-

vious law solves the problem we have with a new law that would
greatly expedite the procedures.
Ms. GoRELiCK. As I said, we're happy to work with the commit-

tee to tighten up the language so that it meets our mutual expecta-
tions of what it should be.

Mr. Hyde. The gentleman's time has expired.
The Chair would just add its two cents' worth in this con-

troversy. I'm not offended by "should have known" or "ought to

have known" in the exercise of reasonable care and caution. Some-
times it's very hard to prove direct knowledge, but if the cir-

cumstances are such that anybody with eyes and ears and a room
temperature IQ should have known, or ought to have known, that
seems to me a reasonable basis for predicating a penalty
Mr. Frank. But, Mr. Chairman
Mr. Hyde. Yes?
Mr. Frank. The problem, though, is that when you—there's a

certain inevitability there of uncertainty, but when you multiply it,

and at least in this situation you've got two of them, you get into

a problematic area, especially since we're doing this within the con-
text in which the accused has less procedural rights than else-

where. So you become a kind of a
Mr. Hyde. I appreciate the delicacy of the problem.
The gentleman from New Mexico, Mr. Schiff.

Mr. SCHIFF. Thank you, Mr. Chairman. I'll be brief
There's two matters I'd like to ask about. I want to say, first,

that I think we do have the mounting threat of terrorism in this

country. I think we are extraordinarily vulnerable because we are
a free country. I think, however, we have to be mindful, in trying
to solve that problem, of the civil liberties questions which have
been raised. And one that's been raised directly with me is by
members of the Muslim community in the United States who have
expressed a concern that, because the terrorist organizations most
frequently talked about, practice terrorism in the name of the Mus-
lim religion, even though they are only a very, very small part of

the number of people who practice that religion around the world,
that the Muslim-American community will be by stereotype
brought into this—into this situation, where they will be subject to

more surveillance, more observation, perhaps even more investiga-

tion and prosecution, for no other reason than they happen to oe
practicing Muslims.
And, particularly. Attorney Greneral Grorelick and Director Freeh,

I wonder if you could respond? If this legislation is passed, how
would you prevent that from occurring?
Ms. GrORELiCK. Well, let me speak to the policy, and perhaps Di-

rector Freeh can speak to the practice. The Federal Bureau of In-

vestigation and all of our investigative agencies, as well as our
prosecutors, operate under Attorney General guidelines with re-

gard to investigations that can in any way impinge on first amend-
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ment activities. And we prohibit ourselves from taking as a predi-

cate for any inquiry first amendment protected activity. There
must be, before an investigation can be undertaken, a predicate
act, a criminal act, that is beyond any exercise of first amendment
rights. And we are assiduous in trying to live up to the spirit and
the letter of that, of those guidelines.

Mr. Freeh. Not to repeat that, but I think the guidelines that
we have with respect to either general criminal investigations or

terrorism investigations are fairly strong, and there's not a lot of

room for error. We've had this concern, of course, for many, many
years with respect to organized crime groups. Primarily and his-

torically, the organized crime groups in the United States have
been from Italy, have been either Italian-Americans or Italians,

and there was always a great concern that we would direct more
investigations and direct more resources to that, and, obviously,

the overwhelming and huge majority of both Italians and Italian-

Americans are decent, law-abiding people.

So it's a concern that we're familiar with. We've treated it in the
past successfully, I think. Even the Italian-American groups will

not complain that the FBI or the Justice Department have singled
them out as an ethnic group for investigation or prosecution, and
we would be equally vigilant and mindful with respect to any other
group, including the Arab-American community.
Mr. SCHIFF. Thank you.
Final question: Ambassador Wilcox, this country, as you know,

provides military assistance to countries like Egypt and Israel and
Turkey and other countries with whom we have a strategic mili-

tary alliance. I'm wondering if we provide antiterrorism technology
as part of our assistance. For example, I'm informed there's new
technology that would allow the detection of explosives, if they
exist, say, in a suitcase, and so forth. And I wonder if we share
that technology, because I think we probably have a mutual need
to fight terrorism with the same governments with whom we have
a strategic military alliance.

Mr. Wilcox. We do, indeed, Mr. Congressman. We have a

—

under our antiterrorism assistance program, which is funded by
the Congress at about $15 million a year, a very active program of
providing antiterrorism methodology to friendly

.
governments

around the world.
Mr. ScHiFF. Do we provide technology with that?
Mr. Wilcox. We do not provide—we are authorized under the

statute to provide modest amounts of equipment, but we are lim-

ited in the extent to which we can use these funds to purchase
equipment. We do have an active program of cooperation in re-

search and development in antiterrorism technology with the Unit-
ed Kingdom, Israel, and Canada, and under those programs we
work together in sharing research, technological data, to develop
more effective means. These are also funded by the Congress at

about $10 million a year, an extraordinarily valuable program.
Mr. SCHIFF. Thank you. Ambassador Wilcox.
I yield back, Mr. Chairman.
Mr. Hyde. I thank the gentleman.
The gentlelady from Texas, simply because the gentlelady is less

likely to get her turn as we go down the long line, and the gen-
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tleman from New York, Mr, Schumer, is happy to let you go ahead
of him.
Ms. Jackson Lee. I thank both the chairman and the very dis-

tinguished gentleman from New York. I appreciate it very much,
and I will simply raise three questions, hypothetical, if I might,
just to determine where the points that you've made might fit into
even the legislation that we are addressing.
To our CIA Director, if I might, tragically, of course, we wit-

nessed the utilization of a poisonous gas 2 weeks or so ago in

Tokyo, Japan, another evidence, if you will, of the use of chemical
weapons. Would that, from your perspective, be impacted by the
present proposed legislation or would you view that in some other
capacity, whether that is international political policy, or what
ways would we have to impact upon the utilization of chemical
warfare, or chemicals rather, in this kind of effort?

Mr. Studeman. Well, first off, let me say that my understanding
of the legislation is that such an act would have to have occurred
here. The disturbing thing for us, of course, is that we are now be-
ginning the phase where weapons of mass destruction—in this

case, we believe sarin, although it's not actually, in my view, totally

confirmed—sarin-like, nerve agent-like substance was used in a
foreign country by an organization in a terrorist act. So that's my
understanding of the situation.

Ms. Jackson Lee. And that's, I guess, the point that I wanted
to make. You had mentioned the increase or the danger, obviously,
of utilization. That would even have to be dealt with, the incident
in Japan, on some other level totally. I mean, do we have any way
of impacting that at all, just frankly?
Mr. Studeman. Not to my knowledge.
Ms. Jackson Lee. OK. The other question I wanted to acknowl-

edge is the seemingly attacks on what we call "soft" targets—

I

think the subway, tourist attractions, et cetera—would the legisla-

tion, in your opinion, respond to that for incidents that may occur
in the States?
Mr. Studeman. I'm not sure that's a question for me because my

interest is in the foreign intelligence aspects of this. I believe you're
asking a domestic question, which is better answered by Judge
Freeh or Secretary
Ms. Jackson Lee. You don't have an answer to it?

Mr. Studeman. Not really.

Ms. Jackson Lee. I'm asking you at this point.

Mr. Studeman. No, I'm not sure of, again, the application. I

mean, I would say "y^s" to your question, but, again, in terms of
the relevance of the bill, if it was a domestic act, the bill would
apply.

Ms. Jackson Lee. But if it was an incident that occurred in the
States and had some international ramifications, would you not be
involved?
Mr. Studeman. We would certainly have an interest, yes.

Ms. Jackson Lee. OK. Let me go ahead, then, and ask the ques-
tions to the Deputy Attorney General and ask her, what impact
would this legislation have had on the Pan Am 103 incident?
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Ms. GORELICK. It would have made prosecution here easier. Ac-
tually, I think I would rather submit a fuller answer to that, if I

can look at that case against the current proposal.

Ms. Jackson Lee. I would appreciate that.

Ms. GrORELlCK. Certainly. Thank you.
[See appendix 1.]

Ms. Jackson Lee. Director Freeh, if you would, if you'd take the
questions that I've just—I know the FBI was somewhat involved in

tne investigation, somewhat tangentially, I imagine, in Pan Am
103, to a certain extent. How does this legislation help in the ef-

forts that you're making with respect to terrorism?
Mr. Freeh. Well, certainly, in some respects, it would have an

immediate application. The provision in the proposed legislation

that would implement the international convention with respect to

marking explosives would be something that we could have taken
advantage of under the current statute that was not available
when Pan Am 103 was attacked.
More importantly, because that particular attack had to do with

an American carrier with American passengers on it, there was
some substantial coverage under our existing statutes, but that
would not be one of the new areas that we're addressing in the cur-

rent proposals.
Ms. Jackson Lee. Do you have any comment on the "soft" target

situation in terms of any efforts that we would need to wage here
in the States to protect against that?
Mr. Freeh. I think with respect to prevention, it takes two

forms, obviously: having the intelligence base and the existing, very
good relationships between the Counterterrorism Center at CIA
and the FBI, which is the primary domestic counterintelligence
agency. That relationship is good. It has prevented, in the past,

documented proposed acts of terrorism which we could go into with
you at a closed session. That is the primary basis for the preventive
action.

We also believe that having some of these tools available would
give us the ability to do prosecutions and investigations on the
groups who are likely to mount or assist a state-sponsored activity

to choose and attack soft targets. The case I mentioned before, the
individuals crossing the Canadian border, were attacking a very
similar soft target in Canada and were interdicted only because
they were stopped by a very vigilant border officer from Canada.
Mr. Hyde. The gentlelady's time has expired.

Ms. Jackson Lee. Mr. Chairman, I do thank you, and I see the
subcommittee Chair is gone, but I understand, Mr. Chairman,
there will be further hearings
Mr. Hyde. That is correct.

Ms. Jackson Lee. Thank you very much.
Mr. Hyde. The gentleman from North Carolina, Mr. Coble.
Mr. Coble. Mr. Chairman, I came back late and much of my

time has been tied up on the telephone. So my problems are self-

inflicted. I will not engage in an extended exchange here, but I just
want to make a comment or two.

Prior to our departure for lunch, the gentleman from Michigan,
Mr. Conyers, made a provocative statement—and, Mr. Conyers, I

mean that in the complimentary sense—and I think I'm going to
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paraphrase what he said. His question was, do we need new laws
addressing this problem? Now I'm not saying that we don't, but I'm
associating myself with Mr. Conyers' question. I'm not convinced
that we do.

People who practice terrorism
—

"thugs who practice terrorism"
might be a more accurate way of saying it—do not enjoy a promi-
nent billing on my marquee, and I am by no means comfortable
with a soft-on-terrorism approach, but, not unlike Mr. Conyers, I'm
not convinced that we need this additional law.

I guess that conclusion is frustrated by our first witness this
morning. If we do have additional remedies available, why, I ask
then, was the Colonel Higgins matter not resolved? Conversely, if

you did not have the wherewithal at hand, maybe we do need this
additional assistance in the form of written statutes.
So having said that, Mr. Chairman, if anybody wants to comment

I'll be glad to hear from you, if you want to be heard.
And I'll say it's good to have you all with us today.
Mr. Hyde. The gentlelady, Ms. Gorelick, is recognized to answer

the good gentleman from North Carolina.
Ms. Gorelick. Thank you.
We have discussed at some length what diflFerence the new crimi-

nal jurisdiction could have made, had the facts in the World Trade
Center bombing been slightly different. I won't repeat that.
The impetus for the changes in deportation procedures comes

from a fairly intense frustration that we have, wearing our Immi-
gration and Naturalization Service hats, that when the FBI identi-
fies people who do, indeed, pose a danger to this country, because
that information cannot be shared as fully as ordinary evidence
might be, we are in a position of choosing to allow someone who
would otherwise be deportable to stay here, and for that threat to
continue, or to compromise information which we need to continue
to protect the people of the United States. And that is a choice that
we do not enjoy having, and we are trying to figure out a way

—

and this represents our best effort—to accommodate both of those
interests at the same time as one protects the fairness of the proc-
ess for those who would be the subject of deportation proceedings.

That's what is motivating this. It is not, as I think some have
suggested, a hysterical response to a nonproblem. It's a real prob-
lem, and the solutions are difficult, and everyone on this panel
from all points of view I think is struggling with those difficulties,

but it is a real problem. And I think together we have to come to

some real solutions. It is not something that I think can be dis-

missed as unnecessary to address.
Mr. Hyde, I thank the gentleman.
I just want to announce that this panel has been here since 10

o'clock and we have another panel to go. We want to certainly hear
them. We want to ask them questions, and so I entreat my col-

leagues to let—to forgo any extended—let my people go.

[Laughter.]
Mr. Hyde. And I say that with some trepidation as I recognize

the gentleman from New York, Mr. Schumer.
[Laughter.]
Mr. Schumer. And the point I was going to make, Mr. Chair-

man, follows along the like motif of what you've said. And I wanted
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to pick up on the gentleman from New Mexico, Mr. Schiflfs com-
ment that there is concern in the Mushm community that this un-
fairly deals with all Muslims.
And I would simply say I think that's a concern; I am very sym-

pathetic to it, but I would simply say that there are organizations
that don't represent the mainstream of the Muslim community at
all. And it's sort of toward a logical reasoning to say, well, if

Hezbollah or Abunidahl organization is on a list, that all Muslims
are encompassed. And I would think that that's not the case.

In fact, when the administration put out its list of terrorist orga-

nizations which threat to disrupt the Middle East peace process, it

did include organizations like Hezbollah and Abunidahl organiza-
tion. It also included organizations like Koche and Kahanihi, which
are Jewish organizations which they believed were extremists. And
just as I wouldn't characterize all Jewish people as being blemished
by the fact that these two organizations are on the list, nor do I

think all Muslims are blemished by the fact that there are groups
like Abunidahl and Hezbollah on that kind of list. And I think
that's an important point.

Let me just ask
Mr. CoNYERS. Would the gentleman yield just briefly, please?
Mr. ScHUMER. Just briefly, and then
Mr. CoNYERS. I just want you to know that a lot of people don't

look at it with the farsighted and fairness that you do. A lot of peo-
ple suspect, unfortunately, that a Muslim—they can't distinguish
between these organizations, and that's the danger and the prob-
lem that you pose, Mr. Schumer, quite accurately.

Mr. Schumer. I appreciate the chairman's viewpoint, and I think
that's why we do have to be careful in this legislation. I'm the first

to say that this is a difficult question, although I'd certainly agree
with Ms. Gorelick, it's a real problem, and I don't think its a
hysterical response at all. It's a nuanced response. Some may dis-

agree with where the nuances come down, but I think some of the
arguments used against it in the literature that I have seen go way
beyond what this legislation not only was intended to be all

about—and I know how the Justice Department worked it and
worked it through again and again, but what it is.

But I'd just like to ask two quick questions which I think are im-
portant.

The first relates to CIPA, and I know Ranking Democrat Conyers
had asked this, but I just want to reiterate it. Have there been

—

now the CIPA, it's modeled on CIPA, the provisions used here
Mr. Hyde. Would the gentleman explain CIPA for people who

might know what it means.
Mr. Schumer. CIPA is—^yes—the Classified Information Proce-

dures Act. And what happens is we have had other instances, not
just in terrorism, where there's classified information that points to

criminal activity or bad activity that might not rise to a criminal
level, that might merit, say, deportation, and we've had to deal
with these issues for the last several decades because you're in a
dilemma. And it is a true dilemma.
Let us say there is classified information that says somebody is

going to blow up something and might hurt a lot of people. They're
conspiring to do that. And, yet, to reveal that classified information
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might bring down to the defendant—might bring down a whole
gn'oup of informants who are helping us expose this kind of activity.

Well, there's no easy choice. There is no easy choice, my colleagues.

To simply say, well, unless you reveal that information, you can't

prosecute the defendants, may mean that their conspiracy will pro-

ceed to fruition and hundreds of innocent people might be hurt or

even killed. To not allow the information does, indeed, say to the
defendants that you're not going to get the full battery of charges
against you.

I think, given that there is independent review of an article III

judge who has a lifetime appointment, given the fact that the legis-

lation makes real constraints on only classified information being
not given, and whenever possible, only in the rarest of cir-

cumstances—and this is another place where there's been misin-

formation. They say they'll never get the classified information.

Only if that classified information, if revealed, would inevitably

lead to the source being revealed, it's a very
Mr. Hyde. The gentleman's time has expired.

Mr. SCHUMER. Well, could I just ask unanimous consent for a
minute?
Mr. Hyde. Is the gentleman asking a question or

Mr. ScHUMER. Yes, I'm going to ask a question.

Mr, Hyde. Oh, thank you. Without objection, one
Mr. Schxjmer. Mr. Chairman, you asked for trouble when you

asked me to explain what CIPA was.
[Laughter.]

Mr. Schumer. But, in any case

Mr. Hyde. I'll never do that again,

[Laughter.]

Mr. Schumer. I didn't think you would,

Mr. Hyde. Unanimous consent, one additional minute.

Mr. Schumer. Thank you.

My question relates, then, to—it's a two-part question. One,
where CIPA—in the 1 minute—where CIPA has been used before

in spy and other kinds of cases, has there been objection from not

only—well, from defendants' lawyers there might be, but from the

general community, the general civil liberties .ind other commu-
nities that there have been abuses. And, No. 2—and this is a ques-

tion that bothers me about the bill; this is different part of the bill

relating to the money organizations. And this is the part I have the

most trouble with. I think the rest of it is fine.

How do you deal with the situation where a President might
label a terrorist—might use the labeling of terrorist organizations

with something of a political hue? Back in the eighties many people

felt that, you know, these Sandanistas might have been labeled a

terrorist organization, whereas those fighting Chinese communism
might not have been labeled a terrorist organization.

When I speak to my colleagues, that's the question that most
vexes them, and I think we need an answer.
Mr. Hyde. The gentleman's minute has expired, and to answer

those could take several minutes. Would the gentleman accept an-

swers in writing?
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Mr. ScHUMER. Mr. Chairman, I'd ask the first one be in writing.

I think the second one's important, and I'd Hke to hear the Deputy
Attorney General on that, if you

Mr. Hyde. Very well.

Mr. ScHUMER. Thank you, Mr. Chairman.
[See appendix l.J

Ms. GORELICK. Very short answer: there is nothing in this legis-

lation that would prevent someone from challenging the determina-
tion in court, the determination of the President to list such an or-

ganization under this procedure.
Mr. Hyde. I want to thank this panel for their extraordinary con-

tribution, not to say patience, but you have been very informative.
This is a tough subject. This is an important subject.

Mr. Nadlei^ Mr. Chairman, some additional Members have
questions of this panel.

Mr. Hyde. I understand, but it is now nearly a quarter to 3 and
there will be further hearings. I don't want to foreclose the gen-
tleman. We can stay a quite a bit more, if you want. I have nothing
to do, but there's another panel—and the gentleman, I'd just ask
for him to submit questions in writing, if he doesn't mind, and at-

tend the subcommittee hearings and question further. But I'm just
trying to be civil to people who have been more than civil to us.

So with the gentleman's leave, I thank the gentleman.
I want to thank this panel for an extraordinary contribution, and

you'll be hearing from us again. Thank you very much.
Ms. GoRELiCK. Thank you.
Mr. Hyde. Thank you. Ambassador, Director, Ms. Gorelick, and

Admiral.
For our third and final panel of witnesses today, we're joined by

two nongovernmental experts on the threat of terrorism, its inter-

national character, its changing face, and our need to take dra-
matic steps to protect our citizens from its indiscriminate swipe.
Those witnesses are Dr. Roy Godson, a professor at Georgetown

University, teaching courses on governance, security, and intel-

ligence. Dr. Godson is also president of the National Strategy Infor-

mation Center, which is a nonpartisan, nonprofit public policy in-

stitute in Washington. Dr. Godson contributes to, as a consultant,
the workings of the National Security Council, the President's For-
eign Intelligence Advisory Board, several U.S. agencies of the intel-

ligence community, and, recently, the Terrorism Advisory Board of

the Department of Defense.
Also, Dr. Michael A. Ledeen, a resident scholar with the Amer-

ican Enterprise Institute in Washington. From 1982 to 1986, Dr.
Ledeen was a consultant to the National Security Advisor to the
President, to the Under Secretary for Political Affairs of the State
Department, and to the Office of the Secretary of Defense. From
1981 to 1982, Dr. Ledeen was Special Adviser to the Secretary of
State. From 1975 to 1977, he was the Rome correspondent for the
New Republic magazine.
The third witness on this panel is Gregory T. Nojeim, who is the

legislative counsel for the American Civil Liberties Union in its

Washington legislative office. Mr. Nojeim is responsible at the
ACLU for analyzing the civil liberties implications of Federal legis-

lation relating to national security and immigration.
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Prior to his position with the ACLU, Mr. Nojeim was the director

of legal services of the American Arab Antidiscrimination Commit-
tee, the ADC. He held that position for 4 years. While with the
ADC, he spearheaded its response to hate crimes against Arab-
Americans during the Persian Gulf War.
Gentlemen, welcome, and shall we proceed with Dr. Godson first?

STATEMENT OF ROY GODSON, PROFESSOR, GEORGETOWN
UNIVERSITY

Mr. Godson. Thank you very much, Mr. Chairman.
There is, of course, no single solution, no quick fix to the problem

of terrorism. I don't think we should underestimate the problem,
but, on the other hand, I don't think we want to overreact, either.

Very briefly, Mr. Chairman, what I would like to do is outline

five elements for an effective kind of terrorism policy. I will be very
brief on each of these elements. I go into them in considerable de-

tail in my written testimony. And then I'd like to comment on the
legislation before the committee, as well as on the role of the Con-
gress in general.

To prevent, to deter, and to defeat terrorism requires five inter-

related elements. The first is the need for ongoing intelligence as-

sessments. As the committee heard this morning, the United States
is faced with threats from state-sponsored as well as from nonstate
actors, especially in recent times from religious-inspired actors.

Moreover, I think a threshold has been crossed. We now face a
task with technologies of mass destruction which we have been
talking about and anticipating, but have not really witnessed until

recently.

We need to know about these threats. We need to know about
the overt, as well as the covert, structures that make up and make
possible terrorist organizations. I would argue that we do not—that

the U.S. Government at this time does not have an overview of the

magnitude of the threat that the country faces.

Congressman Conyers, this morning you asked a very interesting

question: whether we have more or less terrorism. I don't know

—

and you raised the question. I don't know any reason to believe

we've got more of a problem than we had before. I think it's a very

good question. And I personally think that the Government has
been, the executive branch has been deficient in not providing an
overview. The Attorney General, the Deputy, said that she was
going to have a classified briefing. That should have happened
some time ago, if there is, in fact, a magnitude of terrorism with

which she is concerned.
So I would argue that, yes, we do need ongoing intelligence as-

sessments. We need to be aware of the magnitude of the overt and
covert structures, and we need to keep and nurture the intelligence

connections we have so established with considerable difficulty in

recent years.

Now as we develop our intelligence capabilities, we also need a

policy to deal with terrorism and a strategy that is clearly laid out.

We have made considerable progress, I think, in the last 20 years

in our terrorism policy. But I think we need to have a clearly laid-

out, specific set of objectives. We need to examine whether the

means are calibrated to achieve all of these objectives, and maybe
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we can get into some discussion of this, but I would suggest we do
not at the moment have such a clearly laid-out policy.

The third element would be the need for effective law enforce-

ment. I think law can do many things, Mr. Chairman. I think it

can do a great deal. It can provide legal norms. It can provide judi-

cial mechanisms. It can provide enforcement in the United States
and other countries. But the problem will not be solved by law en-
forcement alone. There just will be many circumstances and oppor-
tunities where we will need to use other instruments in addition
to law enforcement.

Further, we are, unfortunately, entering into an age of what I

would call emerging global ungovernability. We are faced with the
fact that a number of states around the world are characterized by
having weak governments and weak law enforcement capabilities.

And although we can try to help them, they have to do the job
alone.

You heard the example of Lebanon this morning. There just is

no way we can get effective law enforcement in states such as Leb-
anon, and there are many other areas of the world where govern-
ments are weak and substate organizations are playing a signifi-

cant role, many of them using terrorism.

So as we seek to build up law enforcement, we need other as-

pects of strategy to deal with terrorism. One of the most promising
that has produced results, results we often tend to forget about, is

the strategy of disruption. Now I think it is worth spending a
minute or two on what disruption is and what it is not, and the
special role of Congress in monitoring disruption activities.

Disruption means frustrating terrorism. It means making it very
difficult for the terrorist organizations to operate. Fine, if you can
arrest them, catch them and arrest them, and prosecute them, and
so on, but there are also times—there are times when you cannot
do that, and you heard a graphic example of Hezbollah this morn-
ing.

What I'm talking about is intercepting, interceding, making it

difficult for terrorist organizations to raise money, to transfer
money, money which is the lifeblood of terrorism. Without money,
it is very difficult for terrorist organizations to operate.

Another thing terrorist oj'ganizations need is communication and
travel capabilities. Again, to frustrate, to make difficult, to make
impossible travel, communication, and funding of terrorist organi-
zations would be the kinds of things I'm talking about in disrup-
tion. I am not talking— I am not proposing that we use what I

would consider to be rather extreme measures at this point, such
as kidnapping.
Now I think we have had some great successes with regard to

disruption and we should really pay tribute to our law enforcement
people, to our intelligence community, and in this case also to the
State Department and the other parts of the Government that
have, in fact, run a rather successful disruption operation.

I'll speak of just a couple of i-ecent examples.
Mr. COHLK

I
presiding!. Doctor, pardon me just a moment. If you

would suspend, we have a vote on now, and I think it would be a
good idea for us to sit in recess for 5 minutes, Mr. Chairman?
Mr. Hyde. Fifteen minutes.
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Mr. Coble. Fifteen minutes, and we will return. Thank you, sir.

Mr. Godson. Thank you.
[Recess.]

Mr. Hyde [presiding). The committee will come to order.
We'll wait while Dr. Ledeen approaches the podium.
Thank you for your patience, and would you please continue?
Mr. Godson. Thank you.
I was discussing five elements, and I had reached discussing dis-

ruption, which I suggest we have practiced quite successfully.
As we talk about the problems connected with terrorism, we

ought to remember the successes that we have had in avoiding a
much greater loss of life than we would have otherwise. I cite the
Persian Gulf War period of 1990 and 1991, where we didn't arrest
many terrorists—we arrested a few—but we were able to prevent
and frustrate a great deal of loss of life on the part of the United
States and the American citizens abroad, and of our allies in the
Persian Gulf War.
But I also would point to a very recent success that we've had

which has been too little discussed in recent days, and that is the
success against a man who calls himself Ramzi Yousef. He's now
identified himself with another name, and his attempt to blow up
American airliners most recently— I am particularly grateful for
the frustration that he has suffered in his failure because my wife,
together with specialists in organized crime and law enforcement,
were on their way to a conference we were organizing in Asia, and
those particular planes were the ones that Ramzi Yousef had tar-

geted. So disruption, I would argue, is a very successful, very use-
ful part of antiterrorism strategy.

And, finally, my last point is really prevention and education. I

do not think we can be the world's policeman. I do not think we
can be the world's social worker. I do, however, believe there are
times, through education and prevention, we can defuse terrorism.
We can prevent it from developing or increasing, where it has al-

ready developed. Sometimes this can be done through diplomatic
initiatives, and we have some examples of that, but sometimes it

can be done through educational programs and helping moderates
in their struggles with extremists. And I would suggest one area
now in the world where we could be helpful is with those Muslim
elements who are requesting assistance in their political struggle
with extreme Islamists in various parts of the world. This would
be part of an education/prevention strategy, and it would be worth
considering in our counterterrorism policy.

Now if I may turn to the bill before you and the role of the Con-
gress. I believe that the administration and the bipartisan cospon-
sors of the bill are moving in the right direction. I think the bill

does a number of good things. It makes more coherent the defini-

tion of terrorism in some respects. It extends and codifies U.S. ju-
risdiction. It does a number of other things, but, most importantly,
I would argue, it does prevent—protect vital U.S. intelligence

sources.
I'm sure, Mr. Chairman, this bill is particularly gratifying to you.

For many years, in your work on the Intelligence Committee and
afterwards you were instrumental in improving U.S. intelligence

capabilities, and one of the ways that you did so was by your en-
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couragement of oaths of secrecy by members of the legislative

branch and new rules for staffs on congressional committees.

I am surprised and concerned by an apparent breach in recent

weeks by a member of another committee of the rules that pertain

to naming American intelligence assets abroad, but I think this is

an aberration. I think, on the whole, the oath and the rules are

working well, but we do have to protect our intelligence sources.

That's part of effective counterterrorism.

I think this bill does balance—and I know there will be others

who have different points of view on this panel and amongst the

members of the committee—but I think this bill does strike the

right balance.

We're moving in the right direction. But I still think there are

a number of weaknesses in this bill, and I think there's more that

Congress can do to deal with terrorism. I think Congress can do
things under the five elements that I've discussed, but let me just

briefly touch on three, in the interest of time, that I think you
might wish to consider.

First, with regard to intelligence, I do not think we have an over-

view of the terrorism problem. The Government just does not pro-

vide you with such an overview of the magnitude of the problem
or of the opportunities the United States has to influence this prob-

lem. That's part of the reason why there isn't as much consensus

as there could be on this bill that you have before you, and we need
that consensus in this country.

I think there are some specific procedures in the intelligence area

that need to be addressed, and this committee would seem to me
an appropriate place to address them. Take for example, the Attor-

ney General guidelines. A number of people have suggested

—

among them a recently retired, very senior FBI official—that the

Attorney General guidelines do need to be rethought, not com-
pletely, but do need to be revamped. These people, and others who
have actually much more far-reaching criticisms have asked for a

forum, and this committee might be an appropriate place for them
to air their views.

I think we also need an all-source analytical fusion center. I

know it sounds like a strange term, but the case of the World
Trade Center bombing, I believe, illustrates the need to reexamine
the way we're doing our analysis on intelligence. Apparently—and
I'm told by reliable authorities involved—when a man by the name
of El Sayyid Nosair was arrested for shooting Meir Kahane, he had
some notebooks in his possession. The notebooks were in Arabic.

These notebooks were part of 17 boxes full of diaries and papers,

and so on. And, unfortunately, the New York police and the FBI,
apparently, did not have the capabilities, the resources, the person-

nel who could read that material and make sense of it. I am told

that this material identified not by name, but with enough preci-

sion that a reasonable person could have identified the target of a
group as being the World Trade Center. There was enough specific

language in Arabic in that material. This material was not made
available to the intelligence community for various reasons, and
I'm suggesting that we look at the question of an all-source fusion

center.
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With regard to policy, I have suggested that I think we have
some deficiencies in this area. I think it would be appropriate for

Congress to ask the administration to spell out its objectives and
then let us look at the means that are supposed to be achieving
these objectives. I suspect that we are not calibrating our means
as well we could with regard to our overall terrorism policy, and
perhaps we can discuss it. I think there are good bits and pieces,

but they are not well put together.

Finally, on the question of this law and law in general, I share
some of the frustrations I think Congressman Frank raised, and
others on this committee have raised, with the definition of terror-

ism in this omnibus terrorism bill before you. As a matter of fact,

I would ask the committee to look for the definition of terrorism in

this bill. I think you will have some difficulty finding it. It refers

to terrorist acts, but then it retreats to basically, as far as I can
understand, title 22 of the U.S. Code, and title 22 of the U.S. Code
which states that premeditated political acts against noncombat-
ants is the definition of terrorism.

I think that definition needs refinement, and I think it needs ex-

plication, particularly if you're going to suggest that individuals be-

have in a particular way with regard to fundraising, with regard
to entry through the United States, with regard to action in the

United States. We need a clear-cut definition of terrorism, which
is not laid out in that bill. Furthermore, the definition speaks of

politically-motivated acts. What about acts that are religiously mo-
tivated? Where is the line between religious and political? The bill

doesn't address that. The title 22 definition doesn't address it, and,

as I said, if we're going to extend this to covering aliens, to cover-

ing fundraising, all these kinds of questions, it would be appro-

priate really to make it clear so the average person can understand
what would constitute a crime.

Well, Mr. Chairman, I think I've used up my time, and I'd be
happy to respond to any questions at an appropriate time.

[The prepared statement of Mr. Godson follows:]

Prepared Sta'pe.mk.vi' ok Roy Codso.n, Professor, Georgctown University

Mr. Chairman, I appreciate this opportunity to present my views on the threats

to U.S. interests at home and abroad posed by a widespread and growing worldwide
crisis of governance, and, more spccillcally, by international terrorism.

My name is Roy Godson. 1 am a professor at Georgetown University where, for

more than twenty yea?-s, 1 have offered courses on governance, security, and intel-

ligence. I am also p)-esident of the National Strategy Information Center (NSIC), a

non-profit, non-partisan public policy institute here in Washington. As a consultant,

I have had an opportunity to observe firsthand, and to contribute to, the workings
of the National Security Council, the President's Foi'cign Intelligence Advisory

Board, most agencies of the U.S. government concerned with intelligence, and re-

cently, the Ternjrism Advisory Board of the Department of Defense.

My work with NSIC involves extensive and in-depth consultations with the police,

intelligence, and security services of nations around the world. In recent years, I

have spent months in many of the countries most involved in the phenomenon of

terrorism. During these visits I have met with secuiity ministers and local police,

as well as with many sectoi-s of society from which teri-oi'ists draw their support.

NSIC sponsors an ongoing Project on Global Ungovernability, and I also have great-

ly beneiitted from the research of the many scholars, journalists, and governmental
officials who have participated in this prog7'am.

I appear here in a personal capacity to offer my views on terrorism, its relation

to ungovernability, and what 1 believe the United States can and should do in the

face of this challenge.
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My focus today will be on pvesci-iplions rathor than diagnosis. But this emphasis
does not mean that I believe that we fully understand the causes of contemporary
terrorism, or that now we can confidently turn exclusively to the search for solu-

tions. On the contrary, we are slill a long way from an adequate appreciation of the
dynamics of terrorism, and of the threat it poses in the post-Cold War era.

Mr. Chairman, I think you will agree thai there is no single solution—no magic
bullet—to the problem of leirorism. Just as our conventional military defense de-

pends on a combination of ground, sea, and air power, so must our defense against
terrorism be a blend of .strategies and capabilities. We face complex threats, and our
response must recognize and miiror that complexity. Reliance on only one or two
of the needed elements leaves us vulnerable to teiTorist designs.

On the other hand, the comprehensive approach I advocate today will help to

shield us against what may be one of our gi'catest international challenges in the
years ahead. And, just as important, it will balance the need for protection against
terrorism with the need to protect the civil liberties we so cherish. We should not
overreact, but nor should we underestimate the problem we face, and the measures
we will need to undertake.
To prevent, deter, and defeat terrarism, we need action in five areas:

(1) Ongoing assessments of the problem.
(2) Development of national policy and sti-ategy.

(3) Enhancement of law enforcement.

(4) Disruption of terrorist organizations.

(5) Prevention and education.
This will requirc the combined cooperative efforts of a variety of American and

foreign governmental agencies, as well as assistance from private sector organiza-
tions. Terrorism is not just a national problem; it is also an international problem.
Some concerns can be addressed unilatci-ally; the United States is threatened in

particular ways and we possess unique resources and opportunities to avoid and to

respond to these threats. Hut there is no way the United States alone can "solve"

terrorism. The fight against terrorism must be a global fight. It will require ongoing
and ever new levels of commitment and cooperation from the international commu-
nity. Some elements of this strategy can be put in place quickly; others will take
time.

An important fij-st step is recognition of the problem and the sustained commit-
ment necessary to help solving it. As we establish a framework for effective strat-

egy, we can erect the structures and systems to fiustrate, to contain, and ultimately
to defeat terrorism. The road map is before us. Initially, when the United States
and its allies withstood ma.ssive security challenges earlier in this century, few fully

grasped the dimensions of the threats. It took years to forge a national consensus
on the magnitude of these pi-oblems and develop policy, and longer still to sustain
the systems and to implement the policies to address them. They worked.

I. TllK NKKD KOK 0.\C()I.\C Asskss.mk.nts

As we look around the world today, the contours of international terrorism of the
near future ajx; coming inci'easiiigly into focus. We continue to be threatened by
state-sponsored or assisted ten-oi-ism— Iranian, Iraqi, Libyan, and Sudanese, to cite

a few major examples. We also aro threatened by independent, non-state actors. In
the politically fragmented post-Cold War era, substate and transstate groups and
individuals operate within and across state boundaries. They have the resources;
they can travel and communicate acn)ss lelatively open boi-ders, relatively unpoliced
by governments. And they have the motivation and capabilities to do us consider-
able harm. We should realize that many of these groups and individuals are moti-
vated not just by narrow political considerations, but by eth no-religious zeal.

One of the best descriptions of the threat posed by contemporary forms of terror-

ism can be found in a 1995 study prepai-ed by the Department of Defense entitled

"Terror 2000: The Future Face of Terrorism." (Coauthored by Marvin Cetron and
Peter Probst, this study, cuiTcntly is being expanded and will be published in 1996.)
The study anticipates that in addition to state sponsored and assisted terrorism, we
will be faced with nonstate groups acting in relatively unconstrained ways using
weapons of mass destnjction. Indeed, we appear to have witnessed such attacks in

Japan recently.

In the aRermath of sensational terrorist incidents—the World) Trade Center bomb-
ing, or the nerve gas attacks in Japan, for instance—our reaction understandably
tends to center on the immediate detective and police work—the who, the why, the
criminal evidence, the anests, the trials. But much more basic to our security is a
comprehensive undei-standing of the phenomenon we face.
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Without a deliberate and always current assessment, we can lose sight of what
terrorism is. When we lack that understanding, we undermine our defenses against
it. Moreover, a thorough knowledge of modern termrism affords us opportunities, in

my opinion oden under-appreciated opportunities, to advance our interests.

We must realize that terrorism is much more than the terrorist act. The public

face of terrorism is the one we see in the headlines and on the evening news. It

may include:

Violent effoils to disioipt, to sabotage, to destroy property or the quality of

life, and to maim and kill.

Propaganda that attempts to justify that violence.

Intimidation and threats.

But as the Members of this Committee well know, behind these very public events
is—must be, if the teirorist is to operate en'octively—an underground world. By its

very nature, terrorism is in large part a secret plot. Our capability to intervene and
defeat terrorism lies in specific knowledge and intelligence about this secret net-

work.
I would like to briefly look at a couple of these necessary underground elements:

One is recruitment. How is the toi-rorist ci-eated in the first place?

There are many reasons why individuals are attracted to terrorism. But the proc-

ess begins with an individual's attraction to a cause. At first, involvement usually

consists of legitimate political or religious activity. At some point, the budding ter-

rorist is selected by leaders of the terrorist oi-gani/.ation for recruitment into the se-

cret apparatus, and soon ader he or she makes the transition from the legal to the

illegal—on the scale that begins with overt political or 7-eligious expression and runs
to covertly-organi/ed violent activity— a line has been crossed. We need to know
when individuals have, or are about to cross that line. Another secret ingredient is

a hidden infrasti-ucture affording the terrorist organization documents, fake identi-

fications, weapons, communications, covert travel.

This network is far moi-e than a convenience— it is vital. Terrorist groups can no
more operate without it than you and I could operate our automobiles without an
integrated system of paved roads, ga.soline stations, and repair shops. Nor can the

terrorist undergT-ound function effectively without substantial funds. The funds have
to be obtained from sponsors—either states or private g7-oups—or from criminal ac-

tivities such as robbei-ies, smuggling, or narcotics trafficking. Drying up the How of

money—or otherwise intei-vening in that underground, by discouraging recruitment,

finding weak links in the suppoi-t network—cripples terrorism.

Our assessment capabilities must consider both the overt and covert nature of ter-

rorism. A comprehensive assessment of terroiism is the necessary precursor to de-

veloping and refining a strategy to confi-ont this phenomenon. But today, the United
States does not possess this ovei'all as.sessment.

This assessment should be an annual or biannual governmental review of the di-

mensions and activities of termrism, addressing three key questions:

What do we know about contemporaiy teiTorist organizations?

What do we need to know?
How can we infiuence their operations?

In instituting this assessment, we must avoid the common fiaws of many previous

efTorts, which were basically descriptive. Oui- analytical intelligence should seek to

go further—to emphasize what is not known as well as what is. It also needs to in-

corporate what intelligence speciali.sls now term "opportunity analysis"—the identi-

fication of target gi'oup vulnerabilities, that can be exploited as major building

blocks in policy development.
Suggesting an opportunity-oi-iented national assessment may appear to be stating

the oovious, but it is a stage that, to a large extent, we have not yet accomplished.

However, we already possess most of the major elements that would be necessary

for such an assessment. Intelligence gathering and analysis in this area has been
ongoing for years. In recent months, there has been increasing recognition in the

intelligence community, particularly the CIA, that we need opportunity-oriented an-

alytical products. The task now is the compiehensive assembly of various pieces so

as to help policy makers recognize the magnitude of the problem, to understand
what we need to know about in the fuluiv, and to know what opportunities we have
to act.

Without this kind of as.sessment, terrorism is shadowy, amorphous, almost a non-

entity until it explodes into the headlines with another spectacular incident. With
this assessment, we begin to shine some bright lights into .some very dark corners.

Assessment is essential as our fii-st line of defense.

It is entirely proper for Congress, if necessaiy, to take the lead in calling for this

type of comprehensive assessment of tei-i-orism. In the early 1980s, Congress, at the

prodding of a then ix;latively little-known ('ongi-essman from Georgia, Newt Ging-
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rich, forced ihe Exoculivc IJranch lo issue annual public reports on Soviet efforts

to influence Western public opinion, and in so doinu oerformcd a great service. If

not for Congressional urging, today we would probably oe without a national narcot-

ics assessment as a weapon against international oj-ganized crime. As the national

interest demanded it, Congivss pushed the ICxecutive Branch; today, a comprehen-
sive opportunity-oriented assessment of terrorism is very much in that same na-

tional interest.

Such an assessment could be completed within twelve months, and is one of the

most important short-term steps we could take.

An assessment of ternirism is a step we can and should take unilaterally. But ef-

fective intelligence requires international exchanges and cooperation. Today, there

is a great deal of international cooperation with regard to terrorism. We need to

nurture these sensitive relationships. Other countries must be convinced that we
will not compromise their intelligence sources and methods. The media and the pub-

lic need to understand that intelligence sharing saves American lives. Our national

leadership can go a long way towards educating the public and sustaining and en-

hancing relationships with other governments.
While we are preparing these assessments, however, we need to forge ahead on

other fronts in the sti-uggle against teirorism.

II. TiiK Nmki) kok Policy am) Stiiatkgy

As we began to realize some years ago, the problem of international terrorism re-

quires overall national and international strategies to deal with it. We have made
considerable progress. Despite sometimes impressive planning, coordination and co-

operation, we lack an overall list of specific objectives, and lack overall government
planning of the means to achieve our goals. Indeed, we still lack an authoritative

source precisely defining and operationali/.ing those goals, and integrating the politi-

cal, preventative, and educational means with intelligence, law enforcement, and
military means.
Some argue that the United States cannot develop a cohesive strategy, that for

an issue so complex the checks and balances built into our pluralistic system make
agreement and cooperation all but impossible.

Mr. Chairman, as you know well, we have put together such an effort in the past.

In the late 1940s, this country developed an effective, sophisticated, and
multifacctcd strategy to contain Soviet-sponsored Communism. The economic di-

mension of the Marshall Plan was suppoited by the military dimension—the build-

up of our armed forces and a series of endunng alliances, particularly NATO. These
economic and military dimensions were coordinated with a diplomatic dimension,
which included the effort to rebuild democracy in Europe and foster democracy in

Japan and elsewhere. And there was another, seldom acknowledged intelligence di-

mension, something that might be termed the "covert action annex" to the Marshall
Plan and NATO. We engaged in massive covert action, providing unacknowledged
support to political groups, trade unions, intellectuals, and others struggling to

maintain democracy in the face of massive, secj'ct Soviet efforts to undermine the

Marshall Plan and NATO. The U.S. government also worked successfully to mobilize

the private sector to support this endeavor.
Looking back at containment and the fall of communism, some may be tempted

to believe this was inevitable or that theiv was little controversy about drawing a

line in the sand and taking a variety of measures to hold it. Tney would be mis-

taken. It was not inevitable that Western Eui\)pe would remain free after the war,

and there was a great deal of conti'oversy about the efficacy of the Marshall Plan.

As we know, containment policy worked reasonably well. Not every aspect meshed
perfectly, but the objectives of the administration and the Congress of the time be-

came clear, and ovej-all, the strategy was remarkably effective.

Strategy must How from policy, and policy in turn rests on political decisionmak-

ing. And that, of course, depends on leadership, in any administration, the primary
responsibility for that political decision rests with the President. If the administra-
tion does not act. Congress must lead, as it sometimes has in the past.

Our long-term strategy should include international cooperation and coordination.

We need to integrate policy and strategy and that will take time and diplomacy.

U.S. leadership is a necessary condition for the formulation of a multilateral effort.

We have come a long way since this country and its allies Ili-st began to confront

modem terrorism in the early lyVOs. lU'peated tragedies led to the recognition that

our approach could not be unilateral. Other countries came to believe that we would
not compromise their security, and saw that we were willing to act. This led to ex-

tensive sharing of information and equipment, and more uniform international trea-

ties, thus fostering a moi'e coordinated international response.
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There remains, nonelhclcss, a huge gap between strategy and implementation.
One of the major ways it can be bridged is with an erfective national and inter-
national law enforcement framework.

III. TiiK Nkko kor E.\iia.\'ckd Law Enfxjrcement

Mr. Chairman, we should understand two overriding factors about law enforce-
ment and the struggle against teirorism:

The first is that law enforcement can do many things, and do them quite well,

particularly if it is served by effective intelligence.

The second is that this pioblcm will not be solved by law enforcement alone.
Law enforcement must be enhanced by other means to deter, detect, and pre-
vent terrorism. The alternative is to be caught (lat-footed again and again—un-
able to respond until the bombs have exuloded.

Being quite clear about the proper role of law enforcement is of particular concern
because, while we need to defend oui'selves against terrorism, we must simulta-
neously defend our system of civil libetties. The law, and law enforcement, must not
impede constitutional freedoms. While maintaining that proper balance, there is

much we can do to enhance domestic law enforoement unilaterally both in the near
future and in the longer term. There is al.so much that can be done multilaterally,
although this effort will be particularly diflicult.

Enhancing law enforcement and the administration of justice internationally re-

quires more than joint programs and the training of foreign officials. This testimony
has emphasized tne need for U.S. leadership to spur action abroad. Some reforms,
however, must a)me from within foreign societies. Building honest and effective law
enforcement and judicial systems takes local purpose and will. They cannot be im-
posed, exported, and erected on site. The United States has provided assistance to

aid in the development of local police departments and judicial mechanisms over-
seas, and these effoils should continue.
We should recognize, however, that a cohesive international response will be very

difficult to achieve. One of the most far-reaching trends of our immediate post-Cold
War era is emerging global ungovernability. Political systems in many parts of the
world are fragmenting, and governments and their institutions are becoming weak-
er. This debilitation extends to the law enforcement mechanisms of those countries.
At the same time and pailly as a result of this emerging ungovernability, other ele-

ments—a variety of criminal, ethnic, and religious groups—are gaining in strength;
they operate both within states and aci'oss international boundaries, and some em-
ploy or collaborate with terrorists. Indeed, one of the major areas of emerging
ungovernability is the former Soviet Union, a region rife witn weapons of mass de-
struction.

So, even as we tiy to impi-ovc law cnfoTxement in the United States and abroad,
we should recognize that enhanced law enforcement will carry our anti-terrorism ef-

forts only so far. Another weapon in this battle is the isolation and frustration of
terrorism and its leaders. This is the strategy of disiTjption.

IV. SrUATKCiY To DlSKUIT Tkhkoris.m

Disruption means degrading the organizational capabilities of terrorists.

It is unrealistic to suppose that we can rely on law enforoement to arrest and con-
vict most international terrorist leaders and dismantle their organizations. How-
ever, we can disi-upt terrorist organizations and operations, this must be part of our
anti -terrorist arsenal.

Disruption is not new to our security agencies. The CIA, the Customs Service, and
the DEA acknowledge disjuption strategies in the war against international orga-
nized crime, and disiuption practitioners built a praiscwoithy, if largely unknown,
legacy during the Cold War.
We—academics, oolicy makers, and ceilainly in a democracy such as ours, the

public need to unclei-stand what disTuption is, and what it is not. Disruption in-

cludes active overt and convert measures against teirorism, such as propaganda and
political pressure. It does not include gi'anting special police powers to the military
or other non-law enforcement entities. Nor does it include assassination, kidnap-
ping, or other extreme measures.
Here are some possible disiuption tactics in the .stnjggle against terrorism:

Stopping, or at least minimizing, travel and the transfers of money.
Publicizing secret bank account balances to stir jealousy and rivalries within

or among terrorist organizations.

Tampering with or stopping communications within terrorist organizations.
Discrediting an individual teiroiist so that com?"ades come to believe that he

or she has betrayed their tiiist.
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Our experience with disiuption againsl tej-i'orism is quite good; over the past ten
years or so, the United Slates and its allies have leaned heavily on such tactics to

thwart many terrorist organizations. Leadere were identified, modes of operation
tracked, lifestyles, personal habits, and money-handling techniques catalogued.

Often, an intense public spotlight was disiuption enough. It made it difficult for the

secret apparatus to function. A variety of public and not-so-public measures pro-

tected Americans overseas and at home, and kept terrorism in the United States
at a minimum. There may have been only a few airests, but many violent acts were
prevented from happening at all.

Among the successes that can be cited, and that have been forgotten or too little

noticed, were those that took place before and during the Persian Gulf War of 1990-
1991. The United States, in cooperation with other states, was able to neutralize

fairly extensive Iraqi efforts to use their own and the secret apparatus of non-state

terrorist groups around the world. These events were a triumph for both our intel-

ligence and law enforcement agencies as well as for the policy of international
antiterrorist cooperation.

Earlier this year, through a combination of international cooperation, and luck a
potentially disastrous plot by Islamist elements to blow up American airliners in

Asia was neutralized. Although the details are sketchy, according to the New York
Times (March 26, 1995), a man who used the name Ramzi Ahmed Yousef was plot-

ting to blow up at lea.st two United Airlines 747 jumbos in Asia on or about January
22, 1995. "Ramzi Yousef" is now being pjxjseculed for masterminding the World
Trade Center bombing when he had come to the United States requesting political

asylum. As the police and FBI were identifying the g7-oup that carried out the bomb-
ing, he fled abroad, and appai-enlly used the secret funds and contacts of the terror-

ist underground to rent an apartment in the Philippines under an alias as part of

a plan to carry out termrist acts there.

The plan failed when Filipino police found the apartment and information which
led to the unravelling of the plot. "Mr. Yousel" was not caught in the Philippines,

but a month later he was apprehended in Pakistan, and extradited to the United
States to stand trial for the \Vorld Trade Center bombing. In a statement released
by his lawyer toward the end of March, he said his real name was Abdul-Basit
Balochi, a Pakistani trained in electronics and explosives. He also stated that it was
his duty as a Muslim to attack U.S. targets because of U.S. support of Israel.

I am particularly grateful that "Yousef/Balochi" was apprehended, and that the
plot to blow up American airliners was disiTipted. My wife, and many antiterrorist

and law enforcement experts, were on the particular planes that had been targeted

in January. They were travelling to Indonesia for a conference on organized crime
and terrorism that NSIC had arranged for Asian police chiefs.

Hence, Mr. Chairman, for me disioiption is hardly a security side-show. Done cor-

rectly, it can give us a tremendous return on the assets we invest in it. If we slight

disruption effoTls, we deprive ourselves of one of the most potent anti-terrorist

weapons. Disruption should be a key element in any overall anti-terrorism strategy.

There are other points about disruption to keep in the forefront as we forge a re-

newed national policy on dealing with terroiism:

Because disj-uption is an unconventional strategy, Congress should be espe-
cially sensitive to its oversight and review responsibilities in this area. This is

necessary both to protect civil liberties and to ensure performance.
Disruption is a valuable tool, and we need to develop much more elaborate

disruption techniques in the future. But all disruption planning should incor-

porate indicators of success and weaknes.ses.
Disruption can sometimes be unilateral, but at its most effective it will often

be part of an international effort. We may wish to provide money and technical

support to other governments for disruption activities.

Action to disiupt terrorist organizations is not enough, however. There is an even
greater need to prevent teicorism before it occoirs.

V. TiiK Nkki) kok Pkkvk.\tk).\ a.m) Education

People become tcrix)rists foi- a variety of reasons. F'or some it fills psychological
needs. For others, however, the reason is a genuine fi-ustration with seemingly in-

tractable political, -social and economic conditions. In that case, merely the existence
of another way—a legitimate alternative—can mean that a future terrorist is never
created in the first place. We cannot become the woild's policeman or social worker,
but to the extent that we can help maximize the opportunity to achieve ends
through the political process in othei- societies, we can go a long way towards
lancing the boil of terroiism.
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The role of the outsider in such a situation usually is limited, and there is the
risk that U.S. involvement in disputes abroad may breed resentment. At times, how-
ever, we may be able to play a constinjctive role. We should consider opportunities
to do so.

Sometimes, for example, this may take the form of diplomatic initiatives, to bring
parties together to help ameliorate what seems to be an intractable conflict. At
other times, prevention may involve helping moderate political or religious groups
or factions compete effectively in a political contest with extremists who are recruit-

ing and running terrorist operations. For example, the United States and other
countries could help moderate Muslim requesting assistance in their battles with
Islamist extremists.
We can also educate. For example, earlier 1 described the secret recruitment proc-

ess whereby an individual exercising legitimate political rights might be drawn into

the dangerous, illegal world of the terronst organization. When the dark side of ter-

rorism—the isolation, the haunted existence, the cynical manipulation of idealism
and religion—is better known, there have been far fewer candidates for the job. This
is an area that, in my opinion, the United States and other governments need to

explore continuously.

VI. CONGUKSS, C0U.\TKK-TKU1U)UIS.M, A.\n TllK K.\IlA.\CE.Mfi:NT OF THE LaW

Mr. Chairman, the draft legislation under consideration by this Committee has
many strong points.

It recognizes the increasing threat of teJTorism, and the increasing complex-
ities of that threat, now facing the United States and its allies. I particularly
note here the iiill's coverage of thiratening the use of some technologies of mass
destruction.

It makes clearer and more coherent the basis of the United States govern-
ment jurisdiction in terrorism cases.

It seeks to balance our duty to protect against terrorism with our duty to pro-

tect civil liberties and due process of law, attempting to make the legal process
as equitable as possible.

Especially heartening is the legislation's clear recognition of the necessity of pro-

tecting United States intelligence sources. 1 am .sure that this proposal is particu-
larly gratifying to you, Mr. Chairman, in view of your many years of work to en-
hance our intelligence capabilities. I applaud your consistent efforts to ensure that
both the Executive and Ix.>gislative B)-anches adequately safeguard United States se-

crets and particularly your championing of the oaths of secrecy and new rules for

Members of Congress and their staffs. An apparent breach of that trust recently is

cause for concern.

The Administration and the bipartisan Congressional co-sponsors of this Bill are
moving in the right diiection. 'i'he legislation as drafted reflects a clear recognition
that there are gaps in oui- current counterterrorism policy, and that those gaps
should be filled, nut there is much that still needs to be included.

An effective counterteiToi'ism policy is not entii'ely a creation of laws or of the
Congress. Yet, as the di-aft legislation before this Committee demonstrates, law and
the Congress can play an important role. 1 have outlined five parts of an effective

approach to terrorism. Congi'ess should address all i'wo areas.

Let me turn to three of them to illustrate how Congress in its legislative and over-

sight roles, can enhance our counterteiTorism policy and capabilities.

(1) The term terronsm as used in this Hill needs to be further defined and clari-

fied.

It does not appear to cover adequately the u.se or threat of all technologies

of mass disruption and desti-uction. We need only barken back a few weeks, to

the events on the Tokyo .subway system, to realize the potential of such weap-
ons for terrorists.

The Bill does not appear to address what is now called "information warfare."

By information warfare, I mean attempted disi-uption of the United States com-
munications infrastructure. As we appioach the twenty-first century, our society

is particularly vulnerable, for example, to attacks on the computer systems con-

trolling operations of air traffic contiol or our telephone networks. Such attacks
could originate ln)m inside or outside our borders.

Current definitions in U.S. statutes appaj-ently do not incorporate implied
threats to United States personnel and their families, which arc very much a

part of the tern)rist aj-senal. An example: a note bearing the emblem of a reli-

gious or political movement that pi'actices ten-oiism is given to the grade school

child of a newly-posted American diplomat. The contents of that note are seem-
ingly innocuous—a welcoming of the parent to the country, for instance. But the
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real message is chilling; Ihe ihi-oal is clear: We know who you are, and we can
get to your child.

(2) Intelligence needs to be enhanced. As I have emphasized, Congress should call

for annual or biannual assessments of the countiy's a nti-terrorism capabilities. Such
a call should, of course, include the provision of the necessary resources and capa-

bilities. Knowledgeable obsei-vei's have pointed out various deficiencies in our cur-

rent procedures. I cite two such alleged shoilcomings:
The Attorney Ceneial guidelines should be reviewed. One of the most senior

and experienced FBI oHlcials in this area, Oliver "Buck" Revell, recently retired.

He has stated that these guidelines seriously hamper the Bureau's ability to col-

lect information from public sources about, and thus protect our citizens from,

tenx)rism. His views deserve to be taken very seriously. He, and others who
have offered similar and more far reaching cjMticisms should be offered a forum
in which to pj-esent their case. 1 do not suggest that this initially be done in

public, but I strongly urge that it be done.

Better methodologies for all-source analysis are needed. An illustration of the

need for combining inl'ormaLion from all sources can be found in our apparent
failure to analyze and exploit the matei'ials in government possession to prevent
the World Trade Center bombing, i have been told by various officials that the
New York police took approximately 17 boxes of notes, diaries, and papers in

Arabic from FA Sayyid Nosair when he was charged with the murder of Meir
Kahane in 1991. Most of this material was not translated and analyzed because
the police and FBI in New York did not have the skilled personnel to do it. As
a result, the U.S. government missed this and other significant clues and infor-

mation describing the nature of the target that would have pointed directly to

the World Trade Center, even though that specific site was not mentioned in

Nosair's materials.

To help prevent, deter, or fi-ustrate teiToi-ism, we need mechanisms to ensure
that all government agencies ai'c requiivd to turn over to an all-source fusion

center information that may be relevant to anticipating or investigating terror-

ism, and that this center be provided with the skilled analysts and resources

necessary for the analytical exploitation of this mateiMal. Probably, this will re-

quire personnel from the intelligence community, as well as law enforcement.
There are, of coui-se, some difliculties with such an appj'oach, but these are out-

weighed by the advantages that would be achieved.

(3) Policy: Congress needs to review United States efforts to match the terrorist

threat environment with cuirent and anticipated anti-teiTorist capabilities. Where
we find disconnects, remedial action should be taken.

Further, we should ensure that when compi-ehensive policy is formulated, that

policy is followed at all governmental levels. Pledges that we "will never negotiate"
with terrorists or only "use the military option as our last resort" may make good
sound bites, but is this really sound policy? We can all imagine instances where we
would want a designated component of the government to negotiate with terrorists,

(as the Israelis, Cermans, Bi-itish and otho's have done) or when a military re-

sponse is the best first option. We have seen different bureaucracies, and bureauc-
racies at different levels of government, maix-hing to different drummers; that costs

lives.

What I am calling for here is a new level of analysis, leadership and the building

of consensus—in the Kxecutive Branch, in the Legislative Branch, and throughout
states and communities aci"oss the United States.

Mr. Chairman, as far as we can foresee, international terrorism, especially weap-
ons of mass destTTiction in the hands of slate-sponsored or non-state groups, poses
a major threat to United States and international security and welfare. This threat,

like a virus, is likely to mutate and increase in severity. It is likely to get worse
before it gets better.

But Mr. Chairman, 1 do not believe that contemporary terrorism is beyond our
reach. It should be not be dismissed as just another intractable problem in an in-

creasingly a)mplex world. The ojiposite is ti-ue. With an improved and coordinated
response, we can mitigate the scourge of terrorism. By using the tools available to

us, we can tip the odds in oui' favor.

The United States, and the world, have faced and met threats as serious before.

Leadership, both at the Presidential and ('ongressional levels, led first to under-
standing the dangers and, ultimately, to responses.

If we strengthen our stand and continue to lead a woi'ldwide effort against terror-

ism, we can successfully reduce and fi-ustrate international tenx)rism and slow the
pace of global ungovernability.
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Mr. Hyde. Thank you, Dr. Godson, very much. Well certainly
rely on you and call on you in the future tot continued assistance.

Next, Dr. Michael Ledeen, who is an author and statesman and
man of many parts, and a good friend. Dr. Ledeen.

STATEMENT OF MICHAEL A. LEDEEN, RESmENT SCHOLAR,
THE AMERICAN ENTERPRISE INSTITUTE

Mr. Ledeen. Thank vou, Mr. Chairman. Thank you for the invi-

tation to talk to you toaay.
In the interest of time, I'm going to read my summary instead

of trying to summarize it.

While there are many elements in the proposed legislation that
seem quite positive, some raise difficult questions. The creation of
a special tribunal to expel terrorist suspects is bothersome, as is

the federalization of virtually all criminal acts that can be defined
as terrorist. Both these provisions lend themselves to possible
abuse.
Perhaps a better visa policy, more effectively enforced, would

eliminate the need for special tribunals. It is not immediately obvi-

ous to me why prosecutors need the additional weapons offered
them in this proposed legislation. If they have a convincing case
against those who have committed terrorist acts, they shouldn't
have any trouble getting maximum penalties enforced.
But the problem is certainly a serious one. The administration

should be commended for making an attempt to cope with it, and
it may well be that these remedies are, in fact, the best available,

but I have a lot of questions. My main concern is to suggest ways
to deal effectively with terrorists.

On defense, we can greatly improve the coordination among var-
ious Government agencies which today is highly fragmented. We
should encourage the development of better and more rapid sensing
devices for use in airports and other public places.

But no defense will be able to protect us from determined terror-

ists and we must have ways to strike at them when that becomes
necessary. In order to do that effectively, we will, I believe, w£int
to cancel the Executive order on assassination. This Executive
order is a classic example of a well-intentioned action that eventu-
ally works at cross-purposes with the original intent.

Initially designed to prevent the American intelligence services

from carrying out lethal operations, it now puts us in the absurd
position of having to choose between diplomatic requests for steps
like putting terrorists on an Interpol watch list—or bombing tar-

gets in foreign countries. Surely, there will be times when some-
thing more aggressive than Interpol requests, yet less violent than
a bombing raid, will be the most appropriate response. Unfortu-
nately, the Executive order has taken it away from us. Further-
more, the Executive order prevents us from gathering valuable in-

formation from terrorists as agents, as we are unable to recruit

them under the terms of this order.

Finally, we will not be able to cope with international terrorism
unless our own international working relationships are in good
order, and that means both a willingness to share sensitive infor-

mation with our friends and allies, and to take action with them
when they reasonably ask us for it. When our friends and allies see
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that sharing sensitive information with us does not lead to action,

then they will stop sharing, and we will be severely hindered in our
efforts to fight back.
Thank you, Mr. Chairman. I'll be happy to respond to questions.
[The prepared statement of Mr. Ledeen follows:]

Prepared Statement of Michael A. Ledeen, Resident Scholar, the American
Enterprise Institute

I am grateful for the invitation to testify before the Committee on the Judiciary
on the subject of International Terrorism. My credentials in this field are varie-

gated. In tne mid-seventies, I was Rome correspondent for The New Republic, and
consequently spent a good deal of time covering the spread of terrorism in Western
Europe. When I moved to Washington in 1977, I wrote some scholarly articles on
the subject. While Special Adviser to the Secretary of State in 1981—82, some terror-
ist issues came across my desk, although I had no formal responsibilities in that
area. I devoted considerable time to the subject as a consultant on counterterrorism
to both the Pentagon and the National Security Council in the mid-1980s. I then
did some professional work in the security field as a private businessman. I have
maintained Top Secret clearances, and I have tried to stay relatively informed about
the general phenomenon, if not the details of each and every terrorist movement
and/or event.
Talking to Americans about terrorism is a bit like describing purple to a blind

man, because we have been free of it for most of our history, and it is obviously
not high on our list of contemporary anxieties. Yet, given the fearsome record of
international terrorism in the past thirty years, and the explicitly anti-American
rhetoric of the leading terrorist organizations and sponsor states, any responsible

f

government must take it seriously. I hope this country never experiences the fright-

iil assaults to which many Western European countries were subjected in the
1970s, some of which I witnessed first hand. As has so often been the case, Italy

served as Europe's sociopolitical laboratory, and the country that gave us fascism,
the Mafia, and Eurocommunism, created Euroterrorism. Most of Western Europe
was soon under terrorist assault. Civilian government was overwhelmed by the ter-

rorists in Turkey, and the military seizea power to stop the carnage (at the high
point of the terrorist wave, one Turk was killed every five minutes). Just as democ-
racy was destroyed by terrorists in Uruguay and Argentina in the sixties, it fell in
Turkey a decade later. The only difTerence was that it took nearly thirty years for

democracy to return to the Latin American countries, while the Turkish generals,
true to their promises, turned the country back over to civilian government within
five.

Even the more solid democracies of France, England, Germany and Italy found
it impossible to fight terrorism and maintain the high standards of civil liberties

that had been slowly and dearly won over the course of the post-war period; all of
these countries passed tough laws that strengthened the ability of the state to in-

quire into citizens' private behavior, hold prisoners without bail for extended periods
of time, and give greater powers to police and other anti-terrorist forces. In most
cases, these harsh measures were not enough to put an end to the scourge; the IRA
continued to murder innocent civilians in Northern Ireland and in England, the
Basques still killed in Spain, and Islamic terrorists killed in Europe and the Middle
East, financed and trained by the usual club of Iran, Libya, Syria and Iraq.

As leading businessmen, journalists, politicians and even military officers were
gunned down or taken hostage in the capitals of Europe, the Middle East, and Latin
America, the political elites and the national electorates began to wonder if their
democratic institutions were capable of withstanding the challenge. In some cases,
the governments came to terms with the terrorists, permitting them to live safely

in European countries so long as they promised not to conduct violent operations
there. In Italy, for example, the military intelligence organization had a man in Bei-
rut who served as liaison with the PLO, and whenever a Palestinian terrorist was
captured in Italy, he or she was generally flown to some safe haven (often Libya)
on a chartered Alitalia airliner. In other cases, the success of the terrorists was used
as an argument for a radical leftward change in government—as when the Italian

Communists proclaimed that terrorism could only be effectively controlled if they
were brought into the governing coalition. In other countries, like Spain and, to a
somewhat lesser degree, Germany, the terrorists' success served as an excuse for

devastating attacks against existing institutions from the political right. This was
precisely what the terrorists wanted, for their strate^ was the same one that was
adopted by West European communists after the First World War, and which
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helped bring fascism to power: terrorize the society and force it to choose between
extremes.
Terrorism also exacerbated tensions between Europe and the United States, be-

cause when the EuropNeans turned to Washington for help in combatting terrorism,
they often found us either unwilling or unable to give effective assistance. Under
President Carter, the CIA was forbidden to help allies fi^t terrorism unless the ter-
rorist group in question could be shown to be "international." Tliis was a response
to the scandals of the early and mid-seventies, in which covert American assistance
was sometimes given to repressive, right-wing regimes that crushed their domestic
critics under the mantle oi anti-terrorism. But this well-intentioned policy had the
unfortunate effect of reducing our ability to help allies. Just at the moment that
Spain was in the midst of its difficult and terrib^ important transition from dicta-
torship to democracy, the Spaniards asked us for help in fighting the Basque terror-
ists, who were a serious threat to the new democracy. We refused, on the grounds
that the Basques were "domestic," not "intemationai" terrorists, even thou^ they
lived in France, trained in North Africa, and killed in Spain. As Prime Minister
Adolfo Suarez once rhetorically demanded, "isn't that intemationai enough for the
Americans?" The Italians found that one of the leading terrorist suspects regularly
spent his summers in Cambridge, Massachusetts, and they asked the FBI for infor-
mation about his activities there. The FBI coolly responded that, since the gen-
tleman in question had not committed illegal acts in the United States, there were
no grounds for surveillance. This baffled and annoyed the Italians, who felt we
should have been more forthcoming.
So we are well advised to prepare to fight, and it's encouraging to see the admin-

istration trying to help. I have no particular legal expertise, but if it is true, as as-
serted bv the Department of Justices that we nave miled to fully comply with our
treaty obligations, then the recommendations in the Omnibus Act should certainly
be adopted. I also agree that it's a good idea to make it easier for our law enforce-
ment organizations to block and seize funds belonging to, or intended for, terrorist
organizations. And, along the same lines, if it's a good idea to take money headed
their way, it's even smarter to stop it from being collected in the first place. I con-
sequently welcome the effort to make it more dimcult for people to raise money for
terrorist causes. Finally, along with most everyone else who has woriced in counter-
terrorism, I've been frustrated by the speed and generosity with which the fiill pro-
tection of the Constitution is extended to terrorists, once they set foot on American
soil—indeed, even before passing through immigration and customs. Surely there is

a better way, and perhaps the creation of a special tribunal, which can speedily ex-
amine the government's claims without exposing its possibly sensitive sources and
methods, is a workable solution. I confess to an aoiding distrust of special tribunals,
but FISA courts have worked well so far, and perhaps this one would worit equally
well. I wonder, however, if the goal of the special triounal envisaged in this legisla-

tion could not be just as well accomplished by a better visa system. At present, it

seems that our consular officials are operating under one set of guidelines—which
tend to favor terrorists trying to enter the country—while our law enforcement offi-

cers are trying to remedy the problems thereby created. Why not insist that visa-

issuing offices go through the databases overseas, and give the intelligence commu-
nity and law enforcement agencies the chance to ask that visas not be issued to in-

dividuals who would be brought in front of the special tribunals once they entered
the country? I would rather try to keep terrorists out than have to track them down
and go through an extraordinary legal procedure once they're in.

Before turning to a discussion of other kinds of steps that might usefully be taken,
I would like to raise an additional concern about tnis proposed legislation. In es-

sence, I take it that the government would like to make all terrorist acts federal
offenses, so that federal law enforcement agencies can work on them, and federal
prosecutors can prosecute them. I gather that much of the proposed legislation

comes from FBI officers with considerable experience in counterterrorism, and one
must listen very carefully to such people, who have a generally exemplary record.
Yet I think we must also consider the risk of unintended consequences. By upping
the ante for crimes committed by people we can define as terrorists, we will tempt
future prosecutors and law enforcement officers to brand as "terrorists" as many
targets as possible, with all the attendant dangers of abuse. Is it really necessary
to make the penalty for a given crime even greater when we can define it as "terror-

isf? After all, we're dealing with serious crimes here, and it shouldn't require spe-
cial laws for prosecutors to get the maximum penalties.

What is clearly required, is better coordination among all the various law enforce-
ment agencies, at all levels We've got a lot of federal agencies involved in counter
terrorism, yet much of the work is fragmented. The intelligence community, nar-
rowly defined, learned a terrible lesson a few years ago, when, after the terrorist
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bombing of the Marine Barracks in Beirut, it was discovered that we actually had
all the information necessary to have predicted the event, but failed to realize it be-

cause of the excessive compartmentalization. Nowadays most of the fragmentation
is due to bureaucratic turimanship rather than compartmentalization, but it is a
similar problem and needs the same kind of solution: the creation of an all-sources

clearing house where representatives from all agencies can meet to compare notes,

discuss policies, and coordinate actions.

In addition to better coordination among ourselves, there are some technical steps
that would probably help in the fight against terrorism, including the development
of better sensing devices for use in airports and public buildings. I see that the pro-

posed legislation calls for the marking of plastic explosives, and of course that is

all to the good, but some of the terrorists have their own labs, and have the capacity
to make plastique that will not be tagged. We must be able to detect it in luggage,
and the detecting devices have to be fast enough to make security checks bearable
for travellers. I fcUeve that the kind of research and development necessary to im-
prove current technology is already under way, and the government should do ev-

erything it can to speea up the process. And, once the technology is perfected, the
government should help defray the expense of acquisition and installation.

But no matter how strong our defenses, determined terrorists will find ways to

beat them, and that is why we must have a tough, aggressive policy that takes the
fight to the terrorist camp. With few exceptions—one of which I will discuss short-

ly—a vigorous counter terrorist policy does not require changes in law, or in bureau-
cratic structure, or even in existing technology. It simply requires the will and the
courage to wage war against terrorists, and against their sponsors. And although
there is invariably a great hue and cry whenever we take vigorous action, there is

usually a positive resmt.
It will be recalled, for example, that when the United States armed forces bombed

Tripoli, Libya, a few years ago, in retaliation for the terrorist bombing of a cafe fre-

quented by American soldiers, it was widely denounced—even by a former director

of central intelligence—and the critics forecast that the Libyans would retaliate on
an awesome scale. Instead, there was a noticeable decline in the level of Libyan sup-
port for international terrorism. I say this not to recommend large-scale bombing
as an appropriate counterterrorist strategy; as will be seen, I think there are better
ways. But it is important, I think, to appreciate that that the use of military power
haa a definite effect on a terrorist regime.
Most of the time we will be directing our attention against terrorist groups, rather

than regimes, and consequently bombing raids are too blunt an instrument. More-
over, small terrorist groups present difficult intelligence targets, and it is hard for

us to learn the exact nature of the groups, and next to impossible for us to obtain
their plans. In order to do that, we would have to recruit members of the group,
and have them pass to us the information we require. Unfortunately, the chances
of penetrating a terrorist group in this way have been gravely reduced as a result

of a well-intentioned but nonetheless misguided act by President Ford, which has
been renewed by every subsequent president: the executive order banning assas-

sination. In their usual way, the lawyers interpreted the stricture against assassina-
tion to include any working relationship between an official of the American Govern-
ment and anyone involved in, or about to be involved in, an assassination. For all

practical intents and purposes, that means that an American intelligence officer

cannot recruit and run a terrorist, because the terrorist is in the assassination busi-
ness.

So, iust on the grounds of getting desperately-needed information, the executive
order nas to go. But it also has to go on operational grounds, because as things cur-

rently stand, if we want to retaliate against a terrorist group, our options are quite

limited. At one end of the scale, there is the full-scale military response, of the sort

adopted against Libya. At the other extreme, is diplomacy—asking foreign govern-
ments to arrest the bad guys—and putting out requests for arrest througn Interpol

and other similar networks. Most of the time, a military response against a military
target will be inappropriate, and in any event such an action invariably causes the
maximum casualties to innocent civilians. The terrorists seem to know this, because
on several occasions when it looked like we might be gearing up for an attack on
them, terrorists we were watching actually moved women, children and nurses and
doctors into their compound, so tnat any attack on the terrorist site would inevi-

tably kill some of the innocents.
The proper response, most of the time, will be small, perhaps directed against a

mere handful of terrorists. The most desirable action is to apprehend them and
bring them back here to face judgment, and we will be far more successful in gain-
ing the assistance of foreign countries, once they see that we are prepared to send
our own people into action against the terrorists. But there will be times when the
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use of lethal force is unavoidable, and if we are going to continue to forbid it, we're
going to have a tou^ time crafting an effective counterterrorist policy.

There will also be times when a proper response should be directed against a re-

gime that sponsors terrorism, and here it seems luminously clear that the lesson
we wish to deliver is: a regime that launches terrorism against the United States
will not survive. It should be clear that I am speaking of political survival; this is

not a call for mass vengeance. But the best way to ensure that we will not be
targetted by the terrorists of the future is to show that anyone who aids and abets
the terrorists will have to find another line of work, at a much lower level of status.
This is not to gainsay the very positive gains posted as a result of vigorous gestures
like the bombing of Libya or embargoes against terrorist states. But Qadafii was
able to support terrorists even after we bombed Tripoli, as the sad story of Pan Am
103 eloquently confirms.

Finally, there is the all-important question of international cooperation. We can
neither attack nor defend effectively without a considerable amount of help from
around the world. We need intelligence and operational assistance as well as legal
coordination and cooperation. All this depends upon good working relations—which
for the most part means good personal relations, beginning with reciprocal trust,

and ending with a certain degree of confidence that if they take risks for us, we
will act in an appropriate way. If friendly countries give us sensitive information,
only to see us do nothing (or worse, leak the information to the public), they will

soon stop sharing. Without such information, much of the legislation this committee
is considering will be a dead letter. The sensitive information presented to the spe-

cial tribunal, for example, will come primarily from foreign governments rather than
from our own first-hand investigations.

If foreign governments lose confidence in us, no Omnibus Act and no special court
will make up for it.

That means that we're going to have to demonstrate real resolve, and real capac-
ity. I wonder, for example, what British counterterrorist officials will say when in-

formed that our government is introducing legislation to make it more difficult for

foreign terrorist groups to raise money in the United States. After all, a leading offi-

cial of the IRA was just raising money here, with the embrace of the president of
the United States. It will take some time, under the best circumstances, to convince
the British of the seriousness of our resolve. I should stress that the question of the
credibility of American resolve is not new, nor is it at all the special problem of this

administration; it has been with us for many years, and no administration in recent

memory has been free of it.

To sum up: while there are many elements in the proposed legislation that seem
quite positive, some raise some difficult questions that need to be studied. Above
all, we should not permit ourselves the luxury of believing that such defensive meth-
ods suflice in the war against terrorism; we need more aggressive measures, and
in order to do that effectively we will, I believe, want to cancel the executive order
on assassination.

Mr. Hyde. Thank you, Dr. Ledeen.
Mr. Nojeim.

STATEMENT OF GREGORY T. NOJEIM, LEGISLATIVE COUNSEL,
AMERICAN CIVIL LIBERTIES UNION

Mr. Nojeim. Mr. Chairman, I appreciate the opportunity to tes-

tify before you today on behalf of the ACLU, a nonpartisan organi-

zation, of more than 275,000 members devoted to protecting the

freedoms set forth in the Bill of Rights.
Following the bombing of the World Trade Center and the recent

gas attack in Japan, nobody can deny the terrorist threat. At the

same time it is important to remember that existing laws and in-

vestigatory authority have proven adequate to apprenend, try, and
incarcerate those who committed the World Trade Center bombing.
FBI and State Department statistics show that terrorism in the

United States and terrorism abroad against U.S. targets has actu-

ally declined in the past few years. Terrorism legislation must re-

spect the Constitution. It should prohibit unlawful activity, not
merely associations, because to do otherwise would be to operate on
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guilt by association. It should preserve the due process rights of
those accused and should not be so broadly drawn as to invite se-

lective prosecution based on political beliefs.

I'll focus my remaining time on how the Omnibus
Counterterrorism Act of 1995, the administration's terrorism bill,

runs afoul of these principles. The proposed legislation would at-

tack citizens who support nonviolent legal activity of unpopular
groups designated by the President in a nonreviewable determina-
tion as terrorist organizations. It would criminalize support not
only for violent activity, but also for such acts protected by the first

amendment as soliciting funds and members for the charitable or

educational work of a designated organization. Giving the Presi-

dent absolute authority to designate groups as terrorist organiza-
tions without any opportunity for a person supporting that group
to challenge the designation in court is extreme, dangerous, and
prone to abuse.

If a person wanted to contribute to the legal activities of a des-
ignated group, in theory, under the legislation, they could apply for

a license. However, the bill provides for licensing procedures so on-

erous as to render them illusory. To obtain a license to contribute
to the legal activity of a designated group, the donor who would
transfer money abroad would have to open its books to the Treas-
ury Department and be able to show "the source of all funds it re-

ceives, expenses it incurs, and disbursements it makes."
Maybe it's appropriate that these hearings are held just a few

days before April 15. Taxpayers, scrambling for records used to file

their income tax returns, know very well that maintenance of

records meeting this licensing requirement is all but impossible for

individuals. Even more telling, to satisfy the licensing requirement,
the recipient abroad—abroad—would have to open its books to in-

spection by the Treasury Department, a virtual impossibility in

many cases.

The legislation would also attack aliens who would support the
nonviolent, legal activities of groups designated by the President.
Like citizens, noncitizens in the United States have first amend-
ment rights. Under current law, an alien can be deported as a ter-

rorist only for providing material support in conducting terrorist

activity. The proposed legislation would do away with this focus on
activity and substitute guilt by association. The alien would be de-

portable if the alien provided material support to an individual,

government, or organization which the alien reasonably should
have known has committed terrorist activity. Even if the alien had
no connection to the terrorist activity, had no intent to further that
activity, intended only to support charitable activity of the organi-
zation, the alien would be deportable. Under this provision, an
alien who financed a trip by Yasser Arafat to go to the White
House to sign a peace treaty with Israel and shake President Clin-
ton's hand would be deportable for supporting the peace process.
The bill would also render deportable from the United States any

alien who is a spokesperson for, or official of, any "terrorist organi-
zation" found by the President to be "detrimental to the interests
of the United States." This is a dangerous throwback to the days
of the discredited and unconstitutional McCarran-Walter Act which
Congress repealed just a few years ago. It would roll back nearly
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two decades of movement in Congress to bar people from the Unit-
ed States on account of their illegal activities, not merely on ac-
count of their associations and political beliefs.

Most importantly, the bill would establish a new court that could
deport aliens as terrorists without allowing them to see the evi-

dence against them. This would be an unprecedented violation of
the due process rights of aliens. The Government has never before
used secret evidence to deport an alien living in the United States.
The most fundamental requisite of due process is that any evidence
the Government relies upon must be disclosed, so that it can be re-

sponded to and defended against. The Supreme Court and the
lower courts have consistently held that aliens who have entered
the United States gain the full protection of the due process clause.
Secret evidence has no place in American jurisprudence.

Finally, the bill would invite selective prosecution based on polit-

ical beliefs because it would federalize as terrorism offenses a mul-
titude of violent crimes that are already prohibited by State law.
These acts would be terrorism offenses only if the Attorney General
certifies that the act appears to have been intended to coerce, in-

timidate, or retaliate against a government or a civilian population
or a segment thereof. Given the multitude of activity covered, this

provision is fraught with risk to the first amendment and invites

the most invidious kind of selective prosecution, prosecution based
on implied political belief. The conspiracy provision in the bill

raises the same concerns.
Mr. Chairman, the administration's terrorism bill does substan-

tial damage to the U.S. Constitution. Tinkering with the bill by de-

leting a word here and adding a section there will not cure the bill

of its constitutional infirmities. Rather, this legislation and other
legislation drafted to respond to perceived terrorist threats must be
rethought from top to bottom with fidelity to the following constitu-

tional concepts:
First, people, whether citizens or aliens, have the right to sup-

port the legal, nonviolent activities of the organizations and groups
they choose to support.

Second, people have the right to see evidence offered against
them, whether the evidence is offered in a criminal trial or in a de-

portation proceeding, and regardless of the nature of the charges
against them.

Third, any terrorism statute should not be so broadly drawn as
to give the Government the power to selectively prosecute persons
based on their political beliefs. Terrorism legislation consistent

with the Constitution can be promulgated. The aspects of such leg-

islation, including tighter controls on plastic explosives and nuclear
materials already appear in the administration's bill. However,
Congress need not maltreat the Bill of Rights to protect people here
or abroad.
Thank you very much.
[The prepared statement of Mr. Nojeim follows:]

Prepared Statement of Gregory T. Nojeim, Legislative Counsel, American
Civil Liberties Union

Mr. Chairman and Members of the Committee: I appreciate the opportunity to

testify before you today on behalf of the American Civil Liberties Union (ACLU).
The ACLU is a nationwide, non-partisan organization of more than 275,000 mem-
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bers devoted to protecting the principles of freedom set forth in the Bill of Rights.
This hearing was called on "International Terrorism: Threats and Responses." I will

focus on the Omnibus Counterterrorism Act of 1995, the Administration's terrorism
bill, introduced on February 10 as H.R. 896. In an effort to battle terrorism, this

bill would eviscerate provisions of the Constitution and the Bill of Ri^ts to an ex-

traordinary extent.

Following the bombing of the World Trade Center and the recent gas attack in

Japan, nobody can deny the terrorist threat. At the same time, it is important to

note that existing laws and investigatory authority have proven adequate to appre-
hend, prosecute and incarcerate, for a long, long time, tnose who perpetrated the
World Trade Center bombing. Moreover, according to the FBI's own statistics, ter-

rorism in the United States, and terrorism abroad against U.S. targets, has actually
decreased over the past few years. In just the last session. Congress enacted legisla-

tion prohibiting people in the United States from providing material support for vio-

lent acts of terrorism. It is therefore incumbent upon the Administration to explain
why Congress would be asked to damage the Constitution today to do battle with
a threat against which adequate law enforcement tools already exist, and have prov-
en effective.

Mr. Chairman, Americans are fearful of terrorism. And they support the Constitu-
tion. Effective terrorism legislation can be enacted without doing grave damage to

civil liberties.

Summary of ACLU Concerns

The Omnibus Counterterrorism Act of 1995, would, in short:

(i) allow the government to deport aliens, convicted of no crime at all, based
on secret information;

(ii) grant the president the power to freeze the assets of, and bar contribu-
tions to, unpopular organizations the president proclaims are "detrimental to

the interests of the United States," ana bar judicial review of such presidential
proclamations;

(iii) make deportable aliens who contribute to the legal, non-violent, even
charitable activities of oi^anizations or governments unpopular with the U.S.
government;

(iv) subject U.S. persons to lengthy prison sentences and fines for doing the
same, unless they first meet impossibly onerous licensing requirements;

(v) abrogate the confidentiality provisions of the Amnesty and Special Agricul-
tural Workers Immigration programs;

(vi) expand federal wiretap authority in violation of the Fourth Amendment;
(vii) jjermit FBI investigations without evidence of criminal activity;

(viii) allow permanent detention of aliens convicted of no crime; and
(ix) violate notions of equal protection by making aliens, but not citizens who

engage in the same conduct; responsible for a wide range of federal crimes unre-
lated to immigration status.

I will highlight below some the these concerns.

FIRST AMENDMENT CONCERNS

The First Amendment to the Constitution guarantees to people in the United
States the right to freely associate. This right extends both to citizens and to non-
citizens. Courts have interpreted the First Amendment to mean that people are to

be held accountable for their own actions, not for the actions of others. The courts
have consistently held that raising and contributing money, and recruiting mem-
bers, are activities protected by the First Amendment. Only support intended to fur-

ther the unlawful activities of a group can be prohibited. To be consistent with the
Constitution, efiective terrorism legislation must prohibit unlawful activity, not
merely associations, because to do otherwise would be to operate on nothing less

than guilt by association. The Omnibus Counterterrorism Act of 1995 does violence
to this notion in the case of both citizens and non-citizens.

/. Provisions Relating to Citizens and Aliens

The proposed legislation would attack citizens who support the non-violent, legal

activity oi unpopular groups labelled as "terrorist organizations." Section 301 would

Sve the president unprecedented authority to designate any foreign organization
und by the president to engage in "terrorism activity." 'Terrorism activity" would

include not only violent activity, but also such acts as soliciting funds or members
for the charitable or educational woric of an organization if the organization or any
subgroup of the organization has engaged in any "terrorism activity" at any time.
Once labelled, the assets of the organization would be frozen, and anybody in the
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U.S. who without a license sent money to a designated organization, even to support
non-violent, charitable activity of the organization, would be subject to a fine of up
to $50,000 and up to ten years in prison.
This section of the statute smacks of McCarthyism at its worst. It gives the presi-

dent virtually unlimited power to label groups as "terrorist organizations" ana pro-
hibit people from supporting even their lawful, non-violent activities.

The president would have nearly unfettered authority to bar contributions to any
group at all because the proposed legislation provides that the president's deter-
mination that a group is a terrorist organization could not be challenged in court.
This is extreme, dangerous, and prone to abuse. Once designated a terrorist organi-
zation, a group would have no recourse at all. Though it most certainly does not
meet the definition of a "terrorist organization" contained in the bill, the president
could designate the Republican Partv a "terrorist organization" and thereby bar
fundraising for its activities. The GOP could not appeal the designation, even to
show that it is not a "foreign" organization, because the president's designation
would be conclusive. It would then be a crime to contribute to the GOP without a
license. The legislation would even bar the contributor from arguing in court that
the GOP is not a terrorist organization.
Of course, a mainstream political party would never be so designated. However,

the president could designate unpopular groups abroad and prohibit even in kind
contributions to the lawful, charitable activity of unpopular groups. Criminalizing
such legal activities is not the way to deal with terrorism.
Though the bill provides that a license could be obtained to give money to a des-

ignated group, it also provides for licensing procedures so onerous as to render the
licensing provision illusory. To obtain a license to contribute to the legitimate activ-
ity of a designated group, the donor would have to open its books to the Treasury
Department and be able to show "the source of all funds it receives, expenses it in-

curs, and disbursements it makes" regardless of whether the expenses, disburse-
ments, and income relate to the charitable activity they would like to support.
Maybe it is appropriate that these hearings are held six days before April 15. Tax-

payers scrambling for records used to file their income tax returns know very well
that maintenance of such records is virtually impossible—and would not be at-

tempted by a person who simply wanted to write a $100.00 check to a hospital
abroad. Even more ludicrous, to satisfy the licensing requirement, the hospital
abroad would have to open its books to inspection by the Treasury Department.
There is no exception in the bill to the licensing requirement in the case of reli-

gious institutions. A religious institution in the United States supporting religious
and charitable activity abroad through the charitable works of an organization des-
ignated by the president would have to open its books to the Treasury Department.
This risks impermissible government entanglement with religious activities.

The Omnibus Counterterrorism Act of 1995 would also subject citizens and aliens
to FBI investigation for their activity protected by the First Amendment. Only last

year. Congress adopted legislation prohibiting people in the U.S. from providing
"material support" for terrorist acts. To prevent FBI "fishing expeditions" into ac-

tivities protected by the First Amendment, the legislation included a clause prohibit-
ing investigations in cases in which the government lacks facts that reasonably indi-

cate that the target of the investigation knowingly and intentionally has or will en-
gage in the violation of a federal criminal law. This legislation would repeal that
modest protection and permit investigation in the absence of such facts. The FBI
has a history of such unfounded investigation into First Amendment activity, includ-

ing its investigation of the Committee in Solidarity with the People of El Salvador
(CISPES).

//. Provisions Relating Only to Aliens

Like citizens, non-citizens in the United States have First Amendment rights. The
proposed legislation would attack aliens who support the non-violent, legal activity

of unpopular groups labelled as "terrorist organizations."
Section 202 of the proposed legislation would make two substantial changes to im-

migration law. First, it would render excludable or deportable from the U.S. any
alien who is a spokesperson for, or official of, any "terrorist organization" found by
the president to oe "detrimental to the interests of the United States."

This proposed section of the legislation is a throwback to the days of the discred-
ited and unconstitutional McCarran-Walter Act, repealed by Congress just a few
years ago, after being ruled unconstitutional. It would roll back nearly two decades
of movement by Congress to bar people from the United States on account of their
illegal activities, instead of on account of their associations and political beliefs. It

is extreme and dangerous. It would allow the president virtually unchecked author-
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ity to deport or bar from the United States aliens undesirable merely because of
their political beliefs.

Just last year, the Administration testifled in Congress against legislation that
would bar from the United States aliens based on their political beliefs and affili-

ations. On February 23, 1994, Mary A. Ryan, Assistant Secretary for Consular Af-
fairs of the Department of State testified that one could not presume that a member
of a group that engages in widespread social welfare programs was a "terrorist" just
because other members of the group engage in objectionaole violent activity.^

Second, it would render an alien excludable and deportable if the alien provides
material support, even in-kind donations, to any organization that the alien reason-
ably should know has ever engaged in any "terrorism activity." No presidential proc-
lamation would be required. Aliens would have no notice in the Federal Register of

which groups they could not support. Even if the overwhelming majority of the ac-

tivity conducted by the organization was legal, nonviolent, charitable activity, such
as running hospitals and orphanages, and even if the alien contributed only to that
activity, by for example, giving a blanket to a hospital, the alien would be deport-
able if any subgroup of the organization had ever engaged in terrorism activity, and
the alien reasonably should have known. In addition to certain violent acts, "terror-

ism activity" is broadly defined to include soliciting funds or members for a "terror-

ist organization."
Under current law, there must be a nexus between the material support and the

terrorist activity, and one can be deported only for providing material support in

conducting a terrorist activity. The proposed legislation would do away with this

focus on activity and substitute guilt by association: the alien would be deportable
if the alien provided material support to an individual, government or organization
which the actor reasonably should have known has committed terrorist activity.

Even if the alien had no connection to the terrorist activity, had no intent to further
that activity, and intended only to support charitable activity of the organization,
the alien would be deportable.

This section of the proposed legislation threatens to make literally thousands of
aliens deportable from the United States. It would violate the rights of aliens to

fund the legal, nonviolent, charitable activity of organizations found to have ever en-
gaged in any "terrorism activity" at all. Under this provision, an alien who financed
a trip by Yasser Arafat to go to the White House to sign a peace treaty with Israel

would he deportable for supporting the peace process. An alien who donated a fax
machine to tne Zapatistas in Chiapas, Mexico to help them publish their grievances
against the government of Mexico would be deportable as well.

Moreover, the section renders deportable aliens who afford material support to

any "terrorist government" and fails to define the term "terrorist government." This
leaves open the possibility that the payment of taxes to governments abroad would
render an alien deportable.
To pass First Amendment muster, these provisions must be entirely re-thought

to address activity, not associations. Absent such a re-thinking, one can be sure that
this legislation would be applied selectively, and only against unpopular groups,
governments and individuals labelled for political reasons as "terrorists."

FIFTH AMENDMENT CONCERNS

The Fifth Amendment to the U.S. Constitution guarantees that a person shall not
be deprived of life, liberty or property without due process of law. The Section 201
of the bill would establish a new court that could deport aliens as "terrorists" with-
out allowing them an opportunity to see the evidence against them. This would be
an unprecedented violation of the due process rights of auens.
Under the proposed procedures, the new court could receive classified information

about the alien out of the presence of the alien and the alien's attorney. It would
commence a special removal hearing. During the proceedings, the accused alien who
is not a permanent resident would be held in custody, and an alien who is a perma-
nent resident would bear the burden of proving that he or she should be released.
The government would summarize any classified information to be used against the
alien, and the summary would be provided to the alien upon a finding by the court
that the summary informs the alien of the nature of the evidence that he or she
is deportable, and is sufficient to permit the alien to prepare a defense. However,
if the court found either that the presence of the alien in the U.S., or the provision
of the summary, would cause serious and irreparable harm to the national security.

^Written Testimony of Mary A. Ryan, Assistant Secretary for Consular Affairs, Department
of State, Before the Subcomm. on International Law, Immigration and Refugees of the House
Judiciary Comm., February 23, 1994, at 6-7.
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or serious bodily injury to a person, the alien could be deported based on the classi-

fied evidence, kept secret from the alien.

The section is similar to legislation Congress declined to adopt in each of its two
previous sessions. It is unconstitutional. The government has never before used un-
disclosed, secret information to deport an alien living in the United States. The most
fundamental requisite of due process is that any evidence the government relies

upon must be disclosed so that it can be responded to and defended against. The
Supreme Court and the lower courts have consistently held that aliens who have
entered the United States gain the fiill protections of the due process clause, and
therefore cannot be deported on the basis of information not disclosed to them. The
courts have permitted the government to use classified information only to exclude
aliens who have not yet entered the United States or to deny an alien a discre-
tionary immigration benefit—never to deport an alien already present.
The danger presented by withholding from aliens the evidence upmn which they

would be deported is real and significant. In one case that went to the Supreme
Court, U.S. ex rel. Knauff v. Shaughnessy, 338 U.S. 537 (1950) secret evidence was
allowed to be used to exclude from the United States the alien wife of a U.S. citizen.

Mrs. Knauff was in exclusion proceedings and had not yet entered the United
States. As a result of public pressure, a hearing was granted notwithstanding the
Court's ruling that because Mrs. Knauff had not entered the U.S., she did not nave
the right to see the secret evidence. In the course of the hearing, the secret evidence
was found to be worthless because the "confidential source" ofiering the evidence
was determined to be a jilted lover. Mrs. Knaufi" was allowed to enter the United
States. The case provides a graphic illustration of the danger of allowing secret evi-

dence to be used against aliens in deportation proceedings.
This section does not track the Classified Information Procedures Act (CIPA)* and

the Clinton Administration has not fjroposed in this bill a "civil CEPA" that will pass
constitutional muster. CIPA itself raises constitutional concerns because it can oper-
ate to require a defendant to mount a defense only with substituted evidence. How-
ever, under the proposed legislation, even the substituted evidence could be denied
the alien in deportation proceedings.
CIPA establishes a procedure by which a defendant in a criminal case may seek

to use classified information in his or her defense. If the government objects to the
use of classified information, it can submit to the court a summary of the cleissified

information which must provide the defendant with the same ability to make a de-

fense as would disclosure of the classified information. Under CIPA, if no fair sum-
mary protecting the classified information can be provided, the summary is rejected,

the information cannot be used, and the court sanctions the government for refusing
to consent to public disclosure, by dismissing the entire indictment or counts of the
indictment, by entering findings against the government, or by striking the testi-

mony of witnesses.
Thus under CIPA, when a fair summary protecting disclosure of classified infor-

mation cannot be provided the defendant, the government cannot use the classified

information. The proposed legislation would turn CIPA on its ear: under the pro-
posal, the government would seek to use classified information to deport an aOen,
and if provision of a fair summary of the classified information would disclose the
name of an informant the government claims could be injured if identified, no sum-
mary would be required, the classified information would be used as evidence to de-

port the alien, ana the government would suffer no sanctions.

The proposed legislation would allow the use of classified information against the

alien in the absence of substituted evidence, where as CIPA prohibits the use of

classified information in such a circumstance. This use of classified information,

kept secret from an alien, would violate the due process rights of aliens.

Under rulings of the Supreme Court, the Fourth Amendment requires in a crimi-

nal trial the suppression of evidence obtained in an illegal search, with limited ex-

ceptions. In a civil deportation proceeding, the Fifth Amendment can require the
suppression of evidence obtained in circumstances so egregious as to offend the Fifth

Amendment notion of fundamental fairness. The Omnibus Counterterrorism Act of

1995 would prohibit aliens accused under the special "terrorism" procedures from
seeking the suppression of evidence. This proposed exception to the Fifth Amend-
ment protection is tantamount to telling law enforcement officials that in the case

of aliens accused of certain activity, there will be no sanction of suppression of evi-

dence, even if the evidence is obtained in the most outrageous circumstances. By
removing the threat that evidence would be suppressed, the prooosed legislation in-

creases the likelihood of illegal searches and acquisition of evidence in outrageous
circumstances.

2 18 U.S.C. App. IV, Section 1 et seq.
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FOURTH AMENDMENT CONCERNS

The Omnibus Counterterrorism Act of 1995 threatens the Fourth Amendment,
which protects people in the United States from unreasonable searches. The Fourth
Amendment requires that the government "particularly describe" in its request for

a search warrant the premises to be searched. In the case of wiretaps, the govern-
ment must specify the location of the telephone to be tapped, unless the government
can show that the suspects were attempting to evade the wiretap by changing the
phones they used. Section 101(e) of the proposed legislation would do away with the
Fourth Amendment's specificity requirement in the case of wiretaps employed in in-

vestigations of alleged terrorists. The government could tap any phone in a terror-

ism investigation without specifying which phone, and without showing that such
a "roving" wiretap was made necessary by attempts to evade a tap on a specific tele-

phone.

EIGHTH AMENDMENT CONCERNS

The Eighth Amendment prohibits excessive bail. The Omnibus Counterterrorism
Act of 1995 would practically prohibit bail altogether in certain prosecutions. Under
Section 101(d), anyone accused of engaging in activity outlawed under the section

would be presumed ineligible for bail. Instead of the government bearing the burden
of showing that the accused is a flight risk and potentially dangerous to the commu-
nity, the burden would be shifted to the defendant to show that he or she should
be released. The government has asked that the burden be shifted to the defendant
so that it could keep secret from the defendant the evidence it has against him or

her. Absent such evidence, burden of rebutting this presumption would be immense,
and rises to constitutional proportions.

SELECTIVE PROSECUTION FOR POLITICAL REASONS

The Omnibus Counterterrorism Act of 1995 would turn into federal "terrorism"

crimes certain violations of state law and certain conspiracies. These portions of the
proposed legislation are so broad that they invite selective prosecution of unpopular
groups for their political beliefs.

Section 101 of the proposed legislation would allow federal prosecution of acts that
violate state laws prohibiting killing, kidnapping, or assault, and the vast category
of damage to buildings or personal property, if: (i) a jurisdictional base could be met;
and (ii) the Attorney General certifies that any activity preparatory to the act

crossed national boundaries, and that the act "appears to have been intended to co-

erce, intimidate, or retaliate against a government or a civilian population, includ-

ing any segment thereof."

All of the activity described in this section is already a crime under the laws of

the states. However, the bill would turn these state law crimes into federal crimes
when the Attorney General makes a non-reviewable certification that the crime was
politically motivated. Having the government presume the political opinion and mo-
tivation of an actor, in an unreviewable determination, is fraught with risk to the
First Amendment.
There is a risk that the Attorney General will make this certification only when

it is politically expedient to do so because so many violent crimes would otherwise
be federalized. Under the bill, a Canadian who during the Gulf War painted, "Nuke
Saddam" on the store-front of a grocery store owned oy an Iraqi-American could be
prosecuted federally for committing an act of terrorism. The Attorney General would
be put in the position of picking and choosing, based on an unreviewable determina-
tion about the political motivation of the actor, whether to prosecute such crimes
as terrorist acts.

Section 102 would create a new federal crime for conspiring in the United States
to (a) murder, kidnap, or maim outside of the U.S.; or (b) damage property abroad
that either belongs to a government with which the U.S. is "at peace." or is a rail-

road, canal, bridge, airport, airfield other public structure or "religious, educational,
or cultural property" abroad. In either case, a predicate act to effect an object of the
conspiracy would have to occur in the U.S. This section, like the section above, is

overbroad and fraught with the risk that it would be enforced only against politi-

cally unpopular individuals and groups.
Under tnis legislation, the government could prosecute as terrorists a group of

veterans that planned to rescue a comrade in post-war Vietnam if the rescue in-

volved blowing the lock off of a prison door. This is the kind of activity swept up
within the legislation, but unlikely to be prosecuted for political reasons. Instead,
this section would be enforced only against unpopular groups and individuals.
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Conclusion

The Omnibus Counterterrorism Act of 1995 does substantial damage to the U.S.
Constitution. We have not even attempted to lay out all of the civil liberties con-
cerns raised by the bill because they are so numerous. The ACLU intends to supple-
ment this testimony with a section by section analysis of the bill that will more ftilly

lay out our concerns.
Tinkering with the bill, by deleting a word here and adding a section there, will

not cure the bill of its constitutional infirmities. Rather, this legislation, and other
legislation drafted to respond to perceived terrorist threats, must be re-thought from
top to bottom, with fidelity to the following constitutional concepts:

(i) People, whether citizens or aliens, have the right to support the legal ac-
tivities of the organizations and groups they choose to support. This right is

fundamental to the right of free association.

(ii) People have the right to see evidence offered ap^ainst them, whether the
evidence is offered in a criminal trial or in a deportation proceeding, regardless
of the nature of the charges against the person.

(iii) Any terrorism statute should not be so broadly drawn as to give the gov-
ernment the power to selectively prosecute persons for conduct the government
judges is calculated to serve an undesirable political end.

Terrorism legislation that is consistent with the Constitution can be promulgated.
Aspects of such legislation, including tighter controls on plastic explosives and nu-
clear materials, already appear in the Administration's bill. However, Congress need
not maltreat the Bill of Rights to protect the population.

I will be happy to entertain any questions you mi^t have.

Mr. Hyde. Thank you, Mr. Nojeim.
Mr. Nadler, I would recognize you first, if you have some ques-

tions, because of your forbearance on the last panel.
Mr. Nadler. Thank you, Mr. Chairman.
I'd like to ask Mr. Nojeim a number of questions. Under the defi-

nition of "terrorism," which is attacking a person's property, et
cetera, the people who pulled down the Berlin Wall or toppled the
statue of Stalin or Ceaucsceau in Romania, would they be guilty of
terrorism under this bill?

Mr. Nojeim. They could be charged under the bill because the
bill

Mr. Nadler. They could or could not be
Mr. Nojeim. I thmk they could. The bill brings in crimes against

property, and that's a broad category of crime, and it brings in

crimes against property owned by the Government. I don't see—

I

don't see something in this bill that says that that wouldn't be
prosecuted. I think that the section that you're referring to

Mr. Nadler. Excuse me. I'm sorry, because I only have 5 min-
utes. That's sufficient

Mr. Nojeim. All right.

Mr. Nadler [continuing]. For that purpose. "Conspiracy to kill,

kidnap, maim, or injury to certain property in a foreign country"

—

but to let me go to a different subject for the moment.
We have this procedure for deporting aliens who are engaged or

who support terrorism, et cetera, and we have this secret testimony
that if there national security is implicated, they can be given a
summary of the testimony against them which the judge deems
sufficient for them to answer, unless the judge thinks tnat even
that's too dangerous, in which case they can be prosecuted on the

basis of testimony that they're not even told about.
Your memo says this does not track the Classified Information

Procedures Act because CIPA applies only to evidence to be intro-

duced by the defense which the Government objects to making pub-
lic. Congressman Schumer says that your memo is wrong, that
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what the bill seeks to do, and what the Justice Department says
the bill seeks to do, is the same as under the Classified Information
Procedures Act. Does this, in fact, go farther than the existing law
or not?
Mr. NOJEIM. Yes, and let me explain why. When push comes to

shove in CIPA, if substituted evidence, a fair summary of the evi-

dence would disclose classified information, the evidence is kept out
of court. When push comes to shove under this legislation, if that
summary couldn't be provided, because provision of a summary
would result in exposing an informant, for example, the evidence
comes in. So it turns CIPA on its ear. It reverses the key protection
that CIPA has to keep that evidence out when a summary can't be
provided.
Mr. Nadler. So, in other words, under CIPA the evidence would

be excluded if it cannot be fairly summarized in open court, and
here the evidence would come in if it cannot be fairly

Mr. NOJEIM. Exactly.
Mr. Nadler [continuing]. Summarized in open court?
Now one other thing, under this bill, the President's designation

of an organization as terrorist, would not be subject to review. The
Deputy Attorney Greneral said before that what that means is that
someone prosecuted as a member of that organization could get ju-

dicial review at that point. What do you think it means wnen it

says it's not subject to review? If the >fational Association of Stamp
Collectors was determined by the President to be a terrorist organi-
zation, do they have standing to go to court and say, "We're not ter-

rorists and we want this expunged."?
Mr. NOJEIM. Mr. Nadler, like you, I'm reading the statute, and

the statute says that the President's determination is conclusive.
Mr. Nadler. And, therefore, they would not be able to go into

court on that?
Mr. NoJEEM. That—I mean that's what the statute says.
Mr. Nadler. And under your reading of the statute, if someone

were then prosecuted for being a spokesman for or a contributor to

the National Association of Stamp Collectors, which the President
determined to be terrorist, would they have standing to raise the
issue that the President's determination was erroneous
Mr. NoJEiM. No.
Mr. Nadler [continuing] In the defense against their prosecu-

tion?

Mr. NoJEiM. No.
Mr. Nadler. They could not?
Mr. NoJEDSi. No, they could not raise that.

Mr. Nadler. So it would be conclusive even to that point?
Mr. NoJEiM. It's conclusive as to the donor, and I think that Ms.

Gorelick was saying that it was conclusive as to the donor also. I

think that she conceded that point, but where we seem to have
some conflict is over whether that language in the statute makes
it conclusive as to the group itself.

Mr. Nadler. Should it be conclusive as to either one?
Mr. NoJEiM, It shouldn't be. There should be an opportunity for

a person to be able to challenge the designation in fact, the oppor-
tunity should come before the designation would ever happen.
There should be an opportunity to show that you're not a terrorist
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organization before you get blacklisted, so that people would then
stay away from you and not contribute to legitimate activity. That
should happen before
Mr. Nadler. But there should be a due process hearing of some

sort before you're listed as a terrorist organization?
Mr. NOJEIM. Of course.
Mr. Nadler. Why
Mr. Hyde. The gentleman's time has expired.
Mr. Nadler. Can I have the committee's indulgence for 30 sec-

onds?
Mr. Hyde. Thirty seconds.
Mr. Nadler. Thank you, Mr. Chairman. Why is that important,

given the fact that you can be prosecuted for being a spokesman
or a donor to a terrorist organization that's not listed?
Mr. Nojeim. Say it again now?
Mr. Nadler. Why is that important, to give due process as to

whether you're listed or not, given the fact that someone can be
prosecuted for being a donor or a spokesman of an unlisted organi-
zation which he should have known was terrorist?

Mr. Nojeim. The persons who can be prosecuted for that are
aliens in the sense that they would be deportable for doing that.

The aliens would have no warning. For citizens, there would be
something printed in the Federal Register.

Mr. Nadler. Thank you. Thank you very much.
Mr. Hyde. The gentleman's time has expired.

The ranking member of the committee has graciously agreed
with me that we can adjourn the meeting. He has a statement to

make, but we have a vote on, and rather than keep you here while
we run over and then run back, with your indulgence, we will—we
would like to submit questions in writing to you, and we shall do
so.

And I want to yield to my friend, Mr. Conyers.
Mr. Conyers. Mr. Chairman, thank you.
I want to commend this panel, all of the members on it. I'm going

to be in touch with ACLU and both the other members, so that we
can continue this very important discussion. Your analyses are all

valuable to us, and I think that this hearing has opened matters
up much wider than they might have otherwise. I'm very grateful

to you.
Mr. Coble. Mr. Chairman.
Mr. Hyde. The gentleman from North Carolina.
Mr. Coble. Mr. Chairman, only 30 seconds. I want to thank the

panel, and I want to reiterate what Mr. Conyers said. This has
been a very good hearing. And, Mr. Chairman, I believe you said

there will oe subsequent nearings, and I look forward to those and
perhaps some hearing from this same panel at another time.

Thank you. I thank the chairman.
Mr. Hyde. I thank—I thank everybody, and the gentlelady from

Texas I especially thank.
Ms. Jackson Lee. And I thank them as well, and I will submit

written questions because I do have them.
Mr. Hyde. That's great.

Ms. Jackson Lee. Thank you, Mr. Chairman.
Mr. Hyde. Mr. Schumer.
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Mr. ScHUMlcii. Yes, I would have liked to have asked questions,

but I

Mr. Hyde. And we would ha.ve liked to have heard them.
Mr. ScHUMKit. I'm sure you would like to hear every word, but

I will defer and submit written questions.

Mr. Hyde. You're a real sport, and I thank you.
[Laughter.l
Mr. Hyde. I want to thank you very much, though, and we will

submit written questions. Thank you.
The meeting is adjourned.
[Whereupon, at 3:43 p.m., the committee adjourned.]





INTERNATIONAL TERRORISM: THREATS AND
RESPONSES

MONDAY, JUNE 12, 1995

HOUSK OF RlCPRKSKNTATIVES,
COMMIT'I'KK ON THE JUDICIARY,

Washington, DC.

The committee met, pursuant to notice, at 9:40 a.m., in room
2141, Rayburn House Office Building, Hon. Henry J. Hyde (chair-

man of the committee) presiding.

Present: Representatives Henry J. Hyde, Carlos J. Moorhead,
George W. Gekas, Steven Schiff, Charles T. Canady, Bob Gk)odlatte,

Ed Bryant of Tennessee, Steve Chabot, Bob Barr, John Bryant of

Texas, Patricia Schroeder, Zoe Lofgren, and Robert C. Scott.

Also present: Alan F. Coffey, Jr., general counsel/staff director,

Patrick B. Murray, counsel; Thomas Smeeton, administrator/chief
investigator; Paul J. McNulty, counsel; Glenn R. Schmitt, counsel;

Cordia Strom, counsel; Perry Apelbaum, minority counsel; Betty
Wheeler, minority counsel; and Tom Diaz, minority counsel.

Mr. Hyde. The committee will come to order.

The perils of holding committee hearings at 9:30 in the morning
of a Monday are evident, when the House is not in session. It does
not add to the attractiveness of coming in here, but nonetheless, in

our witnesses we have a quality presence and among our Members
we have a quality presence, and we do have enough for a working
quorum. Therefore, we will proceed.
On February 9, 1995, President Clinton submitted his proposals

relating to the threat of international terrorism for consideration

and legislative action by Congress.
On February 10, Congressman Schumer introduced his bill, H.R.

896, in the House and it was referred to this committee. On April

6, 1995, the full committee held a hearing on issues related to

international terrorism at which time various provisions of H.R.
896 were discussed. Less than 2 weeks later, we experienced the
horror of another terrorist attack in this country, but from an ap-
parent domestic source.

Shortly thereafter, on May 3, 1995, the Subcommittee on Crime
held a hearing to discuss and air the issues involved from the do-

mestic side of the terrorism quandary. On May 15, 1995, Congress-
man Gephardt introduced H.R. 1635 which provided the adminis-
tration's response to the Oklahoma City catastrophe.

After careful deliberation, and much study of the administra-
tion's two proposals, I inti-oduced H.R. 1710 to the House of Rep-
resentatives on May 25, 1995, which is now before our committee
and the subject of this hearing.

(107)
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This bill represents the culmination of many months of work on
the very important issues of national security, physical protection
of Federal employees and citizens generally, deportation and exclu-

sion of aliens, and additional law enforcement capabilities.

Original cosponsors of this measure are subcommittee Chairmen
McCoTlum, Smith, Gekas, and Canady, and Congressmen Hoke and
Bono, When the President initially submitted his international

counterterrorism bill to the Congress, there was much criticism

from various groups troubled by provisions contained in the Presi-

dent's bill with respect to constitutionally protected freedoms.
In the wake of the Murrah Building bombing, other voices were

raised expressing the need to do something about domestic terror-

ism. Understandably, some individuals became even more dis-

tressed about the possible erosion of our constitutional protections.

At the same time, the pressure continued for Congress to do some-
thing.

Let me assure all those here, and any others, that the civil lib-

erty concerns expressed through faxes, letters, and phone calls

were ever present in our minds even before our first committee
hearing on April 6. Nothing is more important to me than crafting

legislation that protects individual rights and withstands constitu-

tional scrutiny while at the same time provides our citizens the
safety and security from future terrorist attacks they well deserve.

This legislation is not a knee-jerk reaction, or wild-eyed ap-

proach, to the devastation of April 19. I believe it is a considered

and thoughtful response to a serious problem facing America. In

fact, it includes many provisions contained in the President's legis-

lative recommendations.
The next 2 days of hearings on H.R. 1710 should cover the full

range of issues, including first and fourth amendments concerns,

due process issues, changes in immigration policy, expansion of

Federal jurisdiction over international criminal activities, amend-
ments to the wiretap statutes, use of the military's technical and
logistical expertise in cases involving weapons of mass destruction,

and the marking and tagging of explosive materials, plastic and
otherwise.
We have 2 full days of testimony from a wide range of witnesses.

I expect these hearings to be educational and enlightening. Without
question, the insights and experiences of these witnesses will assist

us as we move ahead with this important legislation.

[The bill, H.R. 1710, follows:!
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104TII CONGRESS
1st Session H.R.1710

To combat terrorism.

IN THE HOUSE OF REPRESENTATIVES

\Uy 25, 1995

Mr. IlTOE (for liimself, Mr. McCOLLUM, Mr. SMITH of Texas, Mr. GeIv.\8,

Mr. Canady of Florida, Mr. HOKE, and Mr. Bo.vo) introduced the fol-

lo«-ing bill; which was referred to the Committee on the Judiciary

A BILL
To combat terrorism.

1 Be it enacted by the Senate and House of Representa-

2 fives of tJie United States ofAmerica in Congress assembled,

3 SECTION 1. SHORT TITLE.

4 Tliis Act may be cited as the "Comprehensive

5 Antiterrorism Act of 1995".

6 SEC. 2. TABLE OF CONTENTS.

7 The table of contents for this Act is as follows:

Sec. 1. Sliort title.

Sec. 2. Table of contents.

TITLE I—.\EW OFFENSES

Sec. 101. Protection of Federal employees.

Sec. 102. Piwidinfr tlnancial support to terrorist organizations.

Se<- 10:5. Modification of material support provision.

Sec. 104 Acts of terrorism tran.scendin<r national boundaries.
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Sec. 105. Conspiracy to harm people and property overseas.

Sec. 106. Clarification and e.Ktension of criminal jurisdiction over certain terror-

ism offenses overseas.

Sec. 107. Expansion and modification of weapons of mass destruction statute.

Sec. 108. Addition of terrorism offenses to the money laundering: statute.

Sec. 109. E.xpansion of Federal jurisdiction over bomb threats.

Sec. 110. Clarification of maritime violence jurisdiction.

Sec. 111. Possession of stolen explosives prohibited.

TITLE II—INCREASED PENALTIES

See. 201. Mandatory minimum for certain explosives offenses.

Sec. 202. Increa.sed penalty for explosive conspiracies.

Sec. 203. Increased and alternate conspiracy penalties for terrorism offenses.

Sec. 204. Mandatory penalty for transferring; a firearm knowing: that it will be

used to commit a crime of violence.

Sec. 205. Maiidator\' penalty for transferring an explosive material knowing

that it will be used to commit a crime of violence.

Sec. 206. Directions to sentencing commission.

TITLE III—IN'\^STIGATrV'E TOOLS

Sec. 301. Interceptions of communications.

Sec. 302. Pen registers and trap and trace devices in foreign eounteriiitelligence

investigrations.

Sec. 303. Disclosure of information and consumer reports to Federal Bureau

of Investigation for foreign counterintelligence purposes.

Sec. 304. Access to records of common carriers, public accommodation facili-

ties, phv'sical storage facilities and vehicle rental facilities in

foreigm counterintelligence and counterterrorism cases.

Sec. 305. Study of tagging explosive materials, rendering explosive components

inert, and imposing controls of precursors of explosives.

Sec. 306. Limitation of statutorv- exclusionarv' rule concerning intercepted wire

or oral communications.

Sec. 307. Authority for wiretaps in any terrorism-related or explosives felony.

See. 308. Temporarv' emergency wiretap authority involving terroristic crimes.

Sec. 309. Ex})andcd authority for multi-point v\iret<ips.

Sec. 310. Enhanced access to telephone billing records.

Sec. 311. Re(|uiicment to preserve evidence.

Sec. 312. Militaiy assistance with respect to offenses involving weapons of nia.ss

destruction.

See. 313. Detention hearing.

Sec. 314. Reward authority of the Attorney General.

Sec. 315. Definition of terrorism.

TITLE IV—NUCLEAR MATERLVLS

Sec. 401. Ex-pansion of nuclear materials prohibitions.

TITLE V—CON'\^NTION ON THE MARKING OF PLASTIC
EXPLOSIVES

Sec. 501 Definitions.

See. 502. Reiiuirement of detection agents for jjlastie e\-plosives.

Sec. 503. Criiiiiiial sanctions.

Sec. 504. Exceptions.

Sec 505. Iiivostigiitive authority.
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Sec. 506. Effective date.

TITLE VI—IMMIGRATION-RELATED PROVISIONS

Subtitle A—Reinov"dl of iVlieii Terrorists

Part 1

—

Removal Procedures for .iVLiEN Terrorists

Sec. 601. Removal procedures for alien terrorists.

Sec. 602. Funding for detention and deportation of alien terrorists.

Part 2

—

Exclusion and Denlvl of As\xum for .iVlien Terrorists

Sec. 611. Membership in terrorist orgsniizatioii as ground for exclusion.

Sec. 612. Denial of asylum to alien terrori.sts.

Sec. 61.3. Denial of other relief for alien terrori.sts.

Subtitle B—Expeditetl Exclusion

Sec. 621. Inspection and exclusion by immigration officers.

See. 622. Judicial rexnew.

Sec. 623. Exclusion of aliens who have not been inspected and admitted.

Subtitle C—Improved Information and Processing

P.VRT 1

—

Immigration Procedures

Sec. 631. Access to certain confidential INS files through court order

Sec. 632. Waiver authority concerning notice of denial of application for \n.sas.

P.vrt 2

—

Asset Forfeiture for Passport .vnd Visa Offenses

Sec. 641. Criminal forfeiture for passport and visa related offen.scs.

Sec. 642. Subpoenas for bank records.

Sec. 643. Effective date.

TITLE VII—FUNDING

Sec. 701. Authorization of appropriations.

Sec. 702. Cinl monetary penalty surcharge and telecomnuuiications carrier

compliance payments.

1 TITLE I—NEW OFFENSES

2 SEC. 101. PROTECTION OF FEDERAL EMPLOYEES.

3 (a) Homicide.—Section 1114 of title 18, United

4 States Code, is amended to read as follows:

5 "§1114. Protection of officers and employees of the

6 United States

7 "WHioever kills or attempts to kill any officer or em-

8 ployee of the United States or of any agency in any branch
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1 of the United States Government (including any member

2 of the uniformed services) while such officer or employee

3 is engaged in or on account of the performance of official

4 duties, or any person assisting such an officer or employee

5 in the performance of such duties or on account of that

6 assistance, shall be punished, in the case of murder, as

7 provided under section 1111, or in the case of man-

8 slaughter, as provided under section 1112, except that any

9 such person who is found guilty of attempted murder shall

10 be imprisoned for not more than 20 years.".

1

1

(b) Threats Ag.vixst Former Officers and Em-

12 PLOVEES.—Section 115(a)(2) of title 18, United States

13 Code, is amended by inserting ", or threatens to assault,

14 kidnap, or murder, any person who formerly sen'ed as a

15 person designated in paragraph (1), or" after "assaults,

16 kidnaps, or murders, or attempts to kidnap or murder".

17 SEC. 102. PROVIDBVG FINANCIAL SUPPORT TO TERRORIST

18 ORGANIZATIONS.

19 (a) In Gexer^vl.—That chapter 113B of title 18,

20 United States Code, that relates to ten-orism is amended

21 by adding at the end the following:

22 "§2339B. Providing financial support to terrorist or-

23 ganizations

24 "(a) Offense.—Wlioever, Avithin the United States,

25 knowingly pro\ides material support or resources in or af-
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1 fecting interstate or foreign commerce, to any organiza-

2 tion designated by the President under section

3 212(a)(3)(B)(iv) of the Immigration and Nationahty Act

4 as a terrorist organization shall be fined under this title

5 or imprisoned not more than 10 years, or both.

6 "(b) Definition'.—As used in this section, the term

7 'material support or resources' has the meaning given that

8 term in section 2339A of this title.".

9 (b) Clerical Amendment.—The table of sections

10 at the beginning of chapter 113B of title 18, United

1

1

States Code, is amended by adding at the end the follow-

1

2

ing new item:

"2339B. Pro\'iding financial support to terrorist organizations.".

13 SEC. 103. MODIFICATION OF MATERIAL SUPPORT PROVI-

14 SION.

15 Section 2339A of title 18, United States Code, is

16 amended read as follows:

1

7

"§ 2339A. Providing material support to terrorists

18 "(a) Offense.—Whoever, within the United States,

19 provides material support or resources or conceals or dis-

20 guises the nature, location, source, or ownership of mate-

21 rial support or resources, knowing or intending that they

22 are to be used in preparation for or in carrying out, a

23 violation of section 32, 37, 351, 844(f) or (i), 956, 1114,

24 1116, 1203, 1361, 1363, 1751, 2280, 2281, 2332, 2332a,

25 or 2332b of this title or section 46502 of title 49, or in
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1 preparation for or in carrying out the concealment or an

2 escape from the commission of any such violation, shall

3 be fined under this title, imprisoned not more than ten

4 years, or both.".

5 "(b) Definition.—In this section, the term 'mate-

6 rial support or resources' means currency or other finan-

7 cial securities, financial services, lodging, training,

8 safehouses, false documentation or identification, commu-

9 nications equipment, facilities, weapons, lethal substances,

10 explosives, personnel, transportation, and other physical

11 assets.".

1 2 SEC. 104. ACTS OF TERRORISM TRANSCE^fDING NATIONAL

13 BOUNDARIES.

14 (a) Offense.—Title 18, United States Code, is

15 amended by inserting after section 2332a the follo\ving:

16 "§ 2332b. Acts of terrorism transcending national

17 boundaries

18 "(a) Prohibited Acts.—
19 "(1) Whoever, invohnng any conduct transcend-

20 ing national boundaries and in a circumstance de-

21 scribed in subsection (b)

—

22 "(A) kills, kidnaps, maims, commits an as-

23 sault re.sulting in serious bodily injury, or as-

24 saults with a dangerous weapon any individual

25 within the United States; or
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1 "(B) creates a substantial risk of serious

2 bodily injury to any other person by destroying

3 or damaging any structure, conveyance, or

4 other real or personal property within the

5 United States;

6 in violation of the laws of any State or the United

7 States shall be punished as prescribed in subsection

8 (c).

9 "(2) Whoever threatens to commit an offense

10 under paragraph (1), or attempts or conspires to do

11 so, shall be punished as prescribed in subsection (c).

12 "(b) Jurisdictional Bases.—The circumstances

13 referred to in subsection (a) are

—

14 "(1) any of the offenders travels in, or uses the

15 mail or any facility of, interstate or foreign com-

16 merce in furtherance of the offense or to escape ap-

17 prehension after the commission of the offense;

18 "(2) the offense obstructs, delays, or affects

19 interstate or foreign commerce, or would have so ob-

20 structed, delayed, or affected interstate or foreign

21 commerce if the offense had been consur' mated;

22 "(3) the victim, or intended victim, is the Unit-

23 ed States Government or any official, officer, em-

24 ployee, or agent of the legislative, executive, or judi-
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1 cial branches, or of any department or agency, of

2 the United States;

3 "(4) the structure, conveyance, or other real or

4 personal property is, in whole or in part, owiied, pos-

5 sessed, used by, or leased to the United States, or

6 any department or agency thereof;

7 "(5) the offense is committed in the territorial

8 sea (including the airspace above and the seabed and

9 subsoil below, and artificial islands and fixed struc-

10 tures erected thereon) of the United States; or

11 "(6) the offense is committed in those places

12 \vithin the United States that are in the special mar-

13 itime and territorial jurisdiction of the United

14 States.

15 Jurisdiction shall exist over all principals and co-conspira-

1

6

tors of an offense under this section, and accessories after

17 the fact to any offense under this section, if at least one

18 of such circumstances is applicable to at least one of-

1

9

fender.

20 "(c) Penalties.—
21 "(1) Wlioever violates this section slall be pun-

22 ished

—

23 "(A) for a killing or if death results to any

24 person from any other conduct prohibited by
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1 this section by death, or by imprisonment for

2 any term of years or for life;

3 "(B) for kidnapping, by imprisonment for

4 any term of years or for Hfe;

5 "(C) for maiming, by imprisonment for not

6 more than 35 years;

7 "(D) for assault with a dangerous weapon

8 or assault resulting in serious bodily injure', by

9 imprisonment for not more than 30 years;

10 "(E) for destroying or damaging any

11 structure, conveyance, or other real or personal

12 property, by imprisonment for not more than

13 25 years;

14 "(F) for attempting or conspiring to com-

15 mit an offense, for any term of years up to the

16 maximum punishment that would have applied

17 had the offense been completed; and

18 "(G) for threatening to commit an offense

19 under this section, by imprisonment for not

20 more than 10 years.

21 "(2) Notwithstanding any other provision of

22 law, the court shall not place on probation any per-

23 son convicted of a violation of this section; nor shall

24 the term of imprisonment imposed under this section

•HR 1710 IH



118

10

1 run concurrently with any other term of imprison-

2 ment.

3 "(d) Limitation on Prosecution.—No indictment

4 shall be sought nor any information filed for any offense

5 described in this section until the Attorney General, or the

6 highest ranking subordinate of the Attorney General with

7 responsibility for criminal prosecutions, makes a written

8 certification that, in the judgment of the certifying official,

9 such offense, or any acti\ity preparatory' to or meant to

10 conceal its commission, is terrorism, as defined in section

11 2331 of this title.

12 "(e) Proof Requirements.—
13 "(1) The prosecution is not required to prove

14 knowledge by any defendant of a jurisdictional base

15 alleged in the indictment.

16 "(2) In a prosecution under this section that is

17 based upon the adoption of State law, only the ele-

18 ments of the offense under State law, and not any

19 provisions pertaining to criminal procedure or evi-

20 dence, are adopted.

21 "(f) EXTRiVTERRITORLVL JlKISDICTION.—There is

22 extraterritorial Federal jurisdiction

—

23 "(1) over any offense under subsection (a), in-

24 eluding any threat, attempt, or conspiracy to commit

25 such offense; and
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1 "(2) over conduct which, under section 3 of this

2 title, renders any person an accessory after the fact

3 to an offense under subsection (a).

4 "(g) Definitions.—^As used in this section

—

5 "(1) the term 'conduct transcending national

6 boundaries' means conduct occurring in another

7 country in addition to the conduct occurring in the

8 United States;

9 "(2) the term 'facility of interstate or foreign

10 commerce' has the meaning given that term in sec-

1

1

tion 1958(b)(2) of this title;

12 "(3) the term 'serious bodily injury' has the

13 meaning prescribed in section 1365(g)(3) of this

14 title; and

15 "(4) the term 'territorial sea of the United

16 States' means all waters extending seaward to 12

17 nautical miles from the baselines of the United

18 States determined in accordance with international

19 law.".

20 (b) Clekrwl Amendment.—The table of sections

21 at the beginning 'f the chapter 113B of title 18, United

22 States Code, that relates to terrorism is amended by in-

23 serting after the item relating to section 2332a the foUow-

24 ing new item:

"2332b. Act.s of torroiism traiiseciidiii!? national l)oini(lane.s."
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1 (c) Statute of Limitations Amendment.—Sec-

2 tion 3286 of title 18, United States Code, is amended by

—

3 (1) striking "any offense" and inserting "any

4 non-eapital offense";

5 (2) striking "36" and inserting "37";

6 (3) striking "2331" and inserting "2332";

7 (4) striking "2339" and inserting "2332a"; and

8 (5) inserting "2332b (acts of terrorism tran-

9 scending national boundaries)," after "(use of weap-

10 ons of mass destruction),".

11 (d) Presumptive Detention.—Section 3142(e) of

12 title 18, United States Code, is amended by inserting ",

13 956(a), or 2332b" after "section 924(c)".

14 SEC. 105. CONSPIRACY TO HARM PEOPLE AND PROPERTY

15 OVERSEAS.

16 (a) Ix General.—Section 956 of chapter 45 of title

17 18, United States Code, is amended to read as follows:

18 "§956. Conspiracy to kill, kidnap, maim, or injure

19 persons or damage property in a foreign

20 country

21 "(a)(1) Wlioever, within th • jurisdiction of the United

22 States, conspires with one or more other persons, regard-

23 less of where such other person or persons are located,

24 to commit at any place outside the United States an act

25 that would constitute the offense of murder, kidnapping,
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1 or maiming if committed in the special maritime and terri-

2 torial jurisdiction of the United States shall, if any of the

3 conspirators commits an act within the jurisdiction of the

4 United States to effect any object of the conspiracy, be

5 punished as provided in subsection (a)(2).

6 "(2) The punishment for an offense under subsection

7 (a)(1) of this section is

—

8 "(A) imprisonment for any term of years or for

9 life if the offense is conspiracy to murder or kidnap;

10 and

11 "(B) imprisonment for not more than 35 years

12 if the offense is conspiracy to maim.

13 "(b) Wlioever, within the jurisdiction of the United

14 States, conspires with one or more persons, regardless of

1

5

where such other person or persons are located, to damage

16 or destroy specific property situated within a foreign coun-

17 tr}^ and belonging to a foreign government or to any politi-

18 cal subdi\ision thereof with which the United States is at

19 peace, or any railroad, canal, bridge, airport, airfield, or

20 other public utility, public conveyance, or public structure,

21 or any religious, educational, or cultural property so situ-

22 ated, shall, if any of the conspirators commits an act \vith-

23 in the jurisdiction of the United States to effect any object

24 of the conspiracy, be imprisoned not more than 25 years.".
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1 (b) Clerical Ajiendment.—The item relating to

2 section 956 in the table of sections at the beginning of

3 chapter 45 of title 18, United States Code, is amended

4 to read as follows:

"956. Conspiracy to kill, kidiiup, maim, or injure persons or damage property

in a foreign country.".

5 SEC. 106. CLARIFICATION AND EXTENSION OF CRIMINAL

6 JURISDICTION OVER CERTAIN TERRORISM

7 OFFENSES OVERSEAS.

8 (a) Aircraft Piracy.—Section 46502(b) of title 49,

9 United States Code, is amended

—

10 (1) in paragraph (1), by striking "and later

11 found in the United States";

12 (2) so that paragraph (2) reads as follows:

13 "(2) There is jurisdiction over the offense in

14 paragraph (1) if

—

15 "(A) a national of the United States was

16 aboard the aircraft;

17 "(B) an offender is a national of the

18 United States; or

19 "(C) an offender is aftenvards found in the

20 United States."; and

21 (3) by inserting after paragraph (2) the follow-

22 ing:

23 "(3) For purposes of this subsection, the term

24 'national of the United States' has the meaning pre-
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1 scribed in section 101 (a)(22) of the Immigration

2 and Nationality Act (8 U.S.C. 1101(a)(22)).".

3 (b) Destruction of Aircraft or Aircraft Pa-

4 CILITIES.— Section 32(b) of title 18, United States Code,

5 is amended

—

6 (1) by striking ", if the offender is later found

7 in the United States,"; and

8 (2) by inserting at the end the follo^ving the fol-

9 lowing: "There is jurisdiction over an offense under

10 this subsection if a national of the United States

1

1

was on board, or would have been on board, the air-

12 craft; an offender is a national of the United States;

13 or an offender is afterwards found in the United

14 States. For purposes of this subsection, the term

15 'national of the United States' has the meaning pre-

16 scribed in section 101(a)(22) of the Immigration

17 and Nationahty Act.".

18 (c) Murder of Foreign Officials and Certain

19 Other Persons.—Section 1116 of title 18, United

20 States Code, is amended

—

21 (1) in subsection (b), by adding at the end the

22 following:

23 "(7) 'National of the United States' has the

24 meaning prescribed in section 101(a)(22) of the Im-

•HR 1710 IH

92-166 0-96-5



124

16

1 migration and Nationality Act (8 U.S.C.

2 1101(a)(22))."; and

3 (2) in subsection (c), by striking the first sen-

4 tence and inserting the following: "If the victim of

5 an offense under subsection (a) is an internationally

6 protected person outside the United States, the

7 United States may exercise jurisdiction over the of-

8 fense if (1) the victim is a representative, officer,

9 employee, or agent of the United States, (2) an of-

10 fender is a national of the United States, or (3) an

11 offender is afterwards found in the United States.".

12 (d) Protection of Foreign Officlvls and Cer-

13 tain Other Persons.—Section 112 of title 18, United

14 States Code, is amended

—

15 (1) in subsection (c), by inserting "national of

16 the United States," before "and"; and

17 (2) in subsection (e), by striking the first sen-

18 tence and inserting the following: "If the \ictim of

19 an offense under subsection (a) is an internationally

20 protected person outside the United States, the

21 United States may exercise jurisdiction over the of-

22 fense if (1) the victim is a representative, officer,

23 employee, or agent of the United States, (2) an of-

24 fender is a national of the United States, or (3) an

25 offender is afterwards found in the United States.".
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1 (e) Threats and Extortion Against Foreign

2 Officials ^vnd Certain Other Persons.—Section 878

3 of title 18, United States Code, is amended

—

4 (1) in subsection (c), by inserting "national of

5 the United States," before "and"; and

6 (2) in subsection (d), by striking the first sen-

7 tence and inserting the following: "If the victim of

8 an offense under subsection (a) is an internationally

9 protected person outside the United States, the

10 United States may exercise jurisdiction over the of-

11 fense if (1) the victim is a representative, officer,

12 employee, or agent of the United States, (2) an of-

13 fender is a national of the United States, or (3) an

14 offender is afterwards found in the United States.".

15 (f) Kidnapping of Internationally Protected

16 Persons.—Section 1201(e) of title 18, United States

1

7

Code, is amended

—

18 (1) by striking the first sentence and inserting

19 the following: "If the victim of an offen.se under .sub-

20 section (a) is an internationally protected person

21 outside the United States, the United States may

22 exerci.se jurisdiction over the offense if (1) the victim

23 is a representative, officer, employee, or agent of the

24 United States, (2) an offender is a national of the
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1 United States, or (3) an offender is after\vai*ds

2 found in the United States."; and

3 (2) by adding at the end the following: "For

4 purposes of this subsection, the term 'national of the

5 United States' has the meaning prescribed in section

6 101(a)(22) of the Immigration and Nationality Act

7 (8 U.S.C. 1101(a)(22)).".

8 (g) Violence at International Airports.—
9 Section 37(b)(2) of title 18, United States Code, is

10 amended

—

11 (1) by inserting "(A)" before "the offender is

12 later found in the United States"; and

13 (2) by inserting "; or (B) an offender or a ^^c-

14 tim is a national of the United States (as defined in

15 section 101(a)(22) of the Immigration and National-

16 ity Act (8 U.S.C. 1101(a)(22)))" after "the offender

17 is later found in the United States".

18 (h) BIOLOGIC.VL WEi\PONS.—Section 178 of title 18,

19 United States Code, is amended

—

20 (1) by striking "and" at the end of paragraph

21 (3);

22 (2) by striking the "period" at the end of para-

23 graph (4) and inserting "; and"; and

24 (3) by adding the follo\ving at the end:
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1 "(5) the term 'national of the United States'

2 has the meaning prescribed in section 101(a)(22) of

3 the Immigration and Nationahty Act (8 U.S.C.

4 1101(a)(22)).".

5 SEC. 107. EXPANSION AND MODIFICATION OF WEAPONS OF

6 MASS DESTRUCTION STATUTE.

7 Section 2332a of title 18, United States Code, is

8 amended

—

9 (1) in subsection (a)

—

10 (A) by inserting ", without laAvful author-

11 ity" after "A person who";

12 (B) by inserting "threatens," before "at-

13 tempts or conspires to use, a weapon of mass

14 destruction"; and

15 (C) by inserting "and the results of such

16 use affect interstate or foreign commerce or, in

17 the case of a threat, attempt, or conspiracy,

18 would have affected interstate or foreign com-

19 merce" before the semicolon at the end of para-

20 graph (2);
"

21 (2) in subsection (b), so that subparagraph (B)

22 of paragraph (2) reads as follows:

23 "(B) any weapon that is designed to cause

24 death or serious bodily iryury through the re-
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1 lease, dissemination, or impact of toxic or poi-

2 sonous chemicals, or their precursors;";

3 (3) by redesignating subsection (b) as sub-

4 section (c); and

5 (4) by inserting after subsection (a) the follow-

6 ing new subsection:

7 "(b) Any national of the United States who, without

8 la\vful authority and outside the United States, uses, or

9 threatens, attempts, or conspires to use, a weapon of mass

10 destruction shall be imprisoned for any term of years or

1

1

for life, and if death results, shall be punished by death,

12 or by imprisonment for any term of years or for life.".

13 SEC. 108. ADDITION OF TERRORISM OFFENSES TO THE

14 MONEY LAUNDERING STATUTE.

15 (a) Murder and Destruction of Property.—
16 Section 1956(c)(7)(B)(ii) of title 18, United States Code,

17 is amended by striking "or extortion;" and inserting "ex-

18 tortion, murder, or destruction of property by means of

19 explosive or fire;".

20 (b) Specific Offenses.—Section 1956(c)(7)(D) of

21 title 18, United States Code, is amended

—

22 (1) by inserting after "an offense under" the

23 following: "section 32 (relating to the destruction of

24 aircraft), section 37 (relating to violence at inter-

25 national airports), .section 115 (relating to influenc-
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1 ing, impeding, or retaliating against a Federal offi-

2 cial by threatening or injuring a family member),";

3 (2) by inserting after "section 215 (relating to

4 commissions or gifts for procuring loans)," the fol-

5 lowing: "section 351 (relating to Congressional or

6 Cabinet officer assassination),";

7 (3) by inserting after "section 793, 794, or 798

8 (relating to espionage)," the follo^ving: "section 831

9 (relating to prohibited transactions involving nuclear

10 materials), section 844 (f) or (i) (relating to destruc-

1

1

tion by explosives or fire of Government property or

12 property affecting interstate or foreign commerce),";

13 (4) by inserting after "section 875 (relating to

14 interstate communications)," the follo\ving: "section

15 956 (relating to conspiracy to kill, kidnap, maim, or

16 injure certain property in a foreign country),";

17 (5) by inserting after "section 1032 (relating to

18 concealment of assets from conservator, receiver, or

19 liquidating agent of financial institution)," the fol-

20 lowing: "section 1111 (relating to murder), section

21 1114 (relating to protection of officers and emplov-

22 ees of the United States), section 1116 (relating to

23 murder of foreign officials, official guests, or inter-

24 nationally protected persons),";
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1 (6) by inserting after "section 1203 (relating to

2 hostage taking)" the following: "section 1361 (relat-

3 ing to willful injury of Government property), see-

4 tion 1363 (relating to destruction of property \vithin

5 the special maritime and territorial jurisdiction),";

6 (7) by inserting after "section 1708 (theft from

7 the mail);" the folIo\ving: "section 1751 (relating- to

8 Presidential assassination),";

9 (8) by inserting after "2114 (relating to bank

10 and postal robbeiy and theft)," the following: "sec-

11 tion 2280 (relating to \iolence against maritime

12 na\igation), section 2281 (relating to violence

13 against maritime fixed platforms),"; and

14 (9) by striking "of this title" and inserting the

15 follo\\ing: "section 2332 (relating to terrorist acts

16 abroad against United States nationals), section

17 2332a (relating to use of weapons of mass destruc-

18 tion), section 2332b (relating to international ten-or-

19 ist acts transcending national boundaries), 2339A

20 (relating to pro\iding material support to terrorists)

21 of this title, section 46502 of title 49, United States

22 Code,".
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1 SEC. 109. EXPANSION OF FEDERAL JURISDICTION OVER

2 BOMB THREATS.

3 Section 844(e) of title 18, United States Code, is

4 amended by striking "commerce," and inserting "inter-

5 state or foreign commerce, or in or affecting interstate or

6 foreign commerce,"

7 SEC. 110. CLARIFICATION OF MARITIME VIOLENCE JURIS-

8 DICTION.

9 Section 2280(b)(1)(A) of title 18, United States

10 Code, is amended

—

11 (1) in clause (ii), by striking "and the activity

12 is not prohibited as a crime by the State in which

13 the activity takes place"; and -.

14 (2) in clause (iii), by striking "the activity takes

15 place on a ship flying the flag of a foreign country

16 or outside of the United States,".

17 SEC. 111. POSSESSION OF STOLEN EXPLOSIVES PROHIB-

18 ITED.

19 Section 842(h) of title 18, United States Code, is

20 amended to read as follows:

21 "(h) It shall be unlawful for any person to receive,

22 possess, transport, ship, conceal, store, barter, sell, dispose

23 of, or pledge or accept as security for a loan, any stolen

24 explosive materials which are moving as, which are part

25 of, which constitute, or which have been shipped or trans-

26 ported in, interstate or foreign commerce, either before or

•HR 1710 IH
'"'



132

24

1 after such materials were stolen, knowing or having rea-

2 sonable cause to believe that the explosive materials were

3 stolen.".

4 TITLE II—INCREASED
5 PENALTIES
6 SEC. 201. MANDATORY MINIMUM FOR CERTAIN EXPLO-

7 SIVES OFFENSES.

8 Section 844(f) of title 18, United States Code, is

9 amendedto read as follows:

10 "(f) Wlioever damages or destroys, or attempts to

1

1

damage or destroy, by means of fire or an explosive, any

12 personal or real property in whole or in part owned, pos-

13 sessed, or used by, or leased to, the United States, or any

14 department or agency thereof, shall be fined under this

15 title or imprisoned for not more than 25 years, or both,

16 but—

17 "(1) if personal injurv' results to any person

18 other than the offender, the term of imprisonment

19 shall be not more than 40 years;

20 "(2) if fire or an explosive is used and its use

21 creates a substantial risk of serious bodily injurj' to

22 any person other than the offender, the term of im-

23 prisonment shall not be less than 20 years; and

24 "(3) if death results to any person other than

25 the offender, the offender shall be subject to the
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1 death penalty or imprisonment for any term of years

2 not less than 30, or for life.".

3 SEC. 202. INCREASED PENALTY FOR EXPLOSIVE CONSPIR-

4 ACIES.

5 Section 844 of title 18, United States Code, is

6 amended by adding at the end the following:

7 "(n) Except as otherwise provided in this section, a

8 person who conspires to commit any offense defined in this

9 chapter shall be subject to the same penalties (other than

10 the penalty of death) as those prescribed for the offense

11 the commission of which was the object of the conspir-

12 acy.".

13 SEC. 203. INCREASED AND ALTERNATE CONSPIRACY PEN-

14 ALTIES FOR TERRORISM OFFENSES.

15 (a) Title 18 Offenses.—
16 (1) Sections 32(a)(7), 32(b)(4), 37(a),

17 115(a)(1)(A), 115(a)(2), 1203(a), 2280(a)(1)(H),

18 2281(a)(1)(F), of title 18, United States Code, are

19 each amended by inserting "or conspires" after "at-

20 tempts".

21 (2) Section 115(b)(2) of title 18, United States

22 Code, is amended by striking "or attempted kidnap-

23 ping" both places it appears and inserting ", at-

24 tempted kidnapping, or conspiracy to kidnap".

•HR 1710 IH



134

26

1 (3)(A) Section 115(b)(3) of title 18, United

2 States Code, is amended by striking "or attempted

3 murder" and inserting ", attempted murder, or con-

4 spiracy to murder".

5 (B) Section 115(b)(3) of title 18, United States

6 Code, is amended by striking "and 1113" and in-

7 serting ", 1113, and 1117".

8 (4) Section 175(a) of title 18, United States

9 Code, is amended by inserting "or conspires to do

10 so," after "any organization to do so,".

1

1

(b) Aircraft PiRiVCY.

—

12 (1) Section 46502(a)(2) of title 49, United

13 States Code, is amended by inserting "or conspir-

14 ing" after "attempting".

15 (2) Section 46502(b)(1) of title 49, United

16 States Code, is amended by inserting "or conspiring

17 to commit" after "committing".

18 SEC. 204. MANDATORY PENALTY FOR TRANSFERRING A

19 FIREARM KNOWING THAT IT WILL BE USED

20 TO COMMIT A CRIME OF VIOLENCE.

21 Section 924(h) of title 18, United States Code, is

22 amended

—

23 (1) by inserting "or having reasonable cau.se to

24 believe" after "kno\ving"; and
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1 (2) by striking "imprisoned not more than 10

2 years, fined in accordance ^vith this title, or both."

3 and inserting "subject to the same penalties as may

4 be imposed under subsection (c) on a transferee for

5 a first eomiction for the use or carrying of the fire-

6 arm.".

7 SEC. 205. MANDATORY PENALTY FOR TRANSFERRING AN

8 EXPLOSIVE MATERIAL KNOWING THAT IT

9 WILL BE USED TO COMMIT A CRIME OF VIO-

10 LENCE.

11 Section 844 of title 18, United States Code, is

12 amended by adding at the end the follo^ving:

13 "(n) Wlioever knowingly transfers any explosive ma-

1

4

terials, knowing or having reasonable cause to believe that

15 such explosive materials \vill be used to commit a crime

16 of violence (as defined in section 924(c)(3) of this title)

17 or drug trafficking crime (as defined in .section 924(c)(2)

18 of this title) shall be subject to the same penalties as may

19 be imposed under subsection (h) on a transferee for a first

20 conviction for the use or canning of the explosive mate-

21 rials.".

22 SEC. 206. DIRECTIONS TO SENTENCING COMMISSION.

23 The United States Sentencing Commission shall

24 forthwith, in accordance with the procedures set forth in

25 section 21(a) of the Sentencing Act of 1987, as though
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1 the authority under that section had not expired, amend

2 the sentencing guidehnes so that the chapter 3 adjustment

3 relating to international terrorism also applies to domestic

4 terrorism.

5 TITLE III—INVESTIGATIVE
6 TOOLS
7 SEC. 301. INTERCEPTIONS OF COMMUNICATIONS.

8 (a) Authorization of Interceptions in Cert.vin

9 Terrorism Related Offenses.—Section 2516(1) of

10 title 18, United States Code, is amended

—

11 (1) by striking "and" at the end of subpara-

12 graph (n);

13 (2) by redesignating subparagraph (o) as sub-

14 paragraph (q);

15 (3) by inserting after paragraph (n) the foUow-

16 ing:

17 "(o) any violation of section 842 (relating to ex-

18 plosives violations), section 956 or section 960 (re-

19 lating to certain actions against foreign nations),

20 section 1114 (relating to protection of officers and

21 employees of the United States), section 1116 (relat-

22 ing to murder of foreign officials, official guests, or

23 internationally protected persons), section 1751 (re-

24 lating to Presidential assassination), section 2332

25 (relating to terrorist acts abroad), section 2332a (re-
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1 lating to weapons of mass destruction, section 2332b

2 (relating to acts of terrorism transcending national

3 boundaries), section 2339A (relating to providing

4 material support to terrorists), section 37 (relating

5 to violence at international airports) of title 18,

6 United States Code, or;

7 "(p) any violation of section 46502 of title 49,

8 United States Code; and".

9 (b) Reports Concerning Intercepted Commu-

10 NICATIONS.—Subsection (6) of section 2518 of the United

1

1

States Code is amended to read as follows:

12 "(6) Whenever an order authorizing interception is

13 entered under this chapter, the order shall require the at-

1

4

torney for the Government to file a report with the judge

15 who issued the order showing what progress has been

16 made toward achievement of the authorized objective and

17 the need for continued interception. Such report shall be

18 made 15 days after the interception has begun. No other

19 reports shall be made to the judge under this .subsection.".

20 SEC. 302. PEN REGISTERS AND TRAP AND TRACE DEVICES

21 IN FOREIGN COUNTERINTELLIGENCE INVES-

22 TIGATIONS.

23 (a) Application.—Section 3122(b)(2) of title 18,

24 United States Code, is amended by inserting "or foreign

25 counterintelligence" after "criminal".
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1 (b) Order.—
2 (1) Section 3123(a) of title 18, United States

3 Code, is amended by inserting "or foreign coimter-

4 intelligence" after "criminal".

5 (2) Section 3123(b)(1) of title 18, United

6 States Code, is amended in subparagraph (B), by

7 striking "criminal".

8 SEC. 303. DISCLOSURE OF INFORMATION AND CONSUMER

9 REPORTS TO FEDERAL BUREAU OF INVES-

10 TIGATION FOR FOREIGN COUNTERINTEL-

1

1

LICENCE PURPOSES.

12 (a) I\ GexeRzVL.—Chapter 33 of title 28, United

13 States Code, is amended by adding at the end the follow-

14 ing:

15 "§540B. Disclosures for counterintelligence purposes

16 "(a) Identity of Fixaxc^lvl Lvstitutioxs.—Not-

17 withstanding any provision of the Fair Credit Reporting

1

8

Act, a consumer reporting agency shall furnish to the Fed-

19 eral Bureau of Investigation the names and addresses of

20 all financial institutions (as that term is defined in section

21 1101 of the Right to Financial Privacy Act of 1978) at

22 which a consumer maintains or has maintained an ac-

23 count, to the extent that information is in the files of the

24 agency, when presented with a written request for that

25 information, signed by the Director of the Federal Bureau
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1 of Investigation, or the Director's designee (in a position

2 not lower than Deputy Assistant Director), which certifies

3 comphance with this section. The Director or the Direc-

4 tor's designee may make such a certification only if the

5 Director or the Director's designee has determined in writ-

6 ing that

—

7 "(1) such information is necessary for the con-

8 duct of an authorized foreign counterintelligence in-

9 vestigation; and

10 "(2) there are specific and articulable facts giv-

1

1

ing reason to believe that the consumer

—

12 "(A) is a foreign power (as defined in sec-

13 tion 101 of the Foreign Intelligence Surveil-

14 lance Act of 1978) or a person who is not a

15 United States person (as defined in such sec-

16 tion 101) and is an official of a foreign power;

17 or

18 "(B) is an agent of a foreign power and is

19 engaging or has engaged in international terror-

20 ism (as that term is defined in section 101(c)

21 of the Foreign Intelligence Sun'eillance Act of

22 1978) or clandestine intelligence activities that

23 involve or may involve a violation of criminal

24 statutes of the United States.

•HR 1710 IH



140

32

1 "(b) Identifying Information.—Notwithstanding

2 any provision of the Fair Credit Reporting Act, a

3 consumer reporting agency shall furnish identifying infor-

4 mation respecting a consumer, limited to name, address,

5 former addresses, places of employment, or former places

6 of employment, to the Federal Bureau of Investigation

7 when presented with a written request, signed by the Di-

8 rector or the Director's designee, which certifies compli-

9 ance with this subsection. The Director or the Director's

10 designee may make such a certification only if the Director

11 or the Director's designee has determined in writing

12 that—

13 "(1) such information is necessary to the con-

14 duct of an authorized foreign counterintelligence in-

15 vestigation; and

16 "(2) there is information giving reason to be-

17 lieve that the consumer has been, or is about to be,

1

8

in contact with a foreign power or an agent of a for-

19 eign power (as defined in section 101 of the Foreign

20 Intelligence Surveillance Act of 1978).

21 "(c) Court Order for Disclosure of Consumer

22 Reports.—Notwithstanding any provision of the Fair

23 Credit Reporting Act, if requested in writing by the Direc-

24 tor of the Federal Bureau of Investigation, or a designee

25 of the Director, a court may issue an order ex parte direct-
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1 ing a consumer reporting agency to furnish a consumer

2 report to the Federal Bureau of Investigation, upon a

3 showing in camera that

—

4 "(1) the consumer report is necessary for the

5 conduct of an authorized foreign counterintelligence

6 investigation; and

7 "(2) there are specific and articulable facts giv-

8 ing reason to believe that the consumer whose

9 consumer report is sought

—

10 "(A) is an agent of a foreign power; and

11 "(B) is engaging or has engaged in inter-

12 national terrorism (as that term is defined in

13 section 2331 of this title) or clandestine intel-

14 ligence activities that involve or may involve a

15 \nolation of criminal statutes of the United

16 States.

17 The terms of an order issued under this subsection shall

18 not disclose that the order is issued for purposes of a

19 counterintelligence investigation.

20 "(d) Confidentiality.—No consumer reporting

21 agency or officer, employee, or agent of a consumer report-

22 ing agency shall disclose to any person, other than those

23 officers, employees, or agents of a consumer reporting

24 agency necessaiy to fulfill the requirement to disclose in-

25 formation to the Federal Bureau of Investigation under
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1 this section, that the Federal Bureau of Investigation has

2 sought or obtained the identity of financial institutions or

3 a consumer report respecting any consumer under sub-

4 section (a), (b), or (e) and no consumer reporting agency

5 or officer, employee, or agent of a consumer reporting

6 agency shall include in any consumer report any informa-

7 tion that would indicate that the Federal Bureau of Inves-

8 tigation has sought or obtained such information or a

9 consumer report.

10 "(e) PAYiiENT OF Fees.—The Federal Bureau of

1

1

Investigation shall, subject to the availability of appropria-

12 tions, pay to the consumer reporting agency assembling

13 or providing reports or information in accordance \vnth

14 procedures established under this section, a fee for reim-

15 bursement for such costs as are reasonably necessarj' and

16 which have been directly incurred in searching, reproduc-

17 ing, or transporting books, papers, records, or other data

18 required or requested to be produced under this section.

19 "(f) Limit on Dissemination.—The Federal Bu-

20 reau of Investigation may not disseminate information ob-

21 tained pursuant to this section outside of the Federal Bu-

22 reau of Investigation, except to the Department of Justice

23 as may be necessary for the approval or conduct of a for-

24 eign counterintelligence investigation, or, where the infoi-

25 mation concerns a person subject to the Uniform Code of
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1 Military Justice, to appropriate investigative authorities

2 within the miUtary department concerned as may be nec-

3 essary for the conduct of a joint foreign counterintel-

4 ligence investigation.

5 "(g) Rules of Construction.—Nothing in this

6 section shall be construed to prohibit information from

7 being furnished by the Federal Bureau of Investigation

8 pursuant to a subpoena or court order, or in coimection

9 with a judicial or administrative proceeding to enforce the

10 provisions of this Act. Nothing in this section shall be con-

1

1

strued to authorize or permit the withholding or informa-

12 tion from the Congress.

13 "(h) Reports to Congress.—In Januan' of each

14 year, the Attorney General, shall report to the Congress

15 concerning all requests made pursuant to subsections (a),

16 (b), and (c) during the preceding year.

17 "(i) DAALVCiES.—Any agency or department of the

18 United States obtaining or disclosing any consumer re-

19 ports, records, or information contained therein in viola-

20 tion of this section is liable to the consumer to whom such

21 consumer reports, records, or information relate in an

22 amount equal to the sum of

—

23 "(1) $100, without regard to the volume of

24 consumer reports, records, or information involved;
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1 "(2) any actual damages sustained by the

2 consumer as a result of the disclosure;

3 "(3) if the violation is found to have been \vill-

4 ful or intentional, such punitive damages as a court

5 may allow; and

6 "(4) in the case of any successful action to en-

7 force liability under this subsection, the costs of the

8 action, together with reasonable attorney fees, as de-

9 termined by the court.

10 "(j) Disciplinary Actions for Violations.—If a

11 court determines that any agency or department of the

12 United States has violated any provision of this section

13 and the court finds that the circumstances surrounding

14 the violation raise questions of whether or not an officer

15 or employee of the agency or department acted willfully

16 or intentionally with respect to the violation, the agency

17 or department shall promptly initiate a proceeding to de-

18 termine whether or not disciplinary action is warranted

19 against the officer or employee who was responsible for

20 the violation.

21 "(k) GooD-FiViTH Exception.—Notwithstanding

22 any other provision of the Fair Credit Reporting Act, any

23 consumer i-eporting agency or agent or employee thereof

24 making disclosure of consumer reports or identifying in-

25 formation pursuant to this subsection in good-faith reli-
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1 ance upon a certification of the Federal Bureau of Inves-

2 tigation pursuant to provisions of this section shall not

3 be liable to any person for such disclosure under the Pair

4 Credit Reporting Act, the constitution of any State, or any

5 law or regulation of any State or any political subdivision

6 of any State.

7 "(1) Limitation of Remedies.—Notwithstanding

8 any provision of the Fair Credit Reporting Act, the rem-

9 edies and sanctions set forth in this section shall be the

10 only judicial remedies and sanctions for violation of this

1

1

section.

12 "(m) Injunctive Relief.—In addition to any other

1

3

remedy contained in this section, iiyunctive relief shall be

14 available to require compliance with the procedures of this

15 section. In the event of any successful action under this

16 subsection, costs together with reasonable attorney fees,

17 as determined by the court, may be recovered

18 "(n) Definitions.—^Any term used in this section

19 that is defined for the purposes of the Fair Credit Report-

20 ing Act shall have the meaning given that term for those

21 purposes.".

22 (b) Clerical Amendment.—The table of sections

23 at the begiiuiing of the Fair Credit Reporting Act (15

24 U.S.C. 1681a et seq.) is amended by adding after the item

25 relating to section 623 the following:

"()24. Diseiosurt's to FBI foi- coutitcrititclligence purpo.ses.".
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1 SEC. 304. ACCESS TO RECORDS OF COMMON CARRIERS,

2 PUBUC ACCOMMODATION FACIUTIES, PHYS-

3 ICAL STORAGE FACIUTIES AND VEHICLE

4 RENTAL FACIUTIES IN FOREIGN COUNTER-

5 INTELUGENCE AND COUNTERTERRORISM

6 CASES.

7 (a) In General.—Title 18, United States Code, is

8 amended by inserting after chapter 121 the following new

9 chapter:

10 "CHAPTER 122—ACCESS TO CERTAIN RECORDS

"Sec.

"2720. Access to records of common carriers, public accommodation facil-

ities, physical storage facilities, and veiiicle rental facilities in

counterintelligence and counterterrorism cases.

11 ''§ 2720. Access to records of common carriers, public

12 accommodation facilities, physical stor-

13 age facilities, and vehicle rental facilities

14 in counterintelligence and

15 counterterrorism cases

16 "(a) Any common carrier, public accommodation fa-

17 cility, physical storage facility, or vehicle rental facility

18 shall comply with a request for records in its possession

19 made pursuant to this section by the Federal Bureau of

20 Investigation when the Director or the Director's designee

21 (in a position not lower than Assistant Special Agent in

22 Charge) certifies in writing to the common carrier, public

23 accommodation facility, physical storage facility, or vehicle
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1 rental facility that such records are sought for foreign

2 counterintelligence purposes and that there are specific

3 and articulable facts giving reason to believe that the per-

4 son or an agent of a foreign power as defined in section

5 101 of the Foreign Intelligence Surveillance Act (50

6 U.S.C. 1801).

7 "(b)(1) Except as otherwise provided in the sub-

8 section, no common carrier, public accommodation facility,

9 physical storage facility, or vehicle rental facility, or any

10 officer, employee, or agent of such common carrier, public

1

1

accommodation facility, physical storage facility, or vehicle

1

2

rental facility shall disclose to any person any information

1

3

about that request.

14 "(2) The prohibition of this subsection does not apply

15 to a disclosure to those officers, agents, or employees of

16 the common carrier, public accommodation facility, phys-

17 ical storage facility, or vehicle rental facility necessar}^ to

18 fulfill the requirement to disclose the information to the

19 Federal Bureau of Investigation under this section,

20 "(3) The prohibition of this subsection ends 180 days

21 after the request is made under subsection (a), unless the

22 Director or the Director's designee certifies in writing, at

23 the beginning of each succeeding 180-day period, to the

24 recipient of the request that the continuation of the prohi-
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1 bition during that period is necessary to the success of

2 an ongoing investigation.

3 "(c) As used in this section

—

4 "(1) the term 'common carrier' has the mean-

5 ing ^ven that term in section 10102 of title 49,

6 United States Code, and also includes an air carrier

7 (as defined in section 40102 of title 49, United

8 States Code) and a private commercial interstate

9 carrier for the delivery of packages and other ob-

10 jects;

11 "(2) the term 'public accommodation facility'

12 means any inn, hotel, motel, or other establishment

1

3

which provides lodging to transient guests;

14 "(3) the term 'physical storage facility' means

15 any business or entity which provides space for the

16 storage of goods or materials, or senices related to

17 the storage of goods or materials, to the public or

18 any segment thereof; and

19 "(4) the term 'vehicle rental facility' means any

20 person or entity which provides vehicles for rent,

21 lease, loan, or other similar use to the public or any

22 segment thereof.".

23 (b) Clerical AiMENDMENT.—The table of chapters

24 for part I of title 18, United States Code, is amended by
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1 inserting after the item relating to chapter 121 the foUow-

2 ing new item:

"122. Access to certain records 2729".

3 SEC. 305. STUDY OF TAGGING EXPLOSIVE MATERIALS, REN-

4 BERING EXPLOSIVE COMPONENTS INERT,

5 AND IMPOSING CONTROLS OF PRECURSORS

6 OF EXPLOSIVES.

7 (a) Study.—The Attorney General, in consultation

8 with other Federal, State and local officials wth expertise

9 in this area and such other individuals as the Attorney

10 General deems appropriate, shall conduct a study concern-

11 ing—

12 (1) the tagging of explosive materials for pur-

13 poses of detection and identification;

14 (2) whether common chemicals used to manu-

15 facture explosive materials can be rendered inert and

16 whether it is feasible to require it; and

17 (3) whether controls can be imposed on certain

18 precursor chemicals used to manufacture explosive

19 materials and whether it is feasible to require it.

20 (b) Report.—Not later than 180 days after the date

21 of the enactment of this Act, the Attorney General shall

22 submit to the Congress a report that contains the results

23 of the study required by this section. The Attorney Gen-

24 eral shall make the report available to the public.
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1 SEC. 30e. UBOTATION OF STATUTORY EXCLUSIONARY

2 RULE CONCERNING INTERCEPTED WIRE OR

3 ORAL COMMUNICATIONS.

4 Section 2515 of title 18, United States Code, is

5 amended by adding at the end the following: "This section

6 shall not apply to the disclosure by the United States in

7 a criminal trial or hearing or before a grand jury of the

8 contents of a wire or oral communication, or evidence de-

9 rived therefrom, unless the violation of this chapter in-

10 volved bad faith by law enforcement."

1

1

SEC. 307. AUTHORITY FOR WIRETAPS IN ANY TERRORISM-

12 RELATED OR EXPLOSIVES FELONY.

13 (a) Definition of "electronic communica-

14 tion".—Section 2510(12) of title 18, United States Code,

15 is amended

—

16 (1) by striking or" at the end of subparagraph

17 (B);

18 (2) by inserting "or" at the end of subpara-

19 graph (c); and

20 (3) by adding a new subparagraph (D), as fol-

21 lows:

22 "(D) information stored in a communications system

23 used for the electronic storage and transfer of funds;"

24 (b) Definition of "re^vdily accessible to the

25 general public".—Section 2510(16) of title 18, United

26 States Code, is amended

—
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1 (1) by inserting "or" at the end of subpara-

2 graph (D);

3 (2) by striking "or" at the end of subparagraph

4 (E); and

5 (3) by striking subparagraph (F).

6 SEC. 308. TEMPORARY EMERGENCY WIRETAP AUTHORITY

7 INVOLVING TERRORISTIC CRIMES.

8 (a) Section 2518.—Section 2518(7)(a) of title 18,

9 United States Code, is amended

—

10 (1) by striking "or" at the end of subparagraph

11 (ii); and

12 (2) by inserting after subparagraph (ii) the fol-

13 lowing:

14 "(iii) conspiratorial activities involving do-

15 mestic terrorism or international terrorism (as

16 that term is defined in section 2331 of this

17 title), or"; and

18 (3) by redesignating existing subparagraph (iii)

19 as subparagraph (iv).

20 (b) Definition of Domestic Terrorism.—Section

21 2510 of title 18, United States Code, is amended.

—

22 (1) by striking "and" at the end of paragraph

23 (17);

24 (2) by striking the period at the end of para-

25 graph (18) and inserting "; and"; and
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1 (3) by inserting after paragraph (18) the fol-

2 lowing:

3 "(19) 'domestic terrorism' means terrorism, as

4 defined in section 2331 of this title, that occurs

5 primarily inside the territorial jurisdiction of the

6 United States.".

7 SEC. 309. EXPANDED AUTHORITY FOR ROVmG WIRETAPS.

8 Section 2518(11) of title 18, United States Code, is

9 amended to read as follows:

10 "(11) The requirements of subsections (l)(b)(ll) and

1

1

(3)(d) of this section relating to the specification of facili-

12 ties fi-om which or the place where the communication is

13 to be intercepted to do not apply if, in the case of an appli-

14 cation with respect to the interception of oral, wire, or

15 electronic communications

—

16 "(a) the application is by a Federal investiga-

17 tive or law enforcement officer, and is approved by

18 the Attorney General, the Deputy Attorney General,

19 the Associate Attorney General, or an Assistant At-

20 tomey General (or an official acting in any such ca-

21 pacity);

22 "(b) the application contains a full and com-

23 plete statement as to why such specification is not

24 practical and identifies the person committing the
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1 offense and whose communications are to be inter-

2 cepted; and

3 "(c) the judge finds that such specification is

4 not practical.".

5 SEC. 310. ENHANCED ACCESS TO TELEPHONE BHJJNG

6 RECORDS.

7 (a) Section 2709.—Section 2709(b) of title 18,

8 United States Code, is amended

—

9 (1) in paragraph (1)(A), by inserting "local and

10 long distance" before "toll bilhng records"

11 (2) by striking "and" at the end of paragraph

12 (1);

13 (3) by striking the period at the end of para-

14 graph (2) and inserting "; and"; and

15 (4) by adding at the end a new pareigraph (3),

16 as follows:

17 "(3) request the name, address, length of serv-

18 ice, and local and long distance toll billing records

19 of a person or entity if the Director or the Director's

20 designee (in a position not lower than Deputy As-

21 sistant Director) certifies in writing to the wire or

22 electronic communication service provider to which

23 the request is made that the information sought is

24 relevant to an authorized domestic terrorism inves-

25 tigation.".
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1 (b) Section 2703.—Section 2703(c)(1)(C) of title

2 18, United States Code, is amended by inserting "local

3 and long distance" before "telephone toll billing records".

4 SEC. 311. REQUIREMENT TO PRESERVE EVIDENCE.

5 Section 2703 of title 18, United States Code, is

6 amended by adding at the end the following:

7 "(f) Requirement to Preserve Evidence.—^A

8 provider of wire or electronic communication services or

9 a remote computing service, upon the request of a govern-

10 mental entity, shall take all necessary steps to preserve

11 records, and other evidence in its possession pending the

12 issuance of a court order or other process. Such records

13 shall be retained for a period of 90 days, which period

14 shall be extended for an additional 90-day period upon a

15 renewed request by the governmental entity."

16 SEC. 312. MILITARY ASSISTANCE WITH RESPECT TO OF-

17 FENSES INVOLVING WEAPONS OF MASS DE-

IS STRUCTION.

19 (a) Request for Assistance.—The Attorney Gen-

20 eral may request the Secretary' of Defense to provide teeh-

21 nical and logistical assistance by civilian and military per-

22 sonnel of the Department of Defense in support of Depart-

23 ment of Justice activities relating to offenses involving

24 weapons of mass destruction (as defined in section 2332a
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1 of title 18, United States Code) if the Attorney General

2 determines that

—

3 (1) such assistance is needed to counter the

4 threat posed by such a weapon or to enforce the

5 criminal laws relating to such weapons; and

6 (2) civilian law enforcement expertise is not

7 available to provide the required assistance.

8 (b) Provision of AssiSTiVNCE.—The Secretary of

9 Defense shall provide such assistance unless doing so

10 would adversely affect the military preparedness of the

1

1

United States.

12 (c) Assistance to Exclude Arrest or Appre-

13 IIENSION.—For the purposes of this section, the term

14 "technical and logistical assistance" does not include the

1

5

apprehension or arrest of any person.

16 (d) Reimbursement.—The Secretary of Defense

17 may require reimbursement as a condition of providing as-

1

8

si.stance under this section.

19 (e) Delegation.—The Attorney General may dele-

20 gate a function under this section only to a Deputy Attor-

21 iiey General, Associate Attorne}^ General, or Assistant At-

22 torney General.

23 SEC. 313. DETENTION HEARING.

24 Section 3142(f) of title 18, United States Code, is

25 amended by inserting "(not including any intermediate
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1 Saturday, Sunday, or legal holiday)" after "five days" and

2 after "three days".

3 SEC. 314. REWARD AUTHORITY OF THE ATTORNEY GEN-

4 ERAL.

5 (a) In General.—Title 18, United States Code, is

6 amended by striking sections 3059 through 3059A and in-

7 serting the follo\ving:

8 "§ 3059 Reward authority of the Attorney General

9 "(a) The Attorney General may pay rewards and re-

10 ceive from any department or agency, funds for the pay-

1

1

ment of rewards under this section, to any individual who

12 pro\ides any information unknown to the Government

13 leading to the arrest or prosecution of any individual for

14 Federal felony offenses.

15 "(b) If the reward exceeds $100,000, the Attorney

16 General shall give notice of that fact to the Senate and

17 the House of Representatives not later than 30 days after

1

8

authorizing the payment of the reward,.

19 "(c) A determination made by the Attorney General

20 as to whether to authorize an award under this .section

21 and as to the amount of any reward authorized shall be

22 final and conclusive, and no court shall have jurisdiction

23 to re\'iew it.

24 "(d) If the Attorney General determines that the

25 identity of the recipient of a reward or of the members
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1 of the recipient's immediate family must be protected, the

2 Attorney General may take such measures in connection

3 with the payment of the reward as the Attorney General

4 deems necessary to effect such protection.

5 "(e) No officer or employee of any governmental en-

6 tity may receive a reward under this section for conduct

7 in performance of his or her official duties.

8 "(f) An}^ individual (and the immediate family of such

9 individual) who furnishes information which would justify

10 a reward under this section or a reward by the Secretary

1

1

of State under section 36 of the State Department Basic

12 Authorities Act of 1956 may, in the discretion of the At-

13 torney General, participate in the Attorney General's wit-

14 ness security program under chapter 224 of this title.".

15 (b) Clerical A.aie.\d.me.\t.—The table of sections

16 at the beginning of chapter 203 of title 18, United States

17 Code, is amended by striking the items relating to section

18 3059 and 3059A and inserting the following new item:

"3059. Reward authority of tlie Attorney General.".

19 (c) Conforming Amendment.—Section 1751 of

20 title 18, United States Code, is amended by striking sub-

21 section (g).

22 SEC. 315. DEFINrnON OF TERRORISM.

23 Section 2331 of title 18, United States Code, is

24 amended

—

25 ( 1 ) so that paragraph ( 1 ) reads as follows:
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1 "(1) the term 'terrorism' means the use of force

2 or violence in violation of the criminal laws of the

3 * United States or of any State, or that would be in

4 violation of the criminal laws of the United States

5 or of any State if committed within the jurisdiction

6 of the United States or that State that appears to

7 be intended to achieve political or social ends by

—

8 "(A) intimidating or coercing a segment of

9 the population;

10 "(B) influencing or coercing a government

1

1

official or officials; or

12 "(C) affecting the conduct of a government

13 through assassination or kidnapping;";

14 (2) by inserting after paragraph (1) the follow-

15 ing:

16 "(2) the term 'international terrorism' means

17 terrorism that occurs primarily outside the terri-

18 torial jurisdiction of the United States, or tran-

19 scends national boundaries in terms of the means by

20 which it is accomplished, the persons it appears in-

21 tended to intimidate or coerce, or the locale in which

22 its perpetrators operate or seek asylum;"; and

23 (3) by redesignating existing paragi-aphs (2)

24 through (4) as paragraphs (3) through (5), lespec-

25 tively.
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1 TITLE IV—NUCLEAR MATERIALS
2 SEC. 401. EXPANSION OF NUCLEAR MATERIALS PROHIBI-

3 TIONS.

4 (a) Expansion of Scope and Jurisdktion.vl

5 Bases.—Section 831 of title 18, United States Code, is

6 amended

—

7 (1) in subsection (a), by striking "nuclear mate-

8 rial" each place it appears and inserting- "nuclear

9 material or nuclear byproduct material";

10 (2) in subsection (a)(1)(A), by inserting "or the

11 en\ironment" after "property";

12 (3) so that subsection (a)(1)(B) reads as fol-

13 lows:

14 "(B)(i) circumstances exist which are likely

15 to cause the death of or serious bodily injury to

16 any person or substantial damage to property

17 or the euAironment; or (ii) such circumstances

18 are represented to the defendant to exist;";

19 (4) in subsection (a)(6), by inserting "or the

20 environment" after "property";

21 (5) so that subsection (c)(2) reads as fol'ows:

22 "(2) an offender or a ^^ctim is a national of the

23 United States or a United States corporation or

24 other legal entity;";
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1 (6) in subsection (c)(3), by striking "at the

2 time of tlie offense the nuclear material is in use,

3 storage, or transport, for peaceful purposes, and";

4 (7) by striking- ''or" at the end of subsection

5 (c)(3);

6 (8) in subsection (c)(4), by striking "nuclear

7 material for peaceful purposes" and inserting "nu-

8 clear material or nuclear b\qjroduet material";

9 (9) by striking the period at the end of sub-

10 section (e)(4) and inserting "; or";

11 (10) by adding at the end of subsection (c) the

1

2

follo^^^ng:

13 "(5) the governmental entity under subsection

14 (a)(5) is the United States or the threat undei- sub-

15 section (a)(6) is directed at the United States.";

16 (11) in subsection (f)(1)(A), by striking "with

17 an isotopic concentration not in excess of 80 peivent

18 Plutonium 238";

19 (12) hi subsection (f)(1)(C) by inserting "en-

20 riched uranium, defined as" before "uranium";

21 (13) in subsection (f), by redesignating para-

22 graphs (2), (3), and (4) as (3), (4), and (5), respec-

23 tively;

24 (14) by inserting after subsection (f)(1) the

25 following:
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1 "(2) the term 'nuclear byproduct material'

2 means any material containing an}' radioactive iso-

3 tope created through an irradiation process in the

4 operation of a nuclear reactor or accelerator;";

5 (15) by striking "and" at the end of subsection

6 (f)(4), as redesignated;

7 (16) by striking the period at the end of sub-

8 section (f)(5), as redesignated, and inserting a semi-

9 colon; and

10 (17) by adding at the end of subsection (f) the

1

1

following:

12 "(6) the term 'national of the United States'

13 has the meaning prescribed in section 101(a)(22) of

14 the ImmigTation and Nationality Act (8 U.S.C.

15 1101(a)(22)); and

16 "(7) the term 'United States corporation or

17 other legal entity' means any corporation or other

18 entity organized under the laws of the United States

19 or any State, district, commonwealth, territory or

20 possession of the United States.".
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1 TITLE V—CONVENTION ON THE
2 MARKING OF PLASTIC EXPLO-
3 SrVES

4 SEC. 501. DEFINITIONS.

5 Section 841 of title 18, United States Code, is

6 amended by adding- at tlie end the tollo^\^n•>• new sub-

7 sections:

8 "(o) 'Convention on the Marking- of Phistic Ex])lo-

9 sives' means the Convention on the Marking of Plastic Ex-

10 plosives for the Purpose of Detection, Done at Monti-eal

11 on 1 March 1991.

12 "(p) 'Detection agent' means any one of the sub-

13 stances specified in this subsection when introduced into

14 a plastic ex])losive or formulated in such ex])losive as a

15 part of the manufacturing process in such a manner as

16 to achieve homogeneous distribution in the finished ex])lo-

17 sive, including-

—

18 "(1) Ethylene glycol dinitrate (EGDX),

19 C2ri4(N03)2, molecular weight 152, when the mini-

20 mum concentration in the finished exj)losive is 0.2

21 percent by mass;

22 "(2) 2,3-Dimethyl-2,3-dinitrobutane (DMXB).

23 C6Hi2(X02)2, molecular weight 176, when the mini-

24 nuim concentration in the finished exi)losive is 0.1

25 percent by mass;
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1 "(3) Para-Mononitrotoluene (p-MNT),

2 C7PI7NO2, molecular weight 137, when the minimum

3 concentration in the finished explosive is 0.5 percent

4 by mass;

5 "(4) Ortho-Mononitrotoluene (o-MNT),

6 C7H7NO2, molecular weight 137, when the minimum

7 concentration in the finished explosive is 0.5 percent

8 by mass; and

9 "(5) any other substance in the concentration

10 specified by the Secretary, after consultation with

1

1

the Secretary' of State and the Secretary of Defense,

12 which has been added to the table in part 2 of the

13 Technical Annex to the Convention on the Marking

14 of Plastic Explosives.

15 "(q) 'Plastic explosive' means an explosive material

16 in flexible or elastic sheet form formulated Avith one or

17 more high explosives which in their pui-e form have a

18 vapor pressure less than 10 — '^ Pa at a temperature of

19 25°C., is formulated \\ith a binder material, and is as a

20 mixture malleable or flexible at normal room tempera-

21 ture.".

22 SEC. 502. REQUIREMENT OF DETECTION AGENTS FOR

23 PLASTIC EXPLOSIVES.

24 Section 842 of title 18, United States Code, is

25 amended by adding at the end the following:
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1 "(I) It shall be unhuvfiil for any person to nianufac-

2 ture any plastic explosive which does not contain a detec-

3 tion agent.

4 "(m)(l) it shall be unlawful for any person to import

5 or bring: into the United States, or ex])ort from the United

6 States, any plastic explosive which does not contain a de-

7 tection agent.

8 "(2) During the 15-year period that begins with the

9 date of entiy into force of the Convention on the Marking

10 of Plastic Explosives with respect to the United States,

1

1

paragraph (1) shall not apply to the importation or bring-

12 ing into the United States, or the exj)ortation from the

13 United States, of any plastic explosive which was im-

14 portetl, brought into, or manufactured in the United

15 States before the effective date of this subsection by or

16 on behalf of any agency of the United States performing

17 militaiy or police fiuictions (including any military Re-

18 seiTc component) or by or on behalf of the National Guard

19 of any State.

20 "(n)(l) It shall be unlawfid for any person to ship,

21 transport, transfer, receive, or possess any plastic exi?'o-

22 sive which does not contain a detection agent.

23 "(2)(A) During the 3-year period that begins on the

24 effective date of this subsection, paragraph (1) shall not

25 apply to the shipment, transportation, transfer, receipt, or
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1 possession of any plastic -explosive, which was imported,

2 brought into, or manufactured in the United States before

3 such effective date by any person.

4 "(B) During the 15-year period that begins on the

5 date of entrj^ into force of the Convention on the Marking;

6 of Plastic Explosives \vith respect to the United States,

7 paragraph (1) shall not apply to the shipment, transpor-

8 tation, transfer, receipt, or possession of any plastic explo-

9 sive, which was imported, brought into, or manufactured

10 in the United States before the effective date of this sub-

1

1

section by or on behalf of any agency of the United States

12 performing a militar}^ or police function (including any

13 niilitaiy resen-e component) or by or on behalf of the Na-

14 tional Guard of any State.

15 "(o) It shall be unlan^il for any person, other than

16 an agency of the United States (including any militaiy re-

17 ser\-e component) or the National Guard of any State, pos-

18 sessing any plastic explosive on the effective date of this

19 subsection, to fail to report to the Secretaiy \vithin 120

20 days after the effective date of this subsection the quantity

21 of such exp'3sives possessed, the manufacturer or im-

22 porter, any marks of identification on such exj)losives, and

23 such other information as the Secretaiy may by regiila-

24 tioiis prescribe.".
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1 SEC. 503. CRIMINAL SANCTIONS.

2 Section 844(a) of title 18, United States Code, is

3 amended to read as follows:

4 "(a) Any person who \iolates subsections (a) through

5 (i) or (1) through (o) of section 842 of this title shall be

6 fnied under this title, imprisoned not more than 10 years,

7 or both.".

8 SEC. 504. EXCEPTIONS.

9 Section 845 of title 18, United States Code, is

10 amended

—

11 (1) in subsection (a), by inserting- "(1), (m), (n),

12 or (o) of section 842 and subsections" after "sub-

13 sections";

14 (2) in subsection (a)(1), by inserting "and

15 which pertains to safety" before the semicolon; and

16 (3) by adding at the end the following:

17 "(c) It is an affirmative defen.se against any proceed-

18 ing invohing sub.section (1), (m), (n), or (o) of section 842

19 of this title if the proponent proves by a preponderance

20 of the e\idence that the pla.stic explosive

—

21 "(1) consisted of a small amount f pla.stic ex-

22 plosive intended for and utilized solely in lawful

—

23 "(A) research, development, or testing of

24 new oi- modified ex'i)losive materials;

•HR 1710 IH



167

59

1 "(B) training in explosives detection or de-

2 velopment or testing of explosives detection

3 equipment; or

4 "(C) forensic science purposes; or

5 "(2) was plastic explosive which, ^vithin 3 years

6 after the effective date of this paragraph, will be or

7 is incoii)orated in a military' de\ice within the teiri-

8 toiy of the United States and remains an integral

9 part of such militaiy de\nce, or is intended to be, or

10 is incoiporated in, and remains an integral part of

11 a militaiy dcAice that is intended to become, or has

12 become, the property of any agency of the United

13 States performing military or police fmictions (in-

14 eluding any militarj^ reseiTe component) or the Na-

15 tional Guard of any State, wherever such de\iee is

16 located. For purposes of this subsection, the term

17 'militaiy de\ice' includes shells, bombs, projectiles,

18 mines, missiles, rockets, shaped charges, grenades,

19 perforators, and similar de\ices lawfully manufac-

20 tured exclusively for militar}'^ or police purj)oses.".

21 .;EC. 505. INVESTIGATIVE AUTHORITY.

22 Section 846 of title 18, United States Code, is

23 amended

—

24 (1) by inserting "subsection (m) or (n) of sec-

25 tion 842 or" before "subsection (d)"; and
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1 (2) by adding- at the end the tbllouing-: "The

2 Attorney General sluill have exckisive authority to

3 conduct investigations with respect to \ioh\tions of

4 subsection (m) or (n) of section 842 to the extent

5 such \iolations appear to be terrorism (as defined in

6 section 2331 of tliis title. Upon request, the Sec-

7 retary may assist the Attorney General in such in-

8 vestigations.".

9 SEC. 506. EFFECTIVE DATE.

10 The amendments made by this title shall take effect

1

1

1 year after the date of the enactment of this Act.

12 TITLE VI—IMMIGRATION-
13 RELATED PROVISIONS
14 Subtitle A—Removal of Alien

15 Terrorists

16 PART 1—REMOVAL PROCEDURES FOR ALIEN

17 TERRORISTS

1

8

SEC. 601. REMOVAL PROCEDURES FOR ALIEN TERRORISTS.

19 (a) Ix (jE.xehal.—The Immigration and Nationality

20 Act is amended

—

21 (1) by adding- at the ' nd of the table of con-

22 tents the foUowin"-:

TITLK V—SI'KCIAL HK.MOVAL rHOCEDrUES FOH ALIEN
TEHKOHISTS

"Sec. .')()!. Definitions.

•See. .')()2. Estal)li.slnnent of spocial ivmoval court; paiiel of attorneys to assist

witli classified information.

"Sec .)():'). Application for initiation of special icinoval proceedinir.
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"Sw. 504. Coiisidi'ration of application.

"Sw. oOo. Spefial removal lifariiifrs.

"Sec. ")0(j. ("on.sicleratioii of classifietl iiiforniatioii.

"Sec. o07. Ap|H'als.

"See. ")()8. IX'teiitioii and eustody.

1 and

2 (2) by adding- at the end the following- new title:

3 "TITLE V—SPECIAL RE:\I0VAL PROCEDURES

4 FOR ALIEN TERRORISTS

5 "DEFINITIONS

6 "Sec. 501. In this title:

7 "(1) The term 'alien terrorist' means an alien

8 described in section 241(a)(4)(B).

9 "(2) The term 'classified information' has the

10 meaning- g-iven such term in section 1(a) of the Clas-

11 sified Information Procedures Act (18 U.S.C. App.).

12 "(3) The tei'm 'national security' has the mean-

13 ing- g-iven such term in section 1(b) of the Classified

14 Information Procedures Act (18 U.S.C. App.).

15 "(4) The term 'special attorney' means an at-

16 torney who is on the panel established under section

17 502(e).

18 "(5) The term 'special removal court' means

19 the couit established under section 502(a).

20 "(6) The term 'special removal hearing' means

21 a hearing- under section 505.

22 "(7) The term 'special removal proceeding'

23 means a proceeding- under this title.
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1 "ESTAHLISiniENT OF SPECLU. KEMOV.U. COl'KT; PANEL

2 OF ATTORNEYS TO ASSIST WITH (M.ASSIFIED INFOK-

3 ALVTION

4 "Sec. 502. (a) In Geneilvl.—The Chief Justice of

5 the United States shall pubhely designate 5 district court

6 judges from 5 of the United States judicial circuits who

7 shall constitute a court which shall have jurisdiction to

8 conduct all special removal proceedings.

9 "(b) Terms.—Each judge designated under sub-

10 section (a) shall serve for a term of 5 years and shall be

1

1

eligible for redesi^iation, except that the four associate

12 judges first so designated shall be designated for terms

13 of one, two, three, and four years so that the term of one

14 judge shall e.>q)ire each year.

15 "(c) Chief Jiixje.—The Chief Justice shall publicly

16 designate one of the judges of the special removal court

17 to be the chief judge of the court. The chief judge shall

18 promulgate mles to facilitate the functioning of the court

19 and shall be responsible for assigning the consideration

20 of cases to the various judges.

21 "(d) Exl^EDITIOrS AND CONFIDENTIAL NATURE OF

22 Pr()('EEDIN(}S.—The pro\isions of section 103(c) of the

23 Foreign Intelligence Sun^eillance Act of 1978 (50 U.S.C.

24 1803(c)) shall apply to proceedings under this title in the

25 same manner as they apply to proceeding-s under such Act.
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1 "(e) Establishment of P.vxel of Speclvl At-

2 TORXEYS.—The special removal court shall provide for the

3 designation of a panel of attorneys each of whom

—

4 "(1) has a security clearance which affords the

5 attorney access to classified information, and

6 "(2) has agreed to represent permanent resi-

7 dent ahens with respect to classified information

8 under section 506 in accordance uith (and subject to

9 the penalties under) this title.

10 "application for initiation of speclvl RE.MOV.VL

1

1

PROCEEDING

12 "Sec. 503. (a) In Geneilu..—Wlienever the Attor-

13 iiey General has classified information that an alien is an

14 alien terrorist, the Attorney General, in the Attorney Gen-

15 eral's discretion, may seek removal of the alien under this

16 title through the filing of a wTitten application described

17 in subsection (b) \vith the special removal court seeking

18 an order authorizing a special removal proceeding under

19 this title. The application shall be submitted in camera

20 and ex parte and shall be filed under seal with the court.

21 "(b) Contents of Ai^plication.—Each application

22 for a special removal proceeding shall include all of the

23 following:

24 "(1) The identity of the Department of Justice

25 attorney making the application.
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1 "(2) The approval of the Attorney General or

2 the Deputy Attorney General for the filing- of the ap-

3 plication based upon a finding- by that indi\idual

4 that the application satisfies the criteria and re-

5 quirements of this title.

6 "(3) The identity of the alien for whom author-

7 ization for the special removal i)roceeding-s is sought.

8 "(4) A statement of the facts and cir-

9 cumstances relied on by the Department of Justice

10 to establish that

—

1

1

"(A) the alien is an alien terrorist and is

12 physically present in the United States, and

13 "(B) with respect to such alien, adherence

14 to the proxisions of title II regarding the depor-

15 tation of aliens would pose a risk to the na-

16 tional .security of the United States.

17 **(5) All oath or affn-mation respecting- each of

18 facts and .statements described in the pre^^ous i)ara-

19 gTa[)hs.

20 "(c) Rkjiit to Dismiss.—The Department of Ju.s-

21 tice retains the right to dismiss a removal action under

22 this title at any stag-e of the {)roceeding.

23 "CO.XSIDEKATIOX OF API'LICATIO.X

24 "Skc. 504. (a) Ix Gexeual.—In the ca.se of an ap-

25 plication under section 503 to the special removal court,

26 a single judge of the coui-t shall be assigned to consider

•HR 1710 IH



173

65

1 the application. The judge, in accordance with the rules

2 of the court, shall consider the application and may eon-

3 sider other information, including classified information,

4 presented under oath or affirmation. The judge shall con-

5 sider the application (and any hearing thereof) in camera

6 and ex parte. A verbatim record shall be maintained of

7 any such hearing.

8 "(b) Approval of Order.—The judge shall enter

9 ex parte the order requested in the application if the judge

10 fmds, on the basis of such application and such other in-

1

1

formation (if any), that there is probable cause to believe

12 that

—

13 "(1) the alien who is the subject of the applica-

14 tion has been correctly identified and is an alien ter-

15 rorist, and

16 "(2) adherence to the provisions of title II re-

17 garding the deportation of the identified alien would

18 pose a risk to the national security of the United

19 States.

20 "(c) De.xial of Order.—If the judge denies the

21 order requested in the application, the judge shall prepare

22 a written statement of the judge's reasons for the denial.

23 "(d) Exclusive Provisions.—^Whenever an order is

24 issued under this section with respect to an alien

—
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1 "(1) the alien's rights regarding removal and

2 expulsion shall be governed solely by the provisions

3 of this title, and

4 "(2) except as they are specifically referenced,

5 no other provisions of this Act shall be applicable.

6 "SPECIAL REMOViVL HE.VRIXGS

7 "Sec. 505. (a) In Geneilvl.—In any case in which

8 the application for the order is approved under section

9 504, a special removal hearing shall be conducted under

10 this section for the purpose of determining whether the

1

1

alien to whom the order pertains should be removed from

1

2

the United States on the grounds that the alien is an alien

13 terrorist. Consistent with section 506, the alien shall be

14 given reasonable notice of the nature of the charg-es

15 against the alien and a general account of the basis for

16 the charges. The alien shall be given notice, reasonable

17 under all the circumstances, of the time and place at which

18 the hearing \vill be held. The hearing shall be held as expe-

19 ditiously as possible.

20 "(b) Use of S.uie Judge.—The special removal

21 hearing shall be held before the same judge who granted

22 the order pursuant to .section 504 unless that judge is

23 deemed unavailable due to illness or disability by the chief

24 judge of the special removal court, or has died, in which

25 ca.se the chief judge .shall assign another judge to conduct

26 the special removal hearing. A decision by the chief judge
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1 pursuant to the pretceding sentence shall not be subject

2 to re\iew by either the alien or the Department of Justice.

3 "(c) Rights in Hearing.—
4 "(1) Public hearing.—The special removal

5 hearing shall be open to the public.

6 "(2) Right of counsel.—The alien shall have

7 a right to be present at such hearing and to be rep-

8 resented by counsel. Any alien financially unable to

9 obtain counsel shall be entitled to have counsel as-

10 signed to represent the alien. Such counsel shall be

1

1

appointed by the judge pursuant to the plan for fur-

12 nishing representation for any person financially un-

13 able to obtain adequate representation for the dis-

14 trict in which the hearing is conducted, as provided

15 for in section 3006A of title 18, United States Code.

16 All provisions of that .section shall apply and, for

17 purposes of determining the maximum amount of

1

8

compensation, the matter shall be treated as if a fel-

19 ony was charged.

20 "(3) Introduction of emdence.—The alien

21 shall have a right to introduce evidence on the

22 alien's own behalf.

23 "(4) Examination of witnesses.—Except as

24 provided in section 506, the alien shall have a rea-
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1 sonable opportunity to examine the evidence against

2 the alien and to cross-examine any witness.

3 "(5) Record.—A verbatim record of the pro-

4 ceedings and of all testimony and evidence offered or

5 produced at such a hearing shall be kept.

6 "(6) Decision based on evidence at he.vr-

7 ING.—The decision of the judge in the hearing shall

8 be based only on the evidence introduced at the

9 hearing, including evidence introduced under section

10 505(e).

11 "(7) No RIGHT to ancillary relief.—In the

12 hearing, the judge is not authorized to consider or

13 provide for relief from removal based on any of the

1

4

following:

15 "(A) Asylum under section 208.

16 "(B) Withholding of deportation under sec-

17 tion 243(h).

18 "(C) Suspension of deportation under sec-

19 tion 244(a) or 244(e).

20 "(D) Adjustment of status under section

21 245.

22 "(E) Registiy under section 249.

23 "(d) Subpoenas.—

24 "(1) Request.—At any time prior to the eon-

25 elusion of the special removal hearing, either the
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1 alien or the Department of Justice may request the

2 judge to issue a subpoena for the presence of a

3 named witness (which subpoena may also command

4 the person to whom it is directed to produce books,

5 papers, documents, or other objects designated

6 therein) upon a satisfactory showing that the pres-

7 ence of the witness is necessary for the determina-

8 tion of any material matter. Such a request may be

9 made ex parte except that the judge shall inform the

10 Department of Justice of any request for a subpoena

1

1

by the alien for a witness or material if compliance

12 with such a subpoena would reveal evidence or the

13 source of evidence which has been introduced, or

14 which the Department of Justice has received per-

15 mission to introduce, in camera and ex parte pursu-

16 ant to subsection (e) and section 506, and the De-

17 partment of Justice shall be given a reasonable op-

1

8

portunity to oppose the issuance of such a subpoena.

19 "(2) Payment for attendance.—If an appli-

20 cation for a subpoena by the alien also makes a

21 showing that the alien is financially unable to i>ay

22 for the attendance of a witness so requested, the

23 court may order the costs incurred by the process

24 and the fees of the witness so subpoenaed to be paid
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1 for from funds appropriated for the enforcement of

2 title II.

3 "(3) Nationwide service.—A subpoena

4 under this subsection may be served anywhere in the

5 United States.

6 "(4) Witness fees.—^A witness subpoenaed

7 under this subsection shall receive the same fees and

8 expenses as a witness subpoenaed in connection \\ith

9 a ci\il proceeding in a court of the United States.

10 "(5) No access to cl.\.ssified infokma-

11 TIOX.—Nothing in this subsection is intended to

12 allow an alien to have access to classified informa-

13 tion.

14 "(e) INTRODUCTIOX OF CLASSIFIED INFOR^LV-

15 TIOX.

—

16 "(1) Ix GEXERiVl..—Wlien classified informa-

17 tion has been .summarized pursuant to .section

18 506(b) or where a finding has been made under sec-

19 tion 506(b)(5) that no summary is po.s.sible, classi-

20 fied information shall be introduced (either in \\Tit-

21 ing or througl testimony) in camera and ex parte

22 and neither the alien nor the public shall be in-

23 formed of such evidence or its soui'ces other than

24 through reference to the summary [)ro\ided pursuant

25 to such section. Notwith.standing the pre\ious sen-
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1 tence, the Department of Justice may, in its disere-

2 tion and, in the case of classified information, after

3 coordination with the originating agency, elect to in-

4 troduce such evidence in open session.

5 "(2) Treatment of electronic surveil-

6 lance INFORJLA.TION.

—

7 "(A) Use of electronic surveil-

8 LANCE.—The Government is authorized to use

9 in a special removal proceedings the fruits of

10 electronic surveillance and unconsented physical

1

1

searches authorized under the Foreign Intel-

12 ligence Surveillance Act of 1978 (50 U.S.C.

13 1801 et seq.) without regard to subsections (c),

14 (e), (f), (g), and (h) of section 106 of that Act.

15 "(B) No discovery of electronic sur-

16 VEILLAXCE INFORMATION.—An alien subject to

17 removal under this title shall have no right of

18 discovery of information derived from electronic

19 surveillance authorized under the Foreign Intel-

20 ligence Surveillance Act of 1978 or otherwise

21 for national security purposes. Nor shall such

22 alien have the right to seek suppression of evi-

23 denee.

24 "(C) CERTiUN PROCEDURES NOT M^PLICA-

25 BLE.—The provisions and requirements of sec-
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1 tion 3504 of title 18, United States Code, shall

2 not apply to procedures under this title.

3 "(3) Rights of united states.—Nothing in

4 this section shall prevent the United States from

5 seeking protective orders and from asserting privi-

6 leges ordinarily available to the United States to

7 protect against the disclosure of classified informa-

8 tion, including the invocation of the military and

9 state secrets privileges.

10 "(f) Inclusion of Certain Evidence.—The Fed-

1

1

eral Rules of Evidence shall not apply to hearings under

12 this section. Evidence introduced at the special removal

13 hearing, either in open session or in camera and ex parte,

14 may, in the discretion of the Department of Justice, in-

15 elude all or part of the information presented under sec-

16 tion 504 used to obtain the order for the hearing under

17 this section.

18 "(g) Arguments.—Following the receipt of evi-

19 dence, the attorneys for the Department of Justice and

20 for the alien shall be given fair opportunity to present ar-

21 giiment as to whether the evidence is sufficient to justify

22 the removal of the alien. The attorney for the Department

23 of Justice shall open the argument. The attorney for the

24 alien shall be permitted to reply. The attorney for the De-

25 paiiment of Ju.stice shall then be permitted to reply in
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1 rebuttal. The judge may allow any part of the argument

2 that refers to evidence received in camera and ex parte

3 to be heard in camera and ex parte.

4 "(h) Burden op Proof.—In the hearing the De-

5 partment of Justice has the burden of showing by clear

6 and convincing evidence that the alien is subject to re-

7 moval because the alien is an alien terrorist. If the judge

8 finds that the Department of Justice has met this burden,

9 the judge shall order the alien removed and detained pend-

10 ing removal from the United States. If the alien was re-

1

1

leased pending the special removal hearing, the judge shall

1

2

order the Attorney General to take the alien into custody.

13 "(i) Written Order.—At the time of rendering a

14 decision as to whether the alien shall be removed, the

1

5

judge shall prepare a written order containing a statement

16 of facts found and conclusions of law. Any portion of the

17 order that would reveal the substance or source of infor-

18 mation received in camera and ex parte pursuant to sub-

19 section (e) shall not be made available to the alien or the

20 public.

21 "CONSIDERiVTION OF CI ASSIFIED INFORMATION

22 "Sec. 506. (a) Consideration In C.uieilv and Ex

23 Parte.—In any case in which the application for the

24 order authorizing the special procedures of this title is ap-

25 proved, the judge who granted the order shall consider

26 each item of classified information the Department of Jus-
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1 tice proposes to introduce in camera and ex parte at the

2 special removal hearing and shall order the introduction

3 of such information pursuant to section 505(e) if the judge

4 determines the information to be relevant.

5 "(b) PKEP.UtATION .VXD PROVISION OF WRITTEN

6 SU.ADLUiY.

—

7 "(1) PREP.Ui.VTION.—The Department of Jus-

8 tice shall prepare a \vi*itten summary of such classi-

9 fied information which does not pose a risk to na-

10 tional security.

11 "(2) Conditions for xVPProv.\i. by judge

12 iVXD provision to alien.—The judge shall approve

13 the summary so long as the judge finds that the

14 summaiy is sufficient

—

15 "(A) to inform the alien of the general na-

16 ture of the eAidence that the alien is an alien

17 terrorist, and

18 "(B) to permit the alien to prepare a de-

19 fense against deportation.

20 The Department of Justice shall cause to be deliv-

21 ered to the alien a copy of the summary.

22 "(3) Opportunity for correction and

23 RESUBMITTAL.—If the judge does not approve the

24 summary, the judge shall pro\ide the Department a

25 reasonable opportunity to correct the deficiencies
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1 identified by the court and to submit a revised sum-

2 mary.

3 "(4) Conditions for termination of pro-

4 ceedings if summivry not approved.

—

5 "(A) In general.—If, subsequent to the

6 opportunity described in paragraph (3), the

7 judge does not approve the summary, the judge

8 shall terminate the special removal hearing un-

9 less the judge makes the findings described in

10 subparagraph (B).

11 "(B) Findings.—The findings described

12 in this subparagraph are, with respect to an

13 alien, that

—

14 "(i) the continued presence of the

15 alien in the United States, and

16 "(ii) the provision of the required

17 summary,

18 would likely cause serious and irreparable harm

19 to the national security or death or serious bod-

20 ily injury to any person.

21 "(5) Continuation of HEi\RiNG without

22 SUMMARY.—If a judge makes the findings described

23 in paragraph (4)(B)

—

24 "(A) if the alien involved is an alien law-

25 fully admitted for permanent residence, the pro-
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1 cedures described in subsection (c) shall apply;

2 and

3 "(B) in all cases the special removal hear-

4 ing shall continue, the Department of Justice

5 shall cause to be delivered to the alien a state-

6 ment that no summan' is possible, and the clas-

7 sified information submitted in camera and ex

8 parte may be used pursuant to section 505(e).

9 "(c) Special Procedures for Access and Cplvl-

10 LEN(iES TO Cl^VSSIFIED BY SPECIAL ATTORNEYS IX CaSE

1

1

OF Lanntul Permanent Aliens.—
12 "(1) In GENERxVL.—The procedures described

13 in this subsection are that the judge (under rules of

14 the special removal court) shall designate a special

15 attorney to assist the alien

—

16 "(A) by reviewing in camera the classified

17 information on behalf of the alien, and

18 "(B) by challenging through an in camera

19 proceeding the veracity of the e\idence con-

20 tained in the classified information.

21 "(2) Restrictions >n disclosuhe.—A .spe-

22 eial attorney recei\ing classified information under

23 paragraph (1)

—
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1 "(A) shall not disclosure the information to

2 the alien or to any other attorney representing

3 the alien, and

4 "(B) who discloses such information in vio-

5 lation of subparagraph (A) shall be subject to

6 a fine under title 18, United States Code, im-

7 prisoned for not less than 10 years or more

8 than 25 years, or both.

9 "APPEALS

10 "Sec. 507. (a) Appeals op Denials of Applica-

11 Tioxs FOR Orders.—The Department of Justice may

12 seek a review of the denial of an order sought in an appli-

13 cation by the United States Court of Appeals for the Dis-

14 trict of Columbia Circuit by notice of appeal which must

15 be filed within 20 days. In such a case the entire record

16 of the proceeding shall be transmitted to the Court of Ap-

17 peals under seal and the Court of Appeals shall hear the

18 matter ex parte. In such a case the Court of Appeals shall

19 re\iew questions of law de novo, but a prior finding on

20 any question of fact shall not be set aside unless such find-

2

1

ing was clearly erroneous.

22 "(b) AppEiVLS OF Determln'atioxs About Sum-

23 .\lvries of CLiVSSlFiED IxFOR.^LVTIO.\.—Either party

24 may take an interlocutor}' appeal to the United States

25 Court of Appeals for the District of Columbia Circuit of

—
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1 "(1) any determination by the judge pursuant

2 to section 506(a)

—

3 "(A) concerning whether an item of e\i-

4 denee may be introduced in camera and ex

5 parte, or

6 "(B) concerning the contents of any sum-

7 mary of evidence to be introduced in camera

8 and ex parte prepared pursuant to section

9 506(b); or

10 "(2) the refusal of the court to make the find-

11 ings permitted by section 506(b)(4)(B).

12 In any interlocutory appeal taken pursuant to this sub-

13 section, the entire record, including any proposed order

14 of the judge or summary of evidence, shall be transmitted

15 to the Court of Appeals under seal and the matter shall

16 be heard ex parte.

17 "(c) Appeals of Decisio.v in Heahi.xg.—
18 "(1) L\ OE.XERiVL.—Subject to paragraph (2),

19 the decision of the judge after a special removal

20 hearing may be appealed by either the alien or the

21 Department of Justice to the United States Court of

22 Appeals for the District of Columbia Circuit by no-

23 tice of appeal.
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1 "(2) Automatic appeals in cases of perjia-

2 next resident aliens in which no summary

3 provided.—
4 "(A) In general.—Unless the alien

5 waives the right to a review under this para-

6 graph, in any case involving an alien lawfully

7 admitted for permanent residence who is denied

8 a written summary of classified information

9 under section 506(b)(4) and the procedures of

10 section 506(c) apply, any order issued by the

1

1

judge shall be reviewed by the Court of Appeals

12 for the District of Columbia Circuit.

13 "(B) Use of special attorney.—If any

14 issue relating to classified information arises in

15 such review, the alien shall be represented only

16 by the special attorney designated under section

17 506(c)(1) on behalf of the alien.

18 "(d) 6ener<\l Provisions Rel^vting to Ap-

19 peals.—
20 "(1) Notice.—^A notice of appeal pursuant to

21 subsection (b) or (c) (other than under subsection

22 (e)(2)) must be filed within 20 days, during which

23 time the order for which the appeal is sought shall

24 not be executed.
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1 "(2) Transmittal of record.—In an appeal

2 or review to the Court of Appeals pursuant to sub-

3 section (b) or (c)

—

4 "(A) the entire record shall be transmitted

5 to the Court of Appeals, and

6 "(B) information received pursuant to sec-

7 tion 505(e), and any portion of the judge's

8 order that would reveal the substance or source

9 of such information, shall be transmitted under

10 seal.

11 "(3) Expedited appellate proceeding.—In

12 an appeal or review to the Court of Appeals pursu-

13 ant to subsection (b) or (c):

14 "(A) Review.—The appeal or review shall

15 be heard as expeditiously as practicable and the

16 Court may dispense with full briefing and hear

17 the matter solely on the record of the judge of

18 the special removal court and on such briefs or

19 motions as the Court may require to be filed by

20 the parties.

21 "(B) Disposition.—The Court shall up-

22 hold or reverse the judge's order within 60 days

23 after the date of the issuance of the judge's

24 final order.
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1 "(4) De novo review.—In an appeal or re-

2 view to the Court of Appeals pursuant to subsection

3 (b) or (e):

4 "(A) Questions of law.—The Court of

5 Appeals shall review all questions of law de

6 novo.

7 "(B) Questions of fact.—(i) Subject to

8 clause (ii), a prior finding on any question of

9 fact shall not be set aside unless such finding

10 was clearly erroneous.

11 "(ii) In the case of a review under sub-

12 section (c)(2) in which an alien lawfully admit-

13 ted for permanent residence was denied a writ-

14 ten summary of classified information under

15 section 506(b)(4), the Court of Appeals shall

16 review questions of fact de novo.

17 "(e) Certiorari.—Following a decision by the Court

18 of Appeals pursuant to subsection (b) or (c), either the

19 alien or the Department of Justice may petition the Su-

20 preme Court for a writ of certiorari. In any such case,

21 any information transmitted to the Court of Appeals

22 under seal shall, if such information is also submitted to

23 the Supreme Court, be transmitted under seal. Any order

24 of removal shall not be stayed pending disposition of a
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1 writ of certiorari except as provided by the Court of Ap-

2 peals or a Justice of the Supreme Court.

3 "(f) Appeals of Detention Orders.—
4 "(1) In general.— The provisions of sections

5 3145 through 3148 of title 18, United States Code,

6 pertaining to review and appeal of a release or de-

7 tention order, penalties for failure to appear, pen-

8 alties for an offense committed while on release, and

9 sanctions for violation of a release condition shall

10 apply to an alien to whom section 508(b)(1) applies.

11 In applying the previous sentence

—

12 "(A) for purposes of section 3145 of such

13 title an appeal shall be taken to the United

14 States Court of Appeals for the District of Co-

15 lumbia Circuit, and

16 "(B) for purposes of section 3146 of such

17 title the alien shall be considered released in

18 connection with a charge of an offense punish-

19 able by life imprisonment.

20 "(2) No review of continued detention.—
21 The determinations and actions of the Attorney

22 General pursuant to section 508(e)(2)(D) shall not

23 be subject to judicial review, including application

24 for a \\Tit of habeas corpus, except for a claim by

25 the alien that continued detention violates the alien's
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1 . rights under the Constitution. Jurisdiction over any

2 such challenge shall lie exclusively in the United

3 States Court of Appeals for the District of Columbia

4 Circuit.

5 "DETENTION' AND CUSTODY

6 "Sec. 508. (a) Initial Custody.—
7 "(1) Upon filing application.—Subject to

8 paragraph (2), the Attorney General may take into

9 custody any alien with respect to whom an applica-

10 tion under section 503 has been filed and, not\\ith-

1

1

standing any other provision of law, may retain such

12 an alien in custody in accordance with the proce-

13 dures authorized by this title.

14 "(2) Special rules for permanent resi-

15 DENT ^VLIENS.—All alien lawfully admitted for per-

16 maneiit residence shall be entitled to a release hear-

17 ing before the judge assigned to hear the special re-

18 moral hearing. Such an alien shall be detained pend-

19 ing the special removal hearing, unless the alien

20 demonstrates to the court that

—

2! "(A) the alien, if released upon such terms

22 and conditions as the court may prescribe (in-

23 eluding the posting of any monetaiy amount),

24 is not likely to flee, and
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1 "(B) the alien's release will not endanger

2 national security or the safety of any person or

3 the community.

4 The judge may consider classified information sub-

5 mitted in camera and ex parte in making a deter-

6 mination under this paragraph.

7 "(3) Release if denial of order and no

8 RE\aEW SOUGHT.

—

9 "(A) Ix GENERAL.—If a judge of the spe-

10 cial removal court denies the order sought in an

1

1

application with respect to an alien and the De-

12 partment of Justice does not seek re\iew of

13 such denial, .subject to subpara^aph (B), the

14 alien shall be released from custody.

15 "(B) Application of regular proce-

16 DURES.—Subparagraph (A) shall not prevent

17 the arrest and detention of the alien pursuant

18 to title II.

19 "(b) Conditional Release If Denlvl of Order

20 AND RE\aEW Sought.—
21 "(1) In GENERAL.—If a judge of the special re-

22 moval court denies the order sought in an applica-

23 tion with respect to an alien and the Department of

24 Justice seeks review of such denial, the judge shall

25 release the alien from custody subject to the least re-
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1 strietive condition or combination of conditions of re-

2 lease described in section 3142(b) and clauses (i)

3 through (xiv) of section 3142(c)(1)(B) of title 18,

4 United States Code, that will reasonably assure the

5 appearance of the alien at any future proceeding*

6 pursuant to this title and \vill not endanger the safe-

7 ty of any other person or the community.

8 "(2) No RELEASE FOR CERTAIN .\LIEXS.—If

9 the judge finds no such condition or combination of

10 conditions, the alien shall remain in custody until

1

1

the completion of any appeal authorized by this title.

12 "(c) Custody and Release After Hearing.—
13 "(1) Release.—

14 "(A) In GENERiVL.—Subject to subpara-

15 graph (B), if the judge decides pursuant to sec-

16 tion 505(i) that an alien should not be removed,

17 the alien shall be released from custody.

18 "(B) Custody pending appeal.—If the

19 Attorney General takes an appeal from the

20 order, the alien shall remain in custody, subject

21 to the provisions of section 3142 of title 8,

22 United States Code.

23 "(2) Custody and removal.—
24 "(A) Custody.—If the judge decides pur-

25 suant to section 505(i) that an alien shall be re-
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1 moved, the alien shall be detained pending- the

2 outcome of any appeal. After the conclusion of

3 any judicial review thereof which affirms the re-

4 moval order, the Attorney General shall retain

5 the alien in custody or, if the alien was released

6 pursuant to para^aph (1)(A), shall take the

7 alien into custody and remove the alien to a

8 country' specified under subparagraph (B).

9 "(B) REMOViVL.—

10 "(i) In' general.—The removal of an

11 alien shall be to any country which the

12 alien shall designate if such designation

13 does not, in the judgment of the Attorney

14 General, in consultation with the Secretary-

15 of State, impair the obligation of the

16 United States under any treaty (including

17 a treaty pertaining to extradition) or other-

18 "wdse adversely affect the foreign policy of

19 the United States.

20 "(ii) Alternate countries.—If the

21 alien refuses to choose a countiy to which

22 the alien ^vishes to be transported, or if the

23 Attorney General, in consultation with the

24 Secretary of State, determines that re-

25 moval of the alien to the country so se-
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1 lected would impair a treaty obligation or

2 adversely affect United States foreign pol-

3 icy, the Attorney General shall cause the

4 alien to be transported to any countiy \v\\\-

5 ing to receive such alien.

6 "(C) Continued detention.—If no

7 country is willing to receive such an alien, the

8 Attorney General may, not\vithstanding any

9 other provision of law, retain the alien in cus-

10 tody. The Attorney General, in coordination

1

1

with the Secretary of State, shall make periodic

12 efforts to reach agreement with other countries

13 to accept such an alien and at least eveiy 6

14 months shall provide to the attorney represent-

15 ing the alien at the special removal hearing

16 alien a written report on the Attorney General's

17 efforts. Any alien in custody pursuant to this

18 subparagraph shall be released from custody

19 solely at the discretion of the Attorney General

20 and subject to such conditions as the Attorney

21 Gene'-al shall deem appropriate.

22 "(D) Fingerprinting.—Before an alien

23 is transported out of the United States pursu-

24 ant to this subsection, or pursuant to an order

25 of exclusion because such alien is excludable
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1 under section 212(a)(3)(B), the alien shall be

2 photo^aphed and fingerprinted, and shall be

3 advised of the provisions of subsection 276(b).

4 "(d) Continued Detention Pending Triai..—
5 "(1) Del.\y in removal.—Notwithstanding

6 the provisions of subsection (c)(2), the Attornev'

7 General may hold in abeyance the removal of an

8 alien who has been ordered removed pursuant to this

9 title to allow the trial of such alien on any Federal

10 or State criminal charge and the senice of any sen-

11 tence of confinement resulting from such a trial.

12 "(2) Maintenance of custody.—Pending the

13 commencement of any service of a sentence of con-

14 finement by an alien described in paragraph (1),

15 such an alien shall remain in the custody of the At-

16 torney General, unless the Attorney General deter-

17 mines that temporary release of the alien to the cus-

18 tody of State authorities for confinement in a State

19 facility is appropriate and would not endanger na-

20 tional security or public safety.

21 "(3) Subsequent removal.—Following the

22 completion of a sentence of confinement by an alien

23 described in paragraph (1) or following the comple-

24 tion of State criminal proceedings which do not re-

25 suit in a sentence of confinement of an alien released
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1 to the custody of State authorities pursuant to para-

2 graph (2), such an ahen shall be returned to the

3 custody of the Attorney General who shall proceed

4 to carry out the provisions of subsection (c)(2) con-

5 cerning removal of the alien.

6 "(e) Application of Certain Provisions.—For

7 purposes of section 751 and 752 of title 18, United States

8 Code, an alien in the custody of the Attorney General pur-

9 suant to this title shall be subject to the penalties provided

10 by those sections in relation to a person committed to the

1

1

custody of the Attorney General by virtue of an arrest on

12 a charge of felony.

13 "(f) Rights of Aliens in Custody.—
14 "(1) Family and attorney visits.—An alien

15 in the custody of the Attorney General pursuant to

16 this title shall be given reasonable opportunity to

17 communicate with and receive visits from members

18 of the alien's family, and to contact, retain, and

19 communicate with an attorney.

20 "(2) Diplomatic contact.—^An alien in the

21 custody of the Attorney General pursuant to this

22 title shall have the right to contact an appropriate

23 diplomatic or consular official of the alien's eountr}'

24 of citizenship or nationality or of any countrv'^ pro-

25 viding representation services therefore. The Attor-
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1 ney General shall notify the appropriate embassy,

2 mission, or consular office of the alien's detention.".

3 (b) Jurisdiction 0\^r Exclusion Orders for

4 Alien Terrorists.—Subsection 106(b) of the Immigra-

5 tion and Nationality Act (8 U.S.C. 1105a(b)) is amended

6 by adding at the end the following sentence: "Jurisdiction

7 to review an order entered pursuant to the provisions of

8 section 235(c) concerning an alien excludable under sec-

9 tion 212(a)(3)(B) shall rest exclusively in the United

10 States Court of Appeals for the District of Columbia

11 Circuit.".

12 (c) Criminal Penalty for Reentry of Alien

13 Terrorists.—Section 276(b) of such Act (8 U.S.C.

14 1326(b)) is amended—

15 (1) by striking "or" at the end of paragraph

16 (1),

17 (2) by striking the period at the end of para-

18 graph (2) and inserting "; or", and

19 (3) by inserting after paragraph (2) the follow-

20 ing new paragraph:

21 "(3) who has been excluded from the United

22 States pursuant to subsection 235(c) because the

23 alien was excludable under subsection 212(a)(3)(B)

24 or who has been removed from the United States

25 pursuant to the provisions of title V, and who there-
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1 after, without the permission of the Attorney Gen-

2 eral, enters the United States or attempts to do so

3 shall be fined under title 18, United States Code,

4 and imprisoned for a period of 10 years, which sen-

5 tence shall not run concurrently with any other sen-

6 tence.".

7 (d) Ellmixatiox of Custody RE\aEw by ILvbeas

8 Corpus.—Section 106(a) of such Act (8 U.S.C.

9 1105a(a)) is amended

—

10 (1) by adding "and" at the end of paragraph

11 (8),

12 (2) by striking "; and" at the end of paragraph

13 (9) and inserting a period, and

14 (3) by striking paragraph (10).

15 (e) Effective Date.—The amendments made by

16 this section shall take effect on the date of the enactment

17 of this Act and shall apply to all aliens without regard

18 to the date of entry or attempted entry into the United

19 States.

20 SEC. 602. FUNDING FOR DETENTION AND DEPORTATION OF

21 ALIEN TERRORISTS.

22 In addition to amounts otherwise appropriated, there

23 are authorized to be appropriated for each fiscal year (be-

24 ginning with fiscal year 1996) $5,000,000 to the Immigra-
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1 tioii and Naturalization Service for the purpose of detain-

2 ing and deporting alien terrorists.

3 PART 2—EXCLUSION AND DENIAL OF ASYLUM

4 FOR ALIEN TERRORISTS

5 SEC. 611. MEMBERSHIP IN TERRORIST ORGANIZATION AS

6 GROUND FOR EXCLUSION.

7 (a) In Gexer^vl.—Section 212(a)(3)(B) of the Im-

8 migration and Nationality Act (8 U.S.C. 1182(a)(3)(B))

9 is amended

—

10 (1) in clause (i)

—

1

1

(A) by striking "or" at the end of

12 subclause (I),

13 (B) in subclause (II), by inserting "en-

14 gaged in or" after "believe,", and

15 (C) by inserting after subclause (II) the

16 follo\ving:

17 "(III) is a representative of a ter-

18 rorist organization, or

19 "(rV) is a member of a terrorist

20 organization,"; and

21 (2) by adding at the end the following:

22 "(iv) Terrorist orcvxizatiox de-

23 FIXED.

—

24 "(I) Desigxatiox by presi-

25 DE.XT.—For purposes of this Act, the
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1 term 'terrorist organization' means a

2 foreign organization designated in the

3 Federal Register as a terrorist organi-

4 zation by the President based upon a

5 finding that the organization engages

6 in, or has engaged in, terrorist activ-

7 ity that threatens the national seeu-

8 rity of the United States.

9 "(II) Process.—At least 3 days

10 before designating an organization as

11 a terrorist organization through publi-

12 cation in the Federal Register, the

13 President shall notify the Committees

14 on the Judiciar}'^ of the House of Rep-

15 resentatives and the Senate of the in-

16 tent to make such designation and the

17 President's finding's and basis for des-

18 ignation.

19 "(III) COXGRESSIOXAL REMOVAL

20 AUTHORITY.—The Congress reser\'es

21 the authorit / to remove, b}^ law, the

22 designation of an organization as a

23 terrorist organization for purposes of

24 this Act.
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1 "(IV) Sunset.—Subject to

2 subclause (III), the designation under

3 this clause of an organization as a

4 terrorist organization shall be effective

5 for a period of 2 years from the date

6 of the initial publication of the terror-

7 ist organization designation by the

8 '-- President. At the end of such period

9 (but no sooner than 60 days prior to

10 the termination of the 2-year-designa-

1

1

tion period), the President may redes-

12 ignate the organization in conformity

13 with the requirements of this clause

14 for designation of the organization.

15 "(V) Preside.vtlvl remov^vl

16 AUTHORITY.—The President may re-

17 move the terrorist organization des-

18 ignation from any organization pre-

19 viously designated as such an organi-

20 zation, at any time, so long as the

21 President publishes notice )f the re-

22 moval in the Federal Register. The

23 President is not required to report to

24 Congress prior to taking such an ac-

25 tion. N
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1 "(v) Representative defined.—In

2 this subparagraph, the term 'representa-

3 tive' includes an officer, official, or spokes-

4 man of the organization and any person

5 who directs, counsels, commands or in-

6 duces the organization or its members to

7 engage in terrorist activity. The determina-

8 tion by the Secretary of State or the Attor-

9 ney General that an alien is a representa-

10 tive of a terrorist organization shall be

11 controlling and shall not be subject to re-

12 view by any court.".

13 (b) Effective Date.—The amendments made by

14 this section shall take effect on the date of the enactment

15 of this Act.

16 SEC. 612. DENIAL OF ASYLUM TO ALIEN TERRORISTS.

17 (a) In General.—Section 208(a) of the Immigra-

18 tion and Nationality Act (8 U.S.C. 1158(a)) is amended

19 by adding at the end the follo\\ing: "The Attorney General

20 ma}'^ not grant an alien asylum if the Attorney General

21 determine" that the alien is excludable under subclause

22 (I), (II), or (III) of section 212(a)(3)(B)(i) or deportable

23 under section 241(a)(4)(B).".

24 (b) Effective Date.—The amendment made by

25 .subsection (a) shall take effect on the date of the enact-
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1 ment of this Act and apply to asylum determinations made

2 on or after such date.

3 SEC. 613. DENIAL OF OTHER RELIEF FOR ALIEN TERROR-

4 ISTS. —~^-___

5 (a) Withholding of Deportation.—Section

6 243(h)(2) of the Immigration and Nationality Act (8

7 U.S.C. 1253(h)(2)) is amended by adding at the end the

8 following new sentence: "For purposes of subparagraph

9 (D), an alien who is described in section 241(a)(4)(B)

10 shall be considered to be an alien with respect to whom

1

1

there are reasonable grounds for regarding as a danger

12 to the .security of the United States.".

13 (b) Si'SPENSiox OF Deportation.—Section 244(a)

14 of such Act (8 U.S.C. 1254(a)) is amended by striking

15 "section 241(a)(4)(D)" and inserting "subparagraph (B)

16 or (D) of section 241(a)(4)".

17 (c) Voluntary Departure.—Section 244(e)(2) of

18 such Act (8 U.S.C. 1254(e)(2)) is amended by inserting

19 "under section 241(a)(4)(B) or" after "who is deport-

20 able".

21 (d) Ad.just.ment of Status.—Section 245(c) of

22 such Act (8 U.S.C. 1255(c)) is amended—

23 (1) bv .striking "or" before "(5)", and
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1 (2) by inserting: before the period at the end the

2 following-: ", or (6) an alien who is deportable under

3 section 241(a)(4)(B)".

4 (e) Registry.—Section 249(d) of such Act (8 U.S.C.

5 r259(d)) is amended by inserting- "and is not deportable

6 under section 241(a)(4)(B)" after "ineligfible to citizen-

7 ship".

8 (f) EFFEt'Tni!: Date.—The amendments made by

9 this section shall take effect on the date of the enactment

10 of this Act and shall apply to applications filed before, on,

11 or after such date if final action has not been taken on

12 them before such date.

13 Subtitle B—Expedited Exclusion

14 SEC. 621. INSPECTION AND EXCLUSION BY IMMIGRATION

15 OFFICERS.

16 (a) Ix GeneRzVL.—Subsection (b) of section 235 of

17 the Immigration and Nationality Act (8 U.S.C. 1225) is

18 amended to read as follows:

19 "(b)(1)(A) If the examining immigration officer de-

20 termines that an alien seeking entry

—

2^ "(i) is excludable under section 2r2(a)(6)(C) or

22 212(a)(7), and

23 "(ii) does not indicate either an intention to

24 apply for asylum under section 208 or a fear of per-

25 secution,
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1 the officer slitill order the aheii exehided from the United

2 States without further hearing- or re\ie\v.

3 "(B) The examining- immigration officer shall refer

4 for an inteniew by an asylum officer under subparagTaph

5 (C) any alien who is excludable under section 212(a)(6)(C)

6 or 212(a)(7) and has indicated an intention to apply for

7 asylum under section 208 or a fear of i)ersecution.

8 "(C)(i) All asylum officer shall promptly conduct

9 inteniews of aliens referred under subparagraph (B).

10 "(ii) If the officer determines at the time of the inter-

1

1

\iew that an alien has a credible fear of persecution (as

12 defined in clause (v)), the alien shall be detained for an

13 asylum hearing before an asylum officer under section

14 208.

15 "(iii)(I) Subject to subclause (II), if the officer deter-

16 mines that the alien does not have a credible fear of perse-

17 cution, the officer shall order the alien excluded from the

1

8

United States without ftu-ther hearing or re\iew.

19 "(II) The Attorney General shall pronuilgate regiila-

20 tions to pro\ide for the immediate re\iew by a supen'isory

21 asylum offic^ at the port of entiy of a determination under

22 subclause (I).

23 "(iv) The Attorney General shall pro\ide information

24 concerning the asylum inteniew described in this subpara-

25 gi-aph to aliens who may be eligible. Aii alien who is eligi-
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1 ble for such iiitei-view may consult Avith a person or per-

2 sons of the ahen's choosing" prior to the inter\iew or any

3 review thereof, according to re^ilations prescribed by the

4 Attorney General. Such consultation shall be at no expense

5 to the Government and shall not delay the process.

6 "(v) For purposes of this subparagraph, the term

7 'credible fear of persecution' means (I) that it is more

8 probable than not that the statements made by the alien

9 in support of the alien's claim are true, and (II) that there

10 is a significant possibility, in light of such statements and

1

1

of such other facts as are knoAvn to the officer that the

12 alien could establish eligibility for asylum under section

13 208.

14 "(D) As used in this paragraph, the term 'asylum of-

15 ficer' means an immigration officer who

—

'

16 "(i) has had professional training in countiy

17 conditions, asylum law, and interview techniques;

18 and

19 "(ii) is supei-vised by an officer who meets the

20 condition in clause (i).

21 "(E)(i) iVn exclusion order entered in accordance with

22 subi)aragraph (A) is not subject to administrative appeal,

23 except that the Attorney General shall provide by regiila-

24 tion for prompt review of such an order against an alien

25 who claims under oath, or as permitted under penalty of
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1 perjury under section 1746 of title 28, United States

2 Code, after having been warned of the penalties for falsely

3 inakin«»- such claim under such conditions, to have been

4 la\vfully admitted for permanent residence.

5 "(ii) In any action brougfht ag:ainst an alien undei-

6 section 275(a) or section 276, the court shall not have ju-

7 risdiction to hear any claim attacking the validity of an

8 order of exclusion entered under subparagraph (A).

9 "(2)(A) Except as provided in subparagraph (B), if

10 the examining immigration officer determines that an

1

1

alien seeking entry is not clearly and beyond a doubt enti-

12 tied to enter, the alien shall be detained for a hearing be-

1

3

fore a special inquiry officer.

14 "(B) The provisions of subparagraph (A) shall not

1

5

apjjly

—

16 "(i) to an alien cre\\Tnan,

17 "(ii) to an alien described in paragraph (1)(A)

18 or(l)(C)(iii)(I), or

19 "(iii) if the conditions described in section

20 273(d) exist.

21 "(3) The decision of the examining immigration offi-

22 cer, if favorable to the admission of any alien, shall be

23 subject to challenge by any other immigration officer and

24 such challenge shall operate to take the alien whose pri\i-
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1 lege to enter is so challenged, before a special inquiry offi-

2 cer for a hearing on exclusion of the alien.".

3 (b) Conforming Aaiendment.—Section 237(a) of

4 such Act (8 U.S.C. 1227(a)) is amended—

5 (1) in the second sentence of paragraph (1), by

6 striking "Deportation" and inserting "Subject to

7 section 235(b)(1), deportation", and

8 (2) in the first sentence of paragraph (2), by

9 striking "If" and inserting "Subject to section

10 235(b)(1), if.

11 (c) Effective Date.—The amendments made by

12 this section shall take effect on the first day of the first

13 month that begins more than 90 days after the date of

14 the enactment of this Act.

1

5

SEC. 622. JUDICIAL REVIEW.

16 (a) Preclusion of Judiclvl Review.—Section

17 106 of the Immigration and Nationality Act (8 U.S.C.

18 1105a) is amended

—

19 (1) by amending the section heading to read as

20 follows:

21 "judicial review of orders of deportation and

22 KXC"LUSI()N, and SPECLVL exclusion"; and

23 (2) by adding at the end the following new sub-

24 .section:

25 "(d)(1) Notwithstanding any other provi.sion of law,

26 and except as |)i-()vided in this subsection, no court shall
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1 have jurisdiction to review any individual determination,

2 or to entertain any other cause or claim, arising from or

3 relating to the implementation or operation of section

4 235(b)(1). Regardless of the nature of the action or claim,

5 or the party or parties bringing the action, no court shall

6 have jurisdiction or authority to enter declaratory, injunc-

7 tive, or other equitable relief not specifically authorized in

8 this subsection nor to certify a class under Rule 23 of the

9 Federal Rules of Civil Procedure.

10 "(2) Judicial re\iew of any cause, claim, or incli\idual

1

1

determination covered under paragraph ( 1 ) shall only be

12 available in habeas corpus proceeding's, and shall be lim-

13 ited to determinations of

—

14 "(A) whether the petitioner is an alien, if the

15 petitioner makes a showing that the petitioner's

16 claim of United States nationality is not frivolous;

17 "(B) whether the petitioner was ordered spe-

18 cially excluded under section 235(b)(1)(A); and

19 "(C) whether the petitioner can prove by a pre-

20 ponderance of the evidence that the petitioner is an

21 alien lawfully admitted for permanent residence and

22 is entitled to such review as is provided by the Attor-

23 ney General pursuant to section 235(b)(l)(E)(i).

24 "(3) In any case where the couit determines that an

25 alien was not ordered specially excluded, or was not prop-
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1 erly subject to special exclusion under the regulations

2 adopted by the Attorney General, the court may order no

3 relief beyond requiring that the alien receive a hearing in

4 accordance with section 236, or a determination in accord-

5 ance \vith section 235(c) or 273(d).

6 "(4) In determining whether an alien has been or-

7 dered specially excluded, the court's inquiry shall be lim-

8 ited to whether such an order was in fact issued and

9 whether it relates to the petitioner.".

10 (b) Preclusion op Collateral Attacks.—Sec-

11 tion 235 of such Act (8 U.S.C. 1225) is amended by add-

12 ing at the end the following new subsection:

13 "(d) In any action brought for the assessment of pen-

14 alties for improper entry or re-entry of an alien under sec-

15 tions 275 and 276, no court shall have jurisdiction to hear

16 claims collaterally attacking the validity of orders of exclu-

17 sion, special exclusion, or deportation entered under this

18 section or sections 236 and 242.".

19 SEC. 623. EXCLUSION OF ALIENS WHO HAVE NOT BEEN IN-

20 SPECTED AND ADMITTED.

21 (a) Ix General.—Section 241 of the Immigration

22 and Nationality Act (8 U.S.C. 1251) is amended by add-

23 ing at the end the following new subsection:

24 "(d) Notwithstanding any other provision of this title,

25 an alien found in the United States who has not been ad-
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1 mitted to the United States after inspection in accordance

2 with section 235 is deemed for purposes of this Act to

3 be seeking entiy and admission to the United States and

4 shall be subject to examination and exclusion by the Attor-

5 ney General under chapter 4. In the case of such an alien

6 the Attorney General shall provide by regulation an oppor-

7 tunity for the alien to establish that the alien was so ad-

8 mitted.".

9 (b) Effective Date.—The amendment made by

10 .subsection (a) shall take effect on the first day of the first

1

1

month beginning more than 90 days after the date of the

12 enactment of this Act.

13 Subtitle C—Improved Information

14 and Processing

15 PART 1—IMMIGRATION PROCEDURES

16 SEC. 631. ACCESS TO CERTAIN CONFmENTIAL INS FILES

1

7

THROUGH COURT ORDER-

18 (a) Legalization Prograai.—Section 245A{c)(5)

19 of the Immigration and Nationality Act (8 U.S.C.

20 r255a(c)(5) is amended

—

21 (1) by inserting "(i)" after "except tiie Attor-

22 ney General"; and

23 (2) by inserting after "title 13, United States

24 Code" the following: "and (ii) may authorize an ap-

25 plication to a F'ederal court of competent jurisdiction
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1 for, and a judge of such court may grant, an order

2 authorizing disclosure of information contained in

3 the apphcation of the ahen to be used

—

4 "(I) for identification of the alien

5 when there is reason to believe that the

6 alien has been killed or severely incapaci-

7 tated; or

8 "(11) for criminal law enforcement

9 purposes against the alien whose applica-

10 tion is to be disclosed if the alleged crimi-

11 nal activity occurred after the legalization

12 application was filed and such activity in-

13 volves terrorist activity or poses either an

14 immediate risk to life or to national secu-

15 rity, or would be prosecutable as an aggra-

16 vated felony, but without regard to the

17 length of sentence that could be imposed

18 on the applicant".

19 (b) Speclvl Agricultural Worker Progr^ul—
20 Section 210(b) of such Act (8 U.S.C. 1160(b)) is amend-

21 ed—

22 (1) in paragraph (5), by inserting '', except as

23 allowed by a court order issued pursuant to para-

24 graph (6)" after "consent of the alien"', and
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1 (2) in paragraph (6), by inserting after the first

2 sentence the following:

3 "Notwithstanding the pre\'ious sentence, the Attor-

4 ney General may authorize an application to a Fed-

5 eral court of competent jurisdiction for, and a judge

6 of such court may grant, an order authorizing dis-

7 closure of information contained in the application of

8 the alien to be used (i) for identification of the alien

9 when there is reason to believe that the alien has

10 been killed or severely incapacitated, or (ii) for

1

1

criminal law enforcement purposes against the alien

12 whose application is to be disclosed if the alleged

13 criminal activity occurred after the special agricul-

14 tural worker application was filed and such acti\ity

15 involves terrorist activity or poses either an imme-

16 diate risk to life or to national security, or would be

17 prosecutable as an aggi-avated felony, but without

18 regard to the length of sentence that could be im-

19 posed on the applicant.".

20 SEC. 632. WAIVER AUTHORITY CONCERNING NOTICE OF

2

1

DENIAL OF APPLICATION FOR VISAS.

22 Section 212(b) of the Immigration and Nationality

23 Act (8 U.S.C. 1182(b)) is amended—

24 (1) by redesignating paragraphs (1) and (2) as

25 subparagraphs (A) and (B);
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1 (2) by striking "If and inserting "(1) Subject

2 to paragraph (2), if; and

3 (3) by inserting at the end the following para-

4 graph:

5 "(2) With respect to applications for visas, the Sec-

6 retaiy of State may waive the application of paragraph

7 (1) in the case of a particular alien or any class or classes

8 of aliens excludable under subsection (a)(2) or (a)(3).".

9 PART 2—ASSET FORFEITURE FOR PASSPORT

10 AND VISA OFFENSES

1

1

SEC. 641. CRIMINAL FORFEITURE FOR PASSPORT AND VISA

12 RELATED OFFENSES.

13 Section 982 of title 18, United States Code, is

1

4

amended

—

15 (1) in subsection (a), by inserting after para-

16 graph (5) the following new paragraph:

17 "(6) The court, in imposing sentence on a person con-

18 victed of a violation of, or conspiracy to violate, section

19 1541, 1542, 1543, 1544, or 1546 of this title, or a viola-

20 tion of, or conspiracy to violate, section 1028 of this title

21 if committed in ccmiection with passport or visa issuance

22 or use, shall order that the person forfeit to the United

23 States any property, real or personal, which the person

24 used, or intended to be used, in committing, or facilitating

25 the commission of, the \iolation, and any property con-
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1 stituting, or derived from, or traceable to, any proceeds

2 the person obtained, directly or indirectly, as a result of

3 such violation.", and

4 (2) in subsection (b)(1)(B), by inserting "or

5 (a)(6)" after "(a)(2)".

6 SEC. 642. SUBPOENAS FOR BANK RECORDS.

7 Section 986(a) of title 18, United States Code, is

8 amended by inserting "1028, 1541, 1542, 1543, 1544,

9 1546," before "1956".

10 SEC. 643. EFFECTIVE DATE.

1

1

The amendments made by this subtitle shall take ef-

12 feet on the first day of the first month that begins more

1

3

than 90 days after the date of the enactment of this Act.

14 TITLE VII—FUNDING
1

5

SEC. 701. AUTHORIZATION OF APPROPRIATIONS.

16 There is authorized to be appropriated to the Federal

17 Bureau of Investigation such sums as are necessar}-

—

18 (1) to hire additional personnel, and to procure

19 equipment, to support expanded investigations of do-

20 niestif and international terrorism acti\ities;

21 (2) to establish a Domestic Counterterrorism

22 Center to coordinate and centralize Federal, State.

23 and local law enforcement efforts in response to

24 major terrorist incidents, and as a clearinghouse for
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1 all domestic and international terrorism information

2 and intellig'ence; and

3 (3) to cover costs associated \vith pro\'iding- law

4 enforcement coverage of public events offering the

5 potential of being targeted by domestic or inter-

6 national terrorists.

7 SEC. 702. CIVIL MONETARY PENALTY SURCHARGE AND

8 TELECOMMUNICATIONS CARRIER COMPLI-

9 ANCE PAYMENTS.

10 The Communications Assistance for Law Enforce-

1

1

ment Act is amended by adding at the end the following:

12 "TITLE IV—CIVIL MONETARY
13 PENALTY SURCHARGE AND
14 TELECOMMUNICATIONS CAR-

15 RIER COMPLIANCE PAY-

16 MENTS
1 7 "SEC. 401. CIVIL MONETARY PENALTY SURCHARGE.

18 "(a) Imposition.—Notwithstanding any other provi-

19 sion of law, and subject to section 402(c), 40 percent of

20 the principal amount of a civil monetary penalty assessed

21 by the United States or an agency thereof shall be ?dded

22 to the fund established in section 402.

23 "(b) Effective Dates.—(1) Subsection (a) shall

24 apply with respect to aU civil monetary penalties assessed
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1 on or after October 1, 1995, or the date of enactment of

2 this title, whichever is later.

3 "(2) The application of subsection (a) shall terminate

4 on October 1, 1998.

5 "(d) Limitation.—This section does not apply to

6 any ci\nl monetary penalty assessed under the Internal

7 Revenue Code of 1986.

8 "SEC. 402. DEPARTMENT OF JUSTICE TELECOMMUNI-

9 CATIONS CARRIER COMPLIANCE FUND.

10 "(a) EST^VBLISHMEXT OF FuND.—There is hereby

11 established in the United States Treasury a fund to be

12 known as the Department of Justice Telecommunications

13 Carrier Compliance Fund (hereinafter in this section re-

14 ferred to as the 'Fund'), which shall be available to the

15 Attorney General to the extent and in the amounts author-

16 ized by subsection (c) to make pajTnents to telecommuni-

17 cations carriers, as authorized by section 109 of the Com-

1

8

munications Assistance for Law Enforcement Act.

19 "(b) Offsetting Collections.—Notwithstanding

20 section 3302 of title 31, United States Code, the Attorney

21 General may credit amounts added pursuant to section

22 401 of this title to the Fund as offsetting collections.

23 "(c) Requirements for Approprlvtions Off-

24 SET.—(1) Amounts may be added pursuant to section 401
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1 only to the extent and in the amounts provided for in ad-

2 vance in appropriations Acts.

3 "(2){A) Collections credited to the Fund are author-

4 ized to be appropriated in such amounts as may be nec-

5 essary, but not to exceed $100,000,000 in fiscal year

6 1996, $305,000,000 in fiscal year 1997, and $80,000,000

7 in fiscal year 1998.

8 "(B) Amounts described in subparagraph (A) are au-

9 thorized to be appropriated without fiscal year limitation.

10 "(d) Ter.mixatiox.—(1) The Attorney General may

1

1

terminate the Fund at such time as the Attorney General

12 determines that the Fund is no longer necessary, but no

13 later than the end of fiscal year 2000.

14 "(2) Any balance in the Fund at the time of its termi-

15 nation shall be deposited in the general fund of the Treas-

16 urv'.

17 "(3) A decision of the Attorney General to terminate

18 the Fund shall not be subject to judicial re\ie\v.

1

9

"SEC. 403. DEFINITIONS.

20 "For purposes of this title, the terms 'agency' and

21 'ci\il monetar}' penalty' ^ave the meanings given to them

22 by section 3 of the Federal Ci\al Penalties Inflation

23 Adjustment Act of 1990 (28 U.S.C. 2461 note).".

O
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Mr. Hyde. Does the gentlelady from Colorado wish to make an
opening statement?
Mrs. SCHROEDER. I don't, Mr. Chairman. I just want to thank

you.
I reahze we are a very small group, but I also want to thank our

two witnesses for being here. I did want to say that I appreciated
your putting in the different comments about the convention on the
marking of plastic explosives. I think that is a very interesting part
of the bill.

The rest of the bill, I will be interested to hear what other people
have to say about that. As I remember, we were pledged to protect
and defend the Constitution. And I think we want to defend it

rather than amend it with the bill. So I am going to be very inter-

ested to see how we work all of that out. And I think these should
be interesting hearings.

Mr. Hyde. I thank the gentlelady.
Mr. Scott.

Mr. Scott. I don't have an opening statement, Mr. Chairman. I

would want to thank you for having the hearing.
We have had, during the last—during this Congress we have had

some things that have gone through extremely quickly and I think
you have allowed for a very extensive hearing on this issue, and
I want to thank you for that opportunity.
Mr. Hyde. I thank the gentleman.
Mr. Bryant.
Mr. Bryant of Texas. Thank you, Mr. Chairman.
I didn't hear your introductory comments and you may have al-

layed my fears already when I was not here, but I hope we are not
moving into an area that is based on the natural tendency of all

political leaders to react to a crisis by proposing a new law.
What happened in Oklahoma City, of course, is terrible, but it is

obvious that we all suspected the wrong people in the very begin-
ning and it turned out that it was our own people. And I want to

make sure that the bill that we are going to pass is one that serves
a real need.

We did catch the people in New York that committed the bomb-
ing there, and apparently caught the ones in Oklahoma. I want to

pass legislation that is needed.
I don't want to add to the statutes legislation that is really just

a reaction to a national anger and outrage over something when it

appears, at the outset anyway, that we have managed very well in

terms of catching the evildoers. But I will reserve judgment until

I hear the testimony.
Mr. Hyde. I thank the gentleman.
Mr. Moorhead, do you have any opening statement?
Mr. Moorhead. Mr. Chairman, I want to congratulate you for

having these hearings.
I think the American people are deeply concerned about the act

of terrorism, not only in our own country but around the world. We
do live in a dangerous time and there seems to be a lot of kooks
out there that are willing to go about as far as they can.

I agree, though, with the statements that have been made that

you don't want to overreact to something like this. We do need to
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protect the rights of the American people and not go so far with
legislation that we take away rights of law-abiding citizens.

I have been over a great part of this legislation and it sounds
like it has a lot of common sense and.it does not go to extensive

levels. And I will be very interested in the testimony of the wit-

nesses today, and I hope that we can do something that is positive

rather than going so far that it does more harm than good.

Thank you.
Mr. Hyde. I thank the gentleman for his contribution.

Mr. Gekas, the gentleman from Pennsylvania.
Mr. Gekas. I thank the Chair. I, too, appreciate the opportunity

to delve even more deeply into the syndrome of terrorism that has
been plaguing us for quite some time. I am especially interested in

the emphasis that the bill seems to be placing on weapons of mass
destruction. It seems that that type of weapon is one that sets

aside terrorism most vividly from other serious and deadly crimes,

but nevertheless not as explosive—if that is the right word to use

—

as the mass destruction types of weapons.
And so, as we look into this, we are not going to be able to sepa-

rate ourselves from thinking about Oklahoma City, even though
that might be reacting in a way to a recent mass destruction event.

But we owe it to our constituents to do so. The fact that Oklahoma
City did occur requires us to look back and see what went wrong,
what could have been prevented. What can we do now to prevent
another Oklahoma City?

So, with the background that is already in the atmosphere pre-

ceding these hearings, I think they will be fruitful.

I thank the Chair.
Mr. Hyde. I thank the gentleman.
The gentleman from New Mexico, Mr. Schiff.

Mr. SCHIKK. Thank you, Mr. Chairman. I will be brief and echo
the two sentiments I think I have heard already expressed here
today.
The first is we do not want to pass legislation for the sake of

passing legislation. We want to pass legislation that will have a
beneficial effect on the problem we are addressing.
And I think there is much in your bill that does that, Mr. Chair-

man.
I think there are also provisions in the bill the other body passed

that deal with additional provisions such as allowing crime victim

funds to go to victims of terrorism, to allow the United States to

cooperate by providing explosive detection equipment to our allies

who are intended victims of the same kind of terrorism, and other
provisions.
At the same time I think we don't want to rush so rapidly into

this that we neglect the civil liberties protections that are also an
important part of our society. In fact, I have to say that I find an
interesting political role reversal here in that, allowing for general-
ities, a number of people on the political left are pushing for in-

tense internal supervision of certain groups, forgetting the fact that
the Government was restricted in what it could do in internal sur-

veillance because of harassment and other forms of misuse of gov-
ernment authority against groups also on the political "left" 20 and
30 years ago. I am speaking specifically of antiwar groups and civil
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rights groups that were being investigated and the idea that they
could be treasonous because they opposed what was then govern-
ment policy.

I want to conclude that with respect to civil liberties, Congress-
man Skaggs drafted, and I am pleased to cosponsor with him, a
proposed Inspector General for the sole purpose of examining from
a civil liberties point of view, the antiterrorism actions that the
Government may take in the future.

Thank you, Mr. Chairman. I yield back.
Mr. Hyde. I thank the gentleman from New Mexico.
The gentleman from Florida, who probably should have been

called first because he was here first, Mr. Canady.
Mr. Canady. Thank you, Mr. Chairman.
I just want to thank you for your leadership on this issue. The

bill that you have introduced presents a thoughtful approach to
battling terrorism and will enhance the ability of law enforcement
to deal with real threats while ensui'ing that civil liberties are not
threatened. I look forward to the testimony of the witnesses today.
Mr. Hyde. If there ever was a subject where bipartisan coopera-

tion was called for, it is the question of antiterrorism. I don't see
any room for partisan advantage here at all. And, I welcome the
cooperation of both Democrats and Republicans in fashioning a bill

that is responsive, is not overkill, does not bend the Constitution
out of shape, but does add to the protections the country deserves
from this heinous form of criminal conduct.
Our first witness is Congressman Doug Bereuter. He has been

serving the First Congressional District of Nebraska since 1978. He
is a vice chairman of the Committee on International Relations and
chairman of the Subcommittee on Asia and the Pacific.

From 1989 to 1994, he served with distinction on the House Per-
manent Select Committee on Intelligence where he worked exten-
sively on the Ames spy case. As a result of those efforts, he has
generated many of the ideas that have been incorporated into this

legislation, H.R. 1710.
And so, the Chair is pleased to recognize Mr. Bereuter.

STATEMENT OF HON. DOUG BEREUTER, A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF NEBRASKA

Mr. Bereutei?. Thank you, Chairman Hyde, for your kind re-

marks; Congresswoman Schroeder, members of the committee.
I am pleased to appear before you today to discuss a proposal

contained in the antiterrorism bill, which I have held a long and
serious interest. That proposal would amend the Fair Credit Re-
porting Act to provide the FBI with mandatory access to consumer
reporting agency information.
The language in your legislation mirrors language of a bill that

I introduced several times in the previous Congress, and which I

introduced the first day of this Congress in the form of H.R. 68. I

will refer to it as the bill but it really parallels, as I said, the lan-

guage in your legislation.

The bill would provide the FBI with new authority for mandatory
access via a national security letter to identify information from
consumer reporting agencies on persons who are the subject of for-

eign counterintelligence or I could say foreign and domestic
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counterterrorism investigations without such reports being made
known to the subjects.

Once provided with identifying information, the FBI will be able

to direct its investigation of financial service records under the

Right to Financial Privacy Act. With this change in law, the FBI
need not rely exclusively on more costly, time-consuming and intru-

sive investigations such as surveillance, mail covers and interviews

with the associates. The bill stipulates that the FBI may request

identifying information under certain circumstances and will be

subject to appropriate controls on the use of such information.

The FBI can request full consumer reports through a court order.

The legislation also includes a confidentiality clause which pro-

hibits a credit reporting company from disclosing that the FBI has
sought or obtained consumer reports or identifying information. In

addition, the bill provides that no information be placed in a

consumer report that would identify or indicate that the FBI has
sought the information.
The bill also provides guidelines for the reimbursement of

consumer reporting agencies by the FBI, places limits on the dis-

semination of this information outside the FBI, and stipulates that

semiannual reports of all requests be made to Congress.
Finally, the legislation sets forth parameters for punitive and

disciplinary measures to be taken should unlawful disclosure of

credit reports, records or information occur. I believe if approved by
Congress this section which, as I said, parallels H.R. 68 will add
significantly to the FBI's investigative capabilities and I believe it

is much needed.
In fact, I am told that senior FBI and Justice Department offi-

cials view this proposals the most important element of the

antiterrorism package because it will so significantly augment the

ability of the United States to combat terrorists and espionage ac-

tivities. Financial records are needed to track the activities of sus-

pected spies or terrorists.

In the area of counterintelligence there is a growing need in

counterintelligence investigation to follow financial transactions as
foreign intelligence service are increasingly operating under
nonofficial cover. And as the committee is undoubtedly aware, ef-

fective detection of the movement of terrorists' funds is essential to

detecting terrorists' capabilities, fundraising activities, and crimi-

nal activities.

It is true that information on an individual's financial associa-

tions can be obtained by other investigatory activities. These activi-

ties would include mail covers, surveillance or interviews with as-

sociates, as I mentioned. However, these are much more time con-

suming, and more importantly, they are potentially more invasive

of the suspect's individual privacy.

Moreover, due to their invasiveness, there is an increased likeli-

hood of detection by the suspect party. Any hint to the subject that
he or she is under investigation will likely cause that individual to

cease activity and thus the ability to prosecute the case may be lost

through failure to prove the necessary elements.
The Bureau needs other less intrusive and lower risk techniques

to obtain the lead material to bring a case to the prosecutive stage
and to maximize the intelligence to be gained prior to a case be-
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coming public. Granting the FBI mandatory access via national se-

curity letter to consumer financial information can lessen the in-

vestigatory process and lessen the chance of detection.
This amendment has enjoyed the support of the House. Last year

while still a member of the Intelligence Committee and also a
member of the Banking Committee largely because of the early in-

formation about the Ames espionage case, I introduced the FBI
Counterintelligence Act.
This was done as a followup on an agreement made between the

Intelligence Committees during the conference of the fiscal year
1995 Intelligence Authorization Act. The Intelligence Committees
supported the amendment and were prepared to act on the amend-
ment in their conference.

We had it in the House bill, but Congressman Joe Kennedy, a
chairman of the Banking Subcommittee responsible for the Fair
Credit Reporting Act, prevailed upon Senate Chairman DeConcini
not to proceed with it because he felt it would weaken the chances
for an Omnibus Fair Credit Reporting Act bill to pass the Con-
gn^ess. And failing that, they suggested if that didn't pass then we
could come back and pass a separate bill.

Those best laid plans, over my objection, did not work out and
the result was I introduced another last minute bill to try to give
us one more chance. A provision that had the support of both Intel-

ligence Committees failed because of tactical maneuvers to pass an
Omnibus Fair Credit Reporting Act. And that is basically where we
are today.

I would just say a word or two about the Senate's action if that
is appropriate. Is it appropriate to visit about the Senate's action?
Mr. Hyde. Yes, it is appropriate. If you use appropriate lan-

guage.
Mr. Bereuter. Mr. Chairman, the Judiciary Committee of the

other body elected to do away with the national security letter

process, instead relying on a court order to be used to obtain identi-

fying information as well as reports. Apparently they felt time was
of the essence at the Senate staff level, although attempts were
made to make it aware of the concerns about the court order proc-

ess. They didn't take the time or didn't have the time to change the
language in the mark.

I think the House committee is aware of this and anticipates that
the discrepancy could be resolved in conference and from what I

understand, there is no great objection on the Senate side.

If access to identifying information or the identity of the official

institutions is governed by court order, this is most important, it

will not be used according to the Justice Department and the FBI
so the national security letter process, which is a part of your bill

and which I support is essential and I would hope that the House
Judiciary Committee in conference would prevail on what I think
would be an easy task to win that issue.

Thank you very much, Mr. Chairman. I would be happy to listen

to questions and try to answer them after my colleague has a
chance to testify.

Mr. Hyde. I thank the gentleman for his contribution and what
I propose is we will hear from Congressman Skaggs and then open
the matter up for questions from the committee.
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The next witness is Congressman David Skaggs who has been
serving the Second Congressional District of Colorado since 1986.

In the 103d Congress, he served on the House Permanent Select

Committee on Intelligence. In this Congress, he serves on the Ap-
propriations Committee and in Subcommittees on the Interior and
Commerce, Justice, State, and the Judiciary. One of the more
thoughtful Members of Congress, you are welcome here Congress-
man Skaggs and please proceed.

STATEMENT OF HON. DAVID E. SKAGGS, A REPRESENTATIVE
IN CONGRESS FROM THE STATE OF COLORADO

Mr. Skaggs. Thank you very much, Mr. Chairman, and members
of the committee. I appreciate the chance to testify this morning.
I think we all agree that it is important for the Congress to do
whatever we can to prevent any repetition of the tragedies most re-

cently in Oklahoma City and a couple of years earlier at the World
Trade Center.
At the same time, discussion of stepped up counterterrorism ef-

forts have aroused public concerns that law enforcement might
tend to slip over proper constitutional boundaries in their zeal in

combating terrorism, and that their actions to keep us safe may
sometimes collide with the Constitution's restraints that keep us
free.

To address those concerns, I have been pleased to join with your
colleague on the committee, Mr. Schiflf from New Mexico, in intro-

ducing H.R. 1738. I hope copies of the bill have been made avail-

able to the committee.
We have called it the Constitutional Rights Oversight Act, and

I think that adding its provisions to the chairman's bill, H.R. 1710,

would help bring an important balance to antiterrorism legislation.

As with all law enforcement, first in fighting terrorism the Gov-
ernment must balance the need for public safety and security with
individual rights and liberties—those of innocent citizens espe-

cially.

Sadly, our history provides several examples of the Federal Gov-
ernment's compromising basic constitutional rights to thwart per-

ceived national security threats.

To respond to these concerns, H.R. 1738 would establish an inde-

pendent and top-level Inspector General for counterterrorism ac-

tivities to be responsible for ensuring that Federal counterterrorism
activities comply with constitutional standards.
The most important feature of this new IG would be the cross-

cutting scope of the authority of that office, unlike existing IG's of

various departments. This new officer would have oversight author-
ity over the counterterrorism work of agencies as diverse as INS,
the FBI, ATF, and so on.

In short, this new IG would have the authority not simply to re-

view the actions of one department, but to watch the

counterterrorism activities of all agencies, to assure their adher-
ence to the Constitution and their full respect for constitutional

rights.

Besides this power of review under the bill that Mr. Schiff and
I have introduced, the new IG would have the power to act in three
particular ways. First, agencies would be required to keep the new
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IG informed of requests for judicial or administrative authorization
for searches, wiretaps and similar surveillance activities.

Second, the new IG would be able to receive public complaints
about alleged or potential violations of constitutional rights and re-

quire agencies to respond; and finally, the IG would be responsible
for making periodic reports to both the President and the Congress
concerning the observation, or the observance rather, of constitu-
tional requirements and the protection of constitutional rights in

the context of counterterrorism investigations.

Just as important, Mr. Chairman, I think would be the restrain-
ing effect that would result from the mere existence of such a new
independent Inspector General. The requirements for immediate
constitutional accountability that that office would impose on
counterterrorism investigations I believe would serve to deter any
tendency that a government official might have to be somewhat
casual about constitutional safeguards. If you will, a chilling effect

that is positive under the circumstances.
The American public obviously has a tremendous stake in being

protected from terrorism. It also has a high stake in seeing that the
Government doesn't cut constitutional corners in providing that
protection.

We do not need to tirade constitutionally protected rights, includ-

ing the rights to privacy, free assembly, and free speech for protec-

tion from terrorists. If that were to happen, then indeed terrorism
would have achieved a real victory.

I believe that something along the lines of H.R. 1738, if incor-

porated into your legislation, would not only speak to the concerns
that many of us have about adherence to constitutional standards
and the conduct of government investigations, but might also speak
at least to some degree to the real concerns that are held both on
the extremes of the right and the left in our political society, con-

cerns about government overreaching and our adherence to the
Constitution.

Again, I thank the chairman and the members of the committee
very much for the opportunity to testify and would be pleased to

try to answer your questions.

[The prepared statement of Mr. Skaggs follows:]

Prepared Statk.mk.nt ov Ho.x. David K. Skaccs, a I^kpkksk.ntative in Congress
fuo.m tiik s'i'a'i'k ok colorado

Mr. Chairman, 1 appreciate your coui'lcsy in providing me with this opportunity
to briefly address one aspect of the very important antiterrorism bill the committee
is considering today.

I agree with the President and with members on both sides of the aisle that Con-
gress should take additional steps to prevent terrorism and to make punishment for

terrorists swifter and more certain. The tragic bombings in Oklahoma City and two
years earlier in New York City awakened all of us to the fact that America is not

immune to tcrrori.st acts, it is e.s.sential for Congress to see that we are doing all

we should do to prevent any repetition of those terrible crimes.

At the same time, discussion of stepped-up counterterrorism efTorts has also

aroused public concerns that law enforcement agencies may tend to slip over proper
Constitutional boundaries in combating terrorism—that their actions to keep us safe

may sometimes collide with the Constitution's wise restraints that keen us free.

To address those concerns, 1 joined with our colleague from New Mexico, Steve

Schiff, in introducing H.R. 1738, the "(Constitutional liights Oversight Act." I think
that adding the pn)visions of our bill to H.I^ 1710 would help bring an important
balance to antiterrorism legislation.
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As with all law cnCorccmcnt cITorls, in Hghling terrorism the government must
balance the need for public safety and security with individual rignts and liberties,

those of innocent citizens especially. Sadly, our history provides several examples
of the federal government compromising basic Constitutional rights to thwart per-

ceived national security threats.

The FBI's clandestine "cointelpro" program provides but one stark example of

such governmental arrogance. In the name of national security, then-director J.

Edgar Hoover presided over a pn)gram of unauthorized surveillance and harassment
of those who legitimately protested government policies. Given this history, there
are serious concerns in the country about giving expanded investigative powers to

federal authorities.

To respond to those concerns, H.Ii. 1738 would establish a independent and top-

level inspector general for counterterrorism activities, to be responsible for ensuring
that federal counterterrorism activities comply with Constitutional standards.

The most important feature of this new inspector general would be the cross-cut-

ting scope of the authority of the oHlce. Unlike the existing inspectors general of

various departments, this new ofllcer would have oversight authority over the
counterterrorism work of agencies as diverse as the Immigration and Naturalization
Service, the Federal Buj-eau of Investigation, and the Bureau of Alcohol, Tobacco
and Firearms.

In short, this new inspector general would have the authority not simply to review
the actions of one department, but to watch the counteilerrorism activities of all

agencies, to assure their adhei'ence to the (^on.stitution and their full respect for

Constitutional rights.

Besides the power to review, under our bill the new inspector general would have
the power to act, in three signillcant ways:

First, agencies would be required to keep this new inspector general informed of

requests for judicial or administrative authoi'izalion for searches, wiretaps, and
similar surveillance activities. The new inspector general would be kept similarly

informed about deportation actions related to the light against terrorism. In connec-
tion with all these proceedings, the new inspector general could make suggestions,

or question the requested surveillance or deportations, to the extent appropriate in

order to protect Constitutional rights.

Second, the new inspector general would receive public complaints about alleged

or potential violations of constitutional rights. Upon receiving these complaints, the

inspector general could require* relevant agencies to respond.

Finally, the new inspector general would be responsible for submitting periodic re-

ports to the President and the (^ongiess concerning the observance of Constitutional

requirements, and the pit)tection oi (Constitutional rights, in connection with federal

counterterrorism activities, and to make suggestions for improvements.
Just as impoilant as these pailicular powers, Mr. Chairman, would be the re-

straining effect of the mere exislenct; of such an independent inspector general. The
requirements for immediate (constitutional accountability that tnc office would im-
pose on counterten^oiism investigations should serve to deter any tendency a gov-

ernment official might have to be casual about Constitutional safeguards.
Mr. Chairman, the American public has a very real stake in being protected from

terrorism. It also has a high stake in seeing that the government doesn't cut Con-
stitutional cornel's in pi'oviuing that protection.

We do not need to trade our (Constitutionally-protected rights, including the rights

to privacy, free assembly, and live speech, for enhanced protection from terrorists.

If we should make that mistake, terrorism will have achieved a victory.

To avoid that result, Mr. (Chaii-man, 1 urge the committee to include the provi-

sions of H.H. 17S8 in any antiterrorism measure your (Committee reports to the
House. In that way, the Committee and the Hou.se can demonstrate our commit-
ment to protecting both public safety and pei'sonal freedom while providing the right

response to the public's fears both of violence and of government abuse of civil

rignts.

A nation which so rightly reveres its constitution deserves no less from its govern-
ment.

Mr. Hydk. I thank the gentleman for his contribution.
And Mr. Moorhead, do you have any questions?
Mr. MooRHKAi). No.
Mr. Hydk. Mrs. Schroeder, do you have any questions?
Mrs. ScHROKDKii. Thank you, Mr. Chairman. And I do want to

thank both witnesses.
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I think they are both the best of what we really want Congress
to be and that they are both very thoughtful people and don't stam-
pede when a gun goes off like buffaloes like we tend to do around
here. So I appreciate their thoughts on this issue.

Congressman Skaggs, I am very interested in your bill in that
you are right. A lot of the Constitution was written because when
Americans settled here they wanted to be sure that they were not
going to be terrorized by their government. So you are saying in

our fear of terrorism we don't want to create something that once
again unleashes government and we all become terrorized by our
Government in order to prevent terrorism. It doesn't make sense.
And when we went through that whole fourth amendment de-

bate, we got into this and one of the issues on the fourth amend-
ment debate was they kept saying to us, people are overzealous in

their searches because they are judged by how many arrests they
make, not how many convictions, so they are more interested in

having the arrest records for their career.

Now, the reason I am framing it this way is that when you talk
about the Inspector General and looking at this, that is very inter-

esting. And my question is, what is going to make the individual
that is carrying out these orders, what kind of incentive is there
in this bill that would prevent them from going too far?

Mr. Skaggs. I think it is the incentive of accountability and, if

you will, transparency to some degree. That is any pleading or fil-

ing that may be made to obtain appropriate writ or authorization
for a surveillance activity is going to be filed pretty much imme-
diately under the proposal that I have put forward with that In-

spector General who will be authorized to both superintend the
general as well as the specific counterterrorism activities of the
Government for constitutional standards.

If I were at all prone as a government agency to overreach in

this respect, I think the existence of such an officer, the fact that
pleadings would be filed with such a person and that that person
would ultimately be able to hold me and my agency to account for

any overreaching would have a strong deterrent effect on any incli-

nation to cut corners.

Mrs. ScHROKDKit. Well, I hope that that works. I know the Mapp
V. Ohio issues and all of those things, everybody is very zealous
about doing away with them until they think they might become
one of the people who were the victim of an illegal search. And it

is how in every one of these constitutional issues I think that is

the very difficult part of how do we make sure the agency doesn't

go out overreaching and then say, see, I got a bad guy anyway.
Mr. Skaggs. This is seen as a complement to, not a replacement

for, the other safeguards that we have, including the exclusionary

rule.

Mrs. ScHUOKDKK. I thank you very much, Mr. Chairman. It is

very interesting.

Mr. Hydk. Mr. Gekas.
Mr. Gekas. Yes, Mr. Chairman. I wanted to ask a specific ques-

tion, not covered by the testimony that was offered by our col-

leagues, and not specifically mentioned in the bill or even in the

general discourse that we have had about Oklahoma City. I would
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like to ask the gentleman from Nebraska, first, if I could. Is there

a Federal building in your jurisdiction? In your district?

Mr. BEREUTKit. There certainly is and in fact it was closed down
several times right after the Oklahoma City bombing.
Mr. Gekas. And what I wanted to ask specifically about it was

there or is there on—is there a day care center in that building?

Mr. Bereutkh. Yes, in the Lincoln Federal Building named for

our former Congressman Denny, it was one of the first 10 day care

centers in the United States located in a Federal building as a

demonstration project. It is located immediately on the street.

Mr. Gekas. On the street level, first floor of that building?

Mr. Bereutkr. Yes. In fact, the playground is on the former
street right-of-way.

Mr. Gekas. I ask the gentleman, Mr. Skaggs, the same question

and then I have a question for each of you.

Mr. Skaggs. There are several Federal buildings in my district,

but none that is a general Federal office facility such as was the

case in Oklahoma City.

Mr. Gekas. Well, some of us believe that perhaps this is a time

to review the policy that was established by X and Y, I don't know
the source of it, whereby day care centers were proposed and im-

plemented for court buildings and other buildings fulfilled by the

Federal iurisdiction.

I would like to know the opinion of either of you or both of you
on whether or not we should have day care centers in the Federal

buildings or at least we should be encouraging a review of that pol-

icy in view of what happened in Oklahoma City.

The underlying question is: Is a Federal building, any Federal

building, more susceptible to a terrorist intention than is any other

kind of building? And if so, should we review the policy of day care

centers in those buildings?

Mr. Bereutei^. Well, I would say regrettably, it is appropriate to

review the policy and in my judgment, it is clear that a Federal fa-

cility such as a Federal office building is a more inviting target to

terrorist groups, be they domestic or foreign.

Mr. Gekas. I thank the gentleman.
Mr. Skaggs. I don't pretend to have given this careful thought.

Clearly a Federal building is not an aircraft carrier in terms of its

mission is not to go in harm's way, and so there ought to be some
presumption, it seems to me, of safety and security that attaches.

All Federal buildings are not the same. One of the ones that I

referred to in responding to your first question happens to be a

government laboratory on its own campus. I don't believe there is

a day care center there, but if the gentleman's suggestion is that

we perhaps consider some prohibition on siting day care centers in

Federal buildings, I think we ought to distinguish between those

that might offer a target to a crazy terrorist mission and those that

remain secure and appropriate sites.

Mr. Gekas. I have no further questions.

I thank my colleagues and relinquish the balance of my
"nontime."
Mr. Hyde. I thank the gentleman. The gentleman from Virginia,

Mr. Scott.

Mr. ScOTT. Thank you, Mr. Chairman.
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Mr. Bereuter, in your bill you said we passed it last year, is there
any difference between the version this year and what was agreed
to last year?
Mr. Bereutkr. No. They are exactly the same.
Mr. ScoiT. OK. And you have in here a report to Congress as

to the requests. What would be in that report? Would it be a sum-
mary?
Mr. BEREUTEii. It would be a summary of the number of times.
Mr. ScoiT. Just the number of times, not the individual, actual

requests?
Mr. BEREUTEii. It would include the requests, the specific re-

quests, but it would also include the numbers used, of course.

Mr. Scott. And can you explain briefly how you get the national
security letter that would enable you to get the information? I

think people are generally familiar with the court order.

Mr. BEREUTEit. The national security letter is a request from the
Director of the FBI to the Justice Department and is a request for

general information to a credit reporting agency about where an in-

dividual has financial accounts or transactions, not the nature of

those.

Mr. Scott. My question is, how do you initiate—what is the
threshold for getting a national security letter? There must be
some probable cause.

Mr. Bereutei^ The FBI must meet two criteria in its request.

First of all, it must certify that such information is necessary for

the conduct of an authorized foreign counterintelligence investiga-

tion.

And secondly, that there are specific and articulable facts given
reason to believe that the consumer, one of two things. A, is a for-

eign power or person who is not a U.S. person as defined in the
section here, and is an official of a foreign power, or, secondly, that
person is an agent of a foreign power and is engaged in inter-

national terrorism or clandestine intelligence activities that may
involve a violation of a criminal statute of the United States. That
certification must show these two criteria are met.
Mr. Scott. And that has to be done by the Director?

Mr. BEREUTKI^ Yes.

Mr. Scott. Can that be delegated?
Mr. BEREUTKit. Yes. The Director the Federal Bureau of Inves-

tigation or the Director's designee.

Mr. Scott. And Mr. Skaggs, does the IG have, other than the

fact that he can kind of tell what is going on, does he have any en-

forcement power to stop any abuses?
Mr. Skaggs. No, not as drafted in our bill. I thought about that

and thought that that was probably much more problematic than
would be able to pass muster around this place. I am not sure I

would agree with it. So, no, it does not include any ability to inter-

cede into a proceeding.
Mr. Scott. Thank you, Mr. Chairman.
Mr. Hyde. Mr. Schiff, the gentleman from New Mexico.
Mr. Schiff. Thank you very much, Mr. Chairman. I didn't say

it earlier, but I want to commend you for devoting this amount of

time to these hearings. I think they are very worthwhile.
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I have a couple of things to raise briefly. First with Congressman
Skaggs, I simply want to compliment you and acknowledge that
you drafted the Dili that is before us now. And I want to emphasize
that bill because the far left and far right of our political spectrum
both accuse the Federal Government of wishing to ignore people's
constitutional rights and we have to point out that the Federal
Government is a lot of people, including we, the Members of Con-
gress, and I certainly, and I don't believe any Member of Congress
of any party wants to ignore or trample upon people's constitu-

tional rights so I think it is extremely important that we set up in-

ternal monitoring devices to try to look for and to reign in excesses
which may well occur in a body as large as the Federal Govern-
ment.
This is not meant to take away anyone's private civil remedy if

we get to that point which has been used in the past, but a recogni-
tion that the Federal Government itself, under any administration,
does not desire excesses to occur and wants to state that if they
do, it is through individual error at a particular agency and not
something that we condone. And that is why I think this bill is so

important.
So I am glad to join you on it. If you want to make any further

response, you are welcome to.

Mr. Skaggs. The gentleman states it very well and I appreciate
his collaboration on tnis.

Mr. SCHIFF. Congressman Bereuter, first, the information that
you desire law enforcement to be able to obtain in the bill that you
are talking about, is that the same consumer information that dif-

ferent business and creditor groups can get a hold of any time they
want, like if you apply for credit and so forth? Is it the identical
information?
Mr. Bereutkr. It is not. That is available to them under court

order, but what the national security letter would do is simply to

go in and find out where all accounts or transactions took place,

not necessarily and in fact not the details of those accounts but
they want to know where transactions, so that then they can pur-
sue under court order the detailed information once they have met
the certifying criteria. But right now, they need to have ability to

take a broad brush look at, for example, where Mr. Ames had ac-

counts and then to provide with a court order after that.

Mr. SCHlFF. But wouldn't that information be available as rou-
tine consumer transactions? In other words, if I am a consumer re-

porting agency, wouldn't I normally have the information about
where consumers have different bank accounts?
Mr. Bereuter. Absolutely. But the FBI does not want to register

its interest in broadly looking where Mr. Ames has accounts. And
once they know, then they can proceed and limit the party's knowl-
edge that he is being investigated.
Mr. ScHlFF. Help me here, because I am not quite following this.

Let me back up.

The initial information that the FBI might want under your bill,

how is that information different, if at all, from information that
is on hand at consumer reporting agencies, credit reporting agen-
cies and is normally available in those transactions?
Do we want more information?
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Mr. Bereuter. No. We don't want more. We need to help the
FBI target in on the information that it does wish to seek, and to
conceal the fact eventually. That is, it is seeking specific informa-
tion about the transactions that took place in bank X.
Mr. SCHIFF. You mean identifying the accounts and then going

in further and identifying transactions?
Mr. Bereuter. Correct. To go in further by court order and in

detail look at the transactions that took place in bank X.
Mr. SCHIFF. But the initial information is normal consumer infor-

mation which, whether the public knows it or not, is available on
most of us in transactions; is that right?

Mr. Bereuter. That is correct.

Mr. SCHIFF. Even though such information is widely available on
all of us, why, when we are talking about the Government, should
we still not get some third party to approve the asking for this in-

formation? Why not, even the initial information? Because we are
still talking about the Government here, which is still different.

The Government looking at us is still different than even different

credit agencies looking at us, I think.

Why shouldn't that be done still through a court order or through
a grand jury subpoena or some other device where even with the
formality surrounding this national security letter it still comes
down to the Justice Department saying I want this information so

give it to me?
Mr. Bereuter. When you get the details then that is protected

by the normal court order process that is in place now. But you
have to have a pretty good case knowing where one goes, first of

all, before you proceed with a court order. You need an opportunity
to look broadly, and if the gentleman has an idea about some other
procedure than certification in the legislation, that the FBI or his

designee would make, I would be happy to consider it.

Mr. SCHIFF. What I mean is you are talking about getting initial

information, same as a credit bureau, as to where an individual
has bank accounts; is that correct?

Mr. Bereuter. That is correct.

Mr. SCHIFF. So why not get that information through a subpoena
where it has to go through a grand jury or even a court order at

that point? Why not apply the court order test right at the begin-
ning? Why would you skip that and allow the Justice Department
simply to request and obtain the information?
Mr. BEREUTEii. I guess I would ask the gentleman in question.

How do you know where to go in the United States to request that
information about an account that a person has?
Mr. SCHIFF. How do you know which credit bureaus to go with

your national security letter?

Mr. Hyde. Will the gentleman yield?

Mr. ScHiFF. Yes, I yield.

Mr. Hyde. This could not have reached the level of a criminal

case yet where there is no grand jury to issue a letter, maybe a
counterterrorism investigation. It seems to me that if you have to

get a subpoena, that you have to have a criminal case pending.
Mr. SCHIFF. You do not—if I may reclaim my time, Mr. Chair-

man, one doesn't have to have an indictment in place to get a
grand jury subpoena for information.
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Mr. Hyde. One has to have a criminal or a proposed criminal ac-

tion pending or about to pend—well, in any event. Have we ex-

hausted that subject for now?
Mr. SCHIFF. With your permission I am going to try once more.
Mr. Hyde. Go ahead, have you my encouragement.
Mr. SCHIFF. I think I may certainly support this idea because a

great deal of information is available on all of us anyway. So one
can say, well, why should the Government not get whatever any
credit bureau can get when they ask for it.

But I don't see the difference to know where to ask for the infor-

mation as the same test regardless of whether you seek the infor-

mation through a unusual security letter or through some kind of

subpoena and I am wondering why we—the gentleman is proposing
to use a national security letter which is an agency accountable
only to itself for the use of that request.

Mr. Bereuter. I am not greatly familiar with the grand jury
process. That is for certain. But I know that the Justice Depart-
ment and the FBI indicates to me that if access to identifying infor-

mation or the identity of a financial institution is governed by court

order, it will not be used.
Mr. ScHiFF. I yield back, Mr. Chairman. I thank both of my col-

leagues.
Mr. Hyde. Mr. Chabot.
Mr. Chabot. Thank you.

I want to thank the chairman for devoting the time necessary for

this important issue and I yield back the balance of my time.

Mr. Hyde. I thank the gentleman warmly, the gentleman from
Georgia, Mr. Barr.

Mr. Barr of Georgia. I have no questions, Mr. Chairman. Thank
you.

Mr. Hyde. I thank the gentleman.
Mr. Bereutei^ Mr. Chairman.
Mr. Hyde. The gentleman from Nebraska.
Mr. Bereuter. May I attempt to supplement the remarks that

I made just before.

I said earlier or perhaps the gentleman didn't hear it or didn't

find it persuasive, I think in order to make this process usable, to

seek the information on financial transactions, you need to keep
the investigation as closely held as possible and that the current
procedures will not permit that and that is undoubtedly why they
say the court order process will not work.
Mr. ScHlFF. That answers my question, Mr. Chairman, I thank

the gentleman.
Mr. Hyde. Very well. I want to very briefly and not by way of

a question, unless Congressman Skaggs chooses to answer, but I

am having trouble accepting the viability, the feasibility, of an In-

spector General to determine the constitutionality beforehand of

certain activities of the Justice Department. I think you are creat-

ing another bureaucratic office with enormous powers.
You are divesting the Attorney General of her responsibility, and

the Deputy Attorney General, and the head of the Internal Security
or Counterterrorism department. You are making— I think that is

what judges are for.
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You are hamstringing law enforcement by having what really

might be an internal adversarial office, depending on the sensitiv-

ity of this IG. If he is an ACLU member, he is going to look at
those in one way. If he is a libertarian, he may look at things an-
other way or a conservative—but you are giving enormous power
to oversee the law enforcement activities on only one area,

counterterrorism; why not over bank robbers and over extortion-

ists—^you know, syndicate members and Mafia have civil rights too.

Why confine just it to counterterrorism?
You are setting up an office with enormous power that is antici-

pating the court, whose real function it is, and they go 5 to 4, more
than any of us would like to remember, on many of these cases. So,

I am just not sold on the concept.

I would think the responsibility of the high officials in the Jus-
tice Department, who sit around the table and decide—shall we do
this or shall we not—for them to bear in mind the Constitution and
the responsibilities if they guess wrong.

But, nonetheless, it is an interesting concept and from two very
worthy sources, Mr. Skaggs and Mr. Schiff. So, I just am express-

ing my concerns and misgivings about the concept.

Mr. Skaggs. May I respond briefiy? I thank the chairman for

raising the issues. No one will be divested of authority or respon-

sibility, to use the term that you used a minute ago. The Attorney
General, the Secretary of the Treasury, the head of the FBI are not
going to be let off any constitutional hooks by this proposal, be-

cause counterterrorism, particularly if there should come to be a
counterterrorism center as has been part of some of the proposals,

will have some agency responsibilities as to which no single agency
and Inspector General has existing authority. It seemed to me that

that is one legitimate rationale for having someone likely, or in a
position to take a look at these issues.

I also would welcome any further thoughts on how not to ham-
string—because that is certainly not my intention, nor Mr. Schiffs,

I am sure—ongoing investigations. But while one could make the

argument, as you do, if in counterterrorism why not the entire

laundry list of criminal investigative activities that the Federal

Government undertakes, I think again this is a unique area in

which there are unique powers being requested that are potentially

more at the intrusive end of the spectrum regarding the lives of or-

dinary citizens and innocent individuals than is the case in most
other investigative activities of the Federal Government. It is a line

that we are proposing to draw around this particular ambit of in-

vestigation, but you could certainly make the case, as you do, that

others that come under the scrutiny of investigative agencies are

susceptible to the same
Mr. SCHIF'F. Will the gentleman yield?

Mr. Skaggs. Just a minute. I don't, think I have the time.

The only other point is that we have, sadly, recent history in this

country in which high officials of the Justice Department charged
with responsibilities in this area chose not to live up to those re-

sponsibilities; and I think we are all well advised to make sure that

we do what we can to put in prophylactic measures to make sure

that that doesn't happen again.

Mr. Schiff. Mr. Chairman, may I have additional time?
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Mr. Hyde. I thank the gentleman.
The gentleman from New Mexico.
Mr. SCHIFF. I thank the Chair for granting me additional rec-

ognition. I had the same reservations the Chair has just expressed,
when first approached on this, and I was persuaded—the Chair, of
course, may or may not be at the end—but I want to respond brief-

ly on two things.

First, our intention is that the Inspector General not have power
other than the power to scream and to let people know something
is going wrong in the system. There is no veto power here.
Mr. Hyde. He would be called as a witness in a lawsuit against

the Justice Department, right? He or she?
Mr. SCHIFF. I suppose that is possible. I suppose anybody could

be within any department. But the reason for a separate identifica-

tion here, rather than, well, why not have a position for all acts
of law enforcement, is that terrorism normally is accompanied by
some political goal; and the reverse of that is that when groups are
investigated with political motivations, we have unfortunately a
history in this country of, at times, political disagreement being
confused with seditious or treasonist or dangerous or even terrorist

logic, and that is the reason for it.

I yield back.
Mr. Hyde. Well, I thank the gentleman. It is a very interesting

concept, and we will certainly chew on it for a while. I want to

thank this panel for their contribution. Thank you.
Our next witness is Jamie S. Gorelick, the Deputy Attorney Gren-

eral of the U.S. Department of Justice. We don't have a long bio
on you, Ms. Gorelick, unfortunately, but we know your service has
been distinguished.

STATEMENT OF JAMIE S. GORELICK, DEPUTY ATTORNEY
GENERAL, U.S. DEPARTMENT OF JUSTICE

Ms. Gorelick. Thank you, Mr. Chairman, for the opportunity to

testify before you today on your bill, H.R. 1710. As you mentioned
at the outset, the tragic bombing of the Murrah Building in Okla-
homa City on April 19 underscores the need for swift action by
both branches, the executive and legislative branches. At the same
time, we must pause to duly consider the implications of the pro-
posals before us to ensure that our law enforcement agencies have
the legal tools and resources that they need to investigate, to pros-
ecute, to deter, and to ensure that there are appropriate and ade-
quate protections for our civil liberties.

When I appeared before Mr. McCollum's Subcommittee on Crime
on May 3, I stressed that the threat posed by terrorism required
the administration and Congress to work together in a bipartisan
manner to achieve tough, comprehensive and effective responses;
and a bipartisan approach has resulted. It has resulted already in

the passage of an impressive antiterrorism package in the Senate,
which contains almost every proposal put forth by the President,
and Chairman Hyde's bill is, similarly, very much consistent with
the administration's proposals.
We are equally committed to working with the House to move ef-

fective antiterrorism legislation with broad bipartisan support. We
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would like to see that legislation moved to the House floor and
then to the President's desk as soon as possible.

As we proceed through the remaining issues that divide us, we
must not lose sight of the critical fact that we share a common goal

in this effort, and that the matters on which we differ are far, far

outweighed by those on which we agree.

Without going through each and every one of our proposals, let

me say that of the 38 legislative proposals in the administration's

bill, all but 5 are addressed in Chairman Hyde's bill, in either iden-

tical or substantially similar forms. Let me list some of the

similarities because I think that puts in context our few dif-

ferences.

The bills are similar in our creation of broad-based Federal

criminal jurisdiction for terrorism crimes and for expanded jurisdic-

tion of U.S. courts to cover terrorism outside the United States.

They are similar in their ban of financial support to foreign terror-

ist organizations. They are similar in their requirement in foreign

counterterrorism investigations of disclosures of consumer credit

reports and other similar information via a national security letter.

They are similar in their coverage of "pen register" and "trap and
trace" devices in foreign counterintelligence cases under the same
standard applicable in criminal cases. Both authorize the use of

multipoint wiretaps and permit the use of emergency wiretap au-

thority. Both expand penalties for transferring firearms and explo-

sives knowing that they will be used in a crime of violence. Both
allow the military in very narrowly defined circumstances to pro-

vide assistance to law enforcement in dealing with chemical and bi-

ological weapons, and both require a study of taggants, the addi-

tion of taggants to explosive materials to permit postexplosion trac-

ing, and Doth increase the protection for Federal employees and
their families.

As I said at the outset, this is just a partial list of what we have
in common.

Let me summarize briefly how we differ. First, there are five pro-

visions in the administration's proposals that are not part of Chair-

man Hyde's bill. First, the addition of terrorism offenses as predi-

cate acts under the racketeering statute.

Second, the amendment of the Foreign Assistance Act to facili-

tate antiterrorism training abroad for appropriate personnel of

other nations.

Third, in the authority for the Government to seek a court-or-

dered wiretap in any felony certified by the Attorney General to be

related to terrorism. There, for example, if the predicate act under
investigation is alien smuggling or customs document fraud, two
crimes which we could not now get a wiretap on the basis of, we
would like the authority for the Attorney General to certify the re-

lationship of that underlying crime to a potential crime of terrorism

in order to further investigate under a court-ordered wiretap with

all of the protections that judicial review provides.

Fourth, would be the authority for the Secretary of the Treasury

to actually promulgate regulations prohibiting the possession or

transfer of explosive materials without taggants; that is. Chairman
Hyde's version has the study, but not the regulatory authority, and
we would like there to be both.
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And finally, an increase in the time period within which we can

f»rosecute a violation of the National Firearms Act. Thus, we would
ike to have the same statute of limitations for the illegal posses-

sion of a machinegun or a bomb as we now have for the misuse of

the "Smokey Bear" logo and other crimes in title 18, that is, a 5-

year statute.

We believe that each of these provisions is meritorious, and we
would encourage this committee to consider adding them to H.R.
1710.
Mr. Chairman, you missed the beginning of my statement where

I made it clear that we have a great deal in common in our propos-

als. But you have returned for the part where I am describing the

differences. I hope you will remember that context.

Now I would like to discuss the few legislative provisions in H.R.
1710 that are not in our proposal. The three new provisions in the

area of criminal law and procedure relate to enhanced sentencing
for explosives offenses, directions to the Sentencing Commission for

a guidelines adjustments relating to domestic terrorism and a tech-

nical amendment to the pretrial detention statute relating to the

computation of time deadlines. I would say that these three addi-

tions are ones that we had not thought of, they are very construc-

tive, and we welcome each of these additions; and we join you, Mr.
Chairman, in supporting their inclusion.

There are several new provisions relating to immigration law in

1710, and five focus specifically on alien terrorists. They would pro-

vide funding for the detention and deportation of such aliens; they
would deny asylum to such aliens; they would deny certain other
forms of immigration relief to alien terrorists; they would provide

special attorneys in alien terrorist deportation proceedings who
would serve as an aide to the court in handling and interpreting

classified information; and they would provide for the exclusion of

those who were merely members, as opposed to representatives, of

a designated foreign terrorist organization.

We also join in general support of these provisions, though in

some cases we would suggest minor modifications that would be
beneficial. For example, the funding for deportation and detention

of alien terrorists would more appropriately be made to the Justice

Department as a whole rather than just to the Immigration and
Naturalization Service, since many of the costs that I know you are

trying to get at are in fact costs of the Marshals Service or the
Civil Division of the Justice Department, in addition to INS. We
think that that would more effectively reach the goal that the

chairman and other proponents of 1710 wish to achieve.

The remainder of the new immigration provisions are not terror-

ism-specific, but rather would relate to immigration matters gen-
erally. One would provide expedited exclusion in a manner that is

very similar to the administration's proposals. Our approach, under
which the Attorney General has discretion to impose expedited ex-

clusion in extraordinary migration situations, addresses the need
for the expedited process while limiting the effect on our asylum
officer resources.

Another section of the chairman's bill would fundamentally re-

form the so-called "entry doctrine" which controls the extent of pro-

cedural rights that aliens receive in deportation procedures.
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We support the notion of amending the entry distinction between
deportation and exclusion proceedings, but this is not an easy
change. There would have to be conforming amendments in other
sections of the Immigration and Nationality Act, some of which
raise policy implications. Such an amendment, for example, would
eliminate relief from deportation that is currently available to

aliens who have developed significant ties to the United States over
a long period, and where removal would work a hardship in U.S.
citizens or permanent resident relatives, for example, where a per-

son has come to the United States as a child and has developed
many ties to the United States.

I would imagine that it would be appropriate to carve out an ex-

ception for the most compelling of these circumstances, so there
would need to be some adjustment to the language to the proposal.

In addition, some changes should be made regarding judicial re-

view and the permissibility of aliens who would be subject to exclu-

sion to depart voluntarily. I don't think we want to encumber our
ability to encourage voluntary departures.
We understand that the Judiciary Committee's Subcommittee on

Immigration and Claims is preparing a bill that may address these
same issues in a more comprehensive way, and given the difficulty

of the issues involved, while we are very supportive of the goals,

we would suggest that it might better be addressed in the context
of the broader immigration bill, and I am sure that the chairman
will be considering which venue to address these questions in.

Finally, I would like to focus on a few areas of real substantive
difference between our proposal and H.R. 1710. First, while both
Chairman Hyde's bill and the President's proposals criminalize the
provision of material support to presidentially designated terrorist

organizations, our proposal would also provide a procedure under
which a U.S.-based fundraiser for an organization that also pro-

vides funding for terrorist organizations could raise funds for cer-

tain humanitarian or charitable purposes pursuant to a licensing

scheme. An additional benefit of such a provision is that it will as-

sist in monitoring fundraising in the United States by some terror-

ist organizations. With respect to the designation of terrorist orga-

nizations for the purpose of fundraising restrictions, we believe

that the desi^ation is better made as part of new fundraising re-

striction provisions separately rather than as an amendment to the

Immigration and Nationality Act.

The chairman's bill and the administration's proposals also pro-

vide for authority to access common carrier, public accommodation,
storage facility, and other records through the use of a national se-

curity letter in foreign counterintelligence cases. The difference be-

tween the two bills is that the Hyde bill would add a requirement
of notice and public disclosure in 180 days. Typically, a foreign

counterintelligence investigation lasts more than 180 days, some of

them are quite long, and we would be very concerned about pre-

mature disclosure of the pendency of an investigation during that

time period which would, I think, undermine the very purpose of

the investigation.

And finally, in that regard, H.R. 1710 doesn't have a definition

of "national security" or "terrorist." We have provided definitions in

the administration's proposal which we commend to your attention.
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There are also difTerences between H.R. 1710 and our proposal
with regard to funding. Your proposal, Mr. Chairman, authorizes
appropriations for enhanced funding of FBI operations relating to

domestic and international terrorism. We have proposed authoriza-
tions also for the Criminal Division and for the U.S. attorneys' of-

fices. With respect to Oklahoma City, for example, we have 10 U.S.
attorneys' offices and the Criminal Division making an extraor-
dinary commitment of resources. And, I would just like to see the
Department's efforts viewed as a whole in this regard.

Similarly, as is reflected in our supplemental appropriation re-

quest, we support the establishment of a counterterrorism and
counterintelligence fund under the control of the Attorney General
rather than one Justice agency. Such a fund would provide her
with the authority to reimburse any Justice agency or component
that incurs costs in response to terrorist activity here. The FBI, as
well as the Marshals, U.S. attorneys' offices, INS, the Criminal Di-
vision, all had extraordinary expenses relating to the Oklahoma
City bombing; and you could see a similar pattern as a result of
the World Trade Center bombing.

I would also like to address the need to provide an assured fund-
ing source for the administration's digital telephony initiative. We
need to ensure that the law enforcement will continue to have ac-

cess to court-authorized interceptions of communication. At the
urging of the President, Congress last year passed the Communica-
tions Assistance for Law Enforcement Act which authorized the
Government to cover the cost incurred by telecommunications car-
riers to retrofit their equipment. In the President's
counterterrorism legislation, we proposed a 40-percent surplus
against all non-IRS civil monetary penalties to pay for this cost. We
believe that this legislation can withstand constitutional challenge,
and we urge your support of this funding mechanism.

It is clear, as I said at the outset, from a comparison of the ad-
ministration's antiterrorism proposals and H.R. 1710 that the over-
whelming substance of the respective proposals is consistent and
that there is a sound basis for prompt enactment of comprehensive
and effective antiterrorism legislation. In my testimony today, I

have suggested some potential improvements which we hope you
will consider. Other more technical amendments we will submit in
writing.

To conclude, Mr. Chairman, I want to thank you for the oppor-
tunity you have extended to me to address this issue and the spirit

of cooperation which you and the committee have shown through-
out this process. We look forward to working with you toward
prompt enactment of a comprehensive and effective antiterrorism
legislation.

Thank you.
[The prepared statement of Ms. Gorelick follows:]

Prepared Statement ok Jamik S. Gokki.ick, Di^puty Attorney General, U.S.
Dki'aktmk.nt ok Justice

Mr. Chairman and membei-s of ihc Commiltee, appreciate the opportunity to tes-
tify before you today on your bill, H.R. 1710, the "Comprehensive Antiterrorism Act
of 1995." The tragic bombing of the Murrah Building in Oklahoma City on April 19
underscores the need for swift action by both the Executive and Legislative
Branches to ensure that our law enforcement agencies have the legal tools and re-
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sources to investigate, prosecute, and deter terrorist activity, both at home and
abroad.
When I appeared before Mr. McCollum's Subcommittee on Crime on May 3, I

stressed that the threat posed by tcrraiism required the Administration and the
Congress to work together in a bipartisan manner to achieve a tough, comprehen-
sive, and efTective response. This bipartisan approach has resulted, already, in the
passage of impressive anti-terrorism legislation in the Senate which contained vir-

tually every proposal put forth by the President.

The Administration remains equally committed to working with the House to

move effective anti-terrorism legislation, with broad, bipartisan support, to the
House floor and to the Prcsident s desk as soon as possible. And, as we proceed

—

through the remaining, sometimes dil'Iicult, stages of the legislative process, we
must not lose sight of tne critical fact that we all share a common goal in this eftbrt,

and that the matters on which we differ are far, far outweighed by those upon
which we agree.
The Administration's bills contain a total of 38 legislative proposals. All but five

of those proposals are addressed in Chairman Hydes bill, in identical or substan-
tially similar form. Both bills:

Create broad-based Federal cnminal jurisdiction for terrorism crimes
Expand jurisdiction of the United States couils to cover terrorism cases out-

side the United States where the victim or perpetrator is a U.S. national

Ban financial support to foreign oi-ganizations which the President has des-

ignated as terrorist organizations
Require, in foreign countennlelligence investigations, the disclosure of certain

consumer credit reports, as well as access to common carrier, public accommo-
dation, storage rental and vehicle rental records upon the presentation of an ad-

ministratively obtained National Security Ixjtter

Permit the use of "pen register" and "trap and trace" devices in foreign coun-
terintelligence cases under the same standard as those devices are currently

available in routine criminal cases

Authorize the use of "multi-point" wiretaps when the subject of an investiga-

tion, by frequently switching phones, avoids surveillance pursuant to a stand-

ard, single-point wiretap
Permit the use of existing "emergency wiretap authority" in terrorism cases

Expand penalties for transfening firearms or explosives knowing they will be
used in a crime of violence

Allow the military to pi-ovide assistance to civilian law enforcement personnel

in dealing with chemical and biological weapons,
Require a study of the addition of taggants to explosive materials to permit

post-explosion tracing, and
Increase protection for federal employees and their families

And I'm pleased to note that this is only a paj-tial list of the provisions those two
bills have in common.
Keeping in mind the overwhelming similarity between our approaches, let me

summarize briefiy how our bills differ. First, there are five provisions which ap-

geared in the Administration proposals but which are not a part of Chairman
[yde's bill:

(1) The addition of terroj-ism offenses as predicate acts under the RICO stat-

ute;

(2) Amendment of the Foreign Assistance Act of 1961 to facilitate enhanced
anti-terrorism ti'aining to appj-opiiate personnel of other nations;

(3) Authority for the government to seek a court-ordered wiretap in any felony

certified by the Attorney General to be lelated to terrorism;

(4) Authority for the SecreLaiy of Treasury to promulgate regulations prohib-

iting the possession or transfer of explosive materials without taggants; and
(5) An increase in the time period within which criminal prosecutions can be

initiated under the National Firearms Act, making the statute of limitations for

the illegal use of machine guns and bombs as long as the statute of limitations

for the misuse of the Smokey the Bear logo.

We believe that each of these provisions is meritorious, and we would encourage the

Committee to consider adding them to H.ii. 1710.

Second, H.R. 1710 includes a few legislative provisions that were not in the Ad-

ministration's proposals. Three new piovisions in the area of criminal law and pro-

cedure relate to enhanced sentencing for certain explosives offenses; directions to

the Sentencing Commission for a guiclelines adjustment relating to domestic terror-

ism; and a technical amendment to the existing pretrial detention statute relating

to the computation of time deadlines. The Admini.stration welcomes each of these

additions and joins with you, Mr. Chairman, in supporting their enactment.
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H.R. 1710 also includes several new provisions related to immigration law. Five
of those provisions focus specifically on alien terrorists

Providing funding for the detention and deportation of such aliens;

Denying asylum to such aliens;

Denying certain other forms of immigration relief to alien terrorists; and
Providing "special attorneys" in alien terrorist deportation or exclusion pro-

ceedings who will serve as an aid to the court in handling and interpreting clas-

sified information when an unclassified summary of the evidence against the
alien is not provided to the alien.

Providing for the exclusion of those who are merely members—as opposed to

representatives—of designated foreign terrorist organizations, along witn Attor-

ney General authority to waive the provision.

The Administration also joins in general support of these provisions, although
in some cases, certain minor modiiications to these provisions would be bene-
ficial. For example, the funding for detention and deportation of alien terrorists

would more appropriately be made available to the Justice Department as a
whole, rather than the Immigration and Naturalization Service, since many of
the costs of such activity extend to various Justice Department components
along with the INS.

The remainder of the new immigration provisions contained in H.R. 1710 are not
terrorism-specific, but rather would relate to immigration matters generally. Specifi-

cally, one section would provide for an expedited exclusion process that is similar
to that proposed by the Administration. We believe our approach, under which the
Attorney General has the discretion to impose expedited exclusion for extraordinary
migration situations, addresses the need for an expedited process while limiting the
effect that a universally applied process would nave on INS asylum oflioer re-

sources.
Another section of the Chairman's bill would fundamentally reform the "entry"

doctrine which controls the extent of procedural rights that aliens receive in exclu-

sion and deportation proceedings. We support the notion of amending the"entry" dis-

tinction between deportation and exclusion proceedings, but this is not an easy
change. It should be accompanied by a number of conforming amendments to other
sections of the Immigration and Nationality Act, some of which raise policy implica-
tions. Such an amendment would eliminate relief from deportation currently avail-

able to aliens who have developed significant ties to the United States over a long
period and whose removal would work a hardship in U.S. citizens or permanent
resident relatives. It may be appropriate to carve out an exception for the most com-
pelling of those situations, for example, where the alien came to the United States
as a child. In addition, some changes should be made regarding judicial review and
the permissibility of aliens who would be subject to exclusion to depart the United
States voluntarily without the need for a hearing.
We understand that the Subcommittee on Immigration and Claims is preparing

a bill that may address this issue in a more comprehensive way. Given the difnculty
of the issues involved, we suggest that this amendment is better addressed in the
context of a broader immigration reform bill.

Finally, I would Uke to focus briefly on the few areas of real, substantive dif-

ference which exist between the Administration's proposal and H.R. 1710. First,

while both Chairman Hyde's bill and the President's proposals criminalize the provi-

sion of material support to presidentially designated terrorist organizations, the Ad-
ministration's proposal also provides a procedure under whiai U.S.-b«ised fund-
raisers for foreign terrorist organizations could raise funds for certain humanitarian
or charitable purposes pursuant to a licensing scheme. An additional benefit of such
a provision is that it will assist in monitoring of fundraising in the United States
by some terrorist organizations. With respect to the designation of terrorist organi-
zations for the purpose of fundraising restrictions, the Administration believes that
such a designation is better made as part of the new fundraising restriction provi-

sions, rather than as an amendment to the Immigration and Nationality Act.
The Chairman's bill and the Administration proposals also both provide authority

to access common carrier, public accommodation, storage facility, and vehicle rental
facility records through the use of a National Security Letter in foreign counterintel-
ligence cases. The Hyde bill adds a requirement that these records be publicly dis-

closed within 180 days. Such a requirement jeopardizes lengthy, ongoing investiga-
tions and the Administration strongly urges that it be dropped.

Next, H.R. 1710 lacks a definition of the terms "national security" and "terrorist."

We recommend the use of the definitions for these terms contained in the Adminis-
tration's proposals.

Finally, there are a few areas of difference between H.R. 1710 and the Adminis-
tration's program with respect to funding. Your proposal, Mr. Chairman, authorizes
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appropriations for enhanced funding only of FBI operations relating to domestic and
international terrorism. We have proposed additional authorizations for costs which
will also be incurred by the Crimmal Division and the United States Attorneys of-

fices around the country.
In addition, as is reflected in our supplemental appropriation request, we also

support the establishment of a counterterrorism and counterintelligence fund under
the direct control of the Attorney General, rather than a particular Justice agency.
Such a fiind would provide her with the authority to reimburse any Justice agency
or component that incurs costs in response to a terrorist activity.

I also would like to address the need to provide an assured mnding source for the
Administration's digital telephony initiative. We need to ensure that law enforce-

ment will continue to have access to court authorized interceptions of communica-
tions. On that front—at the urging of the President—Congress last year passed the
Conmiunications Assistance for Law Enforcement Act, which authorized the Grovem-
ment to cover the costs incurred by the telecommunications carriers to retrofit their

equipment. In the President's counter terrorism legislation transmitted to Congress
we proposed a 40% surcharge against all non-IRS civil monetary penalties to pay
for this cost. After a thorough review, we believe this legislation can withstand any
constitutional challenges, and we urge your support for this funding mechanism.

It is clear from this orief comparison of the Administration's antiterrorism propos-
als with H.R. 1710 that the overwhelming substance of the respective proposals is

consistent and that there is sound basis for the prompt enactment of comprehensive
and effective antiterrorism legislation. In my testimony today, I have suggested
some potential improvements to the Hyde bill which we hope you will consider.

Other, more techmcal proposed amendments, will be submitted in writing shortly

and in aU likelihood can be resolved at the staff level.

To conclude, Mr. Chairman. I want to thank you for this opportunity to address
this issue and for the spirit of cooperation you have shown throughout this process.

We look forward to working with the Conmiittee and the Congress to achieve the

prompt enactment of comprenensive and effective antiterrorism legislation.

Mr. Hyde. Well, I thank the gentlelady for an excellent state-

ment and I want to assure her how welcome her suggestions are.

We readily concede borrowing heavily from the President's

counterterrorism bill, and by attempting to build on it some addi-

tional—what we would like to think are improvements, and we
hope the committee thinks are such.

It is worth mentioning that you discussed the way in which this

bill addresses funding for various law enforcement agencies within

the Department, and you feel it is better if the money were author-

ized to be appropriated directly to the Department, rather than
component parts. But I think it is worthwhile noting that the $16
billion rescissions and supplemental appropriations bill that the

President vetoed last week would have provided in excess of $70
million in funds to law enforcement in the manner your testimony
prefers; to cover the cost of hiring more agents, more prosecutors,

to purchase better technology, all with the specific mission of ap-

prehending and prosecuting terrorists, and that would have been
fiscal year 1995, this year.

I have a rather complicated question on tracers, taggants, and I

am not sure I want to burden this hearing with this question now,
although it is an important one. Perhaps it is something we can

discuss later or in writing.

We intend to mark this bill up fairly quicklv. I am trying to get

a markup Wednesday, and so any language that you have to sug-

gest would be most welcome to us. It can be offered as amendments
by various Members, but we are interested in working with you to

get a bill that will meet our requirements.
Mr. Moorhead.
We are going to use the 5-minute rule, if the committee agrees,

because we do have a lot of witnesses and we want to try to have
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some time limits. So if the gentleman doesn't mind, I will impose
the 5-minute rule.

Mr. MOORHEAD. Well, thank you, Mr. Chairman. I noted in your
bill the things that you suggested were left out include provisions
for customs fraud. One of the problems that we have discovered is

that when people come in without proper documents to the United
States, which could include terrorists, I am sure, if they slipped
under the cracks. In New York, for instance, at the airport, they
only have facilities for—250 beds for people that can be detained,
and so the vast majority of them are turned out into the night and
ordered to come back to court a couple of weeks later; 6 percent of
them return.

Is there not some kind of a security risk there of terrorists com-
ing in without proper checking or—most of those people that don't
have the proper documents claim asylum, and so they are entitled
to a court hearing. But if we aren't detaining them pending that
court hearing, isn t it possible there that we have a security risk?
Ms. GORELICK. Congressman Moorhead, we have identified and

had identified 18 months ago an initiative to address precisely the
problem that you have raised. And we have done a number of
things.

One, we have enhanced the asylum and document fi^aud enforce-
ment activities of the INS, as well as the ability to detain, particu-
larly at Kennedy Airport. As a consequence of our enforcement ac-
tivities, indictments, our new asylum reform regulations and en-
hanced detention, fraudulent asylum documents have decreased al-

most by half. We have a very aggressive program in this regard.
Now, the missing piece which you also have identified is the need

for expanded detention capability; and in our 1996 appropriation,
we have requested a vastly expanded detention capability. But we
are moving on this issue, and we would be happy to brief you on
the progress that we have made.
Mr. Moorhead. One of the things that you have recommended,

of course, is expanded wiretap capability. What provisions are you
recommending for determining whether a wiretap could be used,
and is it up to the Department of Justice, or would you go to the
courts to get that approval?
Ms. GrORELiCK. Let me be very clear about something as to which

I think there has been much misunderstanding.
In order to obtain a wiretap, we must prove to an independent

judge that there is probable cause to believe that a crime is being
committed and that the person whom we seek the wiretap order as
to is committing that crime. Nothing that we have proposed in any
of our proposals, nothing, would change that standard and that
fundamental guarantee of the Constitution.

Mr. Moorhead. What is the Department of Justice's view on ex-
cluding members of a designated terrorist organization and how do
you determine the danger of those organizations? Is that something
that we—I think most of us here would feel more secure if you
could exclude them, but is there a constitutional problem, or are we
going to be able to do that?
Ms. GrORELiCK. The administration's proposal does not contain a

provision directed at mere membership in a terrorist organization,
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but rather is directed at representatives or leaders of that organi-

zation. Chairman Hyde's proposal goes to mere membership.
There would not, in our view, be a constitutional problem with

Chairman Hyde's proposals. We would, however, suggest that there

be an opportunity to waive in certain circumstances the prohibition

on the person entering the country as a result of mere membership.
There may be circumstances in which it is in our interests to have
such a person be able to come into the United States.

Mr. MOORHEAD. I only have time for one more question. Can you
provide the committee with a profile of the type of security that is

available at Federal buildings across the country?
Ms. GoRELiCK. Yes. By the 20th of this month we will submit to

the President of the United States the 60-day review that he re-

quested as a result of the Oklahoma City bombing. It will contain

a profile of Federal buildings, a profile of their security and their

security needs, as well as their vulnerabilities. And it will contain

recommendations for next steps to further assure people who work
in and visit those buildings that they have a secure environment.
Mr. MooRHEAD. Thank you very much.
Mr. Hyde. The gentlelady from Colorado.
Mrs. ScHROEDER. Thank you, Mr. Chairman. One of the things

that puzzles me that neither bill has is, over the last couple of

years, the gentleman from New Mexico and I have been watching
a new kind of technology at Sandia which I think is terribly prom-
ising, and that is one that detects explosive materials before they

blow up. And my concern is, why isn't there not more focus on this?

I thought they were making great progress; what they showed us

all seemed to work, and I keep seeing us trying to do the old clum-

sy thing. I think we haven't looked enough at technology and R&D
just because maybe Justice has been more looking at rules and
laws. But have people with Justice looked at that?

Ms. GORELICK. Yes, indeed. And we have your letter in that re-

gard and—^but let me respond to it here as well.

We have put enormous resources into the transfer of defense and
other technologies into the area of law enforcement, and our Na-
tional Institute of Justice has a very aggressive program in this re-

gard. I would be pleased to give you a briefing on the progress that

we have made in transferring that technology and other similar

technologies to aid law enforcement. I do believe, and the Attorney

General does believe, that there is a lot that we can do with tech-

nology.
Mrs. ScHROEDER. We thought that this preblast detection was

really very exciting at Sandia, and I would certainly encourage you
or the Attorney General or someone to go see it, because it is really

even ahead of the NIJ. I mean, they are doing other things in those

labs, too, that we need to bring on line faster, because we are kind

of catching up all over the place.

Secondly, the things that were not in Chairman Hyde's bill, what
do you think is the most important if you had to name one?

Ms. GORELICK. Well, let me go back to my list. If I had to pick

one—I really hate to pick one—but if I had to pick one

Mr. Hyde. Would the gentlelady hold for a second before you
pick one? Let me
Ms. GoRELiCK. Which one do you like best, Mr. Chairman?
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Mr. Hyde. Well, I think it is worth noting that there are reasons
for some of the exclusions. I have a note here from staff: addition
of terrorism offenses as predicate offenses under RICO. We did not
wish to include those provisions because of our concern over the
overreach of RICO generally, and it needs a more general treat-

ment. The amendment of the Foreign Assistance Act to enhance
antiterrorism training for personnel from foreign nations is within
the jurisdiction of the International Relations Committee.
We are concerned about jurisdiction and sequential referral, and

some of the things you mentioned are the jurisdiction of other com-
mittees. Well, OK
Ms. GORELICK. Well, let me answer the question this way.
I would say that we would like to see authority to seek a wiretap

with respect to any felony that could be related to terrorism. I

think that the Secretary of the Treasury should have the authority
to promulgate regulations to prohibit the possession or transfer of
explosive materials as opposed to just studying it.

Finally, I really don't see why we should have an extraordinarily
short statute of limitations for the criminal prosecution under the
National Firearms Act.

Mrs. SCHROEDEU. Let me ask one more question.
No. 1, I am very troubled by the President having the authority

to list groups and select their leaders. I guess only because of our
recent experience of the majority leader riding around saying to

people that he didn't want them contributing to groups like the
American Cancer Society or something. So I guess my question
would be, what kind of a check is there on the President that they
don't just get to pick whatever group they would like to designate
their leaders as terrorists. You know, I would like some measure
of balance in there.

And the second part of the question is after—the gentleman from
Texas I think made a very good point in his opening statement,
and that is that after Oklahoma City and after the World Trade
bombing, things looked like they were efficient and moving very
rapidly. What were the biggest problems, and if you had to really
target what laws were most in your way in moving on that, what
would they be?

In other words, is this a direct response to that, or is this just
a time where everybody is saying, "oh, these things happen and
politicians must run in and do something," in quotes, which we
tend to do here without maybe having what we did fit the problem
that drove it.

Ms. GtoRELlCK. We did try to ensure that the top proposals that
we were making were indeed related to our needs in the domestic
and foreign terrorist arena. The most important of those are for re-

sources and for the authority to have a domestic terrorism center
where all information could be brought to bear so that we could co-

ordinate as much as possible.

As you know, the proposal for the process by which the President
would designate a foreign terrorist organization as such, in order
to prohibit U.S. funding of such organizations, was in the bill that
preceded the Oklahoma City bombing and was not in any way a
response.
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In response to your first question on judicial review, I have tried

to make it clear that individuals who wish to challenge the Presi-

dent's designation have whatever rights of access to the courts they
otherwise would have. We have not asserted, and we have done
whatever we can to clarify that we are not asserting, that there is

no access to the courts.

What we have said is that someone should not be able to ignore
the designation, make the contribution, provide material support to

a terrorist organization and then claim that the designation was
improper. You cannot—^you should not be able to challenge that
designation in the context of a criminal proceeding. But we are si-

lent on access to the courts with regard to the designation in the
first instance.

Mrs. ScHROEDER. Well, my time is up, Mr. Chairman.
Mr. Hyde. I will give you additional time if you want.
Mrs. ScHROEDER. You are very kind.

I just wanted to say, but what you mean is that, first, they des-

ignate and then you would have the right to go to court and chal-

lenge the designation, right?

Ms. GORELICK. Someone could go to court and challenge.

Now, I would say
Mrs. SCHROEDER. But you are already labeled as you go into

court as one who has been labeled by the President as a terrorist

group?
Ms. GORELICK. That is correct.

I will tell you that that decision would not, in my view, be made
without a great deal of thought as it was with respect to the des-

ignation that the President made under lEEPA most recently

where he went through a very labored and careful process to come
up with that designation.

Mrs. SCHROEDER. Thank you, Mr. Chairman.
Mr. Hyde. I just want to add to my list of reasons why some of

these things are not in our bill. The National Firearms Act is under
the jurisdiction of the Ways and Means Committee, so if we trifle

with that, we end up sequentially referring our bill. So these tech-

nical considerations sometimes interfere.

The gentleman from Pennsylvania, Mr. Gekas.
Mr. Gekas. Yes. I thank the Chair.

The Senate, I understand, Ms. Gorelick, has added provisions

that would help to reform death penalty appeals, habeas corpus
structure. Do you agree with those proposals, that that would be

a good step forward?
The President, I believe, has indicated his approval of that addi-

tion. Is that correct?

Ms. Gorelick. Yes. Let me say this.

Our original concern about the inclusion of the habeas proposals

was that it would delay consideration of this bill. As you know, ha-

beas corpus has been a very controversial issue in this body and
in the Senate. We—the President is very concerned about the ha-

beas corpus process. He does not want to see delay in the process,

but he wants the process to be fair.

He had several concerns about the Senate proposal, and one
central concern was the provision to ensure the provision of counsel
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to individuals on death row, and that is a change that was made
in the Senate bill.

We be happy to work with this committee on those issues to see
a resolution of that issue.

Mr. Hyde. Would the gentleman yield?

Mr. Gekas. Yes.
Mr. Hyde. I just would suggest
Mr. Gekas. Just for a short time, Mr. Chairman.
Mr. Hyde. Surely. I appreciate that. The gentleman is very gen-

erous,
I would just suggest that we have debated and passed a habeas

corpus bill in the House. It is in the Senate bill; it will be an item
to be conferenced, and for us to revisit that very emotional, heated
debate again on this bill, having once passed a bill—it is in the
crime bill over before the Senate, but the Senate's habeas provi-
sions are in the counterterrorism bill. So as I say, we will have to

deal with it in conference—I don't see, really, the wisdom of revisit-

ing that whole argument again, in this committee, on this bill. So
I would
Mr. Gekas. Well, seizing back my time-
Mr. Hyde. I would urge the gentleman to consider tactfully not

urging that we have a habeas revisitation in this bill.

Mr. Gekas. No, no, no. I do not intend, Mr. Chairman, to go into

the terminology or the substance of any habeas corpus provisions.
I simply want to register for the record that there are many of us
who, when this item reaches conference, are going to be looking fa-

vorably upon inclusion of the habeas corpus tenets that are now in

the Senate.
Mr. Hyde. I would tell the gentleman I would hate to lose all the

work we did on that, so I intend to rigorously support the inclusion
of a habeas bill.

Mr. Gekas. I support the chairman's support of this Member's in-

tent not to reinstitute the habeas corpus
Mr. Hyde. The gentleman is very supportive.
Mr. Gekas. Yes.
The other question that I wanted to ask simply was whether or

not the Deputy Attorney General is aware of any policy with re-

spect to the day care centers which was brought up in his testi-

mony heretofore.

Ms. GrORELlCK. The issue of day care centers is being looked at
as part of the security review, the 60-day review that I mentioned
earlier.

Mr. Gekas. Have any day care centers since Oklahoma City been
removed to other sites or shut down, period?
Ms. GoRELiCK. I don't believe so, and I do believe that the GSA

had very early on done a review of the locales and security situa-
tions with respect to the other day care centers.
Mr. Gekas. I have no further questions.
I thank the Chair.
Mr. Hyde. The Chair announces that we will recess at 12 noon

to return at 1:30, and so, bearing that in mind, it would be helpful
if we could get through with the next panel before noon so they
might go about their ways, both of them from out of State, but that
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is merely a suggestion. I do not wish to curtail anybodys question-

ing.

The gentleman from Virginia, Mr. Scott.

Mr. Scott. Thank you, Mr. Chairman. I wanted to follow up a
little bit on this listing. As I understand it, the President would put
the organization on the list, and it would be up to somebody else

to challenge it?

Ms. GoRELiCK. Yes.

Mr. Scott. Where would the burden of proof be?
Ms. GORELICK. I would imagine the burden of proof would be on

the challenger.

Mr. Scott. To prove their innocence?
Ms. GoRELlCK. To prove that they are not a terrorist organiza-

tion.

Mr. Scott. Can you put domestic groups on this list?

Ms. GORELICK. No.
Mr. Scott. Mr. Bereuter has a provision on credit reporting that

I think is in just everybody's version.

Ms. GoRKLiCK. Yes.

Mr. Scott. Is your version the same as his version?

Ms. GoRELiCK. Yes.

Mr. Scott. Exactly the same?
Ms. GoRELlCK. I believe so. If I need to amend my answer, I will.

But I am certain that it is substantially similar.

Mr. Scott. OK. And finally, you indicated that something about
wiretaps, and I thought there was an expansion of wiretap author-

ity in the bill.

Ms. GoRELiCK. There is. There is a minor difference that we have
been discussing between our bill and Chairman Hyde's bill, which
goes to whether the Attorney General could certify another offense

as related to terrorist activity for the purposes of obtaining a wire-

tap. Right now, there are certain offenses that can be predicates for

wiretaps and others that cannot. And a crime like alien smuggling,

which could be the predicate of a terrorist activity, cannot be the

basis of a wiretap right now; and we would like its inclusion upon
a certification in a particular case by the Attorney General that the

matter under investigation is related to terrorism.

Mr. ScoTT. Now, in an emergency wiretap, do these versions

have a good-faith exception to the exclusionary rule for the emer-
gency wiretaps?
Ms. GORELICK. I am not sure I understand the question. The

emergency wiretap provision that we offered is, similarly, in Chair-

man Hyde's bill, as is the good-faith exception under the Leon case

that is extending the current constitutional law to wiretaps. To my
knowledge, the two are not intertwined, and maybe I misunder-

stand your question.

Mr. Scott. If you get an emergency wiretap illegally, but in good

faith, do you want—are you trying to introduce the evidence?

Ms. GORELICK. No.
Mr. Scott. So there is not the good-faith extension to the emer-

gency wiretaps without a warrant?
Ms. GoRELiCK. No. In order to avail yourself, and I am subject

to correction by people behind me, in order to avail yourself of the
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emergency wiretap authority, you have to then—after the 48-hour
period, you have to have the wiretap approved.
Now, the good-faith standard says that if you have good-faith re-

liance on a court order, even if the order is flawed, the fruits of
that wiretap may be used, since there is no court order in the case
of an emergency wiretap until after the 48 hours, there is no good-
faith exception for that 48-hour period.

Mr. Scott. OK.
Thank you, Mr. Chairman.
Mr. Hyde. The gentleman from New Mexico.
Mr. SCHIFF. Thank you, Mr. Chairman.
Ms. Grorelick, let me be more precise and come down where I am

on this issue. First, I do believe that there is legislation this Con-
gress can pass and submit to the President which I think will aid
this country and its law enforcement agencies in antiterrorism
measures. My concern is, as stated earlier, that since terrorism is

normally associated with a political viewpoint of some kind rather
than simply some kind of nefarious economic gain like a standard
robbery of some kind, I am concerned that law enforcement agen-
cies might use new powers to go on fishing expeditions to look at
people who hold unpopular political views, even though there is no
direct evidence that they are involved in anything having to do
with terrorism. So that is what I am trying to balance here.
And what I am specifically concernea about in fishing expeditions

are issues like intercepting telephone conversations and looking for

hotel and motel records and examining credit and things like that,
which could be misused.
And with that in mind, I would like to ask a few questions. Let

me start with telephone.
I was interested in your last remarks, the Leon case allows a

good-faith exception now to the exclusionary rule when there is a
warrant, so since there is a Leon case, why do you need to put that
in the bill?

Ms. GoRELiCK. Because the Leon case applies to searches under
a constitutional rubric, and the wiretap—the authority to wiretap
is found in statute. The statute was passed in 1968 before the case
law developed to the point o^ Leon, and what we are asking for is

for this statutory authority, the wiretap authority to be brought
into conformity with the remainder of the law with respect to
searches.
Mr, SCHIFF. Because it is based on a different sort of law, right?
Ms. GoRELlCK. It is statutory rather than constitutional.
Mr. ScHiFF. I understand. The Justice Department desires a

multipoint telephone court order, if I am using the term correctly.
Ms. GoRELiCK. You are.

Mr. SCHIFF. Is^hat the same as the colloquially called "roving
wiretap?"
Ms. GORELICK. Yes, sir.

Mr. SCHIFF. And that means that once you have targeted an indi-

vidual, the same court order allows you to go to different phones
based on the belief that that individual is using different phones,
is that correct?

Ms. GoRELiCK. If we can prove to a court that the actions of the
individual either have the—reflect the intent to thwart the wiretap



250

or have the effect of thwarting the wiretap in the case of the Sen-
ate provision, which we like, we would obtain approval from the
court for a so-called "multipoint wiretap."

Mr. SCHIFF. Do we already have precedent in law for

multifaceted wiretap?
Ms. GoRELiCK. We do.

Mr. SCHIFF. Is there any difference between what is proposed
here when terrorism is the subject matter and the existing prece-

dent for multipoint wiretap?
Ms. GrORELiCK. No. There is no difference as to subject matter.
Mr. SCHIFF. All right. And we also have emergency wiretaps

now? We have provisions allowing for that?
Ms. GoRELiCK. Yes, we do. But we don't have it in either the do-

mestic or international terrorism area.

Mr. SCHIFF. Is there any difference in what you are proposing for

the emergency wiretap procedurally or substantively that is dif-

ferent from where it exists now in the law except the subject mat-
ter of terrorism or counterterrorism?
Ms. GORELICK. No.
Mr, ScHiFF. I believe there is a—and by the way, to me, that is

supportive, that we are using the same laws that exist now only
under somewhat different—for different subjects.

One last question is all I have time for. Isn't there a provision

proposed to allow the Justice Department through one of its agen-
cies to secure motel or hotel records upon request?

Ms. GoRELiCK. Upon a national security letter, much the same
as reported in Congressman Bereuter's bill.

Mr. SCHIFF. Why would a court order or grand jury subpoena not
be sufficient to get that information? Because a national security

letter for all of its—excuse me for saying it this way—but for all

of its trumped-up-sounding formality is still the Justice Depart-
ment answering to nobody but itself Why not go to some third

body for approval to get those records?

Ms. GoRELiCK. Let me answer the question in two ways.
Just as you find some comfort in the other areas that you have

been asking me about that we are doing, we are asking for the

same authority that we already have with respect to an analogous
subject. We can get via a national security letter and have for a
long time had the authority to get via a national security letter, the

actual bank records. What we don't have is the ability to know
what bank to go to, which is what the access to the credit reporting

company would give you. We feel that that is a small change for

a rather large benefit.

Second, the criminal process is utterly useless in a foreign coun-
terintelligence context. In a foreign counterintelligence context,

there is no ancillary criminal process, there is no grand jury to go
to. One could go—make up a court to go to, but the court would
have no context in which to evaluate, and you would have the at-

tendant potential for security breaches given that district courts

are not normally in a position to hear these kinds of things. For
those two reasons, we felt that this was a modest proposal and one
in which very few, if any, privacy rights were at issue; and we do
feel that the national security letter offers adequate protection.
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Mr. ScHlFF. Is the national security letter used now for hotel and
motel records?
Ms. GORELICK. It is not.

Mr. SCHIFK. Thank you, Mr. Chairman. I yield back.
Mr. Hyde. I thank the gentleman.
The gentleman from Texas, Mr. Bryant.
Mr. Bryant of Texas. Thank you.

Ms. Gorelick, the bill in section 611 defines a terrorist organiza-
tion as an organization designated in the Federal Register as a ter-

ritorial organization by the President, based upon a finding that
the organization engages in or has engaged in terrorist activities

that threatens the national security of the United States.

You have left the impression with two of the questioners a mo-
ment ago that this was somehow reviewable by the court. But sim-
ply put, the bill says if the President finds that an organization is

a terrorist organization, that determination is conclusive for pur-
poses of this statute. I don't see any grounds for review of that at

all in the statute. Can you point to something?
Ms. Gorelick. We did not, and I did not mean to give the im-

pression that we were providing a special review provision in the
statute. What I said was that we are silent on this. The individual

who wishes to challenge the designation has access to the courts

just like any other American.
Mr. Bryant of Texas. Everybody has access to the courts, but if

you don't have any statutory basis on which to bring your chal-

lenge, the statute is of no use, is the point that I am making. The
fact is, there would be no way to challenge this unless maybe to

say that the whole thing is unconstitutional; isn't that correct?

Ms. Gorelick. I am not sure that that is right.

Mr. Bryant of Texas. Well, give me a theory on which you can
challenge it.

Ms. Gorelick. I am sorry, I can't do that right now.
Mr. Bryant. As I read it, there is no basis on which to challenge

it. So we are lefl with nothing except for a challenge to the con-

stitutionality. Now, in view of that, which may or may not ever be
successful, the President then has, whoever the President might
be—I like the current President, but I might not like the next one;

and those on the other side don't like the present one, and maybe
they are going to like the next one. I don't know what is going to

happen, but the fact is, it appears to me that you could designate
almost anything as a terrorist organization.

Let me ask you, for example, could the President have des-

ignated the Iran contras as a terrorist organization and prohibited

people from contributing money to them?
Ms. Gorelick. I don't know enough about the facts of their ac-

tivities.

Mr. Bryant. What difference does it make what the facts of their

activities are?
Mr. Hyde. Would the gentleman yield?

Mr. Bryant of Texas. Just a moment. Let me get a response, and
I will be happy to yield.

The statute doesn't set any standard, so the facts of their activi-

ties don't make any difference.

92-166 0-96-9
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Ms. GrORELlCK. Well, I don't quite agree with that. There is a def-
inition of terrorist activities.

Mr. Bryant of Texas. Would you read it to me?
Ms. GORELICK. I don't actually have it handy. Excuse me just a

moment.
Mr. Bryant of Texas. I have it here, and I can read it for you.

The terrorist organization is one that is just designated by the
President as one based upon the finding that it engages in or has
engaged in terrorist activity that threatens the U.S. interest. That
is all it says, and that is the reason for my question. I am speaking
rapidly because I am going to quickly run out of time here.
Ms. GoRELiCK. Well, I would speak rapidly too if I had the
Mr. Bryant of Texas. Well, I just read it to you.
Ms. GORELICK. I believe that there is a cross-reference to a defi-

nition of terrorist activities, that it is not entirely circular. Your
question suggests that the President
Mr. Hyde. Page 50—page 50 of our bill describes terrorist activi-

ties.

Mr. Bryant of Texas. Ms. Gorelick, the point is that the validity

of the President's finding, there is no evidentiary requirement,
there is nothing at all; the President can simply make the finding.

So a description of terrorism which I suspect has no impact at all,

whatsoever, on the portion that I am talking about doesn't help us
if there is not some requirement that the President make the find-

ing based upon facts.

Ms. Gorelick. The term "terrorism," I did recall that there was
a definition beyond the one that you read. The term "terrorism"
means the use of force of violence in violation of the criminal laws
of the United States or of any State or that would be in violation

of the criminal laws of the United States or any State if committed
within the jurisdiction of the United States, and that appears to be
intended to achieve political or social ends by intimidating, coercing
a segment of the population, influencing
Mr. Bryant of Texas. May I interrupt you. I mean, you can make

the point
Ms. Gorelick. It is not without substance.
Mr, Bryant of Texas. Except that it doesn't relate in any fashion

whatsoever to this designation of the president of a terrorist orga-
nization, because there are foreign terrorist organizations that are
found to be prohibited by the President simply because they hap-
pen to do things that are not—that threaten the national security
of the United States, not that they have committed terrorist acts

in the United States or that they are guilty of terrorism. So what
you have just read to me is not relevant to this section that I am
questioning you about.
My point is that under the terms of this bill a President would

be able to designate anything he chooses as a terrorist organization
overseas and therefore prosecute an American citizen for contribut-

ing money to that organization. I see no prohibition in here, for ex-

ample, on the President for, for example, designating Christian ac-

tivities in China as terrorist organizations because they are upset-
ting our relationship with China and therefore it is not in our
international security interests for them to continue.
Mr. Hyde. The gentleman's time has expired, and I would
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Mr. Bryant of Texas. Mr. Chairman, could I ask unanimous con-

sent for an additional 2 minutes to get a response from this lady?
Mr. Hyde. You may, but before granting it, I would like to in-

form the gentleman that section 611 of H.R. 1710 requires the
President to report to Congress prior to any designation of any or-

ganization as terrorist and Congress can remove the designation if

it disagrees with the President's finding.

So there is that safeguard, and I yield the gentleman an addi-

tional 2 minutes.
Mr. Bryant of Texas. I would point out to you that obviously the

Congress can pass a law here to do anything it chooses to do. The
President can also veto the law. So that is a totally superfluous
protection in there.

Second, the point that you made with regard to the definition of

terrorism doesn't help us any. I think that the gentleman from Illi-

nois and the Republicans on the committee ought to be equally con-

cerned about this, because this is going to cut a number of different

ways.
A President would be able, for example, to designate a family

support organization that wanted to just simply provide food and
clothing for the families of contras as a terrorist organization and
prohibit anyone in America
Mr. Hyde. Or Sandanistas.
Mr. Bryant of Texas. That is ti-ue. And prohibit anyone from

contributing to it.

You would, for example, be able to stop contributions to charities

and hospitals that serve the children and families of Palestinians.

Well, we went through this a few years ago. The fact of the matter
is, Yassir Arafat was an international terrorist a few years ago and
now all of a sudden he is a respected statesman. It changes from
year to year.

This is going to involve a significant impingement upon the
rights of the American people to make contributions abroad to

groups that may or may not have anything to do with terrorism,

simply because a particular President doesn't like the politics of the
group. If we are going to have this in the bill, it seems clear to me
that we ought to have some type of a standard in here and not the
broad language that exists there.

I would like to have Ms. Gorelick, because you seem to have a
response to make and would I like to hear it

Ms. Gorelick. I apologize for the delay, but this bill is long and
not the simplest piece of legislation. There is at page 68 of the bill

a cross-reference in discussing the President's authority to des-

ignate any foreign organization, based on a finding that the organi-

zation engages in terrorism activity as defined in section

212(a)(3)(B) of the Immigration and Nationality Act.

Now, when you look at that cross-reference, what you find is a
cross-reference to a fairly lengthy definition, but it is essentially,

as seen on page 50, the term "international terrorism" means ter-

rorism that occurs primarily outside the territorial jurisdiction of

the United States or transcends national boundaries. In terms of

means by which it is accomplished, the person it is intended to in-

timidate or coerce, or the locale in which its perpetrators or opera-
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tors seek asylum, and then terrorism is defined as I earlier read
it to you.
Mr. Bryant of Texas. Where is the cross-reference?

Ms. GORELICK. The cross-reference is at page 68 of H.R. 896.

Mr. Bryant of Texas. 896?
Ms. GORELICK. Yes. That is the bill

Mr. Hyde. It is at page 92 of our bill, 1710.

Ms. GoRELiCK [continuing]. The bill that Congressman Schumer
introduced, which was the administration's initial proposal in Feb-

ruary.
Mr. Bryant of Texas. I am looking at page 92; I don't see the

cross-reference you are talking about here. I mean, page 92 of our
bill, and I assume also of your bill, is simply the language that sets

forth the ability of the President to designate a terrorist organiza-

tion.

Ms. GoRELlCK. I would be happy to have my copy of our bill

brought up to you. But I did want you to know that there is a defi-

nition.

Mr. Bryant of Texas. I am reading it here. I have seen it. My
questions are based on the same thing you are reading from. My
first question to you was, what is the standard on which somebody
would challenge the designation of a particular organization as a
terrorist organization; and you basically—^you agreed there is no
standard in the bill.

Ms. GORELICK. I said that there was no procedure set forth in the

bill, a special procedure for

Mr. Bryant of Texas. I am not talking about procedure here.

Let's talk about substantive law. What could a President fail to do

that would cause a court to render null and void his declaration of

an organization as a terrorist organization?

Ms. GORELICK. All I have said to you is, the person has
Mr. Bryant of Texas. I asked a question. I asked a question.

Ms. GORELICK. I have not researched the answer to that ques-

tion. I would be happy to provide it.

Mr. Bryant of Texas. It is not a question of research, Ms.
Gorelick; it is a question of the statute that the President sent over

here. What could a President under this statute fail to do that

would render his designation of an organization as terrorist null

and void by a court?

Ms. Gorelick. All I am saying to you is that I am not in a posi-

tion to answer that now because that is not addressed in our stat-

ute. I would be happy to provide it even yet this afternoon.

Mr. Bryant of Texas. The fact that it is not addressed in the

statute is the point of my questions. I don't know what this after-

noon could do for us. I have read and you read out loud nearly the

entire section. So what else is there to look at?

Ms. Gorelick. Well, what else there is to look at is, you have
asked hypothetically if someone wanted to challenge a designation

by the President of the United States that an organization is a ter-

rorist organization, what would be the standard review, what
would be the theory of the challenge? I don't know the answer to

that offhand. All we have said in this bill is that the person has
such rights as they may have to go into court to challenge. We have
not set up a separate procedure; no, we have not.
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Mr. Bryant of Texas. Well, the fact of the matter is that under
this language if you went to court and said it is not fair for him
to name XYZ corporation company or group as a terrorist organiza-

tion because the facts show they are not a terrorist organization,

you would not be able to litigate the question of whether or not
they are a terrorist organization. The only question would be
whether or not the President made a finding that they are a terror-

ist organization as it is written here.

Ms. GORELICK. That is your conclusion, that is not mine.
Mr. Bryant of Texas. I would like you to show me in this bill

what you base your conclusion on.

Mr. Hyde. I am going to regretfully suggest that the gentleman's
time has expired.

The gentleman from Ohio, Mr. Chabot.
Mr. Chabot. Thank you, Mr. Chairman. I have only a few ques-

tions. Section 701 would authorize appropriation of such sums as
are necessary for the FBI to hire more people and establish a
counterterrorist center and protect certain public events. Can you
give us a ballpark figure as to what sums would be necessary for

these purposes?
Ms. GORELICK. I will have for you in a minute the sums that we

asked for in our appropriations. I will have that for you in a
minute. We have the precise number in our proposed appropria-
tion.

Mr. Chabot. As you are getting that, let me ask another ques-
tion. With regards to the counterterrorist center itself, I know that
the administration believes that there is a coordination problem
among some of the agencies involved in fighting terrorism.

One of the suggestions that some people have made to help with
coordination is to merge the BATF, the Bureau of Alcohol, Tobacco
and Firearms, which is now in the Treasury Department into the
Department of Justice, specifically under the FBI. So as to consoli-

date Federal law enforcement functions.

A few weeks ago when I asked former Attorney General Barr and
former FBI Director Sessions about this idea, they both strongly

supported it and said that they had previously recommended it

themselves. Are they wrong?
Ms. GORELICK. The administration's position is that no merger is

necessary. And, traditionally, I think the Justice Department has,

as former Attorney General Barr has indicated, has advocated that.

Neither his administration nor mine have supported that.

Mr. Chabot. Could you expound upon why the administration
opposes putting the BATF under the FBI?
Ms. GoRELiCK. I cannot. I am sorry. I do not know what consid-

erations were brought to bear in that decision. There are obviously
pros and cons. Among the cons would be the disruption, I suppose,
of merging two law enforcement agencies and I am sure there are
other considerations as well.

Mr. Chabot. As has been discussed, the bill would allow the

President to designate any organization as a foreign terrorist orga-

nization and make it a crime for anyone to contribute to such an
organization. And as Mr. Bryant from Texas has asked and re-

sponded with you about, there is some question about exactly what
can be done and what a foreign terrorist organization is. Is there
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some sort of checklist or some sort of criteria that the administra-
tion has considered in this area?
Ms. GORELICK. There were criteria that were used in the lEEPA

designation, which I am sure I could get for you. We have not listed

the criteria, apart from the definitions that are reasonably detailed
in the legislation that would be used to effectuate the designation
process.
Mr. Chabot. Can you give us some examples of organizations

that might fall under that criteria either now or in the past?
Ms. GORELICK. Basically, what you are looking at is whether an

organization, through its activities, has used violence to affect an-
other government or to affect a civilian population of that govern-
ment in its political and social activities.

And the underlying information that was used in the lEEPA des-
ignation was intelligence information that we have about the orga-
nizations listed.

Mr. Chabot. What are some examples of organizations that
would fall into that category?
Ms. GoRELiCK. Well, I could give you the list of organizations

that the President—that the President used in the lEEPA deter-
mination. It is found at the Federal Register, vol. 60, No. 16, but
we can submit them for the record.

Mr. Chabot. If you could go thi-ough a few of them, ones that
might be familiar to people.

Ms. GoRELlCK. Islamic Gamaat. Hezbollah. Jihad. The Islamic
Resistance Movement. The Palestinian Islamic Jihad. The Popular
Front for the Liberation of Palestine. I am picking them off of a
long list.

Mr. Chabot. Any outside the Middle East?
Ms. CrORELlCK. No, and there are several in Israel as well. I am

trying to put my fingers on them. The Kahane Chai, I know is on
the list and there is at least one other Jewish-based organization.
But I think they are all, I believe, that they are all found in the
Middle East.

Mr. Chabot. Thank you. Could I ask unanimous consent for one
additional minute, Mr. Chairman?
Mr. Hyde. Without objection. So ordered.
Mr. Chabot. I would like to get a copy of the list and perhaps

other members of the committee would like to have that as well.

And I believe you have the figures there on the cost?

Ms. GORELICK. Certainly—yes, the funding total, including the
digital telephony is 500 million over 5 years. I do not have the line

item for the account that you requested handy and we will get that
for you immediately because we do have that.

Mr. Chabot. Thank you very much. I yield back the balance of
my time.

[The information follows:!
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EXECUTIVE ORDER

PROH!B!TlNG TRANSACTIONS WITH TbKRORISTS WHO

THREATEN TO DTSBTmr TKB MIDDLE EAST PEACE PROCESS

By the authority vested in me as iPresidant hy th«

Constitution and the laws w£ Che United States of am»riea.

including the International Emergency economic Powprs Act

(50 tt.S.C. 1701 et meq.) (lEEPA) , CHS national Pin»rgancioa

Acr. (SO U.S.C. 1601 et acq.), and section 301 nf title 3,

United Statea Code,

I, WILLIAM J. CLINTON, President ot the United Statae of

America, find that grave acta o£ violence committed by foreign

tcrroristo that disrupt the Middle East peace process eonotituta

an unusual and aattraordinary thiaac co the national security,

foreign policy, and eoonomy o£ tli« United states, and hereby

declare a national emergency to deal with that threat

.

I hereby ord«-r:

geetion 1. Except to the extent j^rovided in section

203(b)(3) and (4) of I£EPA (50 U.S.C. 1702(b) (J) and (4)) and in

reijiilacloxis. orders, directives, or licenses Chat may be issued

puiauant to this order, and notwithstanding any contract entered

ixito or any liCRTiBe or permit graiiLed prior to t.h^ affective

daue: (aj ail property and istereem in property nf

:

<i) the persons listed in the Annex to this ordAT-;

(ii) foreign persons designated by the Secretary of State,

in coordination with the Scczetaiy of the Treasury and the

Attorney General, because they are found;

(A) to have committed, or to pone a Slgnifioint ris)c of

committing, acts of violence that bave the purpose or

errect of disrupting the Middle East peac« piocess. or

(B) to assist in, sponsor, or provide financial, material,

oi technological suppoit for, or eervieea in support of.

such acts of violence; and
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3

(ilii PfPSO^S deLB*iuined by the 6«cr«tary of rhe Treasury.

in coordination with the Secretary of State and the

ACtorney Ccn*ral, to ba ownftd or controlled by, wr Co act

for or on behalf of, any o£ th« foregoing persons, uhat are

in che United Scateo, thac hsr««ftRr cone wichin the

United State*, or tbac haraafter rnme wichin the possess iuii

or control of tAiitad Statao parnons. are blocked;

(b) any cransaetion or d«»ling by United b'taces persuus or

within the United Stataa in property or interests in property of

LUc persona designated in or pursuant m this order is

pxuUibited, including the malcing or receiving of any

couuilbution of funds, goode, or sarvleas to nr for the benefit

of auch persona;

(c) any trancactioa by any United .^ratna person or vithln

the United States thot evade* or avoids, or h*n the purpose of

wsTAvUng or avoiding, or atfcen^tc.te violate , any nf the

piuhibitions aet forth in this order, is prohibited.

Sec . 2- Po^ the purpeaea of thio order: (a) the tern

* (person' meana an individual or entity i

(b) the tern 'entity' means a partnorchip, aaeociation,

cuipuxauiou, or other organiration, group, or subgroup;

(c) the tern "Ubited State* person* ncano any United

States citizen, permanent resident alien, entity organized under

che law« or the United States (including foreign branoheo) , or

any p«£«ou iu the United States; and

(d) the term "foreign person* means any eitisen or

natiujial of a foreign state (including any such individual who

is also a citizen or. national of the United States) or any

SHCity not organized solely under the lavs of the tfciited States

or existing solely in the United States, but does not include a

foreign state.
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gee . 2- I h«reby determine that the making of donacioua of

Che type specified in section 203(b)(2)(A) of lEEPA (50 U.S.C.

1702 (b) (2) (A)) by United Statea persons to persons deaignated in

or ptircuant to thi« order would seriously iiupair wy abiliUy Lo

d««l with the national emergency declared in chi* oxder. and

hareby prohibit eueh donations aa provided by secLlou 1 of this

order

.

See . 4. (a) The Secretaiy of the Treasury, in consultation

with Che Secrccary of State and, aw «pproprlace, the Atcomey

General, io hereby authorized to Lake such actions, including

Che promulgation of rules and regulations, and to employ all

powers granted to me by lEEPA as may be necessary CO carry out

the purpoaee of chia order. The Secretary of Che Treasury may

redelegate aay of these functions Lu other officers and

agencies of the OniCed States Govt^xamenc. All agencies of the

United States Government are hextiby directed to taxe all

appropriate measures withiu their authority to carry nut the

provisions of this order.

(b) Any investigation emanating from a posflihV violation

of this order, or of any license, order, or regular.i'on issued

pursuant to this order, aliall first be coordinated with the

Federal Bureau of Investigation (t-'BI) . and any raattar involving

evidence e£ a criminal violation Shall bf referred Co the FBI

for further investigation. Ulie FBI shall timely notify the

Department of the Treasury of any action it takes on such

referrals.

SM£.- £• Kothing ouacalned in this order shall create aay

right er benefit, substoatlvt or procedural, enforceable by euiy

party sgainit the united States, its agencies or Instrumen-

tnlitiae, its officers or employees, or any other person.
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SftC. £. (a) Thlji order is *ffecc5ve at 12:01 a.m.. •astern

standard tima en Jantxazy 24, 1995.

Cb) Thi» order shall be txansmitLed Lo the Conqress and

published in the '^•Iff*'' ^'^^^^^^r.

|^aui.M*^.(!;^^,^

THfe: WHITE HOUSE,

January 23, 1995.
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ANNF.X

TERRORIST ORGANIZATIONS WHICH THREATEN TO
l>X:>KUKi- TH£ niUULt; tAai PEAUf FKUCESS

Abu Nldal organlzaclon (ANO)

Democratic Front for rhtf I.-i hprat i on of Pal»sCine (DFLP)

Hizballah

Islamic Oama'at (IG)

ielamic Resistance Movemftnr (HAMAS)

Jihad

Kach

Kahane Chai

Palestinian Islamic Jihad-Shiqaqi faction (PIJ)

Palcatine Liberation Pront-Abu Abbas faction (PLF-Abu AbbasJ

Popular Front for the Liberation of Palestine (PFI.P)

Popular Front for the Liberation of Palaotine-Caneral Command
(PFLP-GC)
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Federal RaglsLer Publication Date: 1/25/95

DEPARTHEMT 07 THE TREASURY

Office of Foreiga Aeeete Coatrel

LIST OF BFBCIALLY DBSZOllXTBD TBRRORZSTB WBO TBREATEM TO DISRUPT
THE MIDDLE ERST PR&CE PROCESS

ReBVCY: Office of Foreign Aasets Control, Treasury

RCTZOV: Motice of blocking

SOXKARTi The Treasury Dejpartaent is issuing a list o£ LluuKeci
persons vhn h»VA been designated by the Praeidant as terroriet
organizcitlunsi threatening the Middle East peace process or have
been found to be owned or controlled by, or to be acting for or
on behalt Ot, these terrorist nrg»nz;tt-ions.

EFFECTXVZ DRTE; January 34, 1995

FOR FORTSER ZNFORMRTION: J. Robert McBiien, Chief, International
Prowr^TiiK, Tel.: (202) 622-2420; Office of Foreign Aecetc Control,
DepZitiueiiL uf the Treasury, 1500 Pennsylvania Ave., N.W.,
Washington, DC 20220.

eUPPLEKSHTRRY ZVFORMRTIOM:

Electronic Availability

This dnr.nment is available as an electronic file on The Federal
BuIleLi/j Boons the day of publication in the Federal Register. Ry
modem dial 202/512-1307 or call 202/512-1530 for disks oi paper
copies. This file is available in Postscript, WordPerfect 5.1
and ASCII.

BacRground

On January 23, 1995, President Clinton cigned Executive
order 12947, "prohibiting Transactions with T«rrorists Who
Threaten to Di»r\^t the Middle East Peaue Process" (the "Order")

.

The Order blocks all property subject to U.S. jurisdiction in
which there Is any Interest of 12 terrorist organizations t.hst

threaten the Middle East peace process as identified in an Annex
to the Order. The. Or-der also blocks the property and interests in
property subject Lu U.S. jurisdiction of persons designated by
the Secretary of State, in coordination with the Cecretary of
Treasury and the Attorney General, who are found i) tn have
coBunitted, or to pose a significant risk uf cununitting, acts of
violence that have the purpose or effect of disrupting the Middle
EaS4rpeace process, or ^) to assist in, sponsor or provide
financial, material, or technological support foi , ui services in
support of, snrh acts of violence. In addition, the Order blookc
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ail property and interests in property subj«et to U.S.
jurisdiction in wliich there Is any Interest of persons determined
by tho Secretary of the Treasury, in coordination with the
Secretary or state and the Attnrnp.y General, to be ovned or
controlled by, or to act for or on behalf of, any other person
designated pursuant to the Order (oollcctively "Specially
Designated Terrorists" or "SDTs").

The Order fnrt.her prohibits any transaction or dealing by a
United States person or within the United states in property or
interests in property of SDTs, including the naking or receiving
Of any contribution of funds, goods, or services to or for the
benefit of such persons. This pruhxbition includes donations that
are intended to relieve husan suffering.

Designations of persons blocked pursuant to tlie Order are
effect iVR upon the date of determination by the Secretary of
State Of his delegate, or the Director or the Office of Foreign
Assete Control acting under authority delegated by the Secretary
of the Treasury. Public notice of blocking is effective upon the
date of filing with the federal Register, or upon prior actual
notice.

I.I9T OP SPSCZALLY DESIGNATED TERRORISTS WHO
TEHEXTZX TSE MIDDLE CAST PEACE PROCESE

Soto: The abbreviations used in this list are as IuIIums:
"DOB" means "date of birth," "a.k.a." means "also known as," and
"POB" means "place of birth."

entitles

XBU KTDAL 0R6AMI2ATIOM (a.k.a. AKO, a.k.a. BLACK SEPTEMBER,
a.k.a. FATAH REVOLUTIONAKX COUNCIL, a.K.a. ARAB REVOLnTIOKARY
CODKCIL, a.k.a. ARAD RCyOLUTIOMARY BRIGADES, a.k.a. RSVOLUTIOMARY
ORGANI2ATION OF SOCIALIST MUSLIMS); Libya; Lebanon; Algeria;
Sudan; Iraq.

AL-GAMA'A AL-ISLAMTYYA (;».k.a. ISLAMIC CAMA'AT, a.k.a. GAMA^AT,
a.k.a. OAMA'AT AL-ISLAKIYYA, a.k.a. THE ISLAMIC GROUP); Egypt.

AL-JIHAD (a.k.a. JISAD GROUP, a.k.a. VANGUARDS OF CONQUEST,
a.k.a. TALAA'AL AL-FATES) ; Egypt.

ANO (a.k.a. ABU NIDAL ORGANIZATION, a.k.a. BLACK SEPTEMfiER,
a.k.a. FATAH REVOLUTIONARY COUNCIL, a.k.a. ARAB REVOLUTIONARY
COUNCIL, a.k.a. ARAB REVOLUTIONARY BRIGADES, a.k.a. REVOLUTIONARY
ORGANI2ATION OF k OCIALIST MUSLIMS); Libya; Lebanon; Algeria;
Sudan; Iraq.

ANSAR ALLAH (a.k.a. PARTY OF GOD, a.k.a. HIZBALLAH, a.k.a.
ISLAMIC JIHAD, a.k.a. REVOLUTIONARY JUSTICE ORGANISATION, a.k.a.
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ORGANIZATION OF TEC OPPRESSED ON EARTH, a.k.a. ISLAMIC JIHAD FOR
TEE LIBERATION OF PALESTINE, a.k.a. FOLLOWERS OF THE PROPHET
KUEAKKAD) ; Lebanon.

ARAB REVOLDTIONARY BRIGADES (a.k.a. ANO, a.k.a. ABU NIDAL
ORGANIZATION, a.k.a. BLACK SEPTEMBER, a.k.a. FATAH REVOLUTIONARY
COUNCIL, a.k.a. ARAB REVOLUTIONARY COUNCIL, a.k.a. REVOLUTIONARY
ORGANIZATION OF SOCIALIST MUSLIMS) ; Libya; Lebanon; Algeria;
Sudan; Iraq.

ARAB REVOLUTIONARY COUNCIL (a.k.a. ANO, a.k.a. ABU NIDAL
ORGANIZATION, a.k.a. BLACK SEPTEMBER, a.k.a. FATAH REVOLUTIONARY
COUNCIL, a.k.a. Arab revolutionary brigades, a.k.a. revolutionary
ORGANIZATION OP SOCIALIST MUSLIMS); Libya; Lebanon; Algeria;
Sudan; Iraq.

BLACK SEPTEMBER (a.k.a. ANO, a.k.a. ABU NIDAL ORGANIZATION,
a.k.a. FATAH REVOLUTIONARY COUNCIL, a.k.a. ARAB REVOLUTIONARY
COUNCIL, a.k.a. ARAB REVOLUTIONARY BRIGADES, a.k.a. REVOLUTIONARY
ORGANIZATION OF SOCIALIST MUSLIMS); Libya; Lebanon; Algeria;
Sudan; Iraq.

DEMOCRATIC FRONT FOR THE LIBERATION OF PALESTINE (a.k.a.
DEMOCRATIC FRONT FOR THE LIBERATION OF PALESTINE - EAWATMEH
PACTION, a.k.a. DFLP) ; Lebanon; Syria; Israel.

DEMOCRATIC FRONT FOR THE LIBERATION OF PALESTINE - EAWATMEH
FACTION (a.k.a. DEMOCRATIC FRONT FOR THE LIBERATION OF PALESTINE,
a.k.a. DFLP) ; Lebanon; Syria; Israel.

DFLP (a.k.a. DEMOCRATIC FRONT FOR THE LIBERATION OF PALESTINE -

EAWATMEH FACTION, a.k.a. DEMOCRATIC FRONT FOR THE LIBERATION OF
PALESTINE) ; Lebanon; Syria; Israel.

FATAH REVOLUTIONARY COUNCIL (a.k.a. ANO, a.k.a. ABU NIDAL
ORGANIZATION, a.k.a. BLACK SEPTEMBER, a.k.a. ARAB REVOLUTIONARY
COUNCIL, a.k.a. ARAB REVOLUTIONARY BRIGADES, a.k.a. REVOLUTIONARY
ORGANIZATION OF SOCIALIST MUSLIMS); Libya; Lebanon; Algeria;
Sudan; Iraq.

FOLLOWERS OF THE PROPHET MUHAMMAD (a.k.a. PARTY OF GOD, a.k.a.
HIZBALLAH, a.k.a. ISLAMIC JIHAD, a.k.a. REVOLUTIONARY JUSTICE
ORGANIZATION, a.k.a. ORGANIZATION OF THE OPPRESSED ON EARTH,
a.k.a. ISLAMIC JIHAD FOR THE LIBERATION OF PALESTINE, a.k.a.
ANSAR ALLAH) ; Lebanon.

GAMA'AT (a.k.a. ISLAMIC GANA'AT, a.k.a. GAMA'AT AL-ISLAMIYYA,
a.k.a. THE ISLAMIC GROUP, a.k.a. AL-GAMA'A AL-ISLAMIYYA); Egypt.

GAMA'AT AL-ISLAMIYYA (a.k.a. ISLAMIC GAMA'AT, a.k.a. GAMA'AT,
a.k.a. THE ISLAMIC GROUP, a.k.a. AL-GAMA'A AL-ISLAMIYYA) ; Egypt.
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HAMAS (a.k.a. ISLAMIC RESISTANCE MCJVEMENT) ; Gaza; West Bank
Territories; Jordan.

HIZBALLAH (a.k.a. PAKTY OF GOD, a.k.a. ISLAMIC JIHAD, a.k.a.
RBVOLDTIONARY JUSTICE ORGANIZATIOM, a.k.a. ORGANIZATIOM OF THE
OPPRESSED OM EARTH, a.k.a. ISLAMIC JIHAD POR THE LIBERATION OP
PALESTINE, a.k.a. ANSAR ALLAH, a.k.a. FOLLOWERS OP THE PROPHET
MUHAMMAD); Lebanon.

ISLAMIC GAMA'AT (a.k.a. SAMA'AT, a.k.a. GAMA'AT AL-ISLAMIYYA,
a.k.a. THE ISLAMIC GROUP, a.k.a. AL-GAMA'A AL-ISLAMIYYA); Egypt.

ISLAMIC JIHAD (a.k.a. PARTY OF GOD, a.k.a. HIZBALLAH, a.k.a.
REVOLUTIONARY JUSTICE ORGANIZATION, a.k.a. ORGANIZATION OF THE
OPPRESSED ON EARTH, a.k.a. ISLAMIC JIHAD FOR THE LIBERATION OF
PALESTIHE, a.k.a. ANSAR ALLAH, a.k.a. FOLLOWZ3tS OF THE PROPHET
MUHAMMAD) ; Lebanon.

ISLAMIC JTHAD FOR THE LIBERATION OF PALESTINE (a.k.a. PARTY OF
GOD, a.k.a. HIZBALLAH, a.k.a. ISLAMIC JIHAD, a.k.a. REVOLUTIONARY
JUSTICE ORGANIZATION, a.k.a. ORGANIZATION OF THE OPPRESSED ON
EARTH, a.k.a. ANSAR ALLAH, a.k.a. FOLLOWERS OF THE PROPHET
MUHAMMAD) ; Lebanon.

ISLAMIC JIHAD OF PALESTINE (a.k.a. PIJ, a.k.a. PALESTINIAN
ISLAMIC JIHAD - SHIQAQI, a.k.a. PIJ SHIQAQI/AWDA FACTION, a.k.a.
PALESTINIAN ISLAMIC JIHAD); Israel; Jordan; Lebanon.

ISLAMIC RESISTANCE MOVEMENT (a.k.a. HAMAS); Gaza; West Bank
Territories; Jordan.

JIHAD GROUP (a.k.a. AL-JIHAD, a.k.a. VANGUARDS OF CONQUEST,
a.k.a. TALAA'AL AL-FATEH) ; Egypt.

KACH; Israel.

KAEANE CHAI; Israel.

ORGANIZATION OF THE OPPRESSED ON EARTH (a.k.a. PARTY OF GOD,
a.k.a. HIZBALLAH, a.k.a. ISLAMIC JIHAD, a.k.a. REVOLUTIONARY
JUSTICE ORGANIZATION, a.k.a. ISLAMIC JIHAD FOR THE LIBERATION OF
PALESTIHE, a.k.a. ANSAR ALLAH, a.k.a. FOLLOWERS OF THE PROPHET
MUHAMMAD) ; Lebanon.

PALESTINE LIBERATION FRONT (a.k.a. PALESTINE LIBERATION FRONT -

ABU ABBAS FACTION , a.k.a. PLF-ABU ABBAS , a.k.a. PLF ) ; Iraq

.

PALESTINE LIBERATION FRONT - ABU ABBAS FACTION (a.k.a. PLF-ABU
ABBAS, a.k.a. PLF, a.k.a. PALESTINE LIBERATION FRONT); Iraq.
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FALESTXHZAIf ZSIAXZC JZBAD - 611XQAQI (a.K.a. PZJ, a.k.a. ISLUMTC
JIHAD OF PALESTZVE, a.lc.a. PZJ SHZQAQZ/AWDA TACTZOM, a.X..«l.

PALESTZNIAH ISLAMIC JIHAD); Isratl; Jordan; Labanon.

PARTY OP COD (a. v.. a. EIZSALU^, a.k.a. ZCLAUZC JZHAO, a.k.a.
KEVOLDTIONAKX JUSTICE ORGAMIZATION, ;i.V.a. ORGAKI2ATZOK OP THE
OPPRBS6BD ON EARTH, a.k.a. ISLAMIC JIHAD POR THE LIBERATION OJT

PALESTIVR, a.k.a. AN5AR ALLAH, a.k.a. P0LLCWER8 OP THE PROPHET
MUEAHXAD) ; Lclianon.

PPLF (a.k.a. POPULAR FRONT FOR THE LIBERATIOH OP PALBSTZHE)

;

Lebanon ; Syria ; Israel

.

PFLP-GC (a.k.a. POPULAR FRONT FOR THE LIBERXTTON OF PALESTINE -

CEKERAL COKKAND) ; Lebanon; Syria; Jordan.

PIJ (ei.k.a. PALESTINIAN ISLAHIC JIHAD • SHIQAQI, a.V.a. ISLAMIC
JIHAD OF PALESTINE, a.k.a. PIJ SHIQAQI/AWDA FACTION, a.k.a.
PALESTINIAN ISLAMIC JIHAD); Israel; Jordan; Lebanon.

PIJ SRIQAQI/AVDA PACTION (a.k.a. PIJ, a.k.a. PALESTINIAN ISLAMIC
JIHAD - SHIQAQI, a.K.a. ISLAMIC JIHAD OF PALESTINE, a.k.a.
PALESTINIAN ISLAMIC JIHAD); Israel; Jord<tn; Lebanon.

PLF (a.k.d. PLF-ABO ABBAS, a.k.a. PALESTINE LIBERATION FRONT -

ABD ABBAS FACTION, a.k.a. PALESTINE LrBERATION FRONT); Iraq.

PLF-ABU ABBAS (a.k.a. PALESTINE LIBERATION FRONT - ABU ABBAS
FACTION, a.k.a. PLF, a.k.a. PALBfiTINB LIDERATIOH FRONT) ; Iraq.

POPULAR FRONT FOR THE LIBERATION OF PALESTINE (a.K.a. PFLF)

;

T4»b»nr>n; Syria; Israel.

POPULAR FRONT FOR THB LIBERATION OF PALESTINE - GENERAL COXHAND
(a.k.a. PPLP-GC) ; Lebanon; Syria; Jordan.

REVOLUTIONARY JUSTICE ORGANISATION (a.k.a. PARTY OF SOD, a.K.a.
HIZBALLAH, a.K.a. ISLAMIC JIHAD, a.k.a. ORGANIZATION OF TEE
OFFRESSED ON EARTH, a.k.a. ISLAMIC JIHAD iTOR THE LIBERATION OF
PALESTINE, a.k.a. AN6AR ALLAH, a.k.a. FOLLOWERS OF THE PROPHET
MUHAMMAD] ; i.;ebanon.

REVOLUTIONARY ORGANIZATION OF SOCIALIST MUSLIMS (a.k.a. AMO,
d.k.a. ABU NIOAL ORGAMIZATION, a.k.a. BLACK 6RPTEMBER, a.k.a.
FATAH RSVOLUTIOMARY COUNCIL, a.k.a. ARAB REVOLUTIONARY COUNCIL.
a.K.a. ARAB REVOLUTIONARY BRIGADES); Libya; Lebanon; Algeria;
Sudan; Iraq.

TALAA'AL AL^FATEH (a.k.a. JIHAD GROUP, a.k.a. AL-JIKAD, a.k.a.
VANGUARDS OF CONQUEST) ; Eqypt.
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TEE ISLAHIC GROUP Ca.k.a. ISLAMIC GAKA'AT, a.k.a. GAMA'AT, a.k.a.
OXMX'XT AL-ISIAMIYYA, a.k.a. AL-GAMA»A AL-ISLAMIYYA) ; Egypt.

VANGUARDS OP CONQUEST (a.k.a. JISAD GROUP, a.k.a. AL-JIHAO,
a.k.a. TALAA'AL AL-FATEE) ; Egypt.

Individuals

ABBAS, Abu (a.k.a. ZAYDAN, Muhanmad) ; Director of PALESTINE
LIBERATION FRONT - ABU ABBAS FACTION; DOB 10 Dec*nb«r 1948.

AL BANNA, Sabri Kbalil Abd Al Qadir (a.k.a. NIDAL/ Abu) ; Founder
and Secretary General of ABU NIDAL ORGANIZATION; DOB May 1937 or
1940; FOB Jaffa, Israel.

AL RABMAN/ Shaykh Umar Abd; Chief Ideological Figure of ISLAMIC
GAMA'AT; DOB 3 May 1938; POB Egypt.

AL ZAWASIRI, Dr. Ayman; Operational and Military Leader of JIHAD
CROUP; DOB 19 June 1951; POB Giza, Egypt; Passport No. 1084010
(Egypt)

.

AL-ZUMAR, Abbud (a.k.a. ZUMAR, Colonel Abbud) ; Factional Leader
of JIEAD GROUP; Egypt; POB Egypt.

AVDA, Abd Al Aziz; Chief Ideological Figure of PALESTINIAN
ISLAHIC JISAO - SEIQAQI; DOB 1946.

PADLALLAE, Shaykh Muhammad Husayn; Leading Ideological Figure of
EIZBALLAE; DOB 1938 or 1936; POB Najf Al Ashraf (Najaf ) , Iraq.

EABASB, George (a.k.a. BABBASE, George); Secretary General of

POPULAR FRONT FOR TEE LIBERATION OP PALESTINE.

EABBASH, George (a.k.a. BABASE, George); Secretary General of
POPULAR FRONT FOR TEE LIBERATION OF PALESTINE.

BAWATMA, Nayif (a.k.a. HAWATMEB, Nayif, a.k.a. EANATMAE, Nayif,
a.k.a. KHALID, Abu); Secretary General of democratic front for
TEE LIBERATION OF PALESTINE - EAWATKES FACTION; DOB 1933.

ExnATMAE, Nayif (a.k.a. EAffATMA, Nayif; a.k.a. EAWATMEE/ Nayif,
a.k.a- XSALID, Abu); Secretary General of DEMOCRATIC FRONT FOR
TEE LIBERATION OF PALESTINE • EAWATMEH FACTION; DOB 1933.

EAWATMEB, Nayif (a.k.a. HAWATMA, Nayif; a.k.a. EAHATMAE, Nayif,
a.k.a. KBALID, Abu); Secretary General of DEMOCRATIC FRONT FOR
TEE LIBERATION OF PALESTINE - EAWATMEH FACTION; DOB 1933.

T6LAMB0ULI, Mehaafflad Shavqi; Military Leader of ISLAMIC GAMA'AT;
-•B 15 January 1955; POB Egypt; Passport No. 304555 (Egypt).
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JABKIL, Ahmad (ft.k.a. JIBRIL, Ahmad); Sprrnt.^ry fiAnftral of
POPULAR FROMT POR TSS LIBERATION 07 PALESTINE - GENERAL COMMAND

;

DOB 1938; POB Ramlch, Icracl.

JIBRIL, Ahmad (a.X.a. JABRIL, Ahmad); Secretary General of
POPUIAS PRONT POR THX LXBSRATIOM OP PALSSTZNS - GENERAL COMMAND;
uob 1938; POb Kamleh, Israel.

KBALID, Abu (a.X.a. HAWATMEB, Naylf, a.X.a. BAWATMA, Haylf,
a.lc.a. BAWATMAB, Nayif ) ; Secretary General of DEMOCRATIC FRONT
POR THE LIBERATION OP PALESTINE - RANATMER PACTION; DOB 1933.

NDGENIYAB, Imad Pa 'is (a.k.a. MUGENIYAH, load Payiz) ; Sonior
inceiiigence orticer ot HI2BALLAE; DOB 7 oecemDer 1962; POb Tayr
Oibba, Lebanon; Passport No. 432298 (Lebanon)

.

MUGHNIYAU, Imad payiz (a.x.a. HuaHmrAH. imad Fa'iz); senior
Intelligence Officer of BIZSALLAB; DOD 7 December 1962; POB Tayr
Hihha, Lebanon; P^sssport No. 432298 (Lebanon).

KAJI, Talal Muhaamad Raehid; Principal Deputy of POPULAR PRONT
FOR THE LIBERATION OF PALESTINE • GENERAL COMMAND; DOB 1930; POB
Al Nasiria, Palestine.

MASRALLAH, Hasan; Secretary general of Hizballah ; dob jii August
I960 or 1953 or 1955 or 1950; POD Al Dasuriyoh, Lebanon; Passport
No. 042933 (Lebanon)

.

NIDAL, Abu (a.k.a. AL BANNA, Sabri Kbalil Abd Al Qadir) ; Founder
and Secretary General of ABU NiDAL ORGANIZATION; DOB May 1937 or
194 0; POB Jaffa, Israel.

QASEM, TAlAt Fouad; Propaganda Leader of ISLAMIC gama'AT; uub 2
June 1957 or 3 June 19S7; POB Al Mina, Egypt.

8HAQAQI. Fatni; secretary General of Palestinian isx<anic jimad -

6HIQAQZ

.

TUFAYLI, Subhl; Former secretary General and current Senior
Figure of HIZBALLAH; DOB 1947; POB Biga Valley, Lebanon.

YASIN, shaykh Ahmad; Founder and Chief Ideological Figure of
HAMAS; DOB 1931.

8AYDAN, Mtihamaad (a.k.a. ADDAS, Abu); Director of PALESTINE
LIBERATION FRONT - ABU ABBAS PA^TFION; DOB 10 Dacambar 1948.
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aOMAR, colonel ]U7bud (a.k.a. AL-ZOMAR/ Abbud) ; rdutiundl Leader
of JIHAD GROUP; Egyp'b; POB ^Typt.

Dated; January 23, 1995

R. Richard Newcomb,
Director, Office of Foreign Assets Control

Approved; January 23, 1995

John Berry,
Deputy Assistant Secretary (Enforcement)

[FR Doc. 95-2035 Filed 01-24-95: 10:10 am]
BILLING CODE 4810-25-r
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Mr. Hyde. The gentlelady from California, Ms. Lofgren.
Ms. LOFGREN. Thank you, Mr. Chairman. I was very interested

in Mrs. Schroeder's question about technology and I note in his
presubmitted testimony, Mr. , Sofaer discusses technological re-

search and what was once proposed to be a terrorist defense initia-

tive with studies.

I am concerned that there are a number of items in this bill that
at least raise serious questions about civil liberties, some of which
disturb me a great deal. Yet there is virtually nothing in the bill

that really addresses technological solutions to preventing terrorist

activity. And I heard your answer about the Department of Justice,

and that is fine. But it is not an initiative. It is not a new effort.

And I am wondering what comprehensive efforts the Department
is taking to solicit emerging technology in the fight to prevent ter-

rorism.
For example, I recently asked some of the high-tech companies

in Silicon Valley just to put out the word on the Internet to per-

colate ideas among the members of their company on things that
could be done. They got back about two pages of technologically

feasible things that could be done that would prevent explosions or

that would identify potential terrorists in ways that would be more
respectful of the Bill of Rights.

Can you lay out what systematic efforts the Department is un-
dertaking to pursue and solicit technological solutions?

Ms. GoRELiCK. Yes, in fact, this is an initiative of this adminis-
tration. We have consolidated our research and development on be-

half of law enforcement in our National Institute of Justice. We
have opened around the country technology centers to make use of

defense technologies, technologies coming out of the Energy De-
partment, technologies newly available through industry. And I

will give you a couple of examples. We have let a contract for the

development of a technology to detect concealed weapons. And that
is moving along very quickly.

We are now testing devices that disable the computers in auto-

mobiles in order to stop an automobile in its tracks. We have in

research and development right now several mechanisms for dis-

abling individuals without use of guns and bullets, ranging
from
Ms. LoFGREN. Actually, we saw a demonstration of some of those

at a Crime Subcommittee hearing a while back. I am also wonder-
ing about identification of aliens. It is now possible to do that with
passports upon entry very effectively through fingerprints that are

linear. It is also possible to do that with credit cards and with tele-

phones. Are you looking at those sorts of things?
Ms. GORELICK. We have all along the border, starting in Califor-

nia and working east, a new system for identification of aliens com-
ing across the border via fingerprints that are made by putting the
finger up against a computer terminal and that serves to check the

individual's record to ensure that an individual is not using a false

identification.

So, yes, we are looking at ways of using those technologies.

Ms. LoFGREN. Right now there are little wands that can be used
to identify the presence of even a few atoms of a chemical. Those
could easily be, I understand, utilized to detect explosives.
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Ms. GoRELlCK. Well, in this bill, as you know, there is a mandate
for the use of tagging of plastics explosives.

Ms. LOFGREN. I understand that is to catch the guys after they

killed everybody.
Ms. GoRELiCK. No, no, no, I beg to differ with you. That is actu-

ally to detect the presence of plastic explosives. There is another,

a provision in the bill to study the use of tagging post explosives.

Ms. LoFGREN. But there is technology that is already available.

Why is there no funding to acquire that technology, to improve se-

curity at Federal buildings or other sensitive sites with the tech-

nology that could prevent explosions?

Ms. GORELICK. We know that the technology is available and we
are trying to utilize it to the maximum extent that we can.

Ms. LoFGREN. So you have enough money to acquire all the tech-

nology you need?
Ms. GORELICK. No, I am not saying that. I am saying that we are

trying to use such technologies as we have available to the maxi-
mum extent possible. This bears, I think a longer conversation, and
I would be pleased to have it with you. Because we very much be-

lieve in the use of technology and the help that it can provide to

law enforcement and we don't want to turn our backs on any tech-

nological solution to a law enforcement challenge.

Ms. LoFGREN. Thank you, Mr. Chairman.
Mr. Hyde. I thank the gentlelady. The gentleman from Georgia,

Mr. Barr.

Mr. Barr of Georgia. Thank you, Mr. Chairman. Ms. Gorelick, I

am having a little difficulty determining which bill the administra-

tion supports. I have three bills that I have been referring to this

morning during the course of the testimony and questioning and
that is, of course, the chairman's bill, H.R. 1710, in addition H.R.

896, and H.R. 1635.

Which bill do you refer to or is there another bill when you talk

about the administration's position?

Ms. Gorelick. Well, there is the original bill, 896, that was sub-

mitted by Congressman Schumer in February. Then—that was
supplemented after the Oklahoma City bombing by H.R. 1635,

which was submitted by Mr. Gephardt.
Mr. Barr of Georgia. OK and both of those reflect the adminis-

tration's position?

Ms. Gorelick. That is correct.

Mr. Barr of Georgia. OK Thank you.

I am having some difficulty, and I think some of my colleagues

up here on both sides of the aisle may be also, with regard to the

scope of all three of these bills. And I keep coming back, for exam-
ple, to some of the definitional terms involving terrorism in 1710,

and, for example, domestic terrorism as defined in 1635, both of

which seem to me to vastly expand the potential reach of Federal

law enforcement.
Have you looked at the definition, for example, on page 50, of the

bill that we are considering today, 1710?
Ms. Gorelick. Yes, I have.
Mr. Barr of Georgia. As well as the definition of domestic terror-

ism in 1635 on pages 18 and 19.
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Ms. GrORELiCK. I am not sure that I have sat with them side by
side.

Mr. Barr of Geor^a. Both of them, and this is part of my con-

cern with the legislation and the matters that we are discussing

here, seem to be very, very broad definitions of terrorism. Do you
agree with that assessment?
Ms. GoRELlCK. Well, I have to say that I think they are as broad

as they need to be and they have antecedents in the criminal law
and in the way in which we have utilized them in the past. That
is, the domestic terrorism definition is found in our guidelines. And
the international terrorism
Mr. Barr of Georgia. Guidelines that are currently in use?
Ms. GORELICK. Yes, and that have been for 20 years. And the

international terrorism definitions are found in the Immigration
and Nationality Act. I have to say, Mr. Barr, I have not sat down
and compared these two sets of definitions to those. But in general,

I think that they do have a root in current law and practice.

Mr. Barr of Georgia. Well, I agree that they do, but what both-

ers me is codifying them in statute and their potential reach. For
example, if I look at the definition on page 50 of 1710, it says that
the term "terrorism" means the use of force or violence in violation

of the criminal laws of the United States or of any State and then
there is some other language. And I am not even sure that the con-

cluding phrase on line 6 and 7, which is "that appears to be in-

tended to achieve political or social ends by," modifies the entire

definition or not. I have some real concerns.

And then I turn to 1635, which you say reflects the administra-
tion's position, and the term "domestic terrorism" on pages 18 and
19 seems even broader. It would help me to know exactly where
the administration stands on these definitions.

Ms. GoRELiCK. Well, the gravamen of a terrorist offense

Mr. Barr of Georgia. I know it puts you at a disadvantage as

well, but with the time limitations I would appreciate something
from the administration specifically addressing these definitional

concerns.
Two other questions. With regard to the use of the military in

certain areas that these bills deal with, weapons of mass destruc-

tion, for example, it isn't the administration's position, is it, that
there is no expertise currently that our Government has other than
in DOD to investigate properly weapons of mass destructions; i.e.,

explosives?
Ms. GoRELiCK. Is that a question you want me to answer now?
Mr. Barr of Georgia. I would like your thoughts on that.

Ms. GORELICK. We have some expertise, but I think Director

Freeh would tell you that if we were to experience, for example,
what the Japanese experienced with respect to the use of sarin in

the metro in Japan, that we would not, within law enforcement,
have the capability to disable or disarm such a device ourselves.

Mr. Barr of Georgia. ATF does not possess the capability to do

that sort of operation nor the FBI?
Ms. GORELICK. No, we have limited resources in that regard, and

it has been these events that have worried us about our resource.

Mr. Barr of Georgia. Mr. Chairman, I do have one other ques-

tion. Could I pursue that real quick?
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Mr. Hyde. Of course.

Mr. Barr of Greorgia. Thank you, Mr. Chairman. Looking back in

the context which really brings us here today, to some extent it in-

volves two recent cases. One, the World Trade Center bombing,
and, secondly, Oklahoma.

In the World Trade Center bombing, Federal law enforcement
was able, very quickly to conduct a very thorough investigation of

the case, gather a great deal of evidence very quickly and obviously

under existing laws and procedures, and the system was able to

bring at least several of the perpetrators to justice relatively quick-

ly and I think very efficiently.

Certainly with regard to Oklahoma, we have just really begun
that process, but even in the very early stages, the Grovemment, I

would have to say, have been very successful utilizing existing laws
and procedures to gather a great deal of evidence, probably much
more, I would hope much more than we even know about publicly.

Has investigated some individuals and has indicated to the court

that the Government has a great deal more on which they are pro-

ceeding and they have asked for additional time in which to seek

indictments.
And I am left with the following question: Is it the administra-

tion's position that current laws and procedures, which very suc-

cessfully led to the investigation, prosecution, and conviction of the

perpetrators in the World Trade Center bombing and which seem
to be leading us in the same direction in the Oklahoma case are

insufficient? Is the administration concerned that they will not be
able to bring the perpetrators of the Oklahoma bombing to justice

with current laws and procedures?
Ms. GoRELlCK. Let me answer that question as briefly as I can

and with reference to the earlier question about the definition of

terrorism. As Director Freeh very ably testified when he was here
before Mr. McCollum's subcommittee, there was a fortuity, if you
want to call it that, in both the World Trade Center case and in

the Oklahoma City case, that the target of the bomb was a building

with a Federal office in it. Had there been a building similarly at-

tacked with no Federal nexus, and the tools used to attack

Mr. Barr of Greorgia. You are getting off into hypothetical.

Ms. GORELICK. No, no, I am answering directly.

Mr. Barr of Georgia. Th^ question was is there some deficiency

in current Federal laws, procedures and regulations and policies

that lead the administration to have concluded that a successful

prosecution of the perpetrators of the Oklahoma bombing would be
impossible?
Ms. GORELICK. Obviously not. I am not going to sit here and tell

you that there is a deficiency in our prosecution in Oklahoma City.

But what I will tell you is that if there had not been Federal em-
ployees in that building, if there had not been a Federal office in-

side the World Trade C!enter there could have been a problem. And
I just don't think that the people of the United States want to

have, whether the FBI can come in and investigate, turn on that

fortuity for lack of a better word.
Mr. Barr of Georgia. That is rather simplistic and I don't think

really is responsive. I am—I really am somewhat concerned that

we are getting into an area here that we may not need to get into
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just in my experience and certainly in the World Trade Center
bombing case, and I commend our Federal law enforcement and the
U.S. attorney's ofTice and the Department. We had, and currently
have, tools that seem to me and to a lot of people to be very ade-
quate.
Ms. GrORELiCK. Let me suggest that if you really have concerns

in that regard, given your background as a Federal prosecutor, that
it would be very worthwhile for to you sit down with me and Direc-
tor Freeh and discuss those issues because I believe that you, in

particular, should see the need for this kind of overarching legisla-

tion with all due respect.

Mr. Barr of Georgia. Thank you, Mr. Chairman.
Mr. Hyde. Thank you. Before terminating this morning's hear-

ings, I do have a question.
Mrs. Gorelick, you heard Congressman Skaggs' testimony regard-

ing his bill and the creation of an Inspector General to assure con-
stitutional activities by law enforcement in counterterrorism inves-
tigations. I expressed my misgivings about that. Can you give us
an off-the-cuff opinion?
Ms. Gorelick. Yes, my off-the-cuff opinion is to share your mis-

givings.

I would have real concerns about creating an entity accountable
to nobody but the President of the United States, replacing the ac-

countability of the Attorney General and the Director of the FBI,
to receive huge amounts of information on wiretaps, on searches,
on any requests for information in a counterterrorism area, and,
quote, unquote, to superintend those investigations. And particu-

larly v/ith what would happen within the Department, where there
might be a disagreement between such a person and the person re-

sponsible for the carrying out of an investigation.

Given the apparent authority in the legislation, which I have
only just had a chance to glance at, to make public the results of

a dispute, is essentially to stop an investigation in its tracks. And,
if I have learned anything from my tenure in government, it is that
there needs to be a system of accountability and particularly in law
enforcement, a system of command. And, if you in your oversight,

don't like what we are doing, then you have many means to ad-
dress those concerns I would suggest to you that in lieu of some-
thing like this, great oversight, questions about what we are doing,

the techniques we are using, are wholly appropriate.

Mr. Hyde. Well, I agree totally with the gentlelady and I would
add, and this is very parenthetical, those are some of the real prob-
lems with the independent counsel statute, the lack of accountabil-

ity. And we tried, oh, how we tried to make it a useful statute, but
the gentlemen in the other body didn't agree with us. And I intend,

before I die, to revisit that and try and have a workable independ-
ent counsel statute with some accountability to somebody. And,
hopefully, we can do that. But, I thank the gentlelady.

And, it is now about 2 minutes to 12. We have another panel I

regret we didn't get to this morning. And I would suggest that we
recess until 1 o'clock, which is 1 hour, when we can hear Judge
Sofaer and General Barr, and then give them such questions as we
can formulate and let them go. So, the committee is in recess until

1 o'clock.
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[Recess.]

Mr. Hyde. The committee will come to order.

The next witnesses will be the former Attorney Greneral, William
Barr, and former Federal judge and counsel to the State Depart-
ment and many other important things.

Abraham, we welcome you.
I regret that there are not more Members present. We moved up

the time until 1 o'clock, and we do have a working quorum, and
your testimony will be carefully reviewed, because you two are very
important people and opinions on this very issue.

So William Barr served as 77th Attorney General of the United
States from 1991 to 1993. And prior to that, he was Deputy Attor-

ney General and Assistant Attorney General for the Office of Legal

Counsel in the Justice Department.
The Assistant Attorney General for the Office of Legal Counsel

serves as the chief legal advisor to the Attorney General, the De-

f>artment of Justice. Mr, Barr has substantial experience with the

egal questions associated with national security terrorism and es-

pionage. He has been a partner with the law firm of Shaw, Pitt-

man, Potts & Towbridge in Washington. And is currently senior

vice president and general counsel for GTE Corp.
Mr. Barr, if you would proceed.

Mr. ScfflFF. Mr. Chairman.
Mr. Hyde. The gentleman from New Mexico.
Mr. Schiff.

Mr. SCHIFF. Since I am making up the working quorum, may I

be recognized for 30 seconds before listening to our distinguished

witnesses?
Mr. Hyde. That is the least the Chair can do out of gratitude to

Mr. Schiff.

Mr. ScHiFF. I appreciate that.

I will speak fast since someone else has just come in. I just re-

ceived notice of the intent to mark up this bill on Wednesday. And
it is exactly when the subcommittee that I Chair in the Science

Committee is marking up legislation. So I may miss a good part

of this markup.
With respect to amendments I had mentioned earlier possibly of-

fering, two are already in the bill from the other body and we may
just discuss them in conference. And the bill that we discussed at

some length, the Skaggs-Schiff bill with respect to the possible In-

spector General on Civil Liberties involving counterterrorism inves-

tigations, I found out that bill was also referred to the Government
Relations Committee. Because I would not want to see a sequential

referral of this bill, I will not offer it but make a point that I do

believe in it and perhaps separately we could take it up.

Mr. Hyde. I thank the gentleman for his announcement. So you
are not going to push the IG amendment here?
Mr. ScfflFF. No, it is my understanding, Mr. Chairman, that if

it is incorporated in your bill, that would force a sequential referral

since our bill was also referred to Government Relations.

Mr. Hyde. That is fine.

Mr. ScfflFF. And I think none of us here wants sequential refer-

rals. I noticed in your other comments, you are doing your best to

avoid it, and I want to cooperate in that.
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Mr. Hyde. Thank you, I appreciate that. Very good.

Mr. Barr.

STATEMENT OF WILLIAM P. BARR, FORMER ATTORNEY GEN-
ERAL, U.S. DEPARTMENT OF JUSTICE, AND GENERAL COUN-
SEL, GTE CORP.

Mr. William Barr. Thank you, Mr. Chairman and distinguished

Members of the committee.
I am honored that you invited me here today to discuss terrorism

and H.R. 1710.
I think it is possible to exaggerate the terrorist threat we face.

I do feel that there are a number of factors today that do mean
that we are going to find that terrorism, both from foreign and do-

mestic groups and individuals, is a persistent challenge that we
face, and while we have substantial resources and authorities now
to combat it, I do think that there are some measured and reason-

able steps that we can take that will markedly increase the FBI's

ability to deal with terrorists, to detect them, to interdict them and
ultimately to perhaps deter them.
And I know that there are some who believe that you cannot

deter terrorist groups, and I know from my own firsthand experi-

ence at the Department of Justice, that there are some groups in

the world that have decided that it is not best to carry out terror-

ism in the United States because of their perception of the vigor

and effectiveness of the FBI here at home. And, therefore, I think

it is critical for all of us to ensure that we are doing whatever can
be done to keep our guard up consistent with our constitutional

principles and our cherished freedoms.
I think 1710 is a superb piece of legislation. I think it is balanced

and reasonable. I think it will substantially enhance our ability to

deal with terrorism. But at the same time, it does preserve our free

traditions and our constitutional liberties.

It draws upon some important proposals that were made as early

as the Bush administration as well as proposals made by this ad-

ministration. It has some new provisions, and in several cases, I

think it significantly improves upon previous proposals.

Two broad points I would like to make at the outset, and one is

sort of echoing you, Mr. Chairman, I don't think this is—as it is

sometimes presented in the media—a rush to judgment or knee-
jerk reaction precipitated by recent events. These ideas have been
around for years and carefully considered, and this bill reflects the

collective judgment of successive Republican and Democratic ad-

ministrations and the people in the Department of Justice and
other law enforcement agencies about improvements that can be
made that will assist us.

The second overarching point is there is no diminution that I can
see of our constitutional liberties in this legislation.

When American citizens or domestic targets are involved, the

fourth amendment requirement of probable cause remains in effect

and there is no effort here to circumvent that standard. Most of the
investigative tools, the new investigative tools that are dealt with
in this legislation are directed at foreign groups, foreign agents,

foreign counterintelligence—foreign intelligence and terrorist ac-

tivities.
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I would like to just run over a few specifics. Resources are pro-

vided for in this legislation. I think that that is critical. I think

that the FBI has been sorely treated on the resources front over

the past few years, and would have been in very bad shape indeed
had it not been for the bipartisan effort here in Congress last year

to increase the FBI's budget. And I think what we need is a sus-

tained commitment to ensure that the FBI has the resources it

needs.
I was shocked during Desert Storm when I had responsibility for

conducting the counterterrorist activities here in the United States,

that it would take us longer to get a response team to a hostage

crisis occurring here in the United States, far longer, than it would
to get the Delta Force any place in the world.

Up until last year, or a little over a year ago, we did not have
the capacity here in the United States to rescue hostages on a 747
in the proper manner because we did not have sufficient resources.

Now that has been made up for recently and we do have the capac-

ity today.
But I think what this points out is—and that was a situation

that existed during Desert Storm, what that points out is we can't

allow this to be a one-shot deal. We have to make sure that we
have the resources. It is important that we are providing for the

digital telephony aspect here and ensuring that we will still have
the ability to conduct electronic surveillance in a digital environ-

ment.
I think it is still important for this committee to look at the

whole technology areas, as a number of Members have mentioned.

Right now, I think it is sort of a mess inside the executive branch.

You have all of the law enforcement agencies with their budgets

doing duplicative systems, and so forth. There is a need to create

some kind of a mechanism where the technology, the R&D budget

are reviewed and coordinated so that we are putting our money
and our resources into some of these very promising technologies,

and that is not being done within the executive branch today.

On the investigative techniques, I would just like to mention two
of them. As I say, most of them, the ones relating to the common
carrier records, the consumer records, and what is the third

there—well, there is a third one, all relate to foreign counterintel-

ligence reviews.

The ones that relate to wiretapping of domestic entities or indi-

viduals are really nothing more than the application of existing law
with respect to other criminal activity and ensuring that it applies

to counterterrorist activity; namely, the emergency wiretap author-

ity for 48 hours. If there is an area where the emergency wiretap

is appropriate, it should be from the counterterrorist environment
where the activity is directed at inflicting substantial damage to

property or human life.

And also the roving, the so-called roving wiretap authority,

which is perfectly consistent with the fourth amendment protec-

tions, and just recognizes the way technology behaves nowadays
and recognizes that it is not a telephone, an inanimate object, that

has the privacy right. It is an individual that has the privacy right,

and once you have the probable cause to believe that an inaividual
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is engaged in criminal activity, you should be able to intercept that

individual's communications.
I think the way posse comitatus is dealt with in this legislation

is excellent. As you know, Mr. Chairman, I feel that the existing

law would cover the kind of technical support we are talking about.

But I also believe that the Defense Department would require some
kind of specific explication of that in statute, and I think this stat-

ute does a good job of limiting the military involvement which we
all think is an important thing to do, but, at the same time, mak-
ing it clear that the resources of the military should be available

in that kind of catastrophic risk environment.
A few words about the immigration provisions. Again, I think the

provision in this bill are very balanced and sound, and very much
needed. I think that if the American people knew how the immigra-
tion laws tie the hands of law enforcement officials in dealing with

foreign terrorism, they would be shocked and dismayed.
The provision that draws the most fire is the special court provi-

sion. I do think it is necessary. As you know, a variant of this was
proposed under the Bush administration. I think this bill improves
upon that and contains some additional protections for permanent
resident aliens and I think that is an improvement.

I would like to suggest to the committee that one area that might
be profitable to look at that could be a good programmatic way of

dealing with foreign terrorism that wouldn't require really changes
in the law—just in the way we operate—has to do with screening

people overseas.
One of the screens that we have traditionally had was granting

of visas. For someone to come to the United States, they had to go

into a State Department consular office and get a visa with some-
body eyeballing and checking out an individual before they came to

the United States.

Now, as you know, for most of the large countries in the world
and the industrialized countries in the world, we waive visas

through the visa waiver program. So people coming from those

countries do not have to get a visa.

Over 70 percent of the people who arrive by air to this country

come from just six airports in the world, and if we put some INS
presence in those airports to do prescreening of passengers, which
those countries would love to see because it is considered a boon
to tourism. And we have this now from Canada. You know that you
don't have to go through the full-blown immigration and customs
in the United States because you are screened right there in To-

ronto or Montreal.
If we did that in those six airports, then we could as a substitute

for the visa process and checking people against computer data

banks, we could greatly cut down on the number of people that

show up in this country that have to be excluded and deported and
detained, and so forth, because they shouldn't be coming into this

country.
The main obstacle to this, and I hope Abe Sofaer doesn't iump

at me for this, has been the State Department who doesn't like to

have a bunch of people from other agencies stationed overseas.

That is the bureaucratic impediment to it. But it would be a very

cost-efficient way and save a lot of costs, because you wouldn't need
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detention space, but would also add to our security, and I would
encourage the committee to look at that.

With that, let me conclude and just say that I think, echoing you,
Mr. Chairman, this is a bill that really should enjoy wide biparti-

san support. This is not an area for politics. This is a very meas-
ured, carefully drawn bill that strikes the right balance.

Mr. Hyde. Well, I certainly thank you, Mr. Barr, for those excel-

lent words.
[The prepared statement of Mr. William Barr follows:]

Prepared Statement ok Wiij.iam P. Bark, Former Attorney General, U.S.
Department ok Jusmmck, and General Counsel, GTE Corp.

Dear Mr. Chairman and distinguished members of the House Judiciary Commit-
tee, it is an honor to have been invited heif to testify about the critical topic of ter-

rorism and to express my strong support for H.R. 1710, the "Comprehensive
Antiterrorism Act of 1995.' The legislation, in my view, should enjoy wide biparti-

san support.
Recent events have dramatized a fact that the American people, I think, have in-

tuitively understood and law enfoixement has known for a long time: the United
States is not immune from tenoiist attack. I agree with these experts who foresee

a continuing, and p)-obably heightened, threat of terrorist attacks by both foreign

and domestic individuals and groups. Of course, we should be careful not to exagger-
ate or sensationalize the risk; 1 think it is unlikely we will undergo a sudden wave
of large-scale attacks. But, a number of factoi-s have coalesced in recant years which
do presage that terrorism will be a persistent danger. These will run the gamut
from isolated fanatics who plant a crude pipe bomb to well-organized groups capable
of carrying out catastrophic attacks.

There is no doubt that Amej-ican law enforcement and intelligence agencies have
substantial resources and capabilities to deal with the terrorist threat today. Indeed,
American agencies, particularly the FBI, have an enviable record to date in address-

ing terrorist threats. Neveitheless, in my view, existing resources and authority are

not fully adequate. While 1 see no need (or sweeping changes, there are clearly addi-

tional reasonable steps that should be taken to enhance our ability to deal with ter-

rorism. Obviously, we cannot provide absolute security. But I think there are pru-

dent steps we can take today that will markedly increase the FBI's ability to detect

and interdict terrorist plans before they are carried out. Ensuring that our anti-ter-

rorist capabilities are robust will also help deter some terrorist activity. From my
own experience at the Department of Justice, it was clear to me that there are for-

eign groups who, until now, have chosen not to carry out attacks in the United
States, but have focused elsewhere, because of their perception of the FBI's vigorous

and effective anti-terrorist capabilities. 1 believe it is critical that whatever can be
done to keep our guard up should be done, consistent with our constitutional prin-

ciples and our free traditions.

In this regard, I believe H.R. 1710 is an excellent bill. It is a balanced and reason-

able proposal that will substantially enhance our ability to counter terrorism, while

at the same time preserving our cheri.shed liberties. The bill draws upon some im-
portant proposals made under the Bush Admini.stration, as well as proposals made
by the current Administration, and in several cases significantly improves upon
them.

Before I get into some specifics, 1 would like to make a few overarching points.

First, this is not, as some suggest, a knee-jeik or ill considered overreaction to

a specific event. Most of these proposals were not thought of overnight. By-and-large
most of them have been on the table for some time and reflect the combined wisdom
and experience of both liepublican and Democratic Administrations who have had
to grapple with these pjoblems. (Consequently, the proposals are not sweeping
changes, but measured and modest steps.

Second, the proposals do not involve any erosion of constitutional liberties. On the
contrary, they arc designed to ensure that the government carries out its constitu-

tional obligations to protect Americans in the exercise of their freedoms and to pre-

serve the structure of our free government. There is no change in the constitutional

standards that protect citizens from impi"oper government intrusion into their pri-

vate affairs.

And third, having worked closely with the FBI and the personnel at the Depart-
ment of Justice, I have the utmost confidence that law enlorcement agencies today
will carry out these responsibilities with integrity and with sensitivity for constitu-

92-166 0-96-10
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tional liberties. I think the leadership and the rank and file are men and women
who are deeply dedicated and committed to our Constitution and to protecting and
serving the citizens of this country, and they have no desire to harass or to intrude

into the private afTairs of law-abiding and nonviolent political groups.

Now let me turn to some specifics of H.R. 1710.

Title III of H.R. 1710 ensures that certain appropriate investigative tools are

available to law enforcement in terrorism cases. In my view, none of these provi-

sions involve an erosion of privacy rights. For the most part, these provisions simply
ensure that perfectly constitutional and sensible investigative tecnniques that are

authorized in various other types of cases are equally applicable to terrorism cases.

In all cases, these proposed authorities conform to constitutional guarantees.

I have noticed, (or example, criticism of the proposal in section 308 to allow tem-
porary emergency wiretaps in tei'roinsm cases—with the suggestion made that this

represents a wide expansion of powers. These criticisms are unjustified. Emergency
wiretap authority exists under current law with respect to a range of criminal activ-

ity, including "conspiratorial activities chaiactcjistic of organizea crime." 18 U.S.C.

§2518 (7Xa)riii). This existing authority is subject to substantial safeguards, includ-

ing the requirement that the goveinment must promptly establish "probable cause"

and obtain a court order. Existing emergency authority has been sparingly used and
I am not aware of any indication of abuse. It is clearly appropriate that the same
emergency authority that applies with respect to Mafia conspiracies also applies to

terrorist conspiracies which, by their nature, ai-e directed at the destruction of life

and property.
Similarly, section H09's authorization of "roving" wiretaps is reasonable and fully

in accord with constitutional safeguards. WTiile this concept sounds sinister, it is

really quite sensible and in many cases essential. In earlier days when the wiretap

statute was first enacted, wiretaps were targeted at a specific telephone. Today,
however, with increased mobility, cases arise where the government clearly has
"probable cause" to believe that a particular individual is involved in criminal activ-

ity (and therefore as a constitutional matt<.>r, has the right to intercept the individ-

ual's communications) but cannot establish in advance the particular phones that

individual may use. Section 809 simply allows the government to obtain a warrant
that authorizes following the targetea individuals' communications rather than stay-

ing anchored to a particular telephone. Still, section 309 imposes safeguards by re-

quiring pre-approval by a top Justice Department official and a showing that it is

impractical to identify a particular phone. This is perfectly in line with constitu-

tional protections. After all, the right to privacy guaranteed under the Fourth
Amendment is an individual's right to privacy; it is not an inanimate object's (a

telephone's) right to privacy. Section 309's concept of roving wiretaps targeted at

particular suspects rather than specific phones should not cause alarm.

There has been much comment on the pmposal to amend the Posse Comitatus Act

to allow military assistance in tenorism cases involving chemical or biological weap-
ons. On the one hand, the tradition that the army should not directly carry out law

enforcement actions is one we all treasure; on the other hand, I can tell you, based

on my own direct experience, that the threat of biological or chemical terrorism is

a real one and that law enforcement would likely need to call on the technical and
logistical assistance of the military to deal with any future attempted attack. Sec-

tion 312 of H.R. 1710 is a wise and carefully crafted provision that strikes the right

balance. It continues to prohibit direct law enforcement actions by the military,

while still allowing "technical and logistical assistance." It is thus faithful to the

principles of the Posse Comitatus Act, while recognizing the reality of our obligation

to take every practical step to prevent a biological/chemical catastrophe. My own
view is that this provision really only claiifies existing law; it refiects how the Posse

Comitatus Act would be interpreted today in the event of an attack. Moreover, it

is comparable to other existing exceptions to the Posse Comitatus Act that Congress
has already authorized for counter narcotics activities. 10 U.S.C. §§371-375.

Title V of H.R. 1710 contains a number of impoitant pixjvisions relating to the

immigration laws. Existing law simply does not give law enforcement the tools to

deal effectively with alien terrojists who are either present in or entering the Unit-

ed States. I learned this first hand during Desert SU)rm and several other episodes

while I was at the Department of Justice. The reforms proposed in H.R. 1710 are

similar to ones initially proposed under the Bush Administration and now by the

Clinton Administration.
The provision that has drawn the most l]n; is the special court for removing alien

terrorists. This proposal grew out of actual cases. It is imperative we deal with the

Hobson's choice that exists where we have clear evidence that a particular alien in

the country is a dangerous terroiist and, yet, we are relying on information that

we cannot disclose without creating equal danger to the American people and dis-
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closing sources that we may need to continue to monitor these terrorist groups. Sec-

tion 601 of H.R. 1710 sets forth a very balanced and reasonable way of dealing with

that Hobson's choice. Indeed, Section 60] adopts safeguards beyond those proposed
by the Administration and well beyond what is required by the Constitution. In the

case of a permanent resident alien, an attorney lor the alien would be permitted

access to the classified information upon which the Government's decision was
based. This should remove any objection to this removal procedure.

In sum, H.R. 1710 would significantly enhance the ability of law enforcement to

deal with both foreign and domestic terrorism. It does this without undermining our
cherished constitutional liberties. It deserves the bipartisan support of this Con-
gress.

Mr. Hyde. Our next witness is Abraham Sofaer who served as

legal adviser to the Department of State from 1985 to 1990, and
previous to that, he was U.S. district judge for the Southern Dis-

trict of New York.
He was a professor of law at Columbia University Law School

and currently he is a George P. Shultz Distinguished Scholar and
Senior Fellow at Stanford University's Hoover Institution

Welcome, Judge Sofaer.

STATEMENT OF ABRAHAM D. SOFAER, GEORGE P. SHULTZ
DISTINGUISHED SCHOLAR AND SENIOR FELLOW, THE HOO-
VER INSTITUTE, STANFORD UNIVERSITY

Mr. Sofaer. Thank you, Mr. Chairman.
It is a privilege to be here to testify before you and this distin-

guished committee.
I have submitted written testimony in advance of my testimony

here today. So I will try not to repeat what I have said there, but
merely summarize it and perhaps stress the two points that I con-

sider to be the most important points that I, at least, feel I can con-

tribute.

Law reform is critical in the fight against terrorism and Bill Ban-
has been the leader of the Nation, in effect, in reforming the law,

both domestic and international, along with Congress.
My own efforts in the State Department were focused on working

to change international law, or to at least fight for interpretations

of international law that made sense to States that believed that

people should not be using violence to bring about political objec-

tives.

Violence, it turns out, has in the last 30 or 40 years, or perhaps
even longer, Mr. Chairman, been treated as permissible, almost, in

many international legal circles. As long as the purposes of the vio-

lence were political.

There was almost a willingness to tolerate violence, to under-
stand it, because of the causes of misery, et cetera, in the world,

that led to violence according to many people who spoke in the

U.N. on this subject, particularly during the 1960's and 1970's.

As a bipartisan matter, we have fought those notions. Senator
Moynihan and Ambassador Kirkpatrick, for example, were leading
fighters against this idea. And during my time in the State Depart-

ment, I was spurred on, I might add, by the story I give in my tes-

timony about how Secretary Shultz almost threw me out of his of-

fice physically when I informed him that piracy, the concept of pi-

racy in international law might not cover the Achille Lauro inci-

dent because it was politically motivated, as opposed to financially

motivated, according to a Harvard Law School study in the 1930's,
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which many contended was adopted and implemented and read
into the international conventions on the subject.

So, we worked for change, and we got the Maritime Convention
passed, with Egypt's and Italy's help, which makes illegal all mari-
time acts of violence, regardless of purpose. We also changed the
laws of extradition materially in many treaties to eliminate or nar-
row the political offense exception.

We did a number of things that gave us the ability to bring the
U.N., even, to the point where last December in a little noted fact

in the world, but nonetheless for us who participated so vigorously
in this effort, a significant fact, the U.N. General Assembly voted
to outlaw all forms of terrorism, regardless of cause. And, obvi-

ously, we are not relying on the U.N. to tell us that is the right

thing to do, but it is nice to see the U.N. come around to our point
of view on that subject.

The appalling pattern relating to terrorism is now, I think, cor-

rected in most respects, but not with regard to the use of force.

There is still out there, Mr. Chairman, a large number of nations
and scholars—particularly scholars, less so political leaders—who
take the view that the self-defense power of a nation is very lim-

ited, and we in the Reagan administration addressed this issue, be-

cause we were primarily concerned in connection with terrorism
with prevention above all else.

The key point I suppose of my testimony, in fact, Mr. Chairman,
is that with acts of terror of the dimension that we have experi-

enced recently in the World Trade Center bombing and in the
Oklahoma bombing, prevention is what we should be seeking above
all else.

It is important, but not necessarily significant that we have
caught the perpetrators of the World Trade Center bombing. I

know I say that with some expectation of being clobbered by people

who think that it is a great story that we run them down and by
fine investigation we found out who did it and we put them in pris-

on.

But the fact of the matter is they almost blew the World Trade
Center building down into the streets of Manhattan. First of all, it

was a catastrophe, as it was. But could you imagine the catas-

trophe that could have been caused and could still be caused by
these kinds of people?

So, the most wonderful things about this bill—and, in fact, I

think it is a quality that permeates this bill, are the elements that

are preventive. I noted that Congressman Barr was concerned
about some of the provisions in the bill because they seem to be
unnecessary. I agree that most of these provisions probably are

technically unnecessary in the sense that existing law could be
read, might be read, probably would be read in differing degrees of

certainty, to cover the conduct.

But why take the chance? Surely we can have investigations and
prosecutions in many situations where we don't have jurisdiction to

prosecute. But how about prevention? Surveillance: the reason the

FBI engages in surveillance is not just to make cases, it is to keep
cases from happening. It is to capture people before they kill Amer-
icans and destroy our property.
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The same thing is true of immigration. And I can only tell you,
Mr. Chairman, and I have to remind you that the leader of the
group, the alleged leader of the group that planned the World
Trade Center bombing, that planned the bombing of the United
Nations in New York, was in this country because of the failure to

enforce our immigration laws efficiently.

And, so, there was a failure to prevent in that instance. And I

also read in the press that when people were arrested for the
Kahane murder, there were documents in Arabic that referred to

some of these schemes before they occurred. And that there weren't
Arabic translators available to the FBI to translate these docu-
ments.

I don't know what the story is on that, Mr. Chairman, I have
only seen it in the newspapers and I know the unreliability of such
stories. But the fact is that that is a key area in which I would rec-

ommend the committee look, perhaps not in passing this bill, be-
cause you don't have the time. But certainly at some point to deter-
mine how well is the FBI conducting its primary mission of preven-
tion?

And that is why, Mr. Chairman and members of the committee,
I mention at the end of my testimony the need for looking at this

technology dimension, which Congresswoman Lofgren also men-
tioned while she was here. When I was in the State Department,
I was amazed that we seemed to be very primitive in our approach
to preventing terrorist acts.

And I got briefed on what was going on in the scientific area, and
frankly, Mr. Chairman, I have not seen publicly discussed some of

the things I was told about in 1986, told about as being really

there. And I must say, Mr. Chairman, in all honesty, I found a lot

of resistance to my inquiries. I was sort of pushed away from the
subject. Not because I was not trusted, but because there was a
sense I had that this is none of your business, this is being done
in a military arena and we are taking care of it and it is being

—

well, I haven't seen any evidence of it.

Mr. Hyde. Judge, would you permit a comment?
Mr. SOFAER. Yes, sir.

Mr. Hyde. I hate to interrupt you, but you are on a very impor-
tant point. We all feel uncomfortable when we tread where angels
fear to go, and some of these areas are very sensitive. But I was
just looking at correspondence from the Justice Department. Today,
there are 433,414—that is my recollection—cases pending in a
backlog on refugees.

Now, in an era of computers, supercomputers, and technological

advancement, to have a—and that backlog has been standard for

years. About 400,000-plus cases undealt with, pending, backlog:

that is crazy. And I just want you to know this committee is going
to exercise oversight in a vigorous way and we welcome suggestions
from you.
Mr. SoFAER. I think General Barr has just made a suggestion

that is brilliant. He says that we should, in the seven major air-

ports around the world, out of which we get 70 percent of all the
people that come to America, put in a technologically up-to-date
system for screening people so we don't have literally thousands of

people coming to America who don't belong here. And then we have
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to build facilities to put them in and spend all kinds of money that

we would not have to spend by having an up-to-date system. I

would think, Mr. Chairman, just one or two major changes like

that could have a huge impact.
Mr, Hyde. Professor or Judge Sofaer, that bill, as it will be

drawn, will be known as the Barr initiative.

Mr. Sofaer. Good, I approve. So I won't go further in that. But
you would say that I particularly urge you to read the portion

—

switching now from the notion of prevention through technology
and law changes, to the notion of prevention through deterrence.

I would like you to look at my testimony with regard to a hypo-
thetical bombing of the World Trade Center dimension.
The people who bombed the World Trade Center are irrelevant.

They are totally irrelevant, Mr. Chairman. There are people willing

to be blown up in bombings for causes all over the world, just as

there are soldiers willing to run up a hill and get killed for their

countries.

I am not comparing them to honorable soldiers doing honorable
work, but the fact is people can be motivated by patriotism, by reli-

gious zealotry, or whatever, to let themselves be killed, let alone let

themselves fall into the tender trap of the U.S. Immigration Serv-

ice, or the U.S. Department of Justice where we haven't been able

to execute anybody for so many years. But even the death penalty
is not a deterrent for this kind of thing, Mr. Chairman. We have
to go back and get the people who send people here to kill Ameri-
cans or kill Americans abroad.

It is not enough to consider terrorist acts in the United States

as being the only thing that Americans are concerned about. The
FBI is concerned about killing hundreds of Americans in a plane
abroad or in an ambassadorial facility.

And we need to get every level of participant in the terrorism

against America all the way up to the Nation itself. And this prin-

ciple is not a partisan principle.

I was very happy to see President Clinton bomb Iraq, and the ra-

tionale that he gave when he bombed Iraq precisely tracked the

five principles that we had laid out in the Reagan and Bush admin-
istrations for the exercise of self-defense, in situations where we
have state-sponsored terrorism.

You have civilians running around acting in accordance with the

wishes of an intelligence service, acting in accordance with the

wishes of head of state, and they try to kill an American because
he is an American.
He happened to be a former President, but it was an attack on

America because of that, and that is what President Clinton said.

And he was right. And we have the right to use force that is nec-

essary and proportionate in those situations to be able to feel con-

fident that those acts will be deterred.

And the reason I say this, Mr. Chairman—and I will end with

this point—the criminal law is not a suitable vehicle for achieving

the end of deterrence in state-sponsored terrorism.

We should not—we cannot use a criminal court to prove that a

state has attacked us. The kinds of evidence that we get about
state-sponsored terrorism is often not usable in a criminal court.
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And even if it were usable, the President of the United States
might not want to use it for countless reasons. Does that mean that
we should be left without any capacity to deter that kind of crimi-

nal conduct?
I would say, sure, it is criminal to attack America and Ameri-

cans. But it is much more than criminal. It is war. And it is a vio-

lation of the U.N. Charter, and it is something that we have to do
much more to counter than merely prosecute people. And what
scares me, what scares me about the FBI is not that the FBI is not
competent. They are. Or vigorous or great patriots. Thev are.

WTiat scares me is that they have historically done tneir work in

the context of criminal cases, making criminal cases.

It is only recently, and Bill will confirm this, that they became
involved in international affairs as a routine matter, I supported
Attorney General Meese's effort to establish a DOJ office in Rome.
That was the first DOJ office.

We need to get the Department of Justice thinking much more
along the lines of performing a national security service and focus-

ing, as I have said, above all on prevention.
Thank you, Mr. Chairman.
[The prepared statement of Mr. Sofaer follows:]

Prepared Statkmk.nt ok Aijimiiam D. Sofakr, George P. Shultz Distinguished
Scholar and Senior Fkki.ow, tiik Hoover I.n'stitl'tion, Stanford University

Chairman Hyde, and members of ihis distinguished committee. It is a privilege

to testify before you on the Comprehensive Antiten-orism Act of 1995.

My prior experience, relevant to this subject, began with my service as a Federal
prosecutor under Robert Morgenthau in the Southern District of New York, between
1967 and 1969. Terrorism was a substantial problem at the time, both internation-

ally and domestically. As a district judge between 1979 and 1985, I often passed
upon the sufficiency of requests for wiretaps and other forms of intrusions. From
1985 to 1990, I served as legal advisor to the Department of State, in which capacity

I gave legal advice to the Secretary of State and others about terrorism, and also

testified before Congress, wrote articles, and gave speeches on the subject.

The relationship between law and terrorism is a subject that has long been one
of my abiding concerns. I joined George Shultz in the State Department on June
10, 1985. Only four days later, TWA 847 was hijacked. We all worked hard to try

to get our people back safely, without compromising our principles. I'm sure your
hearts still ache, as mine does, for young liobert Stetham, who was murdered in

cold blood. We faced other horrible assaults as well—among them, the seizure of the
Achille Lauro, attacks at the Home and Vienna Airports and at the La Belle Dis-

cotheque in Berlin, hostage-taking in ix^banon, and the bombing of Pan Am 103.

Many innocents werc killed in each of these attacks.

I vividly remember being called up to Secretary Shultz's office after the Achille

Lauro was seized. He asked me what laws weie available on which we could rely

to try to get the culprits anested, extradited and prosecuted. I told him then that

it was uncertain that the .seizure would be considered "piracy," because a Harvard
study in the 1930s had suggested that "politically" motivated seizures of vessels

should not be treated as piracy, a suggestion that some claimed had found its way
into governing international conventions.

Secretary Shultz was outj-aged. "What good is the law?" he exclaimed, almost
throwing me out of his office. His reaction woi-sened when the Italians helped Abu
Abbas escape, instead of extraditing or prosecuting him. The Secretary was right,

of course, and his outburst led me to examine the manner in which international

law treated terrorism.

I found an appalling pattern in international legal doctrine of inordinate tolerance

towards political violence. 1 described this pattern in an article published in Foreign

Affairs, and spent the next four years worKing to reverse these rules and attitudes.

We accomplished a great deal, with the leadei-ship of Italy and Egypt, we devel-

oped a new trcaty that made criminal all forms of maritime violence. We reversed

the "political offense" doctrine in many of our extradition treaties with foreign

states. We developed undcTstandings with our allies that rejected the most objec-
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tionable aspects of the protocols additional to the Geneva Protocols on the Laws of

War. Perhaps most significantly, we appear to have succeeded to some extent in

delegitimizing the abhorrent view that acts of terror can be justified by their caus(!S.

After years of fighting this notion, going back to the articulate leadership in the

United Nations of Senator Moynihan, Ambassador Kirkpatrick and others, the Gen-
eral Assembly, in December 1994, adopted a resolution condemning all acts of ter-

rorism, regardless of cause. While little that the UN does is unambiguous, this reso-

lution lays to rest some thoroughly disreputable notions.

Improvements in international law relating to terrorism have had positive con-

sequences. Terrorists are more frequently arrested, extradited, and prosecuted than
ever before. Thanks to the work of Ed Moose and his successors, the Department
of Justice has played an increasingly effective i-ole in combating international terror-

ism. I worked with Attorney General Mccse in getting the Department of State to

support the first DOJ oflice abroad, in order to regularize and make more efficient

its routine international operations. I stmnglv support the continuation of this proc-

ess, and of the stationing of FBI pci-sonnel in key locations. Congress has also

played an important role, pj-oviding a jurisdictional basis for arrests and prosecu-

tions in connection with many forms of terrorist activity.

Law reform is also needed domestically. The pending legislation contains many
useful and some essential provisions. It has my enthusiastic support. In general,

moreover, I support the committee's version of provisions suggested in the Depart-

ment of Justice bill. This should not be surpinsing. The draR will improve as it

moves toward adoption, and 1 would expect the department to cooperate fully with

this committee.
I will avoid covering the obvious, and focus instead on my few, but real, concerns

with the proposed legislation. Then, 1 will discuss brieHy what I regard as the most
serious national security issue facing Amenca today: tne threat of state-sponsored

attacks, and particularly the use of weapons of mass destruction, against American
nationals and property.

My principal concerns with the proposed legislation relate to its expansion of Fed-

eral criminal jurisdiction and its invcstigatoiy provisions. First, it would be entirely

appropriate to extend Federal jurisdiction to all scj-ious attacks on Federal employ-

ees if the need for such a law is established. As far as I can tell, however, the need

for such a law is purely theoretical. Our states are doing a good job of prosecuting

murders and attempted murders. Congress should add to the burden of the Federal

courts and prosecutors, and to the number of Federal prisoners, only where a need
exists to do so. Most of the extiatenitorial p?-ovisions conferring jurisdiction are

sound, and needed. I doubt, however, that the mere fact that a U.S. national was
or "would have been" aboard an aiirrafl that is attacked is a sufficient basis for ju-

risdiction. Even if it is technically .sufficient, it would seem preferable as a rnatter

of comity and practicality to rcstiict the cases in which the U.S. asserts jurisdiction

to those in which the American national is actually targeted because he or she is

an American.
In sections 301, 308 and 309 the bill enhances the potential use of wiretaps in

terrorism investigations. 1 frankly doubt that these provisions are necessary, but the

committee should accept the Government's request for these clarifying amendments.
The bill's modification of the exclusionai-y j-ule is also warranted as a general prin-

ciple. The use of illegally seized evidence would still be precluded, but only where
the seizure involved oad faith. Any deliberate violation of a persons rights should

be considered as bad faith.

Even if the committee agrees to adopt the provisions proposed by the Government
to enhance their investigative capacities, an inquiry should nonetheless be made
into whether the new authority could have helped prevent the recent bombings. I

frankly doubt it. My experience as a prosecutor and Federal judge often exposed me
to the process by which Federal investigators obtain approval for wiretaps and other

forms of searches. Among the most memorable of these experiences was serving as

the judge who reviewed the warrant and wiietap requests of the government in a

major terrorist investigation involving three differcnt organizations. The operation

was, in fact, supervised by then-assistant U.S. Attorney Ix)uis Freeh. Director Freeh

undoubtedly recalls that he had ample authority in that investigation to pursue and
prove and prevent criminal activity, without any of the new powers now being

sought.
In this regard, the committee should check on the types of activities the FBI was

in fact conducting, even before the tragic Oklahoma City bombing. My guess is that

you will determine that the FBI has been able all along to infiltrate and surveil

groups which can reasonably be suspected of supporting violent acts a^inst Federal

officials and/or facilities. In connection with the bombing of the World Trade Center,

the press contains some discussion of certain documents which the FBI seized but
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failed to translate which could have provided important information before the
bombing occurred. The committee should form a juagment on that matter, based if

necessary on evidence received in closed session. Sucn an inquiry might well reveal,
in fact, that the Bureau has for some time actively investigated "hate groups" and
"militias," and that the additional powers confcired in the committee's Dill may be
desirable, but are insufficient in that they do not address deficiencies in the Bu-
reau's handling of the information it obtains.

The most important contribution of the pending legislation is its focus on the pre-
vention, not merely the prosecution and punishment, of terrorist acts. As terrorist
attacks become more deadly and costly, the need to prevent them from occurring
becomes critical. And the threat from such attacks is growing, as the means for

making and delivering weapons of mass destnaction proliferate. Experts have been
predicting for about two decades that states that sponsor terrorism, and groups ca-
pable of financing such acts, would enhance their capacity to cause destruction, that
in fact has happened.
The primary task of our Government, in such a context, is prevention. Every such

attack that occurs must be regaidcd as a failure, for which all who are responsible
are held responsible. We are captivated by and admire the efforts made to find and
punish those responsible for sucn attacks, especially since every move of each of the
players is now on television thioughout the world. But let us face the fact that gov-
ernment has failed in its primaiy responsibility once such acts occur. The damage
the perpetrators inflict far surpasses the damage we can thereafter inflict upon
them through the legal system. Criminal punishment, even the death penalty, can-
not be considered a significant dclerrcnce. Those who plan and implement such acts
are often crazed people, who commit suicide in the process, or accept any punish-
ment imposed upon them with equanimilv. The sponsors and facilitators of such
acts—those who develop the polices, who hire the terrorists, who smuggle the de-
vices and explosives—are often legally immune from criminal punishment, or re-

main safe as a practical matter by taking refuge in sympathetic countries.
These attacks must be stopped, not mei-ely punished. And while it may be impos-

sible to stop them all, we mu.st try to stop them all in order that we fail only where
we could not possibly have succeeded.
This committee should make suie that the FBI, and all other agencies responsible

for dealing with tenor, within the U.S. and abroad, understand tneir overriding ob-
ligation to prevent, not mej'cly piosecute and punish, acts of terror. The committee
should pursue the lines of inquiry 1 have suggested in order to be sure that they
are in fact performing this duty at the highest possible level of competence and ur-
gency.

Fighting terrorism effectively is not merely an issue of criminal justice. It is often
also—indeed primarily—an issue of strategic concern. Consider for a moment the
World Trade Center bombing. No one would question the need to prosecute the per-

petrators of such a criminal outrage. Ixit us assume, however, that the culprits in

such a bombing include: a driver who is killed in the blast; his immediate support-
ers, who are arrested thiough excellent police work; those who suppled them with
explosives, devices, passpoils, weapons, money, and other means to commit the act,

some of whom are diolomats stationed in New York or Washington, D.C.; and those
who planned, ordered, and paid for the operation, including members of a national
secret service, mini.stej-s, and perhaps even the head of a state.

The driver is gone, but is dispensable. Others are available to take his (or

her) place in future attacks.

The immediate supportei-s may be airested and punished, but they will prob-
ably be uncooperative, and in any event are unlikely to know the ultimate
sources of their support. They, too, are replaceable.

The suppliers may be tracked down, but they will plan to avoid being caught
" " ely to cooperate with tne U.S.,

diplomatic immunity, which will prevent their prosecution and even their inter-

or they will have

rogation.

The ultimate planners are likely to remain forever beyond the reach of crimi-
nal law enforcement, either because they have head oi state or other forms of
immunity, or because the information we obtain about their involvement would
not be usable or sufficient in a criminal prosecution, or extradition request.

Viewed in this perspective, which 1 believe is realistic, you can see how insignifi-

cant it may be that the actual perpetrators of a terrorist act are captured and pros-
ecuted successfully. Of coui'se such prosecutions mu.st be pursued, and may lead
back to some of the more responsible people involved. But it is always going to be
highly unlikely that the criminal law will operate satisfactorily as a means of deter-
ring such conauct. States sponsor such leirorist attacks because they fear our capac-
ity to defeat them if they act openly, through the use of their Armed Forces. They
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also rely, here as elsewhere, on inlcrpretalions of international law to protect them
from being held responsible for the consequences of their conduct. Dealing with
state-sponsored terrorists thus may oflcn require governmental action that goes be-
yond enforcement of the criminal law.

During the Reagan administration, we thought these issues through rather care-
fully, and we reached, announced, and acted upon certain conclusions which bear
repeating. First, we made clear our intent to exercise the "inherent right of self de-
fense" preserved in article 51 of the U.N. Charter, which provides that "nothing in

the present charter shall impair the inherent nght of inaividual or collective self-

defense if an armed attack occui-s against a member of the United Nations, until
the security council has taken measures necessary to maintain international peace
and security."

Second, relying on customary pi-actice, including the consistent behavior of U.S.
Presidents, we insisted that an attack on an American outside the territory of the
U.S., undertaken because the victim is an American, could be considered an attack
on the U.S. under article 51.

Third, we also insisted that the right of self defense included the right to take
all measures necessary to stop attacks on Americans, even if the measures taken
were more serious or continuea for a longer period than those of the aggressor.

Fourth, and with regard to responsibility, we took the view that terrorist organi-
zations and states could be held responsible for the acts of individuals where appro-
priate proof is present. We concluded that "the U.S. should apply to terrorist organi-
zations the same standards of responsibility that are applied in any legal system
that deals with such issues." Presiclcnt Reagan warned alter the killing by terrorists

of Americans in Rome and Vienna: "by providing material support to terrorist

groups which attack U.S. citizens, Libya has engaged in armed aggression against
tne United States under established principles of international law, just as if he
[Qadhafi] had used its own foi-ces." And that is precisely how President Reagan
treated the next attack, at the disco in Hcjlin.

Fifth, the strict requirements of proof applied in criminal trials have no place
when dealing with issues of national secuiity. The U.S. may learn something about
a terrorist group that is authoritative, but which it could not, or would not, use in

a public proceeaing. An act of self defense is not a tactic in a legal dispute. It is

a measure that a state takes in order to protect interests more fundamental than
anything that is litigated in any court. A nation's national security interests cannot
be abandoned merely because of evidentiary or jurisdictional limitations.

These principles, Mr. Chairman, arc not partisan. They have been consistently ap-
glied by Presidents of both parties, including President Clinton. Once President
linton became convinced that Iraq had attempted to assassinate former President

Bush during a private visit to Kuwait in April 199H, he ordered a strike by 23 preci-

sion-guided Tomahawk missiles on the Iraqi Intelligence Control Center in Bagh-
dad. He pointedly stated that he had acted under aiiicle 51 of the U.N. Charter,
exercising the Nation's inherent right of self defense. He referred to the plot as "an
attack by the government of Iraq against the United States," even though it had
been planned to occur in Kuwait and therefore did not threaten U.S. territory. He
also treated this planned attack on President Bush as an act of revenge, "because
of actions he took as President." The attack was therefore "an attack against our
country and against all Americans." The President held Iraq responsible for the at-

tack, even though it was to be conducted by civilians, some 14 of 16 of whom were
not even Iraqi nationals. It was enough that "there is compelling evidence" that Iraq

was responsible, even though some of the evidence could not be revealed. Any lesser

measure, he found, would oe futile, and the target was proper because the secret

service had participated in planning the attack.

In principle, therefore, the scope and propriety of self defense are matters on
which our leaders agree. But these principles have seldom been acted upon in recent
years. We have tended increasingly to treat terrorist bombings—even when we be-

lieve them to have been state-sponsored—as crimes, requiring painstaking inves-

tigation, and (where possible) prosecution. This committee should recognize the lim-

its to which the U.S. can rely on criminal law as an elTective weapon against terror-

ism. No amount of legislation, no new power or authority, can substitute for force

in situations calling for the Nation's defense.

Even with regard to random acts of tei'ror which have no state sponsor, reliance

on criminal law may be of questionable value. Certainly we should support the
speedy trial and punishment of the culprits. But who in his right mind would not
give up the chance to convict and punisn those involved in some devastating act of

terror in order to prevent the tragedy fi-om occurring in the first place? Measures
such as the tagging of explosives, and the exclusion or deportation of aliens who
support terrorist groups, may well enable the Government to prevent tragedies.
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I have two suggestions in this regard. First, the time may have come for the U.S.

to press for narrow but important limitations on diplomatic immunity. We should
be able to devise rules and proceduj'os on which the entire world can agree to pre-

vent and punish abuses of the pnvilegcs alTorded diplomats and their pouches.

Second, the most effective measures for preventing acts of terror are usually tech-

nological. Metal detectors have saved countless lives. More sophisticated detectors

for explosives will continue to make aijline travel and other important industries

viable. When I served as legal adviser, 1 urged the administration to undertake a

"terrorist defense initiative" to develop devices that would enable civiled nations to

return to relative normalcy. Seoetary Shultz authorized me to be briefed on the re-

search projects then underway, and 1 was impressed with some of the ideas that

were being pursued. Pej'haps this committee should seek to be briefed on those

ideas, and to determine whether they have been adequately supported and ex-

ploited.

Mr. Hyde. Well, thank you very much, Judge Sofaer, and Mr.
Barr, General Barr. Those were two very excellent commentaries
on this important legislation and most welcome.
The gentlelady from Colorado, do you have any questions?

Mrs. ScHROKDKR. I just got here, Mr. Chairman, I apologize and
I will read the testimony.

I appreciate both of you being here.

Mr. Hyde. The gentleman from New Mexico, Mr. Schiff.

Mr. Schiff. I would like to ask both gentlemen—and I think you
have testified very strongly, both of you, on behalf of H.R. 1710,
which we mark up Wednesday—is there anything that leaps out at

you, though, first, that we should be taking out of that bill; and
second, separately leaps out at you that is not there and should be
in the bill? And I now yield to both of you or either of you to re-

spond.
Attorney General Barr.

Mr. William Barr. Nothing leaped out at me of the substantive

provisions that I think should be deleted from the bill. There are

some things that perhaps I would put in the bill, but I understand
the question of jurisdiction of different committees and so forth

that might not make that timely or appropriate.

Mr. Schiff. Thank you.

Judge Sofaer.

Mr. Sofaer. I have made some comments in my written testi-

mony, and I will stand by those; but I would say generally the most
important thing I would do if I were editing this bill is, I would
narrow the jurisdictional provisions so that the Federal courts are

not continuously encouraged and U.S. attorneys are not continu-

ously encouraged to do things that our State prosecutors and State
courts are doing very, very well.

I just think some of these definitions are too broad, such as in-

cluding all Federal employees in the definition of what would be
considered a terrorist act. It includes millions of people potentially,

and I would try to narrow those provisions and leave criminal law
enforcement in its ordinary sense to the States.

Mr. Schiff. I have no other questions. Thank you, gentlemen.
I yield back, Mr. Chairman.
Mr. Hyde. Thank you.
The gentleman from Virginia, Mr. Scott.

Mr. Scott. Thank you. Mr. Barr, you were here earlier when Mr.
Skaggs was testifying. Were you here earlier when Mr. Skaggs was
testifying?
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Mr. William Baur. Yes.

Mr, Scott. Do you have any comments on his IG proposal?
Mr. WiLLL\M Barr. Yes. I would oppose the special IG proposal

and it is difficult for me to do that, because I have such great re-

spect for Congressman Schiff, who I usually agree with on things.

But I think it would be a bad proposal.

First, I am concerned about its constitutionality and really what
it implies for how we conduct business in the executive branch. If

—

I notice the bill says that this is an independent office and that this

office is going to enforce constitutional standards against the Attor-

ney Greneral. In my view, you can—^you know, that really means
having a second Attorney General who is not subject to the Presi-

dent of the United States.

I think there can be one standard of what the—one standard ap-
plied in the executive branch, ultimately one judgment reached
within the executive branch, ultimately by the President, as to

what is constitutional; and you can't have another person in real

time monitoring investigations and raising their own view of what
the Constitution may or may not I'equire.

I think it is impractical—also, as to American citizens or domes-
tic persons in the United States, nothing in this bill gets us away
from a warrant requirement. We are still going to article III judges
who are independent of the executive branch, and getting them to

approve ahead of time warrants to conduct intrusive investigations.

And so you do have that check upfront when domestic persons are

involved.
I also think, as a practical matter and given my experience with

Inspectors General—and I have intensive and extensive experience
with Inspectors General— I think this would be a bureaucratic
nightmare and would have a very adverse, chilling effect on con-

ducting perfectly appropriate, but sensitive investigations and re-

views by the Department of Justice and the FBI.
Mr. Schiff. Would the gentleman yield on that?

Mr. Scott. Yes.
Mr. Schiff. I just want to say that if there is—and I appreciate

your remarks, too—and it isn't often I don't think, Attorney Gen-
eral Barr, that we don't agree, but that happens on any issue.

Mr. ScoiT. Congressman Schiff, let me reclaim my time and
make a general statement and then yield all my time.

I just wanted to point out that we have the national defense let-

ter, the emergency wiretaps and the listing of organizations that
aren't subject to the article III judges.

I yield the balance of my time to the gentleman.
Mr. William Barr. But the listing is done by the President of

the United States. It is not an investigative technique; it is very

analogous to lEEPA. The emergency wiretap, you have to go to

court and get a warrant within 48 hours, so you are going to an
article III judge and telling the judge what you have, and that is

where the constitutional protection comes in. And the other one
you mentioned in here is targeted on agents of a foreign power. It

is a foreign—it is a foreign counterintelligence review where you
don't have a criminal investigation going on necessarily. I am not

saying that there shouldn't be a review, but it is subordinate of the

President, or isn't it? If it is subordinate of the President, you al-
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ready have someone. That is the Attorney General. If it is not sub-

ordinate of the President, then you have war going on in the execu-

tive branch. I think that is unconstitutional, as well as being ineffi-

cient.

Mr. ScHiFF. If the gentleman will yield, let me say, first, it is of

course intended to be subordinate to the President. Further, it is

not intended to create a position with the specific power to stop

anything or to—or whose approval is required. It is intended to be
a monitoring official because, after all, when there is an emergency
wiretap provision, you can do them over and over and over again

for 48 hours and you don't have to account to anybody for them,
if I understand that power.
And the purpose here—and I would appreciate your advice on

the matter; I am not g[ued to the wording of this one bill. The pur-

pose is to set up an oincial whose sole purpose is to monitor where
is the direction of Federal antiterrorism investigations going, to be
sure, as best we can internally, that they are aimed at terrorists,

not simply at political dissidents.

Mr. William Bark. I think, first, as to citizens, you have ongoing
monitoring of all intrusive techniques that implicate the Constitu-

tion by article III judges. You have to continue to go before an arti-

cle III judge who monitors the investigation in a specific district

court ahead of time.
In addition, I think—as to foreign programs, I don't think there

would be any objection. I think it is done now, but if it isn't, it

should be, and that is the Oversight Committees, the Intelligence

Committees can delve very deeply, and they have the security

means to do it, into the investigation of foreign persons and foreign

groups and the number of wiretaps authorized and so forth, and
that can be done by the Intelligence Committees here in Congress.

And, finally, to the extent someone in the executive branch has
that responsibility, I do believe they should be subordinate—the

Attorney General is the responsible person to ensure that the Con-
stitution is complied with and the other laws of the United States

are complied with and the Attorney General has investigative arms
like the Office of Professional Responsibility.

There is an Inspector General within the Justice Department,
but there is also the Criminal Division and the Civil Division. And
I think, rather than create a pan-executive branch official and an-

other layer of watchdog, that the thing to do is to give the Attorney
General broader jurisdiction, cutting into other agencies as well.

Mr. ScHiFF. Well, I just want to reiterate that certain things are

not subject for an article III judge—this national security Tetter,

which for the first time, according to Deputy Attorney General
Gorelick, would be used to look for motel and hotel records, for ex-

ample.
Mr. William Baur. Of agents of a foreign power.
Mr. SCHIFF. Well, of people you accuse mentally of being agents

of a foreign power. They may or may not be agents of a foreign

power. That is the point here.

Let me just conclude, because the time is up. I accept your res-

ervations, and I don't feel that there is one way to do this; and cer-

tainly I don't want to create, and neither does Congressman
Skaggs, a bureaucratic nightmare, to use your view; but I feel very



296

strongly that before we go back and bring internal surveillance
back to where it was before we pushed it away in the 1970's, be-
cause of abuses, we should have some way of closer monitoring it.

Really, that is all our bill is about.
I yield back, Mr. Chairman. I thank the gentleman for yielding.
Mr. Hyde. I thank the gentleman. The gentleman is recognized

—

have we recognized him? All right.

The gentlelady from California.

Ms. LoFGREN. No questions, Mr. Chairman.
Mr. Hyde. The gentlelady has no questions.
The gentleman from Virginia, Mr. Goodlatte.
Mr. Goodlatte. Thank you, Mr. Chairman. Gentlemen, I appre-

ciate your assisting us today.

Judge, your name is pronounced "So-fair"? I have read it many
times, but never heard it pronounced.
Mr. Hyde. It is a critique of the service on the bench, "So fair."

Mr. Sofaer. I have got a lot of good print on that, Mr. Chair-
man.
Mr. Goodlatte. Judge, I was interested in your comments about

the need to recognize that in dealing with international terrorism,
the judicial system may not at all be well suited to handling many
aspects of that in terms of the appropriate response by this Govern-
ment and that many times a military response in taking it back
to the source of the act is appropriate.
Do you conclude from that that a non-U. S. citizen is entitled to

—

leaving the Government aside, but the actors on behalf of that Grov-

ernment are entitled to not the same due process that a U.S. citi-

zen is entitled to?

Mr. Sofaer. Well, they would be entitled to due process to the
extent that they were brought to court to answer to charges. But
that doesn't mean we couldn't kill them outright, just as we kill

people on the streets of America, rather than allow them to kill an
American citizen who is an innocent person.
Mr. GooDlv\TTE. I am not disagreeing with you.
Mr. Sofaer. I am just making the analogy. I am not afraid of

the analogy at all. I believe in killing people who are about to kill

innocent people.

Mr. GOODI^TTE. Fair enough.
Now, do you—with all of the discussion about—let me take that

to the next step—about some groups and organizations in the Unit-
ed States and in relation to the Oklahoma City bombing, or I guess
no group has been established, but obviously there were some con-

spirators. Do you see anything about the current set of affairs in

the country and the activities of any groups that would cause us
to find it necessary to apply that same standard to these activities

of U.S. citizens, or do you think that there is no need for any-
thing
Mr. Sofaer. Well, thinking back a little ways to the Symbionese

Liberation Army in California, I remember a group that went
around shooting people at bus stops deliberately. Now, I would
think that the Government of the United States could take pretty

strong action with regard to a group like that if that action was
designed to prevent them from killing more people. Obviously, you
don't use killing as a substitute for trying people, if you can cap-
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ture them; but if you can't capture them, which is more often true
of foreigners than of Americans, you have to do what you can.
Mr, GooDLATTE. But if you—I mean, obviously if somebody is in

the act or about to engage in the act of kilhng somebody, as you
say, you are going to act with whatever force is necessary to pre-
vent that.

Mr. SOFAER. Right.
Mr. GrOODl^TTE. On the other hand, if you are responding to a

foreign terrorist act with a dehberate decision to respond sometime
later with a retaliatory act, that is a quite different set of cir-

cumstances. Do you see any need for that type of activity on the
part of the U.S. Government with regard to any activity by any
groups in this country?
Mr. SOFAER. No. I think in that case you would use probable

cause; you would have all the judicial standards applicable.
But, you know, I want to say, Mr. Congressman, that the emer-

gency power is a reality. It is part of our constitutional history. If

an Attorney General were faced with the problem of doing some-
thing that was in fact not consistent with existing legislation—per-
haps even questionable, constitutionally—and genuinely believed
that the action was necessary to save, say, 100,000 American lives

in a major subway or a building or something of that sort, I would
be surprised if the Attorney General failed to act in that way, be-
cause I think ultimately he or she would respond to you, and that
you would be the ultimate judge of this as to that Attorney Gen-
eral's good faith in acting in that manner.
You can't totally divorce the domestic from the foreign in that re-

gard. I mean, our ultimate aim in all of this—when you are talking
about killing of this dimension, our ultimate aim has to be preven-
tion.

Mr. GoODlv\TTE. I take it you would be speaking in those terms
in terms of something like what has been happening recently in

Japan
Mr. SoFAER. Yes.
Mr. GooDij\TTE [continuingl. Where you have widespread and

apparently well-organized terrorist activities going on of an unpre-
dictable dimension that might require that type of activity?

My question is, do you see anything in the current set of affairs

when we talk about aifferent militias and other groups around the
country that would be in any way analogous, that would call upon
the Attorney General or anyone else that would take that type of
activity in the country today?
Mr. SoFAER. Well, no. But I would say that it is very, very impor-

tant to infiltrate these groups to know what they are doing, what
they are planning, because they talk mean, they talk about doing
things that are ugly and hateful; and I think that if they talk so
badly that it amounts to probable cause, then they ought to be
surveilled, they ought to be— I mean a roaming wiretap is a way
to keep track of someone who is smart enough to run from phone
to phone when he is planning something illegal. This is a Presi-
dential idea that is to give this power and it is supported by the
chairman and the rest of this committee, so I don't understand why
this idea has come into so much criticism. It is a perfectly reason-
able, rational thing to do.
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Mr. GOODLATTE. Well, I-

Mr. Hyde. The gentleman's time has expired.

Mr. GooDLATTE. I agree with you.
Mr. Hyde. I thank the gentleman.
The gentleman from Tennessee, Mr. Bryant.
Mr. Bryant of Tennessee. Thank you, Mr, Chairman. Let me add

my welcome also to the two of you.
General Barr, section 312 is somewhat of an expansion of the use

of military in providing assistance in the biological and chemical
areas. I know this is—you don't have to convince me, but I do hear
concerns from some people that they are scared of this type of ex-

pansion. But this is a very limited expansion, is it not?
Mr. William Barr. That is right, Congressman. This is ex-

tremely limited, and I think concern about this particular provi-

sion, as drafted, is completely unjustified. In fact, today—under ex-

isting law. Congress has already provided very limited areas where
the Defense Department could support law enforcement activities

in the countemarcotics area. And I cite those in my testimony; they
are in title X. But the involvement that the military has there in

supporting our countemarcotics efforts are very analogous to this

very limited window.
Now, as I said, I think this really just sort of recognizes what

—

how the statute would be construed in extremis if we were faced
with a biological catastrophe. And I do not think that this is unre-
alistic; I do think that biological and chemical attacks are a very
real threat. They were very definitely during the Desert Storm war,
that we were faced with massive catastrophe, and we needed clean-

up crews and we needed people with the proper suits on to deal

with disarmament of weapons and so forth.

Does anybody really think that American officials would sit

around and allow hundreds of thousands of casualties to occur be-

cause—arguing about whether that constituted technical support or

law enforcement activity? They would save lives. And what this

does is makes sure that everyone would be on sound ground.
Mr. Bryant of Tennessee. It also has a provision in it, does it

not, that clearly says that this will—military forces will not be used
to directly apprehend or arrest actual law enforcement activities?

Mr. William Barr. That is right. This bill, I think, contains
some helpful language that makes it clear what the intent is.

Mr. Bryant of Tennessee. Judge, do you have any comments on
that particular aspect of this proposed bill?

Mr. SOFAER. I concur with Mr. Barr.

Mr. Bryant of Tennessee. Thank you.
I yield back the balance of my time.
Mr. Hyde. Thank you, Mr. Bryant.
The gentleman from Georgia, Mr. Barr.

Mr. Barr of Georgia. Thank you, Mr. Chairman.
I apologize to both witnesses. I was running a little bit late. I

had to testify before a base realignment and closing commission;
otherwise, I definitely would have been here. But I have read the
written materials and, as usual from both gentlemen, they are out-

standing, and I appreciate the background they have provided.

If I could. General Barr, follow on Mr. Bryant's line of question-

ing with regard to section 312 involving military assistance, I had



299

a meeting one day last week with another Member of Congress and
we were talking a little bit about the Senate bill. Are you familiar
with the bill that the Senate passed just last week? That touches
on posse comitatus?
Mr. William Baiui. No, I am not, Congressman.
Mr. Barr of Georgia. OK. The one thing that worried me a little

bit, and I don't have the language, but the way this other Member
of Congress was explaining it, the military would have the ability

or the authority, I think he was saying, under the bill that was
passed by the Senate last week to shoot somebody if it became nec-

essary in the course of their carrying out the limited authority to

provide technical and logistical assistance.

Would your reading of the language in the chairman's bill here
provide for such authority?
Mr. William Barr. Not as law enforcement officials, but on the

other hand, if a military soldier, you know, if a soldier is carrying
out an act of technical support and comes under fire, someone
comes up to them and tries to shoot them, then obviously they
could protect themselves, and also could protect other innocent

—

like anv citizen, could protect any innocent person who is in ex-

treme aanger of life and limb.

Mr. Barr of Georgia. OK.
Mr. William Barr. Their mission would not be to do that, their

mission would be to provide technical support. Just like, for exam-
ple, apprehension. I mean, any citizen can apprehend an individual

as a citizen. You know, tackling someone who has seen the person
run by them, and the fact that these people wear a uniform doesn't
mean that if the guy is walking right next to them they couldn't

tackle them and hold them for law enforcement officials to make
the arrest.

Mr. Barr of Georgia. But what you are saying, and you may be
right, that perhaps the existing authority that our military has in

that sense is actually bi-oader than what is in the language of sec-

tion 312, which specifically excludes arrest or apprehension author-
ity.

Mr. WiLLL\M Baril Well, no, I think what that says is that their

mission cannot be apprehending and they cannot execute an arrest.

Mr. Hyde. Would the gentleman yield to me for one second?
Mr. Barr of Georgia. Certainly, Mr. Chairman.
Mr. Hyde. Quoting from section 908, subsection 4—this is the

Senate bill
—

"the Attorney General and the Secretary of Defense
shall jointly issue regulations concerning the types of assistance

that may be provided under this subsection. Such regulations
should also describe the actions that the Department—the actions

that Department of Defense personnel may take in circumstances
incident to the provision of assistance under this subsection." And
here is the relevant language, "such regulation shall not authorize
arrest or any assistance in conducting searches and seizures that
seek evidence related to violations of this section, except for the im-
mediate protection of human life."

Mr. Barr of Georgia. OK. That sounds like the language that
this other Member was referring to.

Mr. Hyde. Right.
Mr. Barr of Georgia. Thank you, Mr. Chairman.
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Mr. Barr, you were also here I know earlier today and listening

to the comments of Deputy Attorney General Gorelick and some of

the questioning that we had surrounding her testimony. And one
of the questions that was posed to her is, is there any concern on
the part of the administration, or have they reached any conclu-

sion, that investigating and apprehending and prosecuting and con-

victing whoever is responsible for the bombing in Oklahoma

—

whether the existing laws and procedures and regulations would
impair their ability. And I think she said, no. I think she said, no,

that they feel confident that under existing laws, rules, regulations

and policies, et cetera, that it would be possible and they certainly

anticipate doing that.

Does it basically boil down to—and I know you pretty much ad-

dressed this throughout your written testimony—does it boil down
to the fact that while there may not be anything that is absolutely

essential for the Government to have the ability to investigate and
bring to justice individuals who commit acts of terrorism, this will

simply strengthen and make it easier and somewhat more efficient

for the Government to do that, or are we getting into some new au-
thorities here?
Mr. William Bark. Well, I would say that my ability to deal with

foreign terrorist threats in the United States that were very real

were definitely hampered, particularly during Desert Storm, by the

absence of some of the provisions that are in this bill today—in

specific, very real cases. So while the Oklahoma City case might
not have given rise to these provisions, I think our experience deal-

ing with foreign terrorists, real experience, has given rise to these
measures—has made us see these gaps have to be filled.

I also think that we have to remember that we can't always sit

—

we don't have the luxury of sitting back and saying that we have
to directly experience a shortfall in our legal authority before we
do anything about it. I think if we can reasonably expect a particu-

lar area or a particular threat and understand that our laws may
not be adequate, we have to act with that kind of foresight rather

than say, gee, we should have had a law that says X, Y, or Z, be-

cause I think that is the way we can stay ahead of the terrorist

threat; and as long as we stay within our constitutional bounds,
and I think this bill does, I think that is what our job is, really.

Mr. Barr of Georgia. Do you have any concern, as you look

through some of the—and there were three that I have before me
here and three different bills' definition of terrorist or terrorism,

actually, I think. Do you have any problem with what seem to be,

I think, fairly broad definitions? Are those necessary? Do you have
any problems with the definitions that we see in all three of the

bills, 896, 1635, and 1710?
Mr. WlLLL\M Barr. I personally do not have difficulty with these

definitions because these are the definitions used throughout the

law, and I think it would create greater mischief to define it dif-

ferently here than we have in a number of other contexts in the

law. The one that you specifically pointed to which—is that on page
50—that mentions the State law violation in addition to Federal

law violation.

Terrorism is a very difficult thing to define and any definition is

going to have some give in it; and it is conceivable that someone
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would take an act that was violative of State law that we would
not ordinarily think of as terrorism, or feel is the kind of offense

that should be treated as the local level and be able to fit it into

this definition in a very aggressive stretch of the law. I think there

is that possibility under that definition. However, I haven't seen
that done.

I think we have had these definitions out there for a while and
I think that, absent one that is too confining, this is an adequate
definition. In other words, I am not—I would have to see some lan-

guage of an alternative, but my concern would be that it would be
too restrictive also.

Mr. Barr of Greorgia. OK. Thank you. I appreciate the chair-

man's indulgence for some additional time.

Mr. Hyde. Well, I thank the gentleman very much for his con-

tribution.

Gentlemen, before we release you, I might—I would like to ask
one question collectively to both of you.

Critics of this bill have argued that membership in a presi-

dentially designated terrorist organization should not be a ground
for excluding anyone from the United States. Do you see any con-

stitutional infirmity in the policy decision to exclude from entry

into the United States any foreign national who is a known mem-
ber of a known and designated terrorist organization? Membership
alone?
Mr. SoFAER. No. I see no
Mr. Hyde. You see no
Mr. SoFAER. Absolutely not.

Mr. Hyde. How about you, General Barr?
Mr. William Barr. I think it depends upon the alien's prior con-

tacts and relationship with the United States. You know, on one

extreme, there is clearly—I think there would be a problem if you
have a permanent resident alien who goes over to visit his grand-

ma in another country, tries to come back in, and is excluded. I

think that would raise a constitutional question.

On the other hand, somebody who has no nexus with the United
States, tries to come in, I don't think there would be a constitu-

tional issue raised.

Mr. Sofaer. I thought it was the latter group that you were
speaking of.

Mr. Hyde. So did I.

Well, thanks, both of you, for outstanding contribution. As al-

ways, you have been most generous and helpful with your time.

Thanks again.
Mr. Hyde. We have one more panel of distinguished witnesses,

James P. Fleissner, professor at Mercer University School of Law
in Macon, GA; Bruce Fein, Esq., former Associate Deputy Attorney

General; and Gregory Nojeim, Esq., who is legislative counsel for

the American Civil Liberties Union.
Bruce Fein is a legal scholar specializing in constitutional issues.

He has authored approximately 1,000 articles on the law and pub-

lic policy, and is currently a weekly columnist for the Washington
Times. He is a syndicated columnist for the Legal Times, and a fre-

quent guest columnist for USA Today. He has written on the con-

stitutions of over 10 foreign nations and has testified before many
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different committees of Congress; and I remember Mr. Fein very
well from his service on the Iran-contra investigating committee.
So welcome, Bruce Fein.

STATEMENT OF BRUCE FEIN, FORMER ASSOCIATE DEPUTY
ATTORNEY GENERAL, U.S. DEPARTMENT OF JUSTICE

Mr. Fein. Thank you, Mr. Chairman. I was asked to address pri-

marily the due process concerns that are raised by the provisions

in H.R. 1710 relating to the deportation of aliens. And that is, I

think, bifurcated in part in the provisions that distinguish between
who are permanent resident aliens and those who are just in the
country, but have not been given permanent resident status.

Generally speaking, I think the provisions are beyond constitu-

tional reproach. There are a couple of exceptions that I would like

to make.
The Supreme Court has held for over 50 years that almost no-

where in the law is there more discretion within the executive and
the legislative branches than over the issues of deportation and ex-

clusion of aliens. When the Supreme Court wrote those words, we
were in the midst of a very cold war that was verging on hot war.
Indeed, there was a hot war at the time, namely in Korea. And of

course the Communist threat there, which was the specific issue

addressed by the Supreme Court, was exceptionally acute, I think,

and well recognized.

We had recently overcome the Berlin blockade, their coup at-

tempts and coup successes in Czechoslovakia. This was at the time
of the Rosenberg trial, the Alger Hiss trial, Klaus Fuchs. There was
clearly a background of congressional and political recognition,

something which the Supreme Court took judicial notice of, of a
very severe problem with aliens in the country attempting to sub-

vert our form of government.
Now, one thing that differentiates this bill from those declara-

tions of the Supreme Court is the absence, at least at present, in

H.R. 1710 that make findings that would be pertinent to the dan-
§er created to U.S. citizens, to the national security of the United
tates by the threat of terrorism committed by aliens.

Just as an outside observer, there seems not to be a self-evident

conclusion that the nature of the problem was on a par with the
Communist threat many years ago. The FBI has reported over the

last 11 years that there has been one incident of international ter-

rorism in the United States. That is not a large number.
There may be the kinds of cases that Attorney General Barr re-

ferred to where he felt there was a clear and present danger of a
terrorist act that he felt was handicapping him in dealing with it.

But those certainly aren't on the record at present and aren't made
part of the findings of the bill.

The reason why I raise this at least apparent discrepancy being
the danger of the Communists that led to the Supreme Court deci-

sions on deportation many years ago and the alien problem in the

United States is because it may well be constitutionally different

when the Supreme Court addresses the current problem with

aliens, suggesting that maybe the language in those old cases was
written too broadly. That is the one caveat I have about my general

statement concerning the authority that is given to the United
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States through special removal court procedures to deport resident
aliens.

The primary principle that the Supreme Court announced that
in the context of deportation there must be fair notice of the charge
to the alien with a reasonable fair opportunity to defend. Now, the
language of H.R. 10 does not clearly parallel the general phraseol-
ogy of the Supreme Court.
There are circumstances where it is thought that even providing

a summary of classified information to the suspect alien could jeop-
ardize the national security of the United States, that he is given
no notice at all of what he is confronting. Now, that is very, very
stark and contrary to the basic notions of due process, when some-
one isn't even told how they might defend against the accusation.
On the other hand, that kind of proceeding can occur only if the

special removal judge makes a finding that the disclosure of any
information would create an imminent danger to the safety of par-
ticular individuals or a clear and present, imminent danger to the
national security of the United States.

Well, those are tough findings to make. On the other hand, you
have to remember at that stage of the proceedings under this bill,

the special removal judge is only hearing from the executive
branch, which, in the history of the United States, doesn't have an
unblemished record ofl think at one point of almost hallucinating
a harm. And here I would like to refer to a page of history which,
as Justice Holmes told us, oftentimes is worth volumes of logic.

There was an affidavit that a Lieutenant General DeWitt sub-
mitted to the President and to courts as well shortly after World
War II began with Pearl Harbor. And he was sent to the west coast
to identify the potential threat to the United States by American
citizens and permanent resident aliens of Japanese ancestry. And
General DeWitt had discovered not a single act of sabotage, but he
wrote in his affidavit, and I am almost, I think, quoting from the
affidavit he submitted to the court, "the absence of sabotage," he
says, "is disturbing confirmation of the likelihood of future sabo-

tage." "Disturbing confirmation." Those were his words.
It was about like the king of hearts in "Alice in Wonderland." If

they were truly disloyal, they would have committed acts so we
could have pinned something on them. You know, just like the
nave should have signed his name to the incriminating letter, that
would have showed that he wasn't a scoundrel, because withhold-
ing his name showed he must have been guilty.

Now, this was a time—I don't mean to be frivolous toward Gen-
eral DeWitt. He was an honorable man and everyone was fright-

ened of the security threat created after Pearl Harbor, yet those
kinds of overreactions can occur within the executive branch, and
indeed, I think the Congresses, not very long ago in the 1988 Civil

Liberties Act, recognized that and apologized to the overreaction.
That is why I make this reference, simply to underscore what I

think would be an enormously constructive addition to this bill

which gives us some reasonably hard factual findings. I would
agree that you don't need defined in my judgment additional world
trade bombing centers that are about to occur. You don't have to

go right up to the abyss before you act. But there ought to be some-
thing more than just speculation out of the sky or even statements
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of a former Attorney General where this committee doesn't in a re-

sponsible way have clear access to those cases where it has been
said, absent these powers we are confronting, you know, a repros
of the Pan Am bombing or something of that sort.

It is just human nature when we see something as hideous as
the World Trade Center or the Oklahoma City bornbing to want to

focus all of our attention and focus on one side of the equation in

any democratic society the need for domestic tranquillity. But the
other side of the equation is also an equally important and compel-
ling need for some openness in society.

We don't want to live in a society where we fear a Gestapo or

an oppressive police state. We recognize in making that tradeoff

that we are going to sacrifice some persons. We don't, even though
we know that perhaps we could prevent some murders if we had
policemen on every block—on every street and decided to do away
with probable cause. But no, that is too high a price to pay.

Even when we recognize perhaps one or two human lives could

be saved, we don't want that kind of police state. It is a matter of

prudence and judgment here, and I think in order for this commit-
tee to make this kind of prudential decision, you need a little bit

more hard facts on what the scope and nature of the danger is be-

fore you necessarily buy off on these provisions that certainly skirt

close to some due process problems.
On the other hand, I think that in general, these provisions

largely emulate those in the Classified Information Procedures Act
in dealing with very sensitive material and evidence that in some
sense revealing it to the suspect would destroy perhaps an impor-

tant intelligence-gathering activity, or power, by providing for a
summary when it can be given, give reasonable notice to the ac-

cused, the suspect here and the accused has a right to present ex-

onerating evidence in the typical case, and he has a right to coun-

sel, a right to counsel that in some cases has access to classified

information that the suspect does not have.

Those things are scathing, as I say, probably within the Con-
stitution, but it is a close question, and that close question could

be answered the other way if it is thought by the Court that there

is an exaggerated fear of the nature of the danger, and these provi-

sions are too harsh with regard to the opportunity of a suspect

being tried on secret information ex parte, in camera, to defend.

Now, if we had a history, I suppose, of not recognizing, you know,
the danger of misperceptions and fears, perhaps my hesitation

would be less acute. But what comes to my mind is the immediate
reaction to the Oklahoma City bombing was to focus on Arab-
Americans, Jordanian, in fact, because we said gee, some of the

earmarks of this bombing shared an affinity with that of the World
Trade Center.
And I think the initial speculation and belief was, well, this must

be another fundamentalist Muslim terrorist act, but it proved
wrong. It does not mean that the suspicions necessarily were just

conjured up out of thin air, but it shows the natural inclination, I

think, when you are involved in terrorism that evokes so many pas-

sions to perhaps reach judgments too fast, and the whole purpose

of due process is to prevent judgments from being reached too

quickly.
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So I just have, I have some qualms with regard to the provision
that in some circumstances would enable a resident alien to be de-
ported and he never even knew what the nature of the charges
were.
The second aspect of the bill that I have some reservations about

is the authority to detain prior to anv decision as to whether or not
someone should be tried by a special removal court resident aliens

without any time limit on now long that detention can occur before
a genuine independent magistrate determines whether or not you
have sufficient evidence that has been submitted under affidavit

that would justify special removal court procedures.
The Supreme Court has held in the context of criminal cases that

if you arrest someone, the police must obtain a judgment by an ar-

ticle III court within 48 hours that there is probable cause to go
forward. Otherwise, detaining past that 48-hour period is unconsti-

tutional.

I think this bill ought to have some kind of outside limit on how
long a resident alien can be detained without any charge before he
must be released because there is an absence of some kind of mag-
istrate finding that there is reasonable cause to go forward with a
special removal court.

Other than—those are the provisions in the bill in which I have
most acute concern. As I say, generally speaking, I think they emu-
late much of the trial procedures and the Classified Information
Procedures Act, which seem to have worked pretty well. There is

one difference, however, that I want to underscore for you, and I

think it is a difference that probably passes constitutional muster,
because deportation is a civil proceeding. It is not one that imposes
criminal penalties.

In the Classified Information Procedures Act, if there is a sum-
mary to be provided to the defendant, it is instructed under the law
that the summary provide the accused as good an opportunity to

defend against the charge as if he were provided the information
itself.

In H.R. 1710, the summary isn't held to such a strict standard.
It simply says, "if a summary would enable the suspect to defend."
Well, that is a pretty broad approach, because you know, other
than excluding the suspect from the proceeding, I suppose he would
always have a chance to defend against the accusation.

I would tighten up the language in H.R. 10 and stipulate maybe
some middle ground between requiring that the summary give the
would-be deportee the identical opportunity to defend as if he were
provided the classified information and the rather lax provision at

present which just says, as long as there is some opportunity to de-

fend; whether you would use the word, "substantially equivalent
opportunity," or something like that, I don't know, but that is one
option for tightening the language.
Just in conclusion, I want to alert the committee against moving

too fast in setting due process precedents. Just as Jackson once
said about judicial decisions that perhaps go too far, but seem to

be justified by urgent necessity, and remember, this is the Justice
Jackson who had been tempered by Nuremberg, is that one of the
difficulties is that the principle of those seem to be used for a be-
nign purpose. It lies around like a loaded gun, and he used those
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words, it lies around like a loaded gun, to be used at any future
date whenever a President claims an urgent need.

I think that for that reason we need to move with some scru-
pulousness here and don't cut back too much on our trusted due
process principles in an effort to get at these folks who are genuine
scoundrels, and are—you know, deserve the greatest kind of repug-
nance by any civilized society. But it is just—it is just an inevitable
feature of any democratic society that we do restrict law enforce-
ment, we prevent them from doing certain things that could pre-
vent evil conduct because we do not want to risK also the abuses
of too much power that can take away our cherished spontaneity
and freedom that we have thrived with throughout the centuries.
Thank you, Mr. Chairman.

[The prepared statement of Mr. Fein follows:]

Prepared State.mrnt ok Riujck Fei.\, Fok.mrk Associate Deputy Attorney
GR.VEiiAi., U.S. Dki'aut.mk.nt OF Justice

Mr. Chairman and Mcmber.s of the Commiltce, 1 am grateful for the opportunity
to testify on the constitutionality of the pn)cocluros that would be employed in de-

portation hearings lor .suspected alien teriorists under Title VI of the Comprehen-
sive Antiterrorism Act of 1995. 1 believe the procedures would probably pass due
process muster as a reasonable compromise between the security needs oi the nation
and fairness to alien suspects, although the case would be strengthened by factual

findings that would cori-oborate that alien terrorists represent a significant danger
to the country.
The special removal procedures for alien terrorists—generally defined as an alien

who has either committed or contemplates the use of violence or espionage threaten-
ing the lives or property of many typically inspired by a political objective—that
raise due process questions concern lair notice and opportunity to rebut the govern-
ment's allegations. Under Title VI, a special removal court consisting of independent
federal judges may be sought at the discretion of the Attorney General wnenever
she possesses classified information that an alien is a terrorist and desires to seek
deportation. The request may be sought ex pailc and in camera, and must be grant-
ed if the presiding judge finds pi-obaole cause to believe that the alien has been cor-

rectly identified and that the use of ordinary deportation procedures would pose a
risk to the national security of the United States. Since everything in life holds
some risk, I would suggest the word "serious" or "material" or "non-frivolous" be
used to describe the level of national security risk needed to invoke the special re-

moval procedures.
The alien must be given "reasonable notice" of the government's accusations and

a "general account" of their factual foundation. Those general due process norms,
however, are substantially qualiHcd. The alien is denied access to adverse classified

information; to safeguard national security and intelligence sources and methods, ei-

ther a summary or a statement that no summary is possible without jeopardizing
security interests must be accepted as a .substitute, which handicaps the presen-
tation of a defense. The alien, however, is not helpless on that score. He enjoys the
right to counsel and the opportunity to present exonerating evidence, and the heavy
burden of persuasion by clear and convincing evidence is saddled on the govern-
ment.
The alien is also denied access to foreign intelligence information acquired pursu-

ant to the F'oreign Intelligence Surveillance Act of 1978 (which would seen invari-

ably classified in any event), and the Fedei-al Rules of evidence, such as Rules relat-

ing to hearsay, are inapplicable.

Permanent resident aliens fare marginally better than others. They are entitled

to special attorneys with security clearances to review classified information in cam-
era in the special removal court on behalf of the .suspect and to challenge in camera
the truthfulness of the incriminating evidence. The special attorney, however, is

handicapped by an inability to communicate with either the alien or others regard-

ing the classified information; it will thus be dillicult to insure that the attorney
pursues the most promising avenues of impeachment or rebuttal.

Standards for detaining alien suspects pending a final deportation judgment also

raises constitutional concerns. Title VI authorizes detention upon the mere filing of

a special removal court application, which is tantamount to detention without
charge or judicial review. The special removal judge is not required to act on the
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application within any specifled time limit, and during such delay the alien remains
in detention. A permanent resident alien is entitled to obtain release in a hearing
before the removal judge by showing the improbability of flight and a lack of na-
tional security or community or personal endangerment if release is ordered. The
removal judge may consider ex parte and in camera classified information in mak-
ing release decisions.

A suspect alien may obtain release if the removal judge denies the Attorney Gen-
eral's application pending appeal, but with conditions that will reasonably assure
future court appearances and safeguard against personal or community danger. The
same general rule obtains is the removal judge decides against deportation on the
merits and the Attorney General takes an appeal from that judgment.
The Supreme Court has held that deportation proceedings are civil, not criminal,

for purposes of assessing constitutionally requirea procedural protections. Moreover,
the High Court in Harisiades v. Shaughnessy (1952), proclaimed an enormously def-
erential standard of constitutional review over deportation standards established by
Congress and the President. Writing for a 6-2 majority, Justice Robert Jackson ex-
plained: "That aliens remain vulnerable to expulsion after long residence is a prac-
tice that bristles with severities. But it is a weapon of defense and reprisal con-
firmed by international law as a power inherent m every sovereign state. Such is

the traditional power of the Nation over the alien and we leave the law on the sub-
ject as we find it." Justice Jackson also declared that the courts were not to second
guess the political branches regarding the need for harsh deportation laws: "^e
think that, in the present state of the world, it would be rash and irresponsible to
reinterpret our fundamental law to deny or qualify the Government's power of de-
portation. However desirable world-wide amelioration of the lot of aliens, we think
it is peculiarly a subject for international diplomacy. It should not be initiated by
judicial decision which can only deprive our own Government of a power of defense
and reprisal without obtaining for American citizens abroad any reciprocal privi-

leges or immunities. Reform in this field must be entrusted to the branches of the
Government in control of our international relations and treaty-making powers."

It speaks volumes, however, that Justice Jackson wrote at a time when alien
Communist and the worldwide Communist threat was clear and present: the Amer-
ican Communist Party was an appendage of the Soviet Union and Communists had
attempted to undercut President Franklin Roosevelt's war preparations until Hitler
attacked the U.S.S.R. on June 22, 1941; the atomic spy cases, including the Rosen-
bergs and Klaus Fuchs, Alger Hiss's conviction for perjury, the Soviet coup in
Czechoslovakia in 1948 and the Berlin Blockade all demonstrated a Communist
danger was more than a figment; and, the United States was then at war with
North Korea, a conflict that began when Stalin gave the green light to Kim II Sung
to attack South Korea in 1950.

Intemationeil terrorism addressed by H.R. 1710, in contrast to Communism in

1952, seems vastly less menacing to the security interests of the Nation and Amer-
ican citizens. The FBI has identified but one incident of international terrorism in
the last 11 years: the World Trade Center Bombing. That is a stupendous success
story in light of the general incidence of international terrorism in Western Europe,
such as Germany, France, or Italy. In other words, it would be difficult for the Su-
preme Court to take judicial notice of an international terrorism threat as it did of
a Communist threat in Harisiades, and the comprehensive terrorism bill makes no
finding that alien terrorists in the United States are a clear and present danger.
It is thus possible that the High Court would apply a stricter stancmrd of constitu-
tional scrutiny, but I think the probability is against that conclusion. It seems clear,

nevertheless, that the constitutionality of H.R. 1710 would be bolstered by a finding
regarding the seriousness of alien terrorists in the United States.

In Kwang Hai Chew v. Golding (1953), the Supreme Court generally concluded
that an alien confronting deportation is entitled notice of the nature oi the charge
and a fair opportunity to be neard before an impartial tribunal. The anti-terrorism
bill probably satisfies that those standards: the suspect alien is entitled to reason-
able notice of the nature of the charges and an opportunity to present exonerating
evidence before an impartial judicial tribunal. Classified information may be sum-
marized or withheld entirely ii"om the suspect alien, but deportation cannot proceed
if the presiding judge concludes that the summary is insufficient to enable the prep-
aration of a defense. An exception to that rule is created if the judge also finds
based on classified information that the continued presence of the alien and the pro-
vision of any summary "would likely cause serious and irreparable harm to the na-
tional secunty or death or serious bodily injury to any person."
These deportation procedures generally echo those governing criminal cases in

which the government uses classified information under the Classified Information
Procedures Act. The CIPA standards have survived constitutional scrutiny by lower
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federal courts. Further, constitutional review of CIPA is more rigorous than would
obtain regarding H.U. 1710 because the latter governs civil deportation in which the
consequences are less sevo'e than a criminal conviction. There are differences be-
tween CEPA and the pending bill that could be constitutionally significant. CIPA au-
thorizes summary statements of classified information only if it provides the defend-
ant with "substantially the same ability to make his defense as would disclosure of
the specific classified information." In contrast, the "substantially same ability"

standard does not govern summaries under H.R. 1710. The latter is satisfied by any
summary that permits the alien "to prepare a defense." But since deportations com-
mand less procedural protections than criminal prosecutions, the latter standard of
fairness probably still satisfies due process.

A more troublesome issue is rai.sed by the authority to deport when no summary
at all is provided because of a nsk to national security. That would seem a blatant
denial ol an oppoj-tunity for a fair oppoilunity to delend. On the other hand, this

exception if very narrow; it applies only when the alien is a suspected terrorist, and
when an impartial judge finds that both continued presence and a summary would
likely cause serious and irreparable harm to the national security or death or seri-

ous injury to any person. These latter interests stand at the apex of government
urgencies, and deportation, although harsh, is not a criminal punishment. Moreover,
when the alien is a permanent resident, his attorney is entitled to access to the clas-

sified information in mounting a defense. In light of the deferential standard of re-

view announced in Harisiades, I believe the narrow exception would pass constitu-

tional scrutiny. But to reiterate, the case would be fortified by findings that inter-

national terrorism is a genuine plague in the United States.

The provisions regarding detention seem unproblematic except on one count. The
Supreme Court in Carlson v. Ixindon (1952) generally upheld the constitutionality

of detention pending a deportation final judgement so long as there is reasonable
cause to believe that release would be prejudicial to the public interest and would
endanger the welfare and safety of the United States. Title VI in the pending bill,

however, may be Hawed under that standard. It authorizes detention whenever the
Attorney General files an application; there is no requirement of reasonable cause
to believe release would thwart the public interest or precipitate fiight. Additionally,

detention is indefinite at that stage, and even a permanent resident alien is not
guaranteed a prompt release hearing before a special removal judge to demonstrate
that release would not threaten any legitimate public interest.

I believe that under Carl.son, non-permanent aliens are constitutionally entitled

to release pending a hearing ab.sent a showing by the Attorney General of reason-
able cause to believe release would be inimical to the public welfare or would unduly
risk flight by the alien. I further believe that permanent resident aliens are con-

stitutionally entitled to a prompt release hearing before a special removal judge,

probably within 48 hours of initial detention in light of the Supreme Court's ruling

that an arrestee must be released within that time frame unless a probable cause
determination to believe the indivndual has committed a crime has oeen made by
an impartial and independent magistrate.
These comments arc confined to constitutional issues, and do not address the wis-

dom of H.R. 1710 as public policy.

Mr. Hyde. I thank the gentleman very much. James P. Fleissner

was an assistant U.S. attorney for the Northern District of Illi-

nois—that is one of the great districts in our country, may I add

—

from 1986 to 1994.
During his tenure with the U.S. attorney's office, he was Chief

of the General Crimes Section of the Criminal Division, and Deputy
Chief of the Criminal Receiving and Appellate Division. He was the

1992 recipient of the Gregory C. Jones Award for highest service

to the U.S. attorney's office. Currently, Mr.—Professor Fleissner is

an assistant professor of law at the Mercer University, Walter F.

George School of Law.
Professor Fleissner.

STATEMENT OF JAMES P. FLEISSNER, ASSISTANT PROFESSOR
OF LAW, MERCER UNIVERSITY SCHOOL OF LAW

Mr. Fleissnkh. Thank you, Mr. Chairman. I appreciate the invi-

tation to come to the committee to talk about the portions of H.R.
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1710 that amend a very important statute to law enforcement;
namely, the portion of the U.S. Code commonly referred to as title

III. Title III gets its name because it originated as title III of the
comprehensive 1968 anticrime legislation, and, of course, title III

is the principal statutory framework that regulates the use of elec-

tronic surveillance by law enforcement.
I know that the members of this committee understand the need

to enact legislation that strikes the appropriate balance between
the constitutional rights of Americans and the need to provide law
enforcement with effective tools to combat crime, including crimes
of terrorism. This was the issue facing Congress when it first en-
acted title III and each time amendments have been considered.

I believe that there is substantial agreement, not universal, but
substantial agreement that in crafting title III, the Congress got it

right, that the proper balance was struck. Congress codified in title

III a comprehensive set of procedures for obtaining court-ordered
surveillance. Those procedures meet or exceed the protections of
the fourth amendment.
The Supreme Court has decided a number of cases involving title

III and has not to date expressed any doubt as to its constitutional-
ity. In addition, every U.S. court of appeals that has addressed the
issue has found that title III complies with the fourth amendment.
Now, while protecting rights, title III has also assisted law en-

forcement in protecting our citizens. Title III has been enormously
valuable in the investigation of crime, particularly concerted activ-

ity by groups of offenders such as organized crime syndicates and
narcotics distribution organizations, and as General Ban* said a
few minutes ago, there is no area where it would likely come into
play with more value than in the area of combating terrorism.
Now, while the use of title III has had a major impact, it is not

a routine procedure. For example, in 1992, throughout the entire
country. Federal prosecutors obtained about 340 title III court
order intercepts. I believe that the Government's use of the statute
has been marked by discretion and caution.
As Congress considers new amendments to title III, the critical

question is whether those amendments will disrupt the balance
struck by the statute.

My conclusion, after reviewing the amendments in 1710 is that
the bill would make improvements in title III, improvements that
have the potential to assist law enforcement in combating crime,
including crimes of terrorism, without infringing the rights of citi-

zens. I believe the adjustments made to title III by H.R. 1710 are
prudent. I believe they are sensible. And I believe that they comply
completely with the requirements of the Constitution.

I would like to comment briefly on four specific sections in H.R.
1710. First of all, section 301 would amend the part of title III that
lists the specific offenses which may be investigated using title III

interceptions. Several provisions are added.
All of the crimes added in H.R. 1710 are the types of crimes that

could easily be involved in terrorist action. My simple view is that
adding to the list of crimes, filling these gaps, is just a good idea.

The second provision I would like to remark about is section 306,
which modifies the statutory exclusionary rule of title III. Title III,



310

by its terms, excludes from use in court evidence that is seized in

violation of the various procedures in title III.

The Supreme Court has interpreted the statutory exclusionary
rule in a flexible manner. Exclusion of evidence is only required
where the provision of title III that was violated during a seizure
of conversations was a provision meant by Congress to play a
central role in the statutory scheme of title III. This interpretation,
in my view, is sound, because it limits the remedy of suppression
of evidence to serious breaches of the law.

H.R. 1710 would add language to the statutory exclusionary rule
stating that evidence seized in violation of title III would be ex-

cluded only where the violation involved bad faith by law enforce-
ment.
The Supreme Court has held that the fourth amendment exclu-

sionary rule does not require the suppression of evidence seized by
police who relied in good faith on a search warrant that subse-
quently was found bv another court not to be supported by prob-
able cause. That is the Leon case. This good-faith exception to the
fourth amendment exclusionary rule makes very good sense. The
central idea behind an exclusionary rule is to deter intentional
breaches of the law. Suppressing evidence seized in good faith is

an inappropriate sanction that keeps important evidence from the
trier of fact while contributing little to deterring misconduct.

H.R. 1710 would codify the good-faith exception in the exclusion-
ary rule of title III. As I read H.R. 1710, this would make the ex-

clusionary rule of title III, the statutory exclusionary rule, cotermi-
nous with the exclusionary rule of the fourth amendment as inter-

preted by the Supreme Court.
A third provision I would like to mention is a little-used portion

of title III, and it has been mentioned today several times. That is

the emergency surveillance provision. As it exists, that provision

allows electronic surveillance without a court order for up to 48
hours in certain emergency circumstances such as a danger to life

or limb.

The emergency surveillance provision is a codification of a well-

established doctrine of the fourth amendment law, and that is that
exigent circumstances may render the obtaining of a warrant be-

fore a search impractical. H.R. 1710 would add to the short list of

circumstances in which the emergency wiretap provision could be
invoked.
Under the amendment, if ongoing conspiratorial activities involv-

ing terrorism are afoot, in circumstances where a warrant cannot
be obtained with due diligence, surveillance would be allowed for

a brief period subject to the restrictions of the statute. I do not
view this amendment as problematic.

Section 308 merely makes clear that imminent acts of terrorism

may give rise to exigent circumstances allowing the seizure of evi-

dence before a warrant is obtained, a result that I believe the
fourth amendment allows. And I remember that Representative
Scott this morning asked an excellent question about the intersec-

tion of the good-faith exception and this provision of the bill, which
I will address later if you would like me.
The final section of H.R. 1710 I would like to mention is section

309, which amends the part of title III often referred to as the "rov-
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ing surveillance provision." The Deputy Attorney General Gorelick
referred to it as a "multiple point interception" which I assume the
Department thinks sounds somewhat less menacing.
This provision addresses the situation where the subject of an in-

vestigation moves from place to place or telephone to telephone
making it impossible to specify in a title III application the place
or the phone to be monitored.
The current roving surveillance provision which has been held to

be constitutional by several courts, relaxes the normal requirement
that an application for surveillance specify the place to be bugged
or the phone to be tapped. However, the current provision requires
a different showing by the Government for roving surveillance of

face-to-face conversations as opposed to surveillance of telephone
conversations.
For face-to-face conversations, what the law refers to as oral com-

munications, the applicant must identify the person, the precise

Eerson to be intercepted and obtain a judicial finding that the mo-
ility of the suspect make specification of the place of interception

impractical.

For telephone calls, what are called wire communications under
the law, the applicant has to make a different, special showing, and
that is, the applicant has to show that the suspect moves from
phone to phone for the purpose, with the intent, of thwarting inter-

ception.

This requirement of a showing of intent to thwart interception is

both constitutionally unnecessary and I believe unwise. It may be
that the suspect moves from phone to phone for reasons not di-

rectly related to avoiding electronic surveillance, such as avoiding
capture or carrying on an active narcotics business.

I favor the amendment in H.R. 1710, which would require the
same showing for roving telephone surveillance as is currently re-

quired for roving interception of face-to-face conversations. I believe

this change would be fully consistent with the requirements of the
fourth amendment as it has been interpreted by the Court.

I thank the committee for this opportunity.

[The prepared statement of Mr. Fleissner follows:!

Preparki) Statkmk.nt ok Ja.mio.s p. KU'Mssxicr, Assistant Professor of Law,
Mkkckk U.nivkksity Soiiooi, OF Law

I appreciate the invilalion of the Commiltce to provide testimony concerning the
portions of H.R. 1710 amending Title 18, United States Code, Sections 2510-252L
This part of the United States Coded, which commonly is referred to as "Title III"

because of its origin in Title III of the Omnibus Crime Control and Safe Streets Act
of 1968, is the principal federal statutory scheme governing the use of electronic
surveillance by law enfoj-cemont agencies. My testimony will focus on the provisions
of H.R. 1710 setting forth amendments to Title IH, namely sections 301 and 306
through 309.

I joined the faculty of Mercer Law School Last fall, after prosecuting criminal
cases for almost eight years as an Assistant United States Attorney for tne North-
ern District of Illinois. Duiing about half of my time with the U.S. Attorney's Office,

I worked as a supervisor, last sei-ving as Chief of the General Crimes section. I had
the opportunity to work on many investigations and prosecutions utilizing court or-

dered electronic surveillance undei' Title 111. 1 hope my perspective as a former pros-

ecutor with hands-on experience with Title 111 investigations and prosecutions will

be of some help to the Committee.
My testimony to the committee has two parts. First, I will provide some back-

ground information regarding Title 111 and its use by federal prosecutors. This is

to put the proposed amendments contained in H.R. 1710 into perspective. Second,
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I will provide my assessment of the amendments to Title HI proposed in H.R. 1710,
including a discussion of each of the specific changes to Title III called for in the
bill. My conclusion, after reviewing the amendments, is that H.R. 1710 would make
significant improvements in Title III, improvements that have the potential of as-
sisting law enforcement in combatting crimes, especially crimes of terrorism, with-
out infringing on the rights of citizens. I believe that the adjustments made to Title
III by H.R. 1710 are prudent and sensible changes that are in conformity with the
requirements of the Constitution.

Background Concerning Title in

The members of this Committee understand the need to enact legislation that
strikes a balance protecting the Constitutional ri^ts of Americans whUe providing
law enforcement the tools needed to investigate and prosecute crimes, including
crimes of terrorism. The Congress faced the same issue when first enacting Title
HI in 1968: How can legislation be crafted to ensure that fourth amendment rights
are preserved while permitting law enforcement to conduct useful electronic surveil-

lance?
I believe there is substantial agreement that Congress struck the proper balance

in enacting Title IE. The Congress intended to coduy in Title HI rules meeting or
exceeding the protections rec[uired by the fourth amendment, which prohibits unrea-
sonable searches and seizures and requires, except for emergency circumstances,
that searches be done pursuant to a warrant issued by a judge. As amended over
time, Title III regulates the interceptions of several categories of communications:
private face-to-face conversations ("oral communications"), communications over the
telephone networic ("wire communications") and certain data transmissions ("elec-

tronic communications"). Title III established detailed, comprehensive procedures
governing electronic surveillance, including the followings:

The Attorney General (or her designate) must approve every application for

a court ordered intercept.

Applications may only be made to investigate certain offenses set forth in Title

The application must provide sufficient facts for the court to make a three-
tiered finding of probable cause regarding the commission of crimes by certain
persons, the use of facilities or premises to be monitored by those persons, and
the use of those facilities or premises by the persons in connection with the
crimes under investigation.

The application must state that other investigative procedures have been
tried and failed, or are impractical or dangerous.
The agents executing the Title III warrant must minimize the interception of

communications not pertinent to the investigation and privileged communica-
tions.

Court orders for electronic surveillance are to be only for the time needed to

achieve the objective for the search, and in no event longer than 30 days. Exten-
sions beyond 30 days can be granted upon submission of a new application

meeting all of the requirements of the initial application.

Records and recordings from the surveillance must be properly sealed and
stored.

Evidence seized in violation of Title III may be challenged and suppressed.
These procedures were meant to codify the protections of the fourth amendment

as it had been interpreted by the Supreme Court. Since the adoption of Title EI,
the Supreme Court has deciaed a number of cases involving Title III and has not
expressed any doubt as to its constitutionality. ^ Furthermore, every United States
Court of Appeals addressing the issue has affirmed the constitutionality of Title III.^

While Title III serves to protect fourth amendment rights, it allows for electronic

surveillance consistent with the Constitution. The federal government has utilized

Title ni in many investigations with great success. The statute has been of signifi-

cant value, especially during investigations of concerted activity by groups of offend-

ers, such as organized crime syndicates and narcotics distribution rings. I worked
on the investigation and prosecution of cases that are testament to the value of Title

III to law enforcement.

^See e.g., Scott v. UniUd States, 436 U.S. 128 (1978); UnUed States v. Donovan. 429 U.S. 413,
(1977); UniUd States v. Giordano, 416 U.S. 505 (1974); UniUd States v. Chavez, 416 U.S. 562
(1974); UniUd StaUs v. Kahn, 415 U.S. 143 (1974).

'See, UnUed StaUs v. Petti, 973 F.2d 1441, 1443 (9th Cir. 1992); United States v. Turner, 528
F.2d 143, 158-59 (9th Cir. 1975) (collecting cases).
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Although the use of Tiiie 111 in federal cnminal investigations has had a major
impact, the government's use of the statute has been marked by discretion and cau-
tion. In 1992 there were 'MO court oj'dei-s for interception obtained by the federal
government under Title 111.-' Of those, 226 were issued in narcotics cases and 38
were issued in racketeeiing cases. These figures are put in perspective when one
considers that in 1992 over 51,000 defendants were convicted in federal courts.
Not only has the federal government's use of Title III been limited in scope, it

has also been deliberate and careful. Deliberation and care regarding obtaining and
executing Title III orders are institutionalized in the Department of Justice. Appli-
cations are exhaustively reviewed by local U.S. Attorney's, Main Justice, and the in-

vestigative agencies. The Department's internal guidelines often exceed the require-
ments of Title III. My experience is that government attorneys and law enforcement
agents work diligently in Title III investigations to do everything properly. Certainly
mistakes are made, but my experience tells me the quality of work by those respon-
sible for obtaining and exetTJting Title HI orders is done in a professional manner.
The background information 1 have provided was summarized by a leading com-

mentator on Title III, Professor Michael Goldsmith: "[E]lectronic surveillance is not
a routine investigative technique. Kvcn so, Title III has been enormously valuable
in complex criminal cases, particularly oigani/.ed crime and narcotics investigations.
Moreover, the .statute inci-cased privacy protection and won uniform constitutional
approval. Thus, as onginally enacted, Title HI effected an appropriate balance be-
tween law enforcement and privacy inteix'sts."''

ASSKSS.MK.VP OK TIIK PUOl'OSKI) A.MK.VD.MK.NTS TO TlTLE III

The critical question concerning the amendments to Title III contained in H.R.
1710 is whether those amendments will disrupt the balance between Constitutional
rights and the interest in elTective law enforcement that Title III currently achieves.
My assessment is that the amendments to Title 111 contained in H.R. 1710 are pru-
dent adjustments, which, by and large, have the potential to help combat crime, in-

cluding crimes of terrorism, without ci-cating new risks that the fourth amendment
rights of Americans will be infringed. H.R. 1710 contains several specific amend-
ments to Title III. Each will be addressed in turn.

SIOCTIO.X 301(a)

This provision of H.R. 1710 would amend the part of Title III listing the specific

offenses which may be investigated using Title III interceptions. 18 U.S.C. §2516.
Section 301(a) of H.R. 1710 would add several types of criminal violations to the list

of those in the statute. This amendment would allow Title III interception orders
to be obtained in the investigation of several oITenses for which orders could not now
be obtained.

Each of the offenses to be added under H.R. 1710 is the sort of offense that could
be committed as part of terrorist activity. Each of the offenses, if committed "to

achieve political or social ends," could, depending on the facts of the case, fit square-
ly within the definition of "leiroT-ism" in Section 315 of H.R. 1710. The offenses
added by the bill include certain offenses involving explosives (18 U.S.C. §842), ac-

tions against foreign nations from within U.S. jurisdiction (18 U.S.C. §§956 and
960), attacks against U.S. officials and employees and foreign officials (18 U.S.C.
§§1114, 1116, and 1751), several sorts of terrorist activity defined in recently en-
acted statutes (18 U.S.C. §§2332, 2332a, and 2339A), and violence involving air
transportation (18 U.S.C. §37 and 49 U.S.C. §46502).'^

Adding these crimes to the list of crimes that can be investigated under Title III

is a good idea. While other crimes currently on the list may cover terrorist activities

under investigation, H.li. 1710 would ensure that conduct constituting these serious
offenses could be investigated under Title 111. Of course, any such investigation
would have to comply with all of the procoduivs of Title III.

^The slatislics in this paragraph arc donved (roni Sourcebook of Criminal Justice Statistics
1993, U.S. Department of Ju.sticc, IJurcau of Ju.stice Stiilistics, Tables 5.2 and 5.3 at 475 and
Table 5.18 at 490.

* Michael Goldsmith, Eauesdroppinfi /{i-form: The Legality of liouing Surveillance, 1987 U. 111.

L. Rev. 401. 408-409 (1987) (fcKitnotos omitted).
^My research indicated that two of the crimes set forth in H.R. 1710 to be added to the list

in 18 U.S.C. §2516 were added by prioi legislation. It appears that 18 U.S.C. §1751 (relating
to presidential assassination) and 49 U.S.(-. §46502 (relating to air piracy) already are listed
in Section 2516. See 18 U.S.C.A. §§2516(c) and 2516(j) (West 1995).
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SECTION 301(b)

This provision would make an amendment to the procedure in Title HI concerning
when the prosecutor must file progress reports on an authorized interception to the
court which ordered the interception.

Under current law, whether to require reports during the period of interception
is left up the iudge issuing the court order. 18 U.S.C. §2518(6). H.R. 1710 would
require a single report 15 days after the interception has begun. This amendment
would recfuire a report and standardize the number of reports. I am unaware of data
on the number of reports required, but it was the practice in my former oflice to

include 2 ten day reports in the draft orders submitted to the court. The single re-

port after 15 days would, in my judgment, be sufficient. It is important to note that
the court may limit surveillance to any period less than the 30 day maximum and
that surveillance is always limited to the period "necessary to achieve the objective

of the authorization." 18 U.S.C. §2518(5). H.R. 1710 would not make any change
in these provisions in Title HI.

SECTION 306

Title ni prohibits the use of evidence seized by electronic surveillance if the dis-

closure of tne evidence would be in violation of the provisions of Title III. 18 U.S.C.
§2515. This is the statutory "exclusionary rule" of Title HI. The Supreme Court has
interpreted this exclusionary rule to recjuire exclusion of evidence only where the
provision of Title III violated during the seizure "was intended to play a central role

m the statutory scheme."® This interpretation of the rule is, in my view, sound be-

cause it limits the remedy of suppression of evidence to serious breaches of the pro-

cedures of Title III. For example, suppose a prosecutor, through oversight, fails to

have the court seal the original tapes from a wiretap in a timely manner as required
by 18 U.S.C. §2518(8Xa). In circumstances indicating that the evidence was not
tampered with, suppression of the evidence would be an extreme sanction for a
breach of a provision that is not central to the statutory scheme."' The Supreme
Court appropriately has taken a flexible approach to the statutory exclusionary rule

of Title III.

H.R. 1710 would amend the exclusionary rule in Section 2515 to exclude evidence
seized in violation of Title III only where the violation "involved bad faith by law
enforcement." Section 306. This amendment would bring the exclusionary rule for

violations of the various procedures in Title III into conformity with the exclusion-

ary rule articulated by the Supreme Court for violations of the fourth amendment.
The Supreme Court has held that the fourth amendment exclusionary rule does not

require the suppression of evidence seized by police who relied in good faith on a
search warrant subsequently found not to be supported by probable cause.® This
"good faith exception" to the fourth amendment exclusionary rule makes sense: The
central idea behind an exclusionary rule is to deter intentional breaches of the law.

Suppressing evidence seized in good faith is an inappropriate sanction that keeps
important evidence from the trier of fact while contributing little to deterring mis-

conduct.
H.R. 1710 would codify the good faith exception in the exclusionary rule of Title

III. This would make the exclusionary rule of Title III coterminous with the exclu-

sionary rule of the fourth amendment.®
This amendment would also make the standard for exclusion the same for aU the

categories of communications regulated by Title III. In 1986, through an amendment
to Action 2518(10Xc), the Congress limited exclusions of improperly seized "elec-

tronic communications" to those seized in bad faith.i° The amendment in H.R. 1710
would put "oral communications" and "wire communications" under the same stand-

ard as "electronic communications," namely, the standard require by the fourth
amendment.il

'UnUed States v. Giordano, 416 U.S. 505, 528 (1974). See aUo United States v. Chavez, 416
U.S. 563 (1974).

'Sec, e.g.. United States v. Aeon, 513 F.3d 513, 518 (3d Cir. 1975).

» United States v. Leon, 468 U.S. 897 (1984). See also Massachusetts v. Sheppard, 468 U.S.

981 (1984).

*At least one court has held that the good faith exception in Leon applies to exclusions under
Title III, even without the proposed amendment. United States v. Gambino, 741 F.Supp. 412,

415 (S.D.N.Y. 1990).
loSee House Report No. 99-647 at 48.
11 One related issue that would be settled by the amendment is whether communications

seized by private individuals in violation of Title III could be introduced by the government in

a criminal prosecution. Since such an illegal seizure would not involve bad faith by law enforce-

ment, the amendment would appear to allow admission of the evidence. I support this result.
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H.R. 1710 would not alter the potential criminal and civil sanctions available for

persons violating Title IIFs procedures.

SEXrriON 307

This provision makes two technical amendments to operating definitions in Title

III. Section 307(a) amends the definition of "electronic communication" to exclude
"information stored in a communications system used for the electronic storage and
transfer of funds." Section 307(b) amends the definition of radio communications
"readily accessible to the general public" in Section 2510(b) by striking subsection
(F), wmch excluded all "electronic communications" from the definition. My research
did not disclose the impetus behind these two technical amendments.

SECTION 308

H.R. 1710 amends a little utilized portion of Title III: the emergency surveillance
provision.i2 jg U.S.C. 2518(7). As it exists, that provision allows electronic surveil-

lance without a court order for a 48 hour period in certain emergency circumstances,
such as immediate danger of death or serious bodily physical injury to persons. The
provision requires involvement by the highest ranking members of the Department
of Justice. It also requires that a warrant fulfilling all of Title Ill's requirements
be presented to a court within 48 hours, and that surveillance cease if the warrant
is found insufUcient. The emergency surveillance provision is a codification of a well

established doctrine of fourth amendment jurisprudence: Exigent circumstances may
render the obtaining of a warrant before a search impractical.^^
H.R. 1710 would add to the short list of circumstances in which the emergency

wiretap provision could be invoked. Under the amendment, a reasonable determina-
tion that ongoing conspiratorial activities involving domestic terrorism or inter-

national terrorism were afoot, in circumstances where a warrant could not be ob-

tained with due diligence, would allow surveillance under the emergency provision.

Sections 308(b) and 315 of H.R. 1710, which incorporate the definition of terrorism,

make clear that the new provision contemplates the use of force or violence. I do
not view the amendment as problematic. Section 308 merely makes clear that immi-
nent acts of terrorism may give rise to exigent circumstances allowing the seizure

of evidence before a warrant is obtained, a result that the current emergency provi-

sion and, I believe, the fourth amendment allow.

SECTION 309

H.R. 1710 would amend the part of Title HI often referred to as the "roving sur-

veillance provision." 18 U.S.C. §2518(11). This provision allows, in certain cir-

cumstances, for a warrant to issue allowing electronic surveillance without the ap-

plicant specifying the facilities from which, or the place where, the communication
is to be intercepted. The provision requires that the application for a roving surveil-

lance of "oral communications" name the person to be intercepted and explain why
the mobility of the suspect makes specification of the facility or place of interception

impractical. In order for the warrant to issue, a judge must make the finding that
specification is not practical. 18 U.S.C. 2518(llXa).
For "wire communications" and "electronic communications," the test is slightly

different. 18 U.S.C. §2518(llXb). For these categories of communication, the appli-

cant for an order must show that the person to be intercepted has a purpose "to

thwart interception by changing facilities." H.R. 1710 would eliminate this mfferent
standard for wire and electronic communications and bring all categories of commu-
nications under the same standard. Under Section 309, all applications for roving
surveillance would have to name the person to be interceptea and establish that
specification of the facility or place is impractical, the current requirements for

interceptions of oral communications.
I favor this amendment. Requiring proof that the person to be intercepted has an

intent to thwart interception is unwise. It may be that a subject moves from phone
to phone because he is attempting to avoid capture or because of constant movement

Of course, the ill^al seizure could still be punished by criminal or civil sanctions. See generally,

Clifford S. Fishman, Wiretapping and Eavesdropping 42 (1978).
^ I was unable to find statistics concerning the use of the emergency surveillance section. The

evidence available suggests that the provision is rarely invoked and that the Department of Jus-

tice limits use of the provision to life threatening situations. See Clifford S. Fishman, Intercep-

tion of Communications in Exigent circumstances: The Fourth Amendment, Federal Legislation,

and The United States Department of Justice, 22 Ga. L. Rev. 1, 9, n.20 (1987).

^See e.g., Schmerber v. CaUfomia, 384 U.S. 757 (1966), United States v. Karo, 468 U.S. 705
(1984).
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to distribute narcotics. It makes no sense that under such circumstances a roving
surveillance order may be obtained for the subjects oral communications but not for

the subjects telephone calls.

It should be noted that the roving surveillance provision, as currently constituted
and with the amendment proposca in H.R. 1710, comports with the requirements
of the fourth amendment. The current provision has been held to be constitutional. i**

Some have expressed concern that the concept of the roving wiretap is inconsistent
with the fourtn amendment's requiiement that warrants state with particularity the
place to be researched. However, the courts have not interpreted the fourth amend-
ment literally in the context of the modern issue of the seizure of intangible commu-
nications. One court put it this way: "In essence, the roving intercept provision re-

places the usual practice that the place to be searched be identified in a warrant
by an address with a description of that place as the location at which an identified
person is engaging in idcnlificd criminal conversation."^^ Professor Goldsmith con-
cluded that in light of the interpTclalion of the fourth amendment hy the Supreme
Court and the other proceduT-al safeguards in Title III, "roving surveillance is clear-

ly constitutional." ^^

H.R. 1710's charge in the showing required lo obtain a roving surveillance war-
rant for wire and electronic communications would not change the constitutional va-
lidity of Section 2518(11). The fourth amendment's paiticularity requirement would
be met by the specification of the person to be intercepted and the showing that
specification of tne facility or place is impjacLical, the very showing now required
for intercepting an oral communication.

I thank the Committee for this opportunity to share my views on the proposed
amendments to Title 111 contained in U.K. 1710.

Mr. Hy13E. Thank you, Professor Fleissner. Gregory T. Nojeim,
who is the legislative counsel for the American Civil Liberties

Union in its Washington legislative office is responsible at the
ACLU for analyzing the civil liberties implications for Federal leg-

islation relating to national security and immigration.
Prior to his position with the ACLU, Mr. Nojeim was the director

of legal services for the American-Arab Anti-Discrimination Com-
mittee, the ADC, a position he held for 4 years. While with the
ADC, Mr. Nojeim spearheaded its responses to hate crimes against
Arab-Americans during the Persian Gulf War. We certainly wel-
come you here, Mr. Nojeim.

STATEMENT OF GREGORY T. NOJEIM, LEGISLATIVE COUNSEL,
AMERICAN CIVIL LIBERTIES UNION

Mr. Nojeim. Thank you, Mr. Chairman. I appreciate the oppor-
tunity to testify today on behalf of the ACLU. The ACLU is a na-
tionwide, nonpartisan organization of 275,000 members dedicated
to preserving the freedoms set forth in the Bill of Rights. My com-
pliments to you, Mr. Chairman. You always give us a voice here
at these hearings, and sometimes we disagree, but we appreciate
being heard and speaking to you about the civil liberties implica-

tions of these bills.

We have a number of concerns about the legislation, and in fact,

as we look at the legislation, we can see that its breadth is sweep-
ing.

In some ways, H.R. 1710 is an improvement from a civil liberties

point of view over previous terrorism bills that this committee has
considered. But in other ways, it is a step backward, from our point
of view. We do not consider H.R. 1710 or the other terrorism bills

^* United Stales v. liianco, 99H K.2d 1112 (2d Cir. 1993); United States v. Silberman, 732
F.Supp. 1057 (S.D. Cal. 1990). afVd sub nam. United Stales v. Petti, 973 F.2d 1441 (9th Cir.

1992); United States v. Ferrara, 771 K. Supp. 1266 (D.C. .Ma.ss. 1991).

^^Ferrara, 771 F. Supp. at 1271.

^^ Goldsmith, supra, al 425.
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that have been brought up as bills that strike an appropriate bal-

ance between civil liberties and the need to prevent crime.
Indeed, much in the bill, H.R. 1710, has very little to do with the

Oklahoma City bombing and everything to do with eroding con-

stitutional rights.

Denying aliens the right to see the evidence against them in a
deportation proceeding will not prevent another Oklahoma City
bombing. And I would like to address for a minute some of the
things that Mr. Fein spoke of

In many ways, we agree. I have to point out that the bill will

provide for deportation based on secret evidence in many cir-

cumstances, because it will often be very easy for the Government
to show that it needs to protect an informant from being exposed.
That is going to come up rather often, and when that comes up,

that is when the secret evidence and the secret deportation kicks
in.

Second, the secret evidence provision in H.R. 1710, while it

would allow for a "special attorney" to be appointed by the court

to review that secret evidence, it \vould not allow the alien to

choose that special attorney. And aliens do have a right to choose
their attorney under the fifth amendment.
The court would be the one that choses the attorney that would

see the secret evidence. And remember, that that proceeding is only
about secret evidence. That is the whole core of that proceeding. So,

in our view, it would run afoul of fifth amendment right to due
process.

And one other thing that Mr. Fein spoke of that I need to point

out, there are two instances where these aliens are going to be held
for a long time without having been convicted of any crime. First,

is at the front end of these proceedings when they can be held
without ever having been determined as being terrorists.

Nonimmigrants would be held pending the duration of the pro-

ceedings. Immigrants, they would be held unless they could bear
the burden of showing that they should be released. That reverses

the burden that is in current law for holding aliens in deportation
proceedings.
But there is also a back end. At the end of the proceeding, if the

person is found deportable and they cannot be deported to any
country—and what country is going to take them—they would be
held. The statute says that there is no way for them to get out.

They would be held, even though they have never been convicted

of a crime. We think that is a problem.
The bill would also bar protected first amendment support for

legal activities. It would also hamper legitimate relief evidence of

NGO's working in troubled areas. This has nothing to do with pre-

venting another Oklahoma City bombing.
The bill would repeal first amendment protections for fundrais-

ing for humanitarian purposes. I would like to take a minute to

read to you the language that this bill would repeal.

This is language that protects first amendment activity that now
appears in the material support for terrorism statute that Congress
enacted last year. The bill would repeal this language: "An inves-

tigation may not be initiated or continued under this section based
on activities protected by the first amendment to the Constitution,
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including expressions of support or the provision of financial sup-

port for the nonviolent political religious, philosophical or ideologi-

cal goals or beliefs of any person or group."

Repealing that first amendment protective language would do
nothing to prevent another Oklahoma City bombing. Excluding
people from the United States on account of their membership in

an organization instead of on account of their activity, would do
nothing to prevent another Oklahoma City bombing. Remember,
under current law, people about whom there is a reasonable

ground to believe might engage in terrorist activity after they enter

the United States, are already excludable.

Federalizing State laws against violent crimes would do nothing
to prevent another Oklahoma City bombing.
Denying aliens present in the United States now their due proc-

ess rights by making them excludable rather than deportable

would do nothing to prevent another Oklahoma City bombing.
Expanding Federal wiretap authority, increasing the use of rov-

ing wiretapping and wiretapping without a court order similarly

would not be effective. Title III has not been effective in the type

of crimes that could be terrorism. Wiretap authority has not been
used in arson, firearms or bombing investigations since 1988.

These are the kinds of things that we would expect to be done if

this wiretap provision was actually effective in preventing terrorist-

type activity.

Finally, all of the things that I have pointed out just now, they

pale in comparison to our concern about one particular provision of

the statute, and that is section 315. Section 315 of H.R. 1710 would
create a new crime of domestic terrorism. It would label as terror-

ism certain activity which occurs wholly within the United States.

Under section 315, this would be the definition of terrorism: use

offeree within the United States in violation of the criminal laws

of the United States or of any State that appears to be intended

to achieve political or social ends by intimidating or coercing a seg-

ment of the population or influencing a government or government
official.

The sweep of this language is breathtaking.

It would turn into terrorism any forcible blocking of an abortion

clinic if that use of force violated any criminal law such as the

FACE law.

It would turn into terrorism any forceful act of civil disobedience

that violated a criminal law engaged in by any civil rights activist.

It would turn into terrorism the forcible entry by an animal
rights group into a building at night for the sole purpose of hang-
ing a banner from the window to expose the torture of animals.

It would turn into terrorism the forceful interruption of an anti-

Semitic speech by a member of the Ku Klux Klan, if such activity

was intimidating to the Klan and violated a State criminal law
against disruptive behavior.

This section is breathtaking. And after it was determined that

this was terrorism, then under this bill the dominos would fall. It

would be a crime punishable by a substantial fine and up to 10

years in prison to provide material support or resources including

cash or meeting facilities.



319

In other words, if the antiabortion group used church buses to

get to the clinic or met in the church basement to plan the protests,

the church would be providing material support for terrorism under
this bill. Under H.R. 1710, the statutory protection against inves-

tigating first amendment activity at the church would be abolished
leaving only the Attorney General guidelines as protection.

Under H.R. 1710, the FBI would be empowered to obtain without
a court order in advance an emergency wiretap of the meeting in

the church basement at which the protest was planned.
Congress has hesitated to adopt a statute defining terrorism in

the United States because any such definitions threatened to sweep
in a broad range of conduct and raises the prospect that the statute

would be enforced selectively. Former President George Bush once
said: "one man's terrorist is another man's freedom fighter." And
he got it right.

We look forward to working with the committee to assure that
in adopting terrorism legislation the protections of the Bill of

Rights are preserved.
Thank you very much.
[The prepared statement of Mr. Nojeim follows:!

Prepared Stat^:.mknt ok Gukcoky T. No.jki.m, Lkgislative Counsel, American
Civil. LiHKKTiKs Union

Mr. Chairman and Members of ihe Committee, I appreciate the opportunity to

testify before you today on behalf of the American Civil Liberties Union (ACLU).
The ACLU is a nation-wide, non-partisan organization of more than 275,000 mem-
bers devoted to protecting the p?-inciplcs of irecdom set forth in the Bill of Rights.

I will focus my remarks on the civil liberties implications of H.R. 1710, the "Com-
prehensive Antiterrorism Act of 1995" introduced by Mr. Hyde to cover both domes-
tic and international terrorism. Where appropriate, I will compare that legislation

to H.R. 896, the "Omnibus Countertcrrorism Act of 1995," introduced at the request
of the Administration in Febi-uary 1995 to combat international terrorism, and H.R.
1635, the "Antiterrorism Amendments Act of 1995," inti-oduced afler the April 19
bombing in Oklahoma City at the request of the Administration ostensibly to com-
bat domestic terrorism.
While each of these bills was introduced to combat terrorism, in the view of the

ACLU, the legislation would do substantial damage to civil liberties in the United
States. Instead of being tools to pTcvenl "another Oklahoma City" the portions of

the legislation that violate civil libeities have little to do with preventmg such a

bombing attack in the future. They are instead a collection of measures—many of

which have been offei-ed before attached to legislation promulgated as terrorism leg-

islation.

From a civil libeilies perspective, some piovisions of H.R. 1710 are an improve-

ment over the AdministT-ation's bills, but other provisions are a step backward, and
raise even more civil liberties problems than they solve. Enacting H.R. 1710 in its

current form, or amending it into a bill that would further erode civil liberties,

would be like adding kerosene to the (iie of disti-ust of the government that has
been espoused by some following the tragedy in Oklahoma City. Amendments to the
bill could mitigate the constitutional problems raised by the legislation.

The ACLU recognizes that the bombing in Oklahoma City should prompt us to

re-examine the ability of law enforcement to pi-otect us against violent activity. This
re-examination should be conducted carefully, and any new proposals should be nar-

rowly focussed on the problem they would address, and be consistent with the Con-
stitution. Terrorism legislation to deal with criminal activity can be enacted without
adding the Bill of Rights to the list of casualties in Oklahoma City.

Our concerns about the ponding legislation are discu.s.sed below.

Nkw, Bkoad DioKixrrioN ok Do.mkstic Terrorism

a. hackouound

Section 315 of H.R. 1710 would .substantially broaden the definition of "terrorism"

in current law to cover domestic (as opposed to international) activity, including vio-
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lence at abortion clinics. The activity that would become "terrorism" includes so
much activity that the section cannot help but be enforced selectively, according to

the politics of the day.

i{. nis(:i;ssio.\

Section 315 of H.K. 1710 would re-write a section of U.S. law ^ defining "inter-

national terrorism." It would label as "terrorism" ceitain activity which occurs whol-
ly within the United States. Under Section 315, "terrorism" would be defined as the
use of force within the U.S. in violation of the criminal laws of the United States
or of any state, that appears to be intended to achieve political or social ends by
intimidating or coercing a segment of the population or influencing a government
or government official. "International terrorism" would be terrorism that occurs pri-

marily outside of the United States or transcends national boundaries.
The sweep of this section is breathtaking. It would turn into "terrorism" any forc-

ible blocking of an aboilion clinic if that use of force violated any criminal law, such
as the FACE law. It would turn into "tcjiorism" any forceful act of civil disobedience
that violates a cj-iminal law, engaged in by any civil rights activist. It would turn
into "terrorism" the foix-iblc entry by an animal rights group into a building at night
for the purpose of hanging a banner from the window to expose the torture of ani-

mals. It would turn into "teirorism" the forceful disruption of an anti-Semitic speech
by a member of the Ku Klux Klan, if such activity was "intimidating" to the Klan
and violated a state criminal law against disnjptive behavior. It is clear that this

definition would sweep in an extraordinarily wide range of activity.

Then the dominoes would fall. Under 18 U.S.C. Section 2339A, it would be a
crime punishable by a substantial fine and up to ten years in prison to provide ma-
terial support or resources, including cash, meeting facilities, transportation, or
goods for the conduct of such "terrorism." In other words, if the anti-abortion group
used church busses to get to the clinic, or met in the church basement to plan the
protest, the church would be pi'oviding material support for terrorism. Under Sec-
tion 2339A as it would be amended by Section 103 of H.R. 1710, the statutory pro-

tection against investigating First Amendment activity at the church would be abol-

ished, leaving only the Attorney General Guidelines as a protection (see discussion
below). Under Section 308 of H.i^ 1710, the FBI would be empowered to obtain,

without a court order, an "emergency wiretap" of the meeting in the church base-
ment at which the protest was planned (sec discussion below).

Congress has hesitated to adopt a statute defining "terrorism" in the United
States because any such definition threatens to sweep in a broad range of conduct
and raises the prospect that the statute would be enforced selectively. Former Presi-

dent George Bush once said, "One man's tenorist is another man's freedom fighter."

This proposed section of law underlines President Bush's observation, and illus-

trates why legislating in this area is so difficult.

C. KICCO.M.MK.NDA'I'IO.V

Section 315 should be deleted.

First AmivXDMI'I.vt Sl'I'I'okt for Legal Activities

a. mackorou.n'd

The First Amendment to the Constitution guarantees to people in the United
States the right to freely associate. This right extends both to citizens and to non-
citizens. Courts have interpreted the First Amendment to mean that people are to

be held accountable for their own actions, not for the actions of others. The courts
have consistently held that raising and contiibuting money, and recruiting mem-
bers, are activities protected by the First Amendment. Only support intended to fur-

ther the unlawful activities of a gi-oup can be prohibited.

To be consistent with the Constitution, effective terrorism legislation must pro-

hibit unlawful activity, not merely associations, because to do otherwise would be
to operate on nothing less than guilt by association. Like Section 301 of H.R. 896,

Section 102 of H.R. 1710 would do violence to this principle. The legislation would
turn into a criminal act the giving of a pencil to a school operated by a group des-

ignated a terrorist organization by the President.

18 U.S.C. Section 2331.
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H. DISCUSSION

Section 611 of H.R. 1710 would give ihc President unprecedented power to des-
ignate any foreign gj-oup a "tcnorisL" organization. Once so designated, its members
would be barred from entering the United States ^ and Section 102 of H.R. 1710
would make it a cnminal act to pixjvide support for non-violent, charitable activities

of such organizations. A similar piovision narring support for legal activities ap-
pears in Section 301 of H.R. H96.
The proposed legislation would attack citizens who support the non-violent, legal

activity ol unpopular groups labelled as "ten-orist organizations." Section 611 of
H.R. 1710 woula give the President unpjecedented authority to designate any for-

eign organization lound by the Piesident to have ever engaged in "terrorist activity"

that threatens the national secuiity of the United States. "Terrorist activity" is

broadly defined under current law to include unlawful use of an^ explosive or fire-

arm (other than for mej-e personal gain—such as a robbery) with intent to cause
substantial damage to property.-' Once so labelled, anybody in the U.S. who sent
money to the organization, even lo support non-violent, charitable activity of the or-

ganization, would be subject to a substantial line and up to ten years in prison."*

Current law already criminalizes the piovision of material support for certain
criminal "terrorist" activities.'' The legislation therefo7-e is calculatea to outlaw sup-

Sort for what is IcR: lawful activities of designated organizations—a fundamentally
awed approach.
H.R. 1710 contains no provision for judicial j-evicw of the President's designation

of a "terrorist organization." Moreover, few, if any, courts would second-guess the
President when the criteria for the designation is the national security of the United
States. Courts simply have no way to measure whether the group's activities threat-
en "national security." Under Section 6n(a)(2), Congress, however, could pass a law
reversing the Presidential designation, and would be advised of the impending des-
ignation at least three days prior to publication in the Federal Register. Congres-
sional review opens up more pi'oblems than it solves: lobbyists from various groups
would descend on Congress armed with reports, charts, legal briefs and arguments
about why other groups who disagree with them should be designated as terrorists,

or why they should not be designated.
In addition, because the bill allows for designation of any group that "engages in

or has engaged in" terrorist activity, the President would be empowered to designate
any group that has abandoned teirorist activity. Such groups would include the Af-
rican National Congress, which the United States government once considered a ter-

rorist organization. Finally, unlike H.R. 896, under H.R. 1710, there would be no
opportunity for an individual to obtain a license to furnish support for the legal,

non-violent charitable activities of a designated organization.^
H.R. 896 contains a similar provision at .section 301, and it differs in a number

of ways from H.R. 1710. Piesidenlial designations of a terroiMst group are effectively

unreviewable by a court because designation is conclusive' and based on foreign
policy and national security grounds. This provision in H.R. 896 differs in that the
presidential designation is permanent unless revei'sed by the President, cannot be
reviewed by CongT-ess, can cover ilomeslic groups who raise funds for or "act on be-
half oP any foreign designated group, and a person could in theory obtain a license

to contribute to the non-violent, charitable activities of the designated organization.®

^The immigration implications of this new power to designate groups are discussed below
under "Resurrection of McC'anan-Wallcr Act."

3 Under H.R. 896, ten'ori.st activity would be even more broadly defined to include fundraising
for the legal, non-violent, even chantable activities of organizations designated as terrorist orga-
nizations.

^Section 301 of H.R. 896 also provides for the fToe/.ing of the assets of any designated organi-
zation, without any due pjix-e.ss.

6 18 U.S.C. Section '2;i;)9A.

^Section 611 of H.R. 1710 also provides that the presidential designation will lapse if not re-

newed every two yeai-s.

'The Administration has expressed a willingness to remove from its bill the language indicat-
ing that the designation would be conclusive.

^The licensing provision in the Administration bill would in theory allow a donor to secure
a license to support the charitiible, relij^ous, literary, or educational purposes of the designated
organization. However, the licensing provision is wholly illusory because: (i) it would require a
foreign organization, declared a "teiionst" organization by the IVesident, to open its books to
the Treasury Department as a condition of granting the license; and (ii) it would require a donor
who would transfer money to such foreign oigani/.alion to likewise open its books to the Treas-
ury Department and be able to show "the source of all funds it receives, expenses it incurs, and
disbursements it makes" regaidless of whethi'r the expenses, disbursements, and income relate

Continued
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The fiindraising provisions of each piece of proposed legislation take a fundamen-
tally flawed and unconstitutional approach. Criminalizing support for such legal ac-

tivities is not the way to deal witn terrorism. These sections of the bill smack of
McCarthyism at its worst. Instead of outlawing support for legal, non-violent activi-

ties of designated organizations, the ACLU suggests Congress focus on outlawing
support for illegal activities of any individual or organization.

The Supreme Court has repeatedly held that contributing money to political

groups is protected by the First Amendment.^ It has also repeatedly held tnat the
First Amendment bars the government from prohibiting support for an organization
unless the government proves that the person furnishing tne support intended to

further the unlawful activities of the organization. It developed tms principle in a
series of cases involving the Communist Party, despite the government's contention
that the Communist Party posed a threat to national security and sought to over-

throw the U.S. government oy force.^° In Healy v. James, 408 U.S. 169, the Court
held:

"guilt by association alone, without [a showing] that an individual's associa-

tion poses the threat feared by the Government," is an impermissible basis
upon which to deny First Amendment rights. The government has the bur-
den of establishing a knowing affiliation with an oi-ganization pursuing un-
lawful aims and goals, and a specific intent to further those illegal aims.

The implications of logic supporting this provision in H.R. 1710 are profound. The
logic suggests that the government could, without violating the Constitution, punish
any support for any group that plans to engage in unlawful activity. Taken to its

logical end, this means that the government could punish a person for paying mem-
bership dues to the National Association for the Advancement of Colored People
(NAACP) if the member knew that the organization planned an act of civil disobe-

dience. This logic suggests likewise that it would be permissible under the Constitu-
tion to punish a person who paid membership dues to an anti-abortion group, if the
person paying the dues knew the group planned to trespass on the premises of an
abortion clinic.

Even as written, the legislation could have a dramatic, negative effect on organi-
zations that would conduct relief activities in many troubled parts of the world.^i

By barring individuals and organizations from providing even in-kind support to or-

ganizations the President has designated as "terrorist" organizations, the legislation

could disrupt relief efforts encouraged by the U.S. government.
In some troubled parts of the world, relief organizations have no choice but to

work thixjugh organizations likely to be designated as "terrorist" organizations by
the President. Relief organizations must often pay small fees or bribes to groups
that conduct some objectionable activity. Afghanistan is a prime illustration. To fur-

nish any fiinds, goods, or services to such a group, even if done to advance a human-
itarian endeavor, would become a crime.

The faction in Somalia headed by Mohammed Farah Aideed ("Aideed faction")

would likely have been designated a "terrorist" group, had legislation such as that
now proposed been pending when the United States was leading relief efforts in So-

malia. To conduct relief work in Somalia, many non-governmental organizations
were required, as a condition of getting a truck full of supplies such as grain or med-
icine through an area controlled by the Aided faction, to nire "guards" furnished by
this faction, and give a portion of the supplies to this faction. NGO's did not like

to do this, but they did it to save lives. Under the pending legislation, pajang those

"guards" or fiimishing that bag of grain as a "toll" so a truck Tilled with grain could

to the charitable activity it would like to support—a virtually impossibility for individual donors.

No exception was made for religious institutions, which likewise would be required to open their

books to the government in order to make a donation. This would risk impermissible entangle-

»See Citizens Against Rent Control v. Berkeley, 464 U.S. 290, 295-296 (1981); Federal Election

Commission v. National Conservative Political Action Committee, 470 U.S. 480, 493-495 (1985);

and Roberts v. UniUd States Jaycees, 468 U.S. 609, 626-27 (1984).
10 See Keyishian v. Board of Regents, 385 U.S. 589, 606-07 (1967) (striking down a statute

barring members of the Communist Party from employment); Elfbrandt v. Russell, 384 U.S. 11

(1966) (same); United States v. Robel, 389 U.S. 258 (1967) (sameX Communist Party of Indiana
v. Whitcomb. 414 U.S. 441, 448-49 (1974) (regarding ballot access); Aptheher v. Secretary of
State, 378 U.S. 500 (1964) (freedom to travel abroad); Baird v. State Bar of Arizona. 401 U.S.

1 (1971) (right to practice law); and Schware v. Board of Bar Examiners, 353 U.S. 232 (1957)
(same).

11 The following section assumes that the phrase "within the United States" is not intended
to prohibit prosecution of an individual or organization raising funds here, but providing mate-
rial support to a "terrorist" organization abroad. Section 301 of H.R. 896 clearly contemplates

such prosecution.
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get through, would become a criminal act.^^ This would be the case even if the giver
of this aid had no intention of furthering the violent, illegal activity of the Aideed
faction.

Another example of a group likelv to be designated a "terrorist" organization is

the Zapatistas in Chiapas, Mexico. If the President designates the Zapatistas a ter-

rorist organization, it would then become illegal to do relief work in Chiapas, if as
part of that work, a relief organization furnished money or goods to institutions af-

filiated with the Zapatistas. One can be sure that the designation of which group
is a terrorist group will be made in large part on the basis oF political concerns, and
as a result of pressure exerted by foreign governments on our own.
Much of this relief work would not be conducted if criminal sanctions were threat-

ened. The work is already dangerous enough. The same dilemma would be faced by
organizations doing missionary work in troubled areas of the world, if as part of
that woik, the organization had to pay in money or goods an arm of an organization
designated a terrorist group.

C. RECOMMENDATION

The proposed legislation takes a fundamentally flawed approach to the alleged
problem oi fundraising for terrorist activity, if indeed there is one.i^ To pass con-
stitutional muster, terrorism legislation would have to focus on activity instead of
on associations. This section should be struck altogether. Instead, Congress might
consider expanding the list of crimes in 18 U.S.C. Section 2333A to make criminal
the provision of material support for more violent activity abroad.

Repeal of First Amendment Protection for Fundraising Actiyities

a. background

Section 103 of H.R. 1710 (as well as Section 601 of H.R. 896) would subject citi-

zens and aliens to FBI investigation for activity protected by the First Amendment.
Last year, Congress adopted legislation prohibiting people m the U.S. from provid-
ing "material support" for terrorist acts.^* To prevent FBI "fishing expeditions" into

activities protected by the First Amendment, the legislation included clauses prohib-
iting investigations of people: (i) who provide humanitarian assistance to people not
directly involved in criminal activity; and (ii) engaged only in activities protected by
the First Amendment. This legislation would repeal those modest protections and
permit investigation in the absence of facts that reasonably indicate that the target
of the investigation knowingly and intentionally has or will engage in the violation

of a federal criminal law.

B. discussion

The proposed legislation would repeal the following language appearing in the
statute Congress enacted to bar people in the United States from providing material
support for certain crimes:

(c) Investigations

(1) In general.—Within the United States, an investigation may be initi-

ated or continued under this section only when facts reasonably indicate
that

(A) in the case of an individual, the individual knowingly or intentionally
engages, has engaged, or is about to engage in the violation of this or any
other Federal criminal law; and

(B) in the case of a group of individuals, the group knowingly or inten-
tionally engages, has engaged, or is about to engage in the violation of this

or any other Federal criminal law.

(2) Activities protected by the First Amendment.—An investigation may
not be initiated or continued under this section based on activities protected

" In fact, under Section 301 of H.R. 896, the President would have the power to designate
such a U.S.-based NGO as a "terrorist" group and prohibit it from fundraising to do this relief

work. See proposed 18 U.S.C. Section 2339B(b) and (cX2). In contrast, H.R. 1710 would permit
the President to designate only foreign organizations as "terrorist" groups.
^To our knowledge, the Administration has made no showing that substantial funds are

being sent from the United States to support terrorist activity abroad. Such a showing, including
dollar amounts and the type of activity being funded, should be a minimal prerequisite for seek-
ing new legislation to stop such alleged funding. Indeed, this provision should not be considered
until the Secretary of State and the Attorney General produce data that would justify Congres-
sional action.
" 18 U.S.C. Section 2339A.
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by the First Amendment to the Constitution, including expressions of sup-
port or the provision of financial support for the nonviolent political, reli-

gious, philosophical, or ideological goals or beliefs of any person or group.

U.S.C. Section 2339A(c). In many ways, this provision, which Section 103 of H.R.
1710 would repeal, is a model of how the line should be drawn between support for
illegal activity and support for constitutionally protected activity.

Paragraph (cX2) is a particularly important protection, and it is difficult to under-
stand how this provision, which protects against unfounded investigation of First
Amendment activity, would hamper investigation of criminal activity. In fact, the
guidelines governing FBI investigations of such activity state specifically:

It is important that such investigations [of criminal activity] not be based
solely on activities protected by the First Amendment or on the lawful exer-
cise of an other rights secured by the Constitution or laws of the United
States.15

The Administration, in the section-by-section analysis provided Congress when
H.R. 896 was introduced in February, claimed that the "knowingly and inten-
tionally" language in subparagraphs 1(A) and 1(B) disrupt the "natural flow of a
criminal investigation," because these elements of the crime might not be deter-

mined until an investigation is commenced. However, the guidelines governing FBI
investigatory activity specifically provide for preliminary inquiries in such cir-

cumstances, so that a determination about whether to commence a full investigation
can be made. The guidelines say:

On some occasions the FBI may receive information or an allegation not
warranting a full investigation—because there is not yet a "reasonable indi-

cation" of criminal activities—but whose responsible handling requires
some further scrutiny of initial leads. In such circumstances, though the
factual predicate for an investigation has not been met, the FBI may initi-

ate an inquiry" involving some measured review, contact, or observation
activities in response to the allegation or information indicating the possi-
bility of criminal activity.

This authority to conduct inquiries short of a full investigation allows the
government to respond in a measured way to ambiguous or incomplete in-

formation and to do so with as little intrusion as the needs of the situation
permit. . . . It is contemplated that such inquiries would be of short du-
ration and be confined solely to obtaining the information necessary to

make an informed judgment as to whether a full investigation is needed.^^

Nothing in the statutory language H.R. 1710 would delete would prohibit the FBI
from conducting a preliminary inquiry to determine whether a full investigation of
material support for terrorism should be opened. When conducting such a prelimi-
nary inquiry, the FBI could use, under its guidelines, investigative techniques in-

cluding questioning of informants, confidential sources and acquaintances of the al-

leged wrongdoer, physical and photographic surveillance, under cover operations
and infiltration, and electronic surveillance.

The FBI has a history of commencing unfounded investigations into First Amend-
ment activity of groups, including its investigation of the Committee in Solidarity
with the People of El Salvador (CISPES) and the Cointelpro investigations of civu
rights groups and leaders in the 1970s. Recently, the AIDS activist group ACT UP
learned that the FBI had maintained a file of over 100 pages on the group, and re-

fused to make most of the file public. Moreover, the FBI recently announced that
it was "re-interpreting" the Attorney General Guidelines that govern its domestic
investigations in a manner that would allow it to track more activities in the United
States. Against this backdrop. Congress is asked by the FBI to repeal a substantial
protection against FBI investigation of protected First Amendment activity.

Section 103 of H.R. 1710 would also delete from existing law the portion of 18
U.S.C. Section 2339A excepting "humanitarian assistance to persons not directly in-

volved in such violations" from the definition of proscribed material support for ter-

rorism.^' Deletion of this language suggests that a person could be "providing mate-
rial support to terrorists" if they provided "humanitarian assistance to persons not
directly involved in such violations" of criminal law as are set forth in the statute.

If the First Amendment protective language described above is deleted, then persons

"^The Attorney General's Guidelines on General Crimes, Racketeering Enterprise and Domes-
tic Security/Terrorism Investigations, p.3.

i«/(i at 4.
^'' H.R. 896 contains no similar provision.
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may be investigated for engaging in such humanitarian activity. The deletion would
create even more problems For NCO's doing relief work in troubled areas of the

globe. They would lose the safe haibor this protective language created.

C. UKCOM.Mfil.N'DATION

H.R. 1710 should be amended to include all portions of the protective language
recited above, or Section 108 should be deleted trom the bill altogether, to preserve

these protections as they appear in current law.

DKPOUTATIO.M liASRD O.N' SRCKET EVIDENCE

A. HACKGUOU.VD

The Fifth Amendment to the U.S. Constitution guarantees that a person shall not

be deprived of life, libeily or propoly without due process of law. Section 601 of

H.R. 1710, like Section 201 of H.R. 89G, would establish a new court that could de-

port aliens as "terroiists" without allowing them an opportunity to see the evidence

against them.^**

Section 601 of H.R. 1710 would allow for the use of evidence kept secret from an
alien in deportation proceedings brought against an alien allegeoly deportable for

engaging in terrorism activity. It pix)vides for a new court that would receive classi-

fied information about the alien out of the pix'sence of the alien and the alien's at-

torney. It would commence a special iximoval hearing. During the proceedings, the

accused non-immigrant alien would be held in custody, and the accused permanent
resident alien would be held in custody unless he or she could prove, at a hearing

at which classified information could be submitted ex parte and in camera, that the

alien should be released because he or she is not likely to flee, and would not endan-
ger national security or the safely of any person.

For the actual hearing, the government would summarize any classified informa-

tion to be used against the alien. The court would approve the summary if the court

found it sufficient to: (i) inform the alien of the general nature of the evidence that

the alien is deportable as a tcrn)rist and (ii) permit the alien to prepare a defense.

The court-approved summaiy would be provided to the alien unless the court found

that there is a reasonable likelihood that provision of the summary would cause se-

rious and irreparable harm to the national .security, or serious bodily injury to a

person.
In such a case, if the alien is a non-immigrant, the alien could be deported based

on the secret evidence, examined by the court in camera and ex parte, without any
further protection. If the alien is a permanent resident, the judge would appoint an
attorney with a security clearance ("Special Attorney") to review the secret evidence

and challenge it in an in camera proceeding on behalf of the alien. Such Special At-

torney would be prohibited from disclosing the secret evidence to the alien or to the

attorney chosen by the alien, at the risk of facing a minimum of 10 years in prison.

Section 601 of H.R. 1710 is similar to legislation Congress declined to adopt in

each of its two previous .sessions. It diffei-s from that legislation, from H.R. 896 and
from S. 735, terrorism bill the Senate oassed a few days ago in that a Special Attor-

ney acting in the alien's interest woula have access to the secret information. None-
theless, this procedure does not pass constitutional muster because it denies

aliens—both permanent residents and non-immigrants—their due process rights to

confront the evidence against lliom, and in the case of permanent residents, the due

process right to choose their own coun.sel.

The eovemmenl has never before used secret information to deport an alien living

in the United Stales. The most fundamental requisite of due process is that any evi-

dence the government jxilies upon must be disclosed so that it can be responded to

and defended against.

This provision of law is unnecessary. Already, the government has the power to

exclude from the United Slates any alien who has engaged in terrorist activity (as

broadly defined), or about whom the Attorney General or a consular officer has rea-

sonable ground to believe is likely to engage alter entry in terrorist activity. 8

U.S.C. Section 1182(a)(3)(H). Alter entiy, an alien who commits a serious crime—
a crime of the type most of the public considers "terrorism," is treated as follows:

they are arrested, they are held (and held without bond if they are a Hight risk or

i*Even more striking, Section 202(d) of H.R. 896 would allow the use of secret evidence in

a deportation proceeding against any non-immigiant alien, even if the grounds of deportation

have nothing to do with terroiisni at all. It could be u.scd to deport a student alleged to have

worked o(T-campus in violation of their statu.s, or against a person alleged to have done nothing

more than overstay a visa. This pmposal docs not belong in a terrorism bill.
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a danger to the communily), they are tried, if guilty, are convicted, are sent to pris-

on, and in the case of serious crimes, they are deportable at the end of their time
in prison. Instead of using this procedui-e, the bill would substitute a procedure al-

lowing the government to depotl an alien, convicted of no crime, as a terrorist, on
the basis of evidence the alien never sees.

The Supreme Cou?-t and the lower courts have consistently held that aliens who
have entered the United States gain the full protections of the due process clause,

and therefore cannot be deported on the basis of information not disclosed to them.
Kwong Hai Chew v. Coldina. 344 U.S. 590, 597 (1953) (interpreting secret trial pro-
vision not to apply to resiclcnt alien because to do so would raise due process con-
cerns); Rafeedie v. INS, 880 F.2d 50(i (D.C. Cir. 1989) (affirming preliminary injunc-
tion against ENS attempt to u.sc secret information to exclude permanent resident
alien); Rafeedie v. INS. 795 F. Supp. 13 (l).D.C. 1992) (declaring unconstitutional
the government's attempt to u.se secret information to exclude permanent resident
alien). In Matthews v. Dins, 426 U.S. 67, 77 (1976) the Court stated:

There are literally millions of aliens within the jurisdiction of the United
States. The Fifth Amendment, as well as the Fourteenth Amendment, pro-
tects every one of these persons from depiivations of life, liberty, or prop-
erty without due process of law. Fvcn one whose presence in this country
is unlawful, involuntaiy, or t)ansiLoiy is entitled to that constitutional pro-

tection.

As recently as Janua>-y, 1995, the District Court of the Central District of Califor-

nia held that to deny nondiscj-etionary relief to plaintiff aliens based on classified

information kept secret from them would deny tnem due process rights. In Amer-
ican-Arab Anti-Discrimination Committee v. Reno, CV 87 2107 (January 24, 1995),
Slip. Op. (appeal pending) Judge Wilson .stated:

One would be hard pressed to design a procedure more likely to result in
erroneous deprivations. As Justice FranKfurter observed: "oecrecy is not
congenial to truth -seeking. ... No better instiaiment has been devised
for arriving at the tinjth than to give a person in jeopardy of serious loss

notice of the case against him and opportunity to meet it."

citing Joint Anti-Fascisl Refugee Committee v. McGrath, 341 U.S. 123, 171-72
(1951) (Frankfurter, J., concurring).

The courts have permitted the government to use classified information only to

exclude aliens who have not yet entcj-ed the United States (U.S. ex rel. Knauff v.

Shaughnessy, 338 U.S. 537 (1950)) or to deny an alien a discretionary immigration
benefit (Jay v. Boyd, 351 U.S. 345, 357-59 (1956), i-easoning that because an alien's

application for discretionary relief can be denied for any reason whatsoever, it may
be denied on the basis of secret information)—never to deport an alien already
present.
The danger presented by withholding from aliens the evidence upon which they

would be deported is real and significant. In one case that went to the Supreme
Court, U.S. ex rel. Knauff v. Shaughnessy, 338 U.S. 537 (1950) secret evidence was
allowed to be used to exclude from the United States the alien wife of a U.S. citizen.

Mrs. Knauff was in exclusion pioceedings and had not yet entered the United
States. As a result of public prcssuT-e, a hearing was granted notwithstanding the
Court's ruling that because Mrs. Knauff had not entered the U.S., she did not nave
the right to see the secret evidence. In the course of the hearing, the secret evidence
was found to be worthless because the "confidential source" offering the evidence
was determined to be a jilted lover. Mi's. Knauff was allowed to enter the United
States. The case provides a graphic illustiation of the danger of allowing secret evi-

dence to be used against aliens in deportation proceedings.'"
Providing the secret, undisclosed evidence to an attorney chosen by the court, not

the alien, does not cure this piovision of its due process infirmities. First, the provi-

sion only applies in the case of permanent residents—non-immigrants would often

not receive a summary of the classified information, no Special Attorney could be
appointed to review the secret evidence and argue on behalf of the non-immigrant
alien, and he or she could be depoT-ted based on the secret evidence.

Second, an alien in a deportation proceedings has a right to choose his or her own
counsel under the due piocess clause of the Fifth Amenament.^o Section 601 of H.R.
1710 would deny the alien that right with i-espect to the review of the secret evi-

^^See also, Charles I). Weisselbeifj, The Exclusion and Delenlion of Aliens: Lessons from the

Lives of Ellen Knauff and Ifinatz Mi-zvi. 14:5 Pcnn. L. Rev. 99.'! (April 1995)
^Montilla v. INS, 926 F.2d 162, 166 (2nd Cir. 1991); U.S. v. Villa-Fabela, 882 F.2d 434, 438

'9th Cir. 1989); and lUos-lierrios v. INS. 776 l-'.2d 859, 862 (9th Cir. 1985).
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dence. While the alien would have Ihe oppoilunity to choose his or her own counsel

for other purposes, the court would choose the Special Attorney who would review

the secret evidence for the alien. This review is at the very heart of the special de-

portation proceedings that would be established under Section 601: without the se-

cret evidence, there would be no need for the special deportation proceedings. There-

fore, to deny the alien the right to choose his counsel in connection with the proceed-

ings regarding secret evidence is to deny the alien his right to counsel in these pro-

ceedings.
Third, providing counsel, but not the alien, with access to the secret evidence does

not satiso^ the alien's due process rights. Often, it is only the alien—not a Special

Attorney who is not even acquainted with the alien—who knows whether a particu-

lar piece of information is inaccurate, or a particular source unreliable. No 'Special

Attorney" would have known in the Kiinuff case discussed above that the source of

the secret evidence was in fact a jilted lover. No "Special Attorney" would be in a

position to impeach such a witness because the Special Attorney would be barred
by law from disclosing the name of that witness to the only person who would know
why the witness was unrcliabk-: the alien client.

These provisions contrast sharply with the Classified Information Procedures Act
(CIPA).2i While we believe that CIPA itself raises constitutional concerns because

it can operate to require a defendant to mount a defense with only a summary of

the classified evidence, the CIPA piocedures would be prcferable to Section 601 of

H.R. 1710.
CEPA establishes a procedure by which a defendant in a criminal case may seek

to use classified information in his or her defense. If the government objects to the

use of classified information, it can submit to the court a summary of the classified

information which mu.st provide the defendant with substantially the same ability

to make a defense as would disclosure of the classified information.^^ The judge
holds a hearing, in camera if necessary, at which the defendant is given an oppor-

tunity to question the adequacy of the summary. Under CIPA, if no fair summary
protecting the classified information can be pixjvided, the summary is rejected, the

information cannot be used, and the court sanctions the government for refusing to

consent to public disclosure, by dismissing the entii-e indictment or counts of the in-

dictment, by entering findings against the government, or by striking the testimony

of witnesses.
Thus under CIPA, when a fair summary protecting disclosure of classified infor-

mation cannot be provided the defendant, the government cannot use the classified

information. H.R. 1710 would turn CIPA on its ear: if provision of a fair summary
of the classified information would, for example, disclose the name of an inforrnant

the government claims could be injured if identified, no summary would be required,

the classified information would he used as evidence to deport the alien, (a Special

Attorney could review the infoimation and advocate for a permanent resident alien)

and the government would suffer no sanctions.

The proposed legislation would (illow the use of classified information against the

alien when a summary could not be provided, whcT-eas CIPA prohibits the use of

classified information in such a circumstance. This use of classified information,

kept secret from an alien, would violate the due process rights of aliens.

C . KI':CO.M .M K.\ DATIONS

Section 601 of H.R. 1710 should be modified substantially to track CIPA. If so

modified, the alien would i-eccive a summaj-y of the classified information the gov-

ernment sought to use against the alien. The alien would have an opportunity to

challenge the adequacy of the summary. The summai-y would be approved by the

judge ifthe judge found that the summary provided the alien with substantially the

same opportunity to defend in the deportation proceedings as would the classified

information. If approved, the summary would be u.sed by the judge to determine
whether the alien is deportable as a terrorist, and the classified information would
not be considej-ed by the iudge or be part of the record in the proceedings. If no such

summary could be provided, the summary and the classified information would not

be used in the proceedings. In addition, proposed Section 508 would be amended so

that aliens facing depoilation proceedings in the special court would be held pend-

ing deportation proceedings like other aliens who ai-e a fiight risk or a danger to

21 18 U.S.C. App. IV, Seclion 1 ol scq.

*2The summary contomplalod in Seclion 601 of H.R. 1710 docs not even meet this minimal
CIPA standard. Under Seclion 601, Ihe sunimary would be approved if it was sufTicient to in-

form the alien of the "general nature" of Ihe evidence and "lo permit the alien to prepare a de-

fense." This is a far c»y from a sunimaiy that provides an alien with substantially the same
opportunity to make a defense as would Ihe secret information.
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the community. Such an amended staluLe would be far more likely to pass constitu-
tional muster than would the current proposal.

RKsuuui'Xrrio.x ok McCAKiiA.\-WAi/rER Act

A. MACKOUOL'M)

Section 611 of H.R. 1710 would, in principle, resurrect the McCarran-Walter Act,
repealed by Congress just a few yeaj-s ago after being luled unconstitutional as ap-
plied to a particular alien. It would render associations, without more, grounds for

exclusion under the Immigiation and Nationality Act because it would render ex-

cludable every member of a "termrist organization" designated by the President. No
analogous provision appears in H.ii. 89G.

Section D of the McCarran-Waller Act allowed, among other things, for the depor-
tation of aliens who "advocate the economic, international and governmental doc-

trines of world communism or the establishment in the United States of a totali-

tarian dictatorship, or who aj-e members of or aHiliated with any organization" that
so advocates, "eitner through its own utterances or through any written or printed
publications issued or publi.shed by or with the permission or consent of or under
the authority of such organization. . .

." Section F(iii) allowed for the deporta-
tion of "[alliens who advocate or teach or who aix' members of or affiliated witn any
organization that advocates or teaches . . . the unlawful damage, injury or de-

struction of property."

The McCarran -Walter Act was u.sed to exclude fixjm the United States persons on
account of activities protected by the Fiist Amendment. Persons excluded have in-

cluded Pierre Trudeau, once the Prime Minister of Canada, and Canadian naturalist

Farley Mowat. People should be excluded from the United States on account of their

activities, not on account of their political beliefs or their associations. Congress re-

pealed the McCarran-Walter Act a few years ago and accepted the notion that aliens

should be excluded from the United Slates on account of their illegal activities, not
for engaging in activity that would be protected by the First Amendment, if engaged
in by a person here.

1}. niSCL'SSIO.N'

Under current law, a pei-son who has engaged in terrorism, or a person about
whom a consular officer or the Attorney Ceneral has a reasonable ground to believe

is likely to engage in any terroinsm allei' entry, is already excludable.^^

Thus, under cuirent law, a person who might actually commit "terrorist activity"

would be banned. The pioposed amendment is therelbi'e not calculated to bar from
the United States such dangerous pei-sons. leather, it is calculated to bar people

from the United States merely on account of Iheii- membership in an organization

labelled a "terrorist organization" even if the per.son had never committed terrorist

activity, did not suppoil, terrorist activity, and participated in or advocated only the

legal activities of the organization. In fact, it would bar entry to a member who was
attempting to turn the organization away fmm violent activity, and who sought to

come to the United States for the express purpose of gathering support for that posi-

tion. The violent acts of otheis would be asciibcd to him or her merely on account
of membership in the organization. This is guilt by association in its purest form.

Section 611 of H.R. 1710 would amend Section 212(a)(3)(B) of the Immigration
and Nationality Act (8 U.S.C. 1182(a)(3)(B)) by rendering excludable any alien who:

[I]s a representative of a leiroT'ist organization or . . . is a member of

a terrorist organization

designated by the President upon a finding that the organization engages in or has
engaged in terrorist activity that threatens the security of the United States.

Section 611 of H.R. 1710 would roll back nearly two decades of movement by Con-
gress to bar people fi-om the United Slates on account of their illegal activities, in-

stead of on account of their associations and political beliefs. It would re-introduce

the notion of guilt by association and render aliens depoi-table for associational ac-

tivity fully protected by the First Amendment.
Just last year, the Administration teslified in Congress against legislation that

would bar from the United Slates aliens based on their political beliefs and affili-

ations. On Febi-uary 23, 1994, Mary A. liyan. Assistant Secretary for Consular Af-

fairs of the Department of Slate teslified that one could not presume that a member

="8 U.S.C. Section 1 182(aX:5)(HXi)- Section «1 1 of H.R. 1710 would also render excludable not

just an alien who has enfiaficd in tenonst activity, but an alien about whom there is a reason-

able ground to believe ha.s engafjed in teiTori.sl activity—a suli.stantially lower standard.
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of a group that engages in widespread social welfare programs was a "terrorist" just

because other members of the gi'oup engage in objectionable violent activity.^'' For
that reason, the Administration objected to pj-oposed legislation that would make
mere membership in a "terroiist" organization a grounds lor exclusion.

Moreover, the provision is not limited to gix)ups currently engaged in terrorist ac-

tivity but would operate to bar enti-y to members of organizations that have ever
engaged in terrorist activity, even if today, the organization does not engage in ter-

rorist activity. Under this provision, every member of the African National Congress
would be excludable fi-om the United States on account of past activity of the ANC
which the U.S. government deemed terrorist activity, notwithstanding the fact that

the ANC is the governing party in South Afnca, and does not today engage in ter-

rorist activity as it is defined in the statute.

This section would exclude from the United States people who come merely to

speak at conferences and conventions, or to engage in otner activity protected by the
First Amendment. Americans who invite them to come speak, and who would like

to hear them voice often controversial points of view, have a First Amendment inter-

est in hearing what they have to say, and therefore in their entry into the United
States.

C. UKCOM.MlOXnATlON

This proposed section should be stTTjck altogether. Absent this section, current law
would still render excludable aliens who have engaged in terrorist activity, or about
whom there is a reasonable ground to believe may engage in terrorist activity after

entry.

In lieu of striking the section altogethei", an amendment could be offered to apply
the bar only to those members of oi'ganizations cun'cntly engaged in terrorism activ-

ity, and to amelioT'ate the effect of the provision on activities that do not violate the

Constitution. A similar amendment was adopted in Section 901 of the Foreign Rela-

tions Authorization Act for Fiscal Years 1988 and 1989 to limit the McCarran-Wal-

ter Act's negative effect on activity protected by the Constitution. Such an amend-
ment to 8 U.S.C. Section 1182 could be:

Notwithstanding any other provision of law, no alien may be denied a

visa or excluded from admission into the United States because of any past,

current or expected beliefs, statements or associations which, if engaged in

or maintained by a U.S. citizen, would be pix)tected under the Constitution

of the United States.

This would resti-ict the Seoctary of State and the Attorney General from barring
from the United States people mci-ely on account of their First Amendment activity,

or other activity protected by the Constitution. Similar language can be found in

current law governing exclusion for reasons of foreign policy.^^ People who have, or
about whom there is a reasonable ground to believe may after entry, engage in ter-

rorism activity as it is defined in the statute would still be excludable on account
of that activity.

A similarly-worded amendment could be offered to 8 U.S.C. Section 1251 to make
it clear that aliens could not be deported from the United States merely on account
of activity protected by the Constitution.

Federalizing Statk Law a.\i) Ski.kctivk Puosi-xx'tion on Account of Political
Bklikks

a. i5a(^kck()u.nm)

Section 104 of H.R. 1710 (and the similar Section 101 of H.R. 896) v/ould turn
into federal "terrorism" crimes a broad range of violent activity already proscribed

by state criminal law. These sections are so broad as to sweep in a wide range of

conduct, federalize many state laws, and invite selective prosecution of unpopular
groups for their political beliefs.

Section 104 of H.R. 1710 would allow federal prosecution of acts that transcend
national boundaries and violate state laws p7-ohibiting killing, kidnapping, or seri-

ous assaults, and propeily damage that creates a substantial risk of serious bodily

injury, if: (i) a jujisdictional base could be met; and (ii) the Attorney General cer-

tifies that the act, or any activity preparatory to the act, or meant to conceal its

24 Written Testimony of Mary A. Ryan, Assi.sUinl Secretary for Consular Affairs, Department
of State, Before the Subcomni, on InLcrnalional Law, Immigration and Refugees of the House
Judiciary Comm., FcbruaT-y 2;), 1994, at (J-7.

26 Sec, 8 U.S.C. Section 1 182(aX;iXC:)(ii).
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commission, is tx^rrorism as broadly dcHncd in Section 315 above. In other words,
the Attorney General would bo called upon to certify that the act was intended to

achieve a political or social end by intimidating a segment of the population or influ-

encing a government ofTicial.

All of the actluity described in this section is already a crime under the laws of
the states. However, H.R. 1710 would turn these state law crimes into federal

crimes when the Attorney General makes a non-reviewable certification that the
crime was politically motivated. Having the government presume the political opin-
ion and motivation of an actor, in an unreviewable determination, is fraught with
risk to the First Amendment.'^^'
There is a risk that the Attorney General will make this certification only when

it is politically expedient to do so because so many violent crimes would otherwise
be federalized. The Attorney General would be put in the position of picking and
choosing, based on an unreviewable determination about the political motivation of

the actor, whether to pj-osecutc such crimes as terrorist acts.

The Senate took a much preferable approach in the corresponding Section 102 of
the terrorism bill it approved a few days ago, S. 7H5. The Senate chose not to fed-

eralize state laws. The Senate bill limits to certain federal criminal law violations

the class of crimes that would become federal teirorism offenses upon the certifi-

cation of the Attorney General. Adoption of the Senate formulation would in part
remedy the problems identified above with respect to H.R. 1710. However, it would
still grant the Attorney General non-i-eviewable authority to presume the intent of
the accused.

Section 105 of H.R. 1710 and the similar Section 102 of H.R. 896 would create
a new federal crime for conspiring in the United States to (a) murder, kidnap, or
maim outside of the U.S.; or (b) damage pi-operty abroad that either belongs to a
government with which the U.S. is "at peace," or is a j-ailroad, canal, bridge, airport,

airfield other public .stj-ucture oi' "religious, educational, or cultural property"
abroad. In either ca.sc, a jjredicate act to effect an object of the conspiracy would
have to occur in the U.S. These sections are over broad and fraught with the risk

that they would be enfoired only against politically unpopular individuals and
groups.
Under this legislation, the government could prosecute as terrorists a group of

veterans that planned to i-c.scue a comi-ade in post-war Vietnam if the rescue in-

volved blowing the lock off of a prison door. This is the kind of activity swept up
within the legislation, but unlikely Lo be pi-osecuted for political reasons. Insteaa,

this section would be enforced only against unpopular groups and individuals.

C. K K(X).\1 .M K.N DA'riO N'

Section 104 of H.R. 1710 .should be amended by deleting references to state law
and substituting therefore the pertinent sections of federal law, and the Attorney
General's certification should be replaced by a requirement that the government
prove the intent of the actor.

EXI'A.N'DI.NG TIIK liOl.K OK TlllO Mll.I'rAKY l.\ I^W ENFORCEMENT

A. MACKCKOLJ.M)

The ACLU opposes increased participation by the military in law enforcement.
Section 312 of H.R. 1710 would authorize the Army, Navy, Air Force and Marines
to participate in a broad range of law enforcement activity, including investigatory

activity, upon request of the Attorney General in cases involving "weapons ofmass
destruction."

Except in certain narrowly defined circumstances, current federal law prohibits

use of the military "as a po.sse comitatus or otherwise to execute the laws." 18
U.S.C. Section 1385. This prohibition is linked to our tradition of civilian control of

the military and to a recognition of the dangers posed by setting the military

against our own citizens. The Posse Gomitatus Act grew out of southern opposition

to the use of the militai-y for law enforcement duiing Reconstruction, as well as con-

cern about the use of the military to suppress labor movements. Repressive, authori-

tarian regimes have fi-equently employed their militaries as law enforcers. In fact,

the United States recently .sent troops to Haiti for the express purpose of putting

the Haitian^ militaiV out of the business of conducting civilian law enforcement ac-

2«The correspondinf; sLX-lion oC H.R. H9(), Soclion 101, would sweep in even more conduct,

opening the door even wider Lo the possibility oC selective prosecution. Under Section 104 of H.R.

1710, the properly dainatje that could amount Lo teirorism must create a substantial risk of seri-

ous bodily injury to another person. .\'o such limitation appears in Section 101 of H.R. 896.
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tivity. Congress should strongly resist efforts to move the United States in this di-
rection.

B. DISCUSSION

Section 312 of H.R. 1710 would create a large exception to the ban on military
participation in law enforcement. Section 312 would permit the Attorney General to
request "technical and logistical assistance" from the Secretary of Defense in cases
involving all weapons of mass destruction, upon a certification by the Attorney Gen-
eral that:

(1) such assistance is needed to counter the threat posed by such weapon
or to enforce the criminal laws relating to such weapons; and

(2) civilian law enforcement expertise is not available to provide the re-
quired technical assistance.

Section 312 would leave "technical and logistical assistance" undefined. However,
such assistance would not include the authority to apprehend and arrest any per-
son.

This provision is loosely patterned on 18 U.S.C. Section 831(e), which similarly
permits the Attorney General to call on the military for assistance in investigating
offenses involving nuclear materials, and the phrase 'i^echnical and logistical assist-
ance" sounds less threatening than military participation in law enforcement. Nev-
ertheless, the ACLU believes that this provision expand military participation too
broadly.

First, it sets a lower threshold for military involvement than does Section 831(e),
or even the corresponding Section 111 in H.R. 1635, the Administration's proposal,
both of which require a showing of an "emergency." No emergency situation is re-

quired to justify military involvement in civilian law enforcement under Section 312
of H.R. 1710. In addition, under the nuclear provision in existing law, the Attorney
General must determine that "civilian law enforcement personnel are not capable
of enforcing the law," whereas the proposed provisions permit the Attorney General
to involve the military in civilian law enforcement relating to certain criminal activ-
ity whenever "civiUan law enforcement expertise is not available." At a minimum,
a determination of an emergency, and of necessity, should be prerequisites to mili-

tary participation in law enforcement.
Second, it allows for militaiY involvement not just in chemical and biological

weapons cases, as proposed in Section 111 of H.R. 1635, but in cases involving all

weapons of mass destruction. In addition to chemical and biological weapons, such
weapons include guns (other than shotguns) with a bore of more than one-half inch
in diameter that can expel a projectile by action of an explosive or propellant.^^

Third, it allows for the provision by the military of not just "technical assistance"
as would be the case under Section 111 of H.R. 1635, but of both "technical" and
"logistical" assistance.

Fourth, it leaves the terms "technical" and "logistical" assistance entirely unde-
fined, opening the door to potential military involvement in a wide range of activity.

Even the definition of technical assistance offered in H.R. 1635 is troublesomely
vague and potentially quite expansive. Although authority to apprehend and arrest
is expressly denied, almost any other conduct may fit within the definition. Tech-
nical assistance includes any "provision of equipment and technical expertise," and
that latter term is not defined. Acting Assistant Attorney General Markus told the
Senate Judiciary Committee that an identical provision in a Senate bill:

. . . would authorize the military ... to provide equipment and per-
sonnel to assist in investigating, searching, collecting and analyzing evi-

dence concerning the criminal use of biological or chemical weapons, and
to assist in disarming or disabling those in control of chemical or biological
weapons.

This is much more than technical assistance. The idea of the military actively par-
ticipating in searches and investigations raises the fear cited by Sen. Nunn—the
military is not trained to act "in accordance with due process and civil procedures."
Concerns about the scope of "technical and logistical assistance" in Section 312

are heightened by the fact that the military is already permitted by statute to pro-
vide true technical assistance and logistical assistance to civilian law enforcement.
10 U.S.C. Sections 371 et seq. permit the military to provide civilian law enforce-
ment officials with relevant information (section 371), to make military equipment
and facilities available to them (section 372), to train them in the operation and

" 18 U.S.C. Section 921(aX4XB).
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maintenance of equipment (section 373(a)), and to provide them with other "expert
advice." Under the circumstances, the "technical assistance" contemplated by Sec-

tion 312 must be intended to authorize much more active participation by the mili-

tary in criminal investigations.

Ine ACLU might not object to a truly narrowly tailored posse comitatus exception

for cases involving chemical and biological weapons. There may be true "emergency
situations" in which civilian law enforcement authorities are incapable of enforcing

the law and in which it might be acceptable to permit experienced military person-

nel to handle and (Usable chemical and biological warfare agents. The statutory ex-

ceptions proposed in Section 312 go far beyond this, however.

C. RECOMMENDATION

The military should not be granted such expansive criminal investigative author-

ity. As Senator Sam Nunn has noted, "the military is not trained for law enforce-

ment. They are trained to search and destroy using massive military force, not de-

tect and investigate and arrest in accordance with due process and civil procedures."

In addition, ACLU believes that Congress should take the opportunity presented
by the recent focus on this issue to reexamine existing law and further proscribe

military involvement in domestic law enforcement activities. In addition to the nar-

row nuclear materials exception discussed above, statutory permission for military

participation in criminal investigations can be found in 18 U.S.C. sec. 351 (concern-

ing assassination, kidnapping, or assault on members of Congress, the Cabinet, and
Supreme Court Justices), 18 U.S.C. sec. 1116 (concerning the killing of foreign offi-

cials, official guests, and internationally protected persons), and 18 U.S.C. sec. 1751
(concerning assassination, kidnapping, or assault on the President, Vice President,

and presidential stall). When investigating violations of these sections, the Attorney
General is authorized to call in the Army, Navy and Air Force without any restric-

tions. 18 U.S.C. sec. 374 authorizes military personnel to operate equipment for spe-

cific purposes to support criminal law enforcement in connection with violations of

certain specified statutes. In addition, 10 U.S.C. Sections 331-33 permit the Presi-

dent to call in the military to suppress an insurrection against a State government
or a. rebellion against the United States or to enforce federal authority.

Opening Confidential INS Files for Law Enforcment Purposes

A. background

In 1986, at the same time it adopted employer sanctions. Congress in the Immi-
gration Reform and Control Act of 1986 enacted a general amnesty for aliens who
had lived in the United States out-of-status for a certain number of years. Likewise,

it granted certain Special Agricultural Workers (SAWs) the right to apply to remain
permanently in the United States. To encourage these people to come forward and
register for the general amnesty. Congress included a provision in the legislation it

a<fopted to prohibit use of the information it collected through the amnesty and
SAW programs for other purposes. Without this statutory assurance, many aliens

would not have come forwarci to register for this relief, granted by Congress upon
a promise of confidentiality.

B. DISCUSSION

Section 631 of H.R. 1710 (as well as Section 203 of H.R. 896) would breach that

promise of confidentiality. It throw open to law enforcement officials the photo-

graphs, fingerprints, addresses, receipts, and confidential letters from ministers,

neighbors and friends submitted upon a statutory prornise of confidentiality by an
alien to show long term continuous presence in the United States. These documents
could be used for any criminal law enforcement purpose against the alien if the al-

leged criminal activity occurred after the application was filed and was prosecutable

as an aggravated felony, but with out regard to the length of the sentence that could

be imposed.
These documents were submitted on a confidential basis and upon a statutory

promise that they would be used for no other purpose but the amnesty and SAW
grograms. Time and again, advocates whom the Immigration and Naturalization

ervice encouraged to help aliens prepare applications for the amnesty and SAW
programs assured fearful aliens that the information they submitted would be used
only to assess their eligibility to participate in those programs. The statute promised
confidentiality. Had the government wanted to use tne information submitted in the

amnesty and SAW programs for law enforcement purposes, it need not have prom-

ised confidentiality on a blanket basis. Those who submitted these documents have

a privacy interest in the documents. Moreover, for Congress now to renege on this
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promise of confidentiality would be to hinder the INS from conducting any similar
program in the future, and indeed from conducting any immigration program in
which cooperation of an alien would be secured by a promise of confidentiality.
This is yet another instance pointing up the fact that this bill, though purportedly

made necessary by the bombing in Oklahoma City, is full of proposals unrelated to
the bombing. First, the bombing did not involve aliens at all. Second, the proposed
section 304 would not limit the breach in the promise of confidentiality to investiga-
tions of terrorism activity as defined in the bill, but would rather reach to all inves-
tigation of any serious crime allegedly committed by the applicant. Again, informa-
tion submitted or retained to carry out one government program is sought for an-
other purpose. It is this very kind of information cross-use that is at the heart of
the threat to the right of privacy in the United States.

C. RECOMMENDATION

Section 304 should be deleted in its entirety.

Other Provision Targeting Aliens

A. background

WhUe the recent bombing in Oklahoma City is repeatedly cited as a justification
for this and other terrorism legislation, many sections of this legislation are simply
unrelated to that incident, allegedly perpetrated by a U.S. citizen. Sections 621, 622,
and 623 of H.R. 1710, are three such sections. Section 621 would provide for expe-
dited exclusion of aliens who arrive in the United States without valid travel docu-
ments or visas; Section 622 would prohibit judicial review of certain orders of depor-
tation; and Section 623 would purport to strip due process rights of aliens in the
United States who entered without inspection by subjecting them to exclusion, in-

stead of deportation proceedings.

B. DISCUSSION

These provisions have nothing whatsoever to do with the recent bombing in Okla-
homa City, or with terrorism. Section 621 would establish a system making it ex-
tremely (ufiicult for a refugee fleeing persecution but bearing no travel documents
to obtain protection against persecution. Under Section 621, an alien who arrives
at a U.S. port of entry without a passport or other travel document, or without a
valid visa when required to have one, would be put into expedited deportation pro-
ceedings. In order to be admitted, they would have to indicate an intention to apply
for political asylum, and establish, in the airport, on the spot, after a lengthy jour-
ney, likely without access to counsel or to documentary evidence, that they have a
credible fear of persecution. It is not uncommon for legitimate refugees to arrive
without adequate travel documentation. Few refugees, exhausted after a long trip

and fleeing their persecutors, are likely to be able to make this showing even if they
indeed Qualify as refugees. If they fail to make the showing, they would be excluded.
The ACLU believes this process entirely inadequate to protect those fleeing persecu-
tion. People who receive a parking ticket are entitled to more procedural protections
than envisioned under this section.

Section 622 would bar judicial review of certain activities of the INS that are con-
trary to law. It would strip courts of jurisdiction to entertain class action suits
brought to ensure that INS practices conform with Congressional mandates.

Section 623 is particularly troubling. It would make excludable, rather than de-

Eortable, aliens who are in the United States, but who entered without inspection,
fnder current law, an alien who has effected an entry—regardless of how this was

done—is deportable, not excludable. An alien has effected an entry when the alien
is either: (i) physically present and inspected or admitted; or (ii) has actually and
intentionally evaded inspection and is not under restraint.

An alien in deportation proceedings is protected by the Fifth Amendment right
to due process. The government bears the burden of proving that the alien is deport-
able by clear, convincing and unequivocal evidence. In contrast, in exclusion pro-
ceedings involving a non-p>ermanent resident, an alien has only the ri^ts statu-
torily provided by Congress. In a deportation proceeding, the INS bears the burden
of proving the subject of the proceeding is an alien, and then the alien bears the
burden of proving a lawful entry, and if ne or she does so, the INS bears the burden
of proving the alien is deportable. In contrast, the alien in exclusion proceedings
bears the burden of showing that he or she is admissible. The proposed section of
law is in fact an attempt to subject aliens who have entered without inspection to

this higher burden, and to strip such aliens of the due process rights guaranteed
in the United States to all p>ersons here.
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ACLU hopes to submit to the Committee further supplementary analysis of these
provisions.

C. RECOMMENDATION

Because these provisions have nothing to do with responding to terrorism or to
Oklahoma City, ACLU urges that they be deleted from this legislation.

Proposed Expansion of Electronic Surveillance Authority

a. background

Both H.R. 1710 and H.R. 1635 seek to expand statutory authority to conduct wire-
taps and other forms of electronic surveillance. They would expand the list of felony
investigations in which an electronic surveillance order could be sou^t, expand the
authority to conduct roving wiretaps and wiretaps without a court order, and permit
the admission of evidence obtained from unlawful electronic surveillance.

The ACLU opposes virtually all of these provisions. Electronic surveillance is a
particularly intrusive investigatory technique, subject to the search and seizure re-

quirements of the Fourth Amendment. Katz v. United States, 389 U.S. 347 (1967).
Wiretaps should be authorized therefore only in the most serious cases and subject
to the most stringent protections. The proposed expansions of wiretap authority
sweep far too broadly and, in at least some instances, probably run afoul of the Con-
stitution.

EcjualW important, such expanded authority is quite unnecessary. Virtually all

federal felonies characteristic of terrorism, including those that would likely form
the basis for the Oklahoma City prosecution, are already on the list of felony inves-
tigations for which an electronic surveillance order may be sought. Yet the FBI has
very rarely used wiretaps in investigations of arson, bombings, or firearms viola-

tions. Out of 8,800 wiretaps applications filed by federal and state authorities be-
tween 1983 and 1993, only 16, less than 0.2%, were for arson, bombing, or firearms.
The last known request in such a case was filed in 1988. Congress should not be
considering expanding federal wiretap authority, when the FBI is not using the au-
thority that currently exists.

B. DISCUSSION

/. Expanding the criminal investigations in which an electronic surveillance order
may be sought

Current federal law prohibits the interception of oral,^® wire, ^s and electronic

communications, 3° except as specifically provided. 18 U.S.C. sec. 2511. In order to

conduct electronic surveillance, the FBI or other law enforcement authority must ob-
tain a court order based upon probable cause. Federal law enforcers may obtain a
court order for interception of oral or wire communications only in connection with
investigations of certain specified federal offenses. The current list of federal of-

fenses that may support an electronic surveillance order covers several pages in the
U.S. Code Annotated and already includes virtually every felony that might be com-
mitted by terrorists, including all federal offenses involving murder, kidnapping,
robbery, or extortion; espionage, sabotage, piracy, and treason; assassination and
hostage-taking; destruction of trains, vessels, aircraft, and aircraft facilities; and of-

fenses involving explosives, biological weapons, and nuclear materials. See 18 U.S.C.
sec. 2516.

Section 301 of H.R. 1710 would expand this list of offenses that will support a
court application for electronic eavesdropping or wiretapping. Section 106 of H.R.
1635 would permit any federal felony to support an order for a wiretap or electronic

listening device if the Justice Department certifies that "there is reason to believe

the felony involves or may involve domestic terrorism or international terrorism."
The ACLU opposes either method of expanding the list of felonies that will sup-

port an electronic surveillance order. There has been no showing that any additional

**"'Oral communication' means any oral communication uttered by a person exhibiting an ex-

pectation that such Communication is not subject to interception under circumstances justifying
such expectation," 18 U.S.C. sec. 2510(1).
^A "wire communication" is "any aural transfer made in whole or in part through the use

of facilities for the transmission of Communications by the aid of wire, cable, or other like con-

nection," Id., sec. 2510(2).
'•'An "electronic communication" is "any transfer of signs, signals writing, images, sounds,

data, or intelligence of any nature transmitted in whole or in part by a wire, radio, electro-

magnetic, photo electronic or photo optical System," that is not an oral or wire communication.
Id., sec. 2510(12).
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authority is needed or that the FBI has ever failed to obtain a desired wiretap be-
cause a particular predicate felony was not on the list. In fact, as discussed earlier,

the FBI rarely if ever invokes most of the wiretap authority it already possesses.
Of the 8,800 electronic surveillance applications filed between 1983 and 1993, over
three quarters concerned suspected violations of drug and gambling laws. Most of
the rest involved racketeering investigations. Not once since 1988 has the FBI re-
ported seeking electronic surveillance authority in a case involving bombing, arson,
or firearms.

Because bugging and wiretapping are particularly intrusive investigatory tech-
niques that unaermine the personal privacy we all cherish, they should be permitted
only when investigating the most serious crimes. The government has made no
showing of need for this additional authority, let alone a showing that its need for
more wiretaps outweighs the threat to privacy such expanded authority would pose.
The ACLU is especially concerned by the proposal in H.R. 1635 to expand wiretap

authority whenever the Justice Department certifies that "there is reason to believe
the felony involves or may involve domestic terrorism or international terrorism."
First, such a provision would weaken the probable cause standard for obtaining an
electronic surveillance order. Right now, before issuing such an order, a judge must
first determine that there is probable cause to believe "that an individual is commit-
ting, has committed, or is about to commit a particular offense enumerated in sec-
tion 2516" and also probable cause to believe that "particular communications con-
cerning that ofiense will be obtained through such interception."^^ Because the Jus-
tice Department "terrorism" certification would not be subject to judicial review, the
court would make no determination that it was supported by probable cause, and
therefore wiU be unable to make a true probable cause determination about whether
the subject of the surveillance is connected to an enumerated offense.
Equally important, we are deeply concerned by the idea that the Attorney General

can evade statutory limits on investigations simply by invoking the frirfitening spec-
ter of terrorism. Civil liberties are often compromised in times of fear. During World
War n, fear of domestic terrorism led to the unjustifiable internment of many thou-
sands of American citizens of Japanese heritage. Fear of the communist threat led
to the unconstitutional excesses of the House Un-American Activities Committee in
the McCarthy Era and the unlawful Cointelpro surveillance and infiltration of
peaceful political protest groups in more recent times. Given this history, we must
vigorously oppose any legislation that permits an assertion of "terrorism" to override
statutory protections.

//. Expanding authority For emergency wiretaps

Section 308 of H.R. 1710 seeks to expand authority to conduct emergency wiretaps
without court authorization.^s The ACLU opposes this provision as unnecessary,
open ended, and possibly unconstitutional.
Under current law, law enforcement ofiicials can, under certain circumstances, set

up emergency electronic surveillance without a court order. Specifically, 18 U.S.C.
Section 2518(7) authorizes an emergency wiretap if a law enforcement oflicial deter-
mines that

(A) an emergency situation exists that involves

—

(i) immediate danger of death or serious physical injury to any person,
(ii) conspiratorial activities threatening tne national security interest,

or
(iii) conspiratorial activities characteristic of organized crime,

and the official believes that there are sufficient grounds for a court to issue a wire-
tap order.33

Section 308 would create a new category of "emergency situations" to include con-
spiratorial activities involving domestic terrorism or international terrorism, as
broadly defined (see discussion above.)
Such an expansion of emergency wiretap authority is unnecessary. If there is ei-

ther an immediate danger of death or serious physical injury or a threat to our na-
tional security interests, an emergency wiretap can be obtained under current law.
No showing has been made that there are cases of terrorism involving neither an
immediate threat to persons or a threat to our national interests that nevertheless
justify a warrantless wiretap. Given that only sixteen wiretaps concerning arson,

31 18 U.S.C. Section 2518(3).
^The Senate decisively rejected an amendment to ite terrorism bill that would have granted

this addition authority to conduct a wiretap without first obtaining a court order.
^ After establishing the emergency wiretap, the law enforcement official must apply for an

order approving the interception within 48 hours. Id.
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bombings, and firearms have been sought in the past twelve years, it seems highly
unlikely that there can be many, if any, cases falling into this category.

In addition, the proposed definition of "domestic terrorism" in H.R. 1710 Section
315 makes this emergency wiretap proposal even more open ended. Virtually any
violent act can be described as "coercing a segment of the population." Therefore,
"conspiratorial activities involving domestic terrorism" sufficient to trigger an emer-
gency wiretap could be almost any information about the possible commission of a
violent act, ii the act "appeared" to be intended to achieve "political or social ends."

The narrow emergency wiretap exception would threaten to overwhelm the rule re-

quiring a prior court order.

Finally, we believe that there are serious doubts about the constitutionality of the
proposal. As noted earlier, the Supreme Court has determined that electronic sur-
veillance is subject to the requirements of the Fourth Amendment. Katz v. United
States. 389 U.S. 347 (1967); Berger v. New York, 388 U.S. 41 (1967). Under the
Fourth Amendment, a warrant is generally required before law enforcement person-
nel can conduct a search or seizure. The Supreme Court has recognized certain exi-

gent circumstances under which a search or seizure can be conducted without a
warrant. Immediate danger of death or serious bodily injuw or a threat to national
security may be a sufficiently exigent circumstance to justify a warrantless wiretap.

In the absence of a threat to persons or the national interest, however, it is hard
to imagine what "emergency^ exists that would justify carrying out a Fourth
Amendment search and seizure without court authorization. Congress should there-

fore tread very carefully in this area and we urge that the House, like the Senate
did, reject this expansion of wiretap authority.

///. Expanding authority for roving wiretaps

Section 309 of H.R. 1710 seeks to expand authority to conduct "roving" wiretaps
of wire and electronic communications. The proposal is likely unconstitutional and
should be rejected.

The Fourth Amendment requires that a warrant, to be valid, must "particularly

describ[e] the place to be searched and the p>ersons or things to be seized." In con-

formity with this constitutional conmiand, 18 U.S.C. Section 2518 generally requires
that each electronic surveillance application and order contain "a particular descrip-

tion of the nature and location of the facilities from which or the place where the
communication is to be intercepted." 18 U.S.C. Section 2518(lXb) (ii); id.(3Xd). Sub-
section 11 contains two exceptions to this requirement. For interception of oral com-
munications, section 2518(llXa) forgoes this particular place requirement if "speci-

fication is not practical." However, for interceptions of electronic and wire commu-
nications. Section 2518(1 IXb) requires a showing that the person whose conmiunica-
tions are to be intercepted has the purpose "to thwart interception by changing fa-

cilities." H.R. 1710 would adopt the lesser standard that currently applies to roving
bugs for roving wiretaps.
The ACLU is concerned that roving wiretaps, to a far greater extent than roving

bugs, would result in the inevitable interception of many innocent communications
by persons other than the subject of the order. H.R. 1710 would grant the FBI the
autnority to wiretap all of the phones that might be used by their target. This
threatens the privacy of all other persons who would use those phone, which cannot
be justified without some showing of necessity.

More importantly, this provision of H.R. 1710 is in aU probability unconstitu-

tional. Courts upholding the constitutionality of the roving wiretap provisions of
Section 2518(11) have stressed the intent to thwart as a justification for the lack

of particularity. See. e.g.. United States v. Silverman. 732 F.Supp. 1057 (S.D.Cal.

1990), affd in relevant part. United States v. Petti. 973 F.2d 1441 (9th Cir. 1992).

More importantly, courts upholding the roving exception for electronic bugs have
emphasized the fact that the "impracticality" of specification was caused by the tar-

get s efforts to thwart interception. See, e.g.. United States v. Bianco, 998 F.2d 1112
r2d Cir. 1993). Absent an effort to thwart interception, it seems highly unlikely that

an unparticularized order would pass muster. Congress should reject this provision

as well.

/v. Admitting evidence from unlawful wiretaps

H.R. 1710 also proposes an unconstitutional abandonment of the Fourth Amend-
ment as it applies to electronic surveillance. At present, 18 U.S.C. Section 2515 codi-

fies the constitutional requirement that information obtained from an unlawful
search and seizure may not be introduced as evidence in court. It bars the admis-
sion of evidence derived from an unlawful wiretap or electronic bugging device in

any judicial, legislative, or regulatory proceeding.
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The Section 306 of H.R. 1710, like Section 105 of H.R. 1635, would rip a gaping
hole in this statutory exclusionary rule. It would amend 18 U.S.C. Section 2515 to
provide that the requirement that evidence be excluded "shall not apply to the dis-

closure by the United States in a criminal trial or hearing or before a grand jury
of the contents of a wire or oral communication, or evidence derived therefrom, un-
less the violation of this chapter involved bad faith by law enforcement."
No explanation has been offered by the FBI to show why it purports to need this

new authority to use illegally obtained evidence. It certainly cannot have anything
to do with the need to combat terrorism, the ostensible purpose for this legislation,
given the paucity of requests for wiretapping authorization in such cases over the
past ten years.

In the ACLlTs view, this section is unconstitutional. Although the Supreme Court
has in recent years announced certain limitations on the exclusionary rule for evi-
dence obtained in violation of the Fourth Amendment, the blanket exemption for
law enforcement malfeasance found in Section 306 goes far beyond anything per-
mitted by the Supreme Court. In United States v. Leon, 468 U.S. 897 (1984), the
Supreme Court permitted the introduction of evidence derived from an unconstitu-
tional search undertaken in good faith reliance on a defective search warrant. Simi-
larly, earlier this term in Arizona v. Evans, 63 U.S.L.W. 4179 (March 1, 1995), the
Supreme Court held that the exclusionary rule did not apply to an unlawful search
based upon a reasonable, but mistaken, good faith belief that a warrant was out-
standing.
To date, however, the Supreme Court has continued to adhere to the exclusionary

rule in cases involving warrantless searches; yet Section 306 of H.R. 1710 would au-
thorize the admission of evidence from an unconstitutional search, even if no court
authorization had ever been sought. Likewise, in the two cases cited above, the Su-
preme Court limited the exclusionary rule in cases where law enforcement officers

could demonstrate that they had acted in good faith; ^* this section would reverse
the presumption and admit evidence unless the defendant can prove that the offi-

cers acted in bad faith. Evidence of the circumstances of the unconstitutional search
and seizure will inevitably be in the possession of the officers, and it will be ex-
tremely difficult for a defendant to establish that they acted with an improper mo-
tive. Thus law enforcement officials will be given an incentive to operate close to

the constitutional mar^n in conducting wiretaps on the theory that, even if their
actions are unconstitutional, frequently they will nevertheless be able to use the evi-
dence in court. This is precisely the reverse of the incentives for conscientious, con-
stitutional behavior that the exclusionary rule was designed to evoke. For both
these reasons—the extension of an exclusionary rule exception to warrantless
searches and the conversion of a good faith exception into a requirement of a bad
faith showing—we expect that the courts will reject this provision as unconstitu-
tional. It woiild be far Detter for the House to itself reject this unconstitutional legis-

lation, especially as it has nothing to do with the counterterrorism purpose of H.R.
1710.

C. RECOMMENDATION

ACLU believes that none of these dangerous proposals should be adopted. Instead
of adopting proposals to expand wiretap authority found in H.R. 1710, Congress
might consider ordering a study and report on electronic surveillance. Such a study
should consider the infrequent request for electronic surveillance in anti terrorism
investigations and solicit input from civil liberties groups about ways in which nec-
essary investigations can be conducted consistent with our constitutional liberties.

Proposed Expansion of Counterintelligence Investigations

A. background

The foregoing provisions all relate to governmental authority to conduct investiga-
tions of potential violations of criminal law—past, present, or future. Other provi-
sions of both H.R. 1710 and H.R. 1685 seek to expand federal authority to conduct
investigations of persons in this country for purposes other than crime prevention,
detection, and prosecution. The federal government asserts authority to conduct
"counterintelligence investigations" as an aspect of the executive power to protect
national security. Without identifying a potential violation of law, the Executive

^ In one case the ofiicerB relied upon what appeared to be a valid search warrant, while in
the other case they relied on an erroneous report in a police computer that a valid warrant had
been issued and remained outstanding.
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claims the power to investigate U.S. citizens to prevent foreign intelligence activities

and identify persons acting as agents of a foreign power.
Most foreign intelligence operations that could be conducted within the United

States, as well as most acts of international terrorism, violate provisions of U.S.
criminal law and could give rise to a lawful criminal investigation. Nevertheless,
law enforcement asserts that it needs to be able to conduct noncriminal counter-
intelligence investigations under a national security rationale. Both H.R. 1710 and
H.R. 1635 seek to expand the statutory authority to employ various investigative
techniques in such noncriminal, counterintelligence investigations.

The ACLU opposes the investigation of persons in this country without a criminal
basis and believes that such investigations are generally unconstitutional infringe-

ments on individual liberty. The additional investigatory powers sought for counter-
intelligence investigations in both bills are already available to law enforcement au-
thorities conducting criminal investigations. We therefore oppose expanded author-
ity to carry out counterintelligence investigations in order to discourage any in-

creased use of these practices, which are essentially unrestrained by law.
Before turning to the specific powers sought, we note once again that these legis-

lative proposals have nothing to do with the recent tragedy in Oklahoma City. The
investigations into the bombing of the Alfred P. Murrah building presumably are
all criminal investigations, subject to the laws and guidelines for such investiga-

tions, not the separate provisions relating to counterintelligence activities. Federal
authorities already possess all of the investigatory powers they need to thoroughly
investigate the Oklahoma City bombing. The provisions discussed below merely seek
to extend these powers to noncriminal investigations, that have nothing to do with
the bombing in Oklahoma City.

B. DISCUSSION

/. Expanding authority to use pen registers and trap and trace devices in counter-
intelligence investigations

Section 302 of H.R. 1710 (like Section 101 of H.R. 1635) seeks to expand the per-

missible uses of and lower the showing required to obtain authorization to utilize

a pen register or a trap and trace device in a counterintelligence investigation. A
pen register is a "device which records or decodes electronic or other impulses which
identity the numbers dialed or otherwise transmitted on the telephone line to which
such device is attached," 18 U.S.C. Section 3127(3), i.e., it records the telephone
numbers of outgoing calls. Conversely, a trap and trace device is "a device which
captures the incoming electronic or other impulses which identify the originating

number of an instrument or device from which a wire or electronic communication
was transmitted," 18 U.S.C. Section 3127(4), like a Caller I.D. device.

Under current law, the government may obtain a court order authorizing the in-

stallation and use of a pen register or trap and trace device by submitting an appli-

cation that includes a certification that "tne information likely to be obtained is rel-

evant to an ongoing criminal investigation" being conducted by the requesting law
enforcement agency. 18 U.S.C. Sections 3122-23. However, in order to obtain au-
thorization for a pen register or trap and trace device in a counterintelligence inves-

tigation, it appears^ that the government must satisfy the requirements for issu-

ance of a court order under the Foreign Intelligence Surveillance Act (FISA), 50
U.S.C. Sections 1801 et seq. The applicant must establish by probable cause that

(1) "the taiyet of the electronic surveillance is a foreign power or an agent of a for-

eign power"^ and (2) "each of the facilities at which the electronic surveillance is di-

rected is being used, or is about to be used, by a foreign power or an agent of a
foreign power. 50 U.S.C. Section 1805(3). In addition, the application must certify

that the punpose of the surveillance is to obtain foreign intelligence information and
that the information cannot be obtained by normal investigative techniques. 50
U.S.C. Section 1804(aX7). Finally, FISA requires the use of "minimization proce-
dures," that is, specific procedures designed to "minimize the acquisition and reten-

tion, and prohibit the dissemination, of nonpublicly available information concerning
unconsenting United States persons." 50 U.S.C. Section 1801(hXl).

Section 302 of H.R. 1710 would replace the showing required under FISA with
one similar to that required in a criminal investigation. Specifically, Section 302
would authorize the installation and use of a pen register or trap and trace device

upon a certification that "the information likely to be obtained is relevant to an on-

^ Pen registers and trap and trace devices ai^e not expressly mentioned in the Foreign Intel-

ligence Surveillance Act. Because they involve the interception of an electronic communication,
they appear to be subject to the Act's general requirements for electronic surveillance orders.
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going foreign counterintelligence investigation."^ This change would not simply re-
duce the showing required to utiUze these devices in a counterintelligence investiga-
tion. More importantly, this change would appear to permit, for the first time, the
federal government in counterinteUigence investigations to employ pen registers and
trap and trace devices against United States persons who are not themselves sus-
pected of being agents of a foreign power.
As noted earlier, virtually all foreign intelligence activities potentially violate one

or more federal criminal laws. It should therefore not be difficult, in an appropriate
case, to open a criminal investigation and obtain authorization for pen registers and
trap and trace devices under existing 18 U.S.C. sec. 3123. If the FBI insists on pro-
ceeding through a counterintelligence investigation, it should be required to make
the heightened showing required by FISA before utilizing such devices. The House
should reject this proposal

//. Granting authority to compel production of sensitive consumer information in
counterintelligence investigations

Section 303 of H.R. 1710 and Section 102 in H.R. 1635 seek for law enforcement
authority to compel consumer reporting agencies to disclose sensitive consumer in-

formation in connection with counterintelligence investigations. They would amend
the Fair Credit Reporting Act, 15 U.S.C. sec. 1681 et seq., in a number of ways.
They would require a consumer reporting agency to disclose a consumer's name, ad-
dress, former addresses, current and former places of employment, and the names
of all financial institutions at which the consumer maintains or has maintained an
account, upon a written request from the FBI that certifies that the "information
is necessary for the conduct of an authorized foreign counterintelligence investiga-
tion" and that there are specific and articulable facts giving reason to believe that
the consumer is an agent of a foreign power engaged in international terrorism or
clandestine intelligence activities or that the consumer is about to be in contact with
a foreign power or its agent. In addition, both bills would authorize the FBI to ob-
tain consumer credit reports by means of an ex parte court order issued ujwn a simi-
lar in camera showing. Both bills would also prohibit consumer reporting agencies
from informing the consumer of these compelled disclosures and would limit the
remedies available for violations of the consumer's rights.

Again, the proposed changes should be rejected as iU-advised and unnecessary. If
the FBI is in a position to make a representation that a person is an agent of a
foreign power engaged in international terrorism or clandestine intelligence activi-

ties in violation of tne laws of the United States, then the FBI has the "reasonable
indication" necessary under its guidelines to open a criminal investigation. The Fair
Credit Reporting Act already authorizes consumer reporting agencies to disclose

consumer reports "[i]n response to the order of a court." 15 U.S.C. sec. 1681b(l).
Thus the FBI can obtain all of the desired records by opening a criminal investiga-
tion and issuing grand jury subpoenas or comparable court orders. It does not make
sense to establish a separate, counterinteUigence process for obtaining this informa-
tion which is more insulated from court review.^'

Again, this expanded authority has nothing to do with the FBI's ability to inves-
tigate the Oklahoma City bombing or similar acts of domestic terrorism. Those are
criminal acts that may properly be investigated as crimes, with all of the investiga-
tory tools there available to law enforcement, as well as the protections for viola-

tions of individual rights.

///. Granting authority to compel production of common carrier and public accom-
modations records in counterintelligence investigations

Both Section 304 of H.R. 1710 and Section 104 of H.R. 1635 seek to authorize the
FBI to gain access to common carrier and public accommodations records in foreign
counterintelligence investigations. These provisions violate the principle that the
government should be obliged to abide by criminal investigatory processes when in-
vestigating persons within its borders.

Section 304 of H.R. 1710 applies to the records of common carriers, public accom-
modation facilities, physical storage faciUties, and vehicle rental facilities. It would

'^ Curiously, the section as revised apparently contemplates that state law enforcement ofB-
cials would conduct their own foreign counterintelhgence operations, and similarly grants them
the opportunity to use pen registers and trap and trace devices in such state investigations.

3' The Administration has sought to justify this change by analogy to 12 U.S.C. sec.

3414(aX5XA), which establishes a similar procedure for obtaining records protected under the
Right to Financial PrivaQr Act. While there are obviously some parallels between financial
records and consumer credit records, the ACLU submits that the appropriate response, if any,
is to repeal the special national security process for obtaining financial records.
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require such entities to comply wiih an FHl request for records so long as the FBI
certifies in writing that the 7-ccords arc sought Cor foreign counterintelligence pur-
poses and that there are specific and articulable facts giving reason to believe that
the person to whom the records pertain is a foreign power or an agent of a foreign

power.
Section 304 sweeps up a broad assoitmcnt of records without any showing that

such broad authority is necessary and it fails to establish a procedure to challenge
an over broad or otherwise unj'casonablc or improper request lor records.

This problem is minor compared to the larger problem: the proposal represents

an unwise and unneccssaiy expansion of the FBI's power to conduct noncriminal in-

vestigations. All of these records can easily be obtained by grand jury subpoena in

a lawful criminal investigation. No showing has been made that the grand jury proc-

ess is somehow inadequate to meet legitimate law enforcement neeas in investigat-

ing the Oklahoma City bombing or other terroi-i.st acts. Congress should insist tnat

the FBI employ that process to obtain records on the activities of U.S. persons; the
FBI should be deterred fmm conducting more investigations without a criminal
predicate.

IV. Expanding nulhority to ohiain Iclcplume billing records in counterintelligence in-

vestigations

Section 310 of H.i^ 1710 and Section 109 of H.R. 1635 seek to increase the federal

government's ability to compel disclosure of telephone toll and transactional records

in counterintelligence investigations. 18 U.S.C. Section 2709 currently authorizes

the FBI to obtain "subso-iber information and toll billing records information, or

electronic communication transactional records" from a wire or electronic commu-
nication service provider in connection with a counterintelligence investigation in

accordance with procedures therein specified. Apparently an issue has arisen about
whether "toll billing i-ecords" include records of focal telephone usage or only long-

distance services. Section 310 would modify section 2709 to make it clear it applies

to both "local and long distance toll billing records."

The ACLU does not perceive a meaningful difference between local and long dis-

tance toll billing records that would justify differential treatment. Nevertheless, for

the reasons we have repeatedly identified in this discussion, we must oppose this

change as well. The FBI and other law enforcement agencies are perfectly able to

obtain both local and long distance recoT-ds by subpoena in a proper criminal inves-

tigation. Rather that expanding the FBI's powers to conduct unreviewable counter-

intelligence investigations essentially unrestrained by law. Congress should be con-

sidering repeal of section 2709 so as to encourage the FBI to conduct its investiga-

tions through the criminal pix)cess.

C. UKCO.MMKN'DATIO.N

We urge Congj-ess to reject each of these proposals to conduct intrusive investiga-

tory activity without a ci-iminal predicate. People in the United States understand
that when there is evidence of crime, the FBI should investigate, and focus its inves-

tigation on the possible perpetrators ofci-ime. They become uneasy, however, when
authority to conduct inti-usive inve.stigatoiy activity is requested in cases outside of

this sphere of criminal investigations. The bombing in Oklahoma City, which is a

crime, should not be used as an excuse to give the FBI more tools and authority

to investigate activity that is not a ci-ime.

FoRcixc Fkivatk Lxolsthy To Facilitatk Spyi.nc o.\ Its Customers

A. IJACKCKOL'.XI)

Sections 401 and 402 of H.R. 1710 would amend the Communications Assistance,

for Law Enforcement Act by creating a funding mechanism for the costs of retro-

fitting the telephone system in the United States to enhance the ability of law en-

forcement ofTicials to wiretap telephones of American citizens.

H. niscussio.M

The above-referenced digital wiretapping law is extremely troubling. Congress re-

quired phone companies to re-build switching devices to enhance the ability of the

FBI to wiretap. Under this profoundly troubling logic, Congi-ess could similarly re-

quire home builders to include listening devices in the walls of the houses and
apartment buildings they constnjct so that the FBI could turn on the microphones

if one day it needed to do so. This idea was wrong when adopted, and it would be

wrong to fund that idea program today, particularly in light of the distrust of gov-

ernment exposed in the wake of the tragedy in Oklanoma City.



341

C. UK(X)M.MKN'IMT10.\

Sections 401 and 402 should bo sUuck from H.R. 1710.

CONCl.L'SION

Many provisions of H.R. 1710 i-un afoul the Bill of Rights. Moreover, much of the
bill, which concerns aliens and expanding FBI counterintelligence investigative au-
thority, has nothing to do with the bombing in Oklahoma City. ACLU urges the
Committee to carefully reconsider this legislation, and to strip away the parts that
would make us no safer, just less free.

Mr. Hyde. Well, I certainly thank you, Mr. Nojeim, for your
usual excellent presentation.

And now, the panel will be open for questions, and the Chair rec-

ognizes Mr. Scott of Virginia.

Mr. Scott. Thank you, Mr. Chairman.
Professor Fleissner, indicated that—you talk about the exclusion-

ary rule. I would like for to you say what changes there might be,

particularly in light the Attorney General's statement that there
wouldn't be any change?
Mr. Fleissner. I was interested this morning when you asked

—

and the question was an excellent one—you asked Ms. Grorelick

about whether the good-faith exception which is in this legislation

could be applied in an instance where the emergency wiretap provi-

sion was used under exigent circumstances where you can't get to

a court to get the warrant just like in the many kinds of searches
the doctrine is recognized. The Attorney General can authorize up
to a 48-hour wiretap and then it is all presented to a judge to see
if the judge agrees with the initial decision. That is the emergency
provision.

As far as I can tell, it may be that it has never really been used.
Of course, if a terrorism situation arose where it came into play,

the 48 hours, or whatever it might take to get a formal wiretap
warrant under title III, could make a huge difference in the saving
of life.

The legal question is: Could the Government bring a warrantless
search under the emergency provision and find itself in a cir-

cumstance where the judge disapproved of the initial decision of

the Attorney General to seek it; that the Attorney General didn't

have probable cause? Could it be claimed by law enforcement that
they were acting in good faith?

The Assistant Attorney General this morning said she didn't

think that that would come up. And I agree with her. My reason
is that the good-faith exception, which is in the Leon case, requires
that the law enforcement oflTicer act in reliance on the judgment of

a magistrate who reviewed the warrant, which subsequently is

found to be not a good judgment by the magistrate, there having
been no real probable cause. There has to be a reliance on a judi-
cial determination or as in one Supreme Court case, on a statute
allowing the search.

In my opinion, if the Justice Department makes the decision to

go in without a warrant, and it turns out to be wrong, that evi-

dence is going to end up being suppressed, and I don't believe

under the Constitution it is going to be saved by the statutory bad-
faith provision in the bill.
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Mr. Scott. This is a new bill that would change the existing law,

and you don't think—there is nothing in any of these bills that,

have you seen, that would change the law to allow that in evi-

dence? Because in the emergency situation, that is prime time that

you could actually step over the line and the time that innocent
people would need protection. You don't see anything in these bills

that would allow that in evidence if a court subsequently found
that it was not the probable cause?
Mr. FLEISSNKl^ No, I don't think that the bad-faith provision

which is in H.R. 1710 is going to save the Government and allow

evidence in if they use the emergency provision without having
probable cause. It would come into play where the Government
seek a proper warrant and an article 3 judge issues a warrant
under title III and then the court of appeals disagrees with that

judge's view of whether there was probable cause, in that case the

good-faith exception would come into play.

Mr. Fein. If I could amplify on the answer. The Supreme Court,

although expressly in Leon limited its decision to acts where the

police were relying on a warrant, by no means has the Court ruled

on the prospect in a different case from permitting the evidence to

enter even if the police were acting unilaterally but it was reason-

able and it was not in reliance on a warrant. Given the current

composition of the Supreme Court, I think it is probably very likely

that confronted with that second kind of case, the good-faith excep-

tion would be enlarged.

Mr. Scott. But this bill wouldn't do it?

Mr. Fein. Excuse me?
Mr. Scott. There is nothing in this bill

Mr. Fein. This bill wouldn't affect that decision; that is correct.

Mr. Scott. Mr. Nojeim, you indicated that the detainee would
not have a choice of attorney. Did I understand you that the judge

would pick the attorney for him? Who would pick the attorney?

Mr. Nojeim. The alien has the right to pick their attorney for the

general deportation proceeding. A special proceeding where it in-

volves secret evidence—and that is what the special proceeding is

all about, secret evidence—the court chooses the attorney for the

alien.

The court selects a panel of attorneys that have security clear-

ances and the court chooses that attorney for the alien, not the

alien. And there is a series of cases that says that the alien has

a fifth amendment right to due process and subsumed within that

right is the right to choose their counsel. And I have cited those

cases on page 15 of my written testimony. And there are actually

a number of other cases that we hope to bring to the committee's

attention in the coming days.

Mr. Scott. Thank you, Mr. Chairman.
Mr. Hyde. I might say to Mr. Nojeim while this colloquy was

going on, it was very helpful. I am very interested in providing the

alien with the opportunity to choose the lawyer from the list of

those who have been cleared to handle, rather than have him ap-

pointed by the judge.

At least give the option to the alien to make that selection. Only
if the alien refuses to make the selection, then the court could ap-

point one. I think that makes it a little better. It may not satisfy
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Mr. Nojeim, but I think your bringing that up was very useful and
we are going to try to do that.

Before I yield to Mr. Goodlatte for questioning, I just want to

have a little colloquy with you, Mr. Nojeim. You talked about pro-
viding material support for terrorists. And you brought up the
abortion clinic situation. I assume we are talking about bombing an
abortion clinic, are we not?
Mr. Nojeim. I think that the statute covers forcible prevention

of people from coming to the clinic so it need not be
Mr. Hyde. The statute would cover forcibly preventing people?

That would be an act of terrorism?
Mr. Nojeim. Under this, yes.

Mr. Hyde. Well, counsel doesn't agree with you. We will have to

talk further on that.

But assuming you are talking about an act of violence and pre-
venting people from accessing an abortion clinic could be done in

a violent manner clearly, depending on the determination of the
persons seeking to go in and the persons seeking to inhibit the en-
trance. But, I have no problem with: whoever within the United
States provides material support or resources, or conceals or dis-

guises the nature, location, source or ownership of material support
or resources; because, whoever is doing that supplying of material
support, has to do it knowing or intending that it be used in prepa-
ration for and carrying out of a terrorist act. And, bombing an
abortion clinic, as far as I am concerned, is terrorism. And, who-
ever materially supports that act knowing that that is the end de-
sired result— I have no problem with that person being found
guilty.

So, now, if we are talking about peaceful picketing, or if we are
talking about pushing and shoving, which is deplorable and wrong
and criminal and ought to be prosecuted, but I don't think it rises

to the level of terrorism. Those, I guess, are judgments courts can
make. But the material support, if you know what the purpose is,

and it is terrorism, I have no problem with that and I wouldn't
think you would.
Mr. Nojeim. As I read section 315 of H.R. 1710, it would be ter-

rorism to use force in violation of the criminal laws of the United
States or of any State that appears to be intended to achieve a po-
litical or social end by intimidating or coercing a segment of the
population.
And under that definition, I think that the forcible blocking of

the clinic would amount to terrorism under the statute. And I

would also like to ask whether you perceive a need to repeal that
first amendment protective language that I recited and that ap-
pears on page 9 of my testimony on the material support provision?

It seems to me that that language would be frankly very difficult

to object to, and was put in that statute to prevent FBI fishing ex-
peditions into that kind of protected first amendment activity.

Mr. Hyde. Staff tells me that stopping people from entering an
abortion clinic would not be covered by this material support be-
cause the sections are specified on page 5; 3237, 351, et cetera, et

cetera, two full lines, 2'/2 lines of sections. And, the access to an
abortion clinic is not in there and, therefore, that would be immu-
nized from sanctions under this law.
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Mr. NOJEIM. But does staff agree that the blocking of the clinic

would count as terrorism as it is defined in this bill?

Mr. Hyde. I don't think they do agree. The definitions would be
within these sections that are

Mr. NoJElM. No, no. The definition of terrorism which is inde-

pendent of the material support provision.

Mr. Hyde. The gentleman from Virginia.

Mr. GooDiv\TTK. The gentleman is correct. The section we are

talking about providing material support might cover the church
schoolbus, but it would not necessarily cover the individual who ac-

tually blocked the clinic. Is that your point?

Mr. NOJEFM. Right. Right.

Mr. GOODI^TTK. That is the concern he has raised.

Mr. Hyde. Well, counsel says only if the church schoolbus were
used to violate one of these section.

Mr. GoODLATTE. I agree that the secondary crime of providing

material support would be excluded if it is not included in one of

those sections. But what about the initial definition of a terrorist

act which would cover the individual act

Mr. Hyde. That is what concerns me, and I do not intend that

the definition of an act cover terrorist acts that are not terrorist

acts. And we are looking at violence that rises to the level of ex-

treme violence.

Mr. Barh of Georgia. Would the chairman yield for a question?

Mr. Hyde. Yes.

Mr. Barr of Georgia. The language that we are focusing on here

is problematic for me and we got into this with some of the other

witnesses. It starts out on line 1 of page 50 the term "terrorism"

means the use of force or violence. Force can be used against an
installation, a building; breaking and entering, for example, would
it not? So it doesn't require even an act of violence against a person

to fit within the definition of terrorism here. That is one concern

I have.
Mr. Hyde. Well, surely damage to a building can be quite exten-

sive. Let's say nobody was killed in Oklahoma City but you blew
off the whole front of a Federal building. That is an act of terrorism

as I would define it and as I think it is defined under the bill.

Mr. Bari? of Georgia. If the chairman would yield, I think we
have put our finger on something here that perhaps we may need

at a minimum to look a little closer at the language to come up
with something that is a little clearer. I think this discussion has

raised some gray areas.

Mr. Hyde. I think again Mr. Nojeim has made a contribution to

our understanding.
Mr. Fein. Mr. Chairman, it seems to me that the critical lan-

guage that needs to be examined relates to the purpose of the vio-

lation has to be intended to achieve political or social ends. Now,
that may be too broad.

It may suggest that there may be some circumstances where
blockading an abortion clinic might be an act of terrorism if they

had that political or social goal as a purpose. Identical actions

might also not be an act of terrorism if it didn't carry along those

particular objectives.
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That is pretty sweeping when you speak of any political or social

end. It is hard to imagine any kind of criminal act other than one
committed by someone who has had a lobotomy that couldn't be
said to have some political or social end to it. They don't commit
criminal acts out in the middle of the Sahara Desert.
And I would suggest that you would want to refine that phraseol-

ogy because I think with a little bit of deft sculpting here you could
eliminate what most people would not define as terrorist activity

and may involve a crime of force and violence, but doesn't have
that sweeping effect to intimidate and cow the population, that I

think we all understand as least instinctively to be acts of terror-

ism.
Mr. Hyde. I agree with the gentleman, and I think the point is

well taken. This has been a useful discussion. And if the gentleman
has any suggested language, we would welcome it to narrow or
clarify that because social ends could mean the proliferation of gar-
dens or something. And we surely don't mean that, although we
would love to see the proliferation of gardens.

All right. I thank you, and if you have some suggested language,
any of you, it would be most welcome. And I thank the gentleman
from Virginia and now I yield to him for questioning.
Mr. GoODLA'iTK. Thank you, Mr. Chairman. And following up

along those lines, Mr. Nojeim, do you have any acceptable defini-

tion of terrorist?

Mr. NOJKIM. Well, from where we come from at the ACLU, we
believe that most of the acts that the committee is looking at now,
the really violent activity are already crimes. And we should call

them crimes and maybe you want to look at the penalties, maybe
you want to look at the ability of the FBI to prevent those crimes,
but once we start going down the I'oad of labeling this terrorism
or that terrorism, this group over that group, then we run into all

these problems about definition and run into all these problems
about selective prosecution. We run into problems with measuring
a person's political intent.

And from where we come from, the route that should be taken
is, is it a crime or isn't it a crime?
Mr. GooDlJ^TTK. What if you define it based upon the action

rather than based upon the intent?
Mr. NOJKIM. If it was a statute that talked about this action is

an act of terrorism, we would say, OK that action is a crime.
Mr. GooDl^TTK. I respect what you are saying but the problem

is of course if we were to do that, that would throw out of kilter

the whole piece of legislation in terms of every place that the word
"terrorism" is used, we would have to start from scratch in rewrit-
ing the bill.

Mr. NOJKIM. And maybe focus on a word like "crime".

Mr. GooDi^TTio. I might recommend that we do that, but if we
could define terrorism in a way that did take into account that
there are certain acts performed by terrorists which coupled with
whatever we say the terrorist is then makes it an act of terrorism,
would simplify this process for us considerably and hopefully still

meet your objective.

Mr. Hyde. Would the gentleman yield to me for a second?
Mr. GOODI^TTE. Certainly.
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Mr. Hyde. I appreciate your courtesy.

Mr. Nojeim, I would very much like your definition of terrorism.
Do you have a definition of terroi'ism?

Mr. Nojeim. I haven't prepared a definition of terrorism.
Mr. Hyde. Would you think about it and perhaps help us by giv-

ing us one? You do concede that there are terrorists in this world?
Mr. Nojeim. What we concede are that Congress should be look-

ing at the criminal laws to see whether they effectively protect us
from things like Oklahoma City and from other things that people
call terrorism.
Mr. Hyde. But as a philosophical, legal point, do you concede

that there are such persons as terrorists afoot in the world, without
describing them?
Mr. Nojeim. Sure.
Mr. Hyi:)E. If you could help us define that, that would be most

welcome.
Mr. Scott. Mr. Chaii-man, he doesn't have a definition right

now, but he knows one when he sees one.

Mr. Hyde. You know it when you feel it. What was it Churchill
said? Nothing feels as good as being shot at and missed.
Mr. Fein. The knowledge that one has been shot at without re-

sult. He said that as a journalist covering the Spanish-American
War.

Mr. Hyde. Well, I have exercised what he thought it was—the
Boar War? Exercised what is called substantial compliance.
Mr. Fein. Mr. Congressman, could I make a suggestion? And I

am not sure how well it might satisfy the concerns that the ACLU
has. If you took the definition of terrorism which includes things
that are already criminal and instead of making it a separate
crime, I would have it as a criminal enhancement in the penalty
phase of any proceeding, which is really what we want to do here.

It much relaxes due process concerns.

The Supreme Court has said when you are getting to the penalty
phase, after you have got someone convicted of a crime, that there
is all sorts of information and less precise language that will do if

you want to raise the level of the penalty into the 5 years, 10 year,

life term level.

And it may well be—and I haven't looked at how 315 fits with
everything else—that you could utilize the definition of terrorism
there as a criminal enhancement. The same way in which there are

criminal enhancements in hate crime statutes where the commit-
ting of the crime with a particular intent isn't by itself a particular

ofFense, but it is used to enhance the penalty.

And what we are trying to do is stick these guys away for a long
time. There is no reason why, since the predicate is already a viola-

tion of law, you couldn't throw this definition into the penalty
phase.
Mr. GooDi^TTE. I think that is a good suggestion.

Mr. Nojeim, going on to another area that the chairman ques-
tioned you about, is it your opinion that the aliens subject to depor-
tation hearings should have the opportunity to choose any attorney

they want to to examine evidence that the Government feels is nec-

essarily to be kept secret to protect informants and so on of the

U.S. Government?
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Mr. NoJEiM. Yes, and-
Mr, GrOODlJVTTlc. How do you reconcile that with the fact that

hundreds of thousands of attorneys in this country, the Govern-
ment may not have the confidence that every one of those attorneys
will reliably not provide that information to the defendant or to

the—or to some other interested party that may be engaged in ter-

rorist activities?

Mr. NOJEIM. First, it is already the case that attorneys often get
security clearances. And we would prefer to see something that

said that the alien chooses his attorney and then the attorney ap-

plies for a security clearance. That happens rather often, but it

doesn't really solve the problem with the bill.

The problem with the bill is that the alien doesn't get to see the

information. The alien often doesn't get to see a summary, as the

defendant in a CIPA proceeding would always get. In CIPA, the de-

fendant always gets a summai-y and the summary always has to

provide them with substantially the same opportunity to prepare a
defense as would the classified information.

Mr. GooDLATTK. I had some exchange with Mr. Sofaer. But
aren't we talking about a different set of circumstances when we
are talking about international terrorism and somebody who is

from another country that we have only limited jurisdiction over

and for a limited period of time and we are talking about what are

in effect acts of war? Aren't we going far too far in terms of trying

to protect that individual's T'ights, which I will tell you quite frank-

ly he is not entitled to the same rights and protections that a U.S.
citizen would be entitled to in a criminal trial proceeding?
Mr. NOJEIM. If we really were talking about that person, I would

probably agree with you.

But, remember, under current law there is already a procedure
for dealing with a person who is a real live terrorist who blows
things up. They get arrested. They get tried for their crime. They
get jailed if they did it. At the end of their time in jail if they are

an alien, they are deportable. That is what current law is. And so

that is the way that we should be dealing with criminals. It makes
sense to me and I would think it makes sense to the committee.
Mr. GooDLATTK. I don't think it makes sense from a national se-

curity standpoint, though. With a criminal trial, you have a witness
step forward who is then known to the defendant. We have witness
relocation programs and so on. I don't think that is an effective tool

to utilize in circumstances where you are talking about an inter-

national intelligence network that we are trying to protect for fu-

ture use and future protection of the country.

Mr. NOJEIM. With all due respect, it seems that the criminal pro-

cedure is the way to go when you have somebody who has actually

done something like that.

Mr. GoODi^TTE. If I may, Mr. Chairman, ask one more question

along with similar lines.

You also indicated that you objected to the fact that the individ-

ual could not be released pending the outcome of the case under
certain circumstances. And you made the comment what country is

going to take them, meaning that if they are—actually after the de-

termination is made that they are deportable and you said what
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country is going to take them. That means they would be held in-

definitely.

Why is it—these are not citizens of the United States, why is it

that if no other country would take them, why should the United
States take them by having them released on to the streets of this
country when they are, one, deportable and, two, may be a threat
to the society?

Mr. NOJEIM. What we think the United States should do is to try
them. If they are indeed criminals, if we are really talking about
terrorists

Mr. GooDi^TTK. But deportation isn't always a criminal act.

There might be a suspicion that the person will at some point in

time commit a criminal act and they may be deportable for reasons
totally unrelated to a crime. But simply because they don't meet
our qualifications for immigration in this country, why should we
then accept them into the country just because no other country
will take them?
And I throw back at you your suggestion that why would they

take them if that occurs to somebody in other countries, why
wouldn't it also occur to us that we wouldn't take them?
Mr. No.JElM. I don't know what to do with these aliens who go

through this procedure, because I don't think that they would be
taken by another country. But I don't think that they should be
held indefinitely.

Mr. GrOODiv\TTK. Presumably most of them have a native country
that they would have some rights to return to.

Mr. NoJEiM. But would you be able to get their native country
to accept them back?
Mr. GrOODij\TTi':. I don't know, but it seems to me that they

would have a greater obligation than we would.
Mr. Fein. Mr. Congressman, there are thousands right now of

Cubans who are being held indefinitely in the United States be-
cause they are deportable to Cuba and Fidel Castro won't take
them back and we are holding them indefinitely. We don't put
them back on the streets where they can do additional mischief.

Deportation is emphatically not a criminal proceeding. It is in-

tending to allow us to take some safeguards prior to the commis-
sion of a criminal act. And it doesn't make any sense in my judg-
ment to treat it as a criminal act—the punishment isn't a crime,
there is not the same stigma attached or otherwise.
And to suggest that you need to have mirror image of a criminal

trial in a deportation case is I think wrong-headed even though you
do have some modest concerns with them. The analogy of the
criminal trial is certainly something that the U.S. Supreme Court
has never suggested that there is.

Mr. GooDi^TTE. Thank you.
Mr. Hyde. I thank the gentleman and thank the gentleman for

his contribution.

The gentleman from Georgia, Mr. Barr.
Mr. Baur of Georgia. Thank you, Mr. Chairman.
I would like to also thank the chairman and commend the chair-

man for pulling another three excellent panels today. It has been
very, very informative. Both from a theoretical standpoint as well
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as some of the standpoint of focusing on specific language and spe-

cific concerns with the language.
Mr. Fein, you made an interesting observation before about in

sort of conclusion to the phase of our discussion that had to do with
trying to define terrorism and perhaps looking at it more as useful
in a penalty enhancement phase.

If we were to take that approach, would the need for most of
1710 fall by the wayside? In other words, isn't 1710 based very
much on trying to define terrorism and then have been that defini-

tion apply to all a whole range of, as was indicated earlier, whether
we call them dominoes or what not. Can you reconcile that for me?

It is an interesting concept that you came up with, but does it

fit within the context of the bill that we are trying to work with
or is it basically a complete alternative that you are talking about?
Mr. Fein. I haven't examined things closely enough to be categor-

ical, but I do think insofar as you are revising the definition of ter-

rorism—the revision might not be needed if you are using it just
as an enhancement in a criminal case.

Whereas the need for specificity is much greater if it is an inde-

pendent crime. If you did seek to change the terms, then you would
need to reexamine how much broader, if you wanted to make it

broader, your provisions with regard to providing material aid to

a terrorist organization because there are many interconnected pro-

visions of the bill that tie in to the overall understanding of what
terrorism is and you couldn't change one definition.

I am talking about the definition, not what sanctions go along
with it, without considering whether or not that would necessitate
some revision in the language elsewhere. But there might be a
problem, there might not.

It would just depend upon whether or not you were really—you
could leave the existing definition intact because you were just

using it as a criminal enhancement not as defining a new crime.
Mr. Barr of Georgia. But this bill doesn't look at it that way. It

is built on a certain premise and structure and that is trying to de-
fine the term "terrorism" and then have that definition used in var-

ious procedures.
Whether it is wiretap procedures or deportation or the whole

range of issues that I think, Mr. Nojeim, you referred to as dom-
inoes.

Do you see, Mr. Nojeim, some way of reconciling these two ap-
proaches within the framework of this bill, or is there no way to

doit?
Mr. Nojeim. I am not sure. And, indeed, I didn't—and I want to

do this for the committee—I didn't do a search to see what other
criminal statutes refer to section 2331, because it could be that,

and likely is, that there are other statutes that pull in this lan-

guage that we are talking about right now that would be changed
substantially, that their effect would be changed substantially if we
start going down the road of amending that language.

Because, remember, as it is currently drafted, it is all about
international terrorism. It is about things that happen abroad or

come from abroad. And where we see the real problem is when you
start bringing that into the United States and start looking at do-
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mestic activity and labeling this or that as terrorism, then we have
these civil liberties problems.
But I don't know if there is going to be time before the markup,

but I will try to get something to the committee that talks about
what other statutes rely on section 2331 for their operative acts.
Mr. Barr of Georgia. I would appreciate that. I think that would

be helpful.

[The information follows:]

WASHINGTON NATIONAL OFFICE

122 Maryland Avenue. NE Wasnington. D C 20C02 (202) 5*4-1681 Fax (202) 546-0738

July 5, 1995

Hon. Henry J. Hyde, Chairman
House Committee on the Judiciary
2138 Rayburn House Office Building
Washington D.C. 20515

Dear Mr. Hyde:

Thank you for inviting the ACLU to testify at the hearings
conducted on June 12 on H.R. 1710, the "Comprehensive Antiterrorism
Act of 1995."

During the hearings, it became clear that the definition of
terrorism originally appearing in Section 315 of H.R. 1710 (a
proposed amendment to 18 U.S.C. Section 2331)' was too broad.
Congress has been reluctant in the past to define terrorism for the
very reason that any definition of "terrorism" appearing in the
criminal code would likely sweep in conduct not normally thought of
as "terrorism." In fact, the definition of terrorism adopted by
the Judiciary Committee at mark-up is likewise overbroad, and would
include sabotaging a bicycle with intent to injure the rider, or
causing substantial damage to a STOP sign with a .22 calibre rifle.

Indeed, adoption of this new, broad definition of "terrorism"
effectively eviscerates the limitation on prosecution set forth in
Section 104(a) of H.R. 1710 (proposed Section 2332b(d)). The bill
now turns every killing, kidnapping, maiming, injuring, serious act
of assault, and act of property damage creating risk of harm to a
person, into a crime under federal law if a jurisdictional base can
be met, and any conduct involved in the act transcends a national
boundary. This would federalize state law crimes to a vast extent.

A Lexis search of Title 18 did not reveal another criminal
statute which incorporates the definition of terrorism set forth in
18 U.S.C, Section 2331. However, "terroristic action" is an
aggravating circumstance under the Federal Sentencing Guidelines,
and would apparently authorize a sentencing judge to penalize such
activity more severely than would be the case for criminal activity
that does not constitute "terrorism." See . United States
Sentencing Commission, Guidelines Manual . Section 5K2.15 and App.
C Amendment 292 (Nov. 1994) . In addition, under Section 308 of
H.R. 1710, conspiratorial activities involving terrorism, as
defined in 18 U.S.C. Section 2331, could justify in "emergency"
wiretap without a prior court order.
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Hon. Henry J. Hyde, Chairman
July 5, 1995
Page 2

For these and other reasons, ACLU has traditionally taken the
position that rather than trying to define "terrorism," legislation
suoending the criminal code ought instead to define activity that is
a "crime." A bill outlawing criminal activity, as opposed to one
stJTuggling to define terrorism, is much more likely to be drawn
narrowly, reduce the extent to which activity illegal under the
laws of the states becomes a federal crime, and reduce the risk of
selective enforcement. We do not have an alternative definition of
"terrorism" to offer.

Please include this letter in the record of the proceedings.

Sincerely,

Gregory T. Nojeim
Legislative Counsel
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Mr. Barr of Georgia. In conclusion, could whoever—whichever
one, or all three of you, iust give me some wrap-up thoughts on
those provisions contained in 1710 concerning posse comitatus. We
have been focusing on some other provisions here, but I would like

your thought on the involvement of the Department of Defense.
Mr. Fein. I don't think, Mr. Congressman, there are constitu-

tional problems. I think we have many things that the Department
of Defense needs to accomplish with a full-minded focus on defeat-
ing the enemy abroad.

I, myself, had reservations about them being involved in inter-

national narcotics trafficking. This seems to me a far less severe
intrusion on our general resistance having the military involved in
law enforcement than is the case with regard to international nar-
cotics trafficking. And I don't find it objectionable.

Mr. Barr of Georgia. Professor.

Mr. Fleissner. I think one of the most important aspects is the
technical one, that there are some limitations in terms of the abili-

ties of domestic law enforcement to deal with some of these new
technologies such as poisons that are potential threats.

And echoing General Barr's comment earlier today, I think hav-
ing the military provide that kind of support to domestic law en-
forcement in dealing with what could be a horrendous situation, in-

volving potential loss of life, I think is appropriate. And other than
that, I don't reallv have any further comment.
Mr. NOJEIM. The ACLU believes that the role of the military in

civilian law enforcement is already too broad. And in my testimony
on pages 22 through 24, I cite some of the statutes that already
permit military involvement in civilian law enforcement.

Section 312 is, in our view, a very broad expansion. And I have
mentioned some of the things that this formulation lacks that, for

example, appear in the nuclear exception for involvement of the
military.

For example, this section does not mention that there would have
to be an emergency that triggers military involvement. We think
that would be a minimum.
This section does not indicate that there would be a necessity

—

in other words, that civilian law enforcement was incapable of deal-

ing with the problem, whereas that does appear in the nuclear ex-

ception.

Third, this is not limited to technical assistance, which is the
case in the nuclear exception, but includes technical and logistical

assistance, and it doesn't define either term. And that could be
something that is very broad.

And fourth, I am sorry, one more moment—no, I am sorry that,

is it. It doesn't define technical and logistical.

Mr. Barr of Georgia. OK.
Again, thank you all very much, and I appreciate the panel, Mr.

Chairman.
Mr. Hyde. I am going to yield to Ms. Lofgren, but before doing

that, I just want to interject on this last topic that Mr. Barr
brought up. I understand the lack of sympathy for bringing the
military into nonmilitary law enforcement activities. We don't want
a military police beating down our doors at 3 in the morning.
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On the other hand, aren't we foolish not to seek out and utilize

the expertise, conceding there is superior expertise in resources
and training and personnel, on weapons of mass destruction, poison

gases and explosives, so long as there is a fence built around that
technical and logistical-only support, and they are expressly forbid-

den to engage in police activities, apprehension or arrest of any
person. That is what we are trying to do. And it seems to me that
goal does not raise the specter of a military police, jackbooted thugs
banging their way through your door in the middle of the night.

But to deprive ourselves of their equipment, their training and
their expertise in these very difficult and dangerous situations

seems to me somewhat foolish.

Now, we have a Corps of Engineers. We have military who drain
creeks because they have the expertise. They have the equipment
to do it. And I don't see a real problem with that. And I really don't

see a problem with this, although purists, and I don't mean that
pejoratively, who don't want the toenail in the door, much less the
foot in the door, are going to be concerned about this. And we will

have a struggle, I am sure.

Mr. NOJEIM. If I could add?
Mr. Hyde. Surely. Surely.

Mr. NOJEIM. One thing I would request the committee consider,

whether under existing law that kind of—^you know, the equip-
ment-type thing that you were talking about, whether that is not
already available in certain circumstances. Because I think under
existing law it is.

Mr. Hyde. How about the expertise, though?
Mr. NOJEIM. With regard to the expertise, maybe one way to deal

with that is to provide that some of these thousands new FBI
agents would be trained by the military to obtain some of that ex-

pertise. I have to add also that the ACLU is not going to object if

a statute is truly very tightly drawn to be limited to those cir-

cumstances. If it is really tightly drawn.
Mr. Hyde. That is good news, and I appreciate hearing that.

The gentlelady from California.

Mr. Fein. If I could just interject a word of caution, Mr, Chair-

man, about trying to get too precise in the standards and emer-
gency procedures, it is just not innocuous language that you would
throw in there. It is unlikely that the FBI or the Department in-

volved in a serious case is going to needlessly ask the Defense De-
partment just knowing the logistics of communication in the Penta-
gon. And I worked in the Department for 10 years. That is going
to slow things down just trying to get your phone call answered.
They are not going to call lightly for outside assistance.

Secondly, you put in things like emergencies, that is just another
litigating aspect that is going to protract the trial and then raise

the exclusionary rule; it wasn't a true emergency and you used the
Department of Defense personnel. And if you have any kind of de-

fendant that has the resources of O.J. Simpson, it would protract

the case enormously.
And when you clutter up provisions that don't have any clear evi-

dent likelihood of abuse, it does substantially complicate the likeli-

hood of a successful criminal prosecution that has nothing to do
with the likely guilt or innocence of the accused.
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Mr. Hyde. I thank you.
Ms. Lofgren.
Ms. Lofgren. Mr. Fein, I noted that you and the ACLU have a

dramatically different view of section 601 of the bill, and I was in-

terested in your comments about the Classified Information Proce-
dures Act, although Mr. Nojeim indicates that summaries are pro-
vided in that circumstance. I am new to the Congress.
Can you give me an example, putting to the side exclusion pro-

ceedings in immigration, but an example where secret evidence is

allowed for someone who has due process rights and who is present
in the United States in a civil or criminal proceedings?
Mr. Fein. Deportation is a civil case. Yes, there certainly are

many examples in jurisprudence where our own citizens, claiming
that their constitutional rights have been violated and seeking
damages, get their case thrown right out of court because of an ai-

fidavit submitted by our national security officials stating that even
responding to the case would jeopardize national security.
Halprin v. Helms is an example of that. And it is well estab-

lished in the constitutional jurisprudence that even if you allege a
constitutional violation, if state secrets are at issue, you will not
get to see the state secrets. It goes in camera and ex parte, and
you are out of court.

That is our own citizens. This is deportation proceedings, and a
civil case according to the U.S. Supreme Court and doesn t involve
any U.S. citizen. So I think if you look at some of the harshness
that confronts our citizens, this would actually be somewhat less.

Ms. Lofgren. Could you comment on that, Mr. Nojeim?
Mr. Nojeim. Well, I would have to look more at those other cir-

cumstances that he was talking about, but we can't forget that the
Supreme Court has said about deportation that deportation can de-
prive a person of everything that makes life worth living.

So we take the proceedings very seriously and we think that a
high level of due process rights applies, particularly in the case of
aliens who have strong ties to the United States such as perma-
nent residents.
Ms. Lofgren. Let me ask you if you had any further comments

on this subject, I would very much value having them. This is an
area that I think is hard to sort through for me, frankly.
And also on the designation—the President's designation of ter-

rorist groups. I have strong concerns in that area that you have ba-
sically addressed in your testimony, both orally and in writing, and
yet I am looking for a way, that would not be violative of first

amendment rights, to address this issue. Because there are groups
that are involved in terrorism that we may find out about before
the crime has actually been committed, and we would like the abil-

ity as a country to protect ourselves and yet we also want to pro-

tect our Constitution because that is the thing that has kept us
free and safe.

So if vou have suggestions on improvements for meeting those
two goals, I would—either now or before Wednesday, I would be
very eager to hear them.
Mr. Nojeim. Let me offer a suggestion now. Where the bill runs

into problems, all the bills run into problems, is in the designation
of groups, when they start talking about groups instead of about



365

activities. If the bills are changed to outlaw activities to, outlaw
support, material support for activities, they will survive constitu-

tional challenges.

The worst thing we could .do now would be to enact legislation

so that when there is a real terrorist, the terrorist goes into court

and says this is unconstitutional. That would be the worst-case sce-

nario. So we think that if the bills are restructured to focus on ac-

tivity instead of on associations, instead of on memberships and in-

stead of on groups, that they will survive.

In fact, in the material support provision, one thing that people

could consider is combining the sections 102 and 103 into one sec-

tion by instead of listing all those crimes in section 103, inserting

in lieu of, that all terrorism activity as it is defined in the Immigra-
tion and Nationality Act.

Then, then it would become a crime for providing material sup-

port for any terrorism activity and it wouldn't be a crime—because
we would get rid of section 102—it wouldn't be a crime for provid-

ing material support for legal activities of organizations.

Ms. LOFGREN. Thank you.
I yield back the balance of my time, Mr. Chairman.
Mr. Hyde. Well, we have come to the end of a very full and inter-

esting day and on a high note in terms of quality of presentation.

All three of you have made a great contribution and we thank
you and we reserve the right to contact you again.

Thank you very much.
The committee will resume at 9:30 tomorrow morning.
I want to thank the members of the committee who were here

today. It was an off day in Congress, and I know it was a sacrifice,

but you are taking your responsibilities very seriously, for which I

am grateful.

Thank you.
The committee is adjourned.
[Whereupon, at 3:30 p.m., the committee adjourned, to reconvene

at 9:30 a.m., Tuesday, June 13, 1995.]
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Washington, DC.

The committee met, pursuant to notice, at 9:35 a.m., in room
2141, Rayburn House Office Building, Hon. Henry J. Hyde (chair-

man of the committee) presiding.

Present: Representatives Henry J. Hyde, Carlos J. Moorhead,
Bill McCollum, George W. Gekas, Howard Coble, Lamar Smith,
Bob Goodlatte, Stephen E. Buyer, Martin R. Hoke, Sonny Bono,
Fred Heineman, Ed Bryant of Tennessee, Steve Chabot, Michael
Patrick Flanagan, Bob Barr, John Conyers, Jr., Barney Frank,
Charles E. Schumer, John Bryant of Texas, Jack Reed, Robert C.

Scott, Melvin L. Watt, Zoe Lofgren, and Sheila Jackson Lee.

Also present: Alan F. Coffey, Jr., general counsel/staff director;

Patrick Murray, counsel; Tom Smeeton, administrator/chief inves-

tigator; Kenny Prater, clerk; Tom Diaz, minority counsel; and Perry
Apelbaum, minority counsel.

Mr. Hyde. The committee will come to order.

Under the rules, of the committee, one Member plus the Chair-
man creates a working quorum, and while I regret other Members
are not here, if yesterday is an example, they will come drifting in.

But I don't think it is fair to the witnesses to keep them waiting
around indefinitely. And their statements are available for study
by the Members and the staff.

So, we will commence. Today we have four excellent witnesses.

Russell Seitz is an associate at Harvard University Center for

International Affairs, the John Olin Institute for Strategic Studies
and the author of many scholarly publications on a wide range of

subjects; John Hay is a I'esearch physicist with the U.S. Bureau of

Mines, Pittsburgh Research Center. He serves as the in-house ex-

pert to other research groups within the Bureau of Mines as well

as other government agencies regarding matters involving or relat-

ed to explosives technology; Christopher Ronay is the president of

the Institute of Makers of Explosives, whose member companies
produce approximately 90 percent of the commercial explosives

consumed annually in the United States and Canada.
Mr. Ronay was an FBI agent from 1972 until 1994 where he

served for a time as the Chief of the Explosives Unit. He has
worked on various bombing investigations including the Beirut Em-
bassy and Marine Corps barracks. Pan Am 103 and most recently

the World Trade Center.

(:^57)
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Robert Delfay is the executive director of the Sporting Arms and
Ammunition Manufacturers Institute whose members include the
major manufacturers of sporting firearms ammunition and propel-
lant powders in the United States.
We are very pleased to have this distinguished panel. If you

would come forward and sit at the desk.
Mr. Seitz, I take it, is not here. Well, all right. We will proceed,

then, with Mr. Hay. Oh, is that Mr. Seitz? And you would take the
end seat. Catch your breath, and we will begin with you. Are you
ready to—usually when that happens to me I have just climbed
three flights of stairs. I am relying on a long introduction and I

don't get one.

Mr. Seitz, you have been introduced as an associate at Harvard
University Center for International Affairs, the John M. Olin Insti-

tute for Strategic Studies and the author of many scholarly publi-
cations on a wide range of topics.

So we are pleased to hear from you this morning.

STATEMENT OF RUSSELL SEITZ, ASSOCIATE, JOHN M. OLIN
INSTITUTE FOR STRATEGIC STUDIES, HARVARD UNIVERSITY
Mr. Seitz. You g^ve me too much credit, sir.

It takes a great deal of fertilizer to feed the world. Made by the
millions of tons out of air, water, and natural gas, ammonium ni-

trate is equally serviceable as a plant food or an explosive.
Yet, it was sold without question throughout the country until

the Oklahoma City bombing. Now, the bomb's victims have sued
the ammonium nitrate's manufacturers asking why, since it can be
rendered harmless, were they left at risk?

Despite the carnage here and elsewhere, this Pandora's cornuco-
pia of destructive potential flows on. Ten dollars buys all the am-
monium nitrate you can carry. It can cost more to rent a truck
than to build a powerful bomb. Last year, over 4 billion pounds was
sold legally in this country, enough for literally a million bombs as
powerful as the one that leveled the Federal building in Oklahoma
City.

Now, global control of explosives made from just air, water and
energy is a problem that analysts are tempted to toss on the "too
hard" pile. But the domestic supply of ammonium nitrate could, by
following the example of the European Community, be rendered
harmless by the simple process of blending it with other inert fer-

tilizers, typically potassium and phosphorous compounds that are
used in agriculture anyway to render its ammonium nitrate con-
tent essentially unexplodable.
Europe learned the hard way about ammonium nitrate. In 1921,

a multimillion-pound detonation blew away the Rhineland town of

Oppau. Here, too, thousands have been killed or maimed. People
from Halifax, Nova Scotia to the Gulf of Mexico have cruel memo-
ries of the shiploads that exploded. At Texas City, about 2 kilotons;
at Halifax, about 3. Eruptions that literally brought a taste of Hiro-
shima to our shores.

But despite heroic efforts to halt the proliferation of weapons of

mass destruction, the shipment of ammonium nitrate continues.
Cargoes of tens of thousands of tons are commonplace.
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It should worry those regulating nuclear materials and nerve gas
that at 8 cents a pound, an atom bomb's worth of explosive yield
is appallingly cheap. Hiroshima and Nagasaki for the half of price
of a small corporate jet. Selling a townhouse on Central Park could
yield the Manhattan Project's end result.

So great is the scale of the fertilizer trade that explosive power
enough to refight World War II is on the loose, and the nuclear
nonproliferation treaty is powerless even to address it. Absent con-
stant vigilance, any entity with the price could gradually load an
aging supertanker with a quarter megaton or more of ammonium
nitrate and fuel oil.

It is easy to dismiss such a virtual H-bomb as a novelistic de-
vice, until one goes off like the munitions ship that demolished
Halifax in 1917. The survivors of that 3 kiloton catastrophe can
testify that it doesn't take a nuclear bomb to ruin your entire day.
Hard die the reflexes of the late cold war. A clear and present

danger resides in the thousands of barge and train loads that an-
nually ply the Nation's waterways and rails unguarded. The Na-
tion's coasts and rivers play host on a daily basis to thousand ton
fertilizer, and even larger fuel barges by the hundred. There is lit-

tle to deter their hijacking of their tugs or the transfer of their car-

goes, let alone to defend the cities that they transit.

I believe that this illustrates that H.R. 1710 ought to address a
wider spectrum of explosive delivery systems than now appears to

be the case. Ideally all of them, from pneumatic tubes and water
mains to pilotless aircraft and submersibles, proliferation is where
you find it and it pays to look hard.

Last year another detonating cord was stolen from the blasting
industry to set off thousands of tons of ammonium nitrate based
explosives. At ground zero all kilotons, nuclear and conventional,
are created equal.

Back in the American heartland, farming changes but slowly, but
there are other nitrogen fertilizers already out there competing
with pure ammonium nitrate. They might displace it entirely.

Changing the matter things are made from can change the shape
of things to come. Urea, ammonium nitrate's chief competitor, can
be mixed with it 50-50 to form a cheap, pure nitrogen fertilizer

that cannot be readily exploded or readily unmixed.
Since most ammonium nitrate is already sold in this country as

inert blends, adding urea to the unblended remainder may be the
most economic and least disruptive solution to the problem. It is a
solution that would leave farmers at liberty to adjust soil nitrogen
to suit themselves.
Meanwhile the Department of Agriculture is already present in

force at the county level. Whatever measures are taken, it could as-

sist in deploying them, be it mechanical taggants or chemical detec-
tion enhancers that can be added to otherwise odorless ammonium
nitrate.

But actually interdicting explosives before they are placed and
detonated takes obvious precedence over identifying whence they
came after they have exploded.

If we are prepared to understand and accept the minimal risks

their use entails, there exist isotopic tracers that can enable the de-
tection of explosives in quantity outside of the city limits or even
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in transit on the high seas. I urge you to explore this direction and
to invite the Attorney General to reflect that much sound technical
work has already been done in response to other tragedies in the
recent past. It would probably pay to survey them to see what is

already on the shelf. It is time to extend those studies into action,
not merely to repeat them.
Even though Hollywood's spectacular obsession with exploding

office buildings may trouble the Nation's psyche far more than talk
radio does, it remains hard to imagine anything transcending what
we witnessed in Oklahoma City. Yet the very enormity of that act
testifies that we must exercise the imagination of disaster or en-
dure unending surprise.

Mr. Hyde. Thank you very much, Mr. Seitz.

Next we will ask Mr. Hay to testify. And may I suggest, what
you haven't done and should have, if you gentlemen could confine
your remarks—we do have your statements, if you have submitted
them—to 5 minutes or so, certainly not watching the clock. But we
have another panel and we want time for questions, too.

So with that benign admonition, Mr. Hay.

STATEMENT OF J. EDMUND HAY, RESEARCH PHYSICIST,
PITTSBURGH RESEARCH CENTER, U.S. BUREAU OF MINES
Mr. Hay. Thank you, Mr. Chairman, for the opportunity to tes-

tify before your committee. I would like to offer for you today some
technical observations relative to an item in the proposed legisla-

tion, H.R. 1710; namely, the proposal to render potential explosive
ingredients inert.

The chief of those explosive ingredients is, of course, ammonium
nitrate which is the least expensive and the most widely available

used ingredient in commercial explosives and is essentially a major
ingredient of all commercial explosives.

Ammonium nitrate generally speaking is available in two basic
grades: one is intended for use as an explosive ingredient and one
is intended for use as a fertilizer. The principal difference being the
porosity of the individual granules or prills.

It seems probable that any technical modification of the explosive

grade material to diminish its usefulness to terrorists would also

diminish its usefulness to legitimate users and we are assuming,
therefore, that the object of control would be to control the avail-

ability of the explosives grade material but not to tamper with its

technical properties. So that I am assuming that the proposed de-

sensitization refers primarily to the agricultural grade.

With this regard, there are two important considerations. The
proposed modification of the product should render it useless to the
potential terrorist, but also cause no severe hardships for legiti-

mate users. It is well established that dilution of explosives dimin-
ishes their detonability. This continues to be exploited in various

types of explosives formulations.
There is little doubt that it can be applied to ammonium nitrate

and its mixtures, but I want to point out that I used the term "di-

minish" detonability, not "eliminate," because it is a fact that the
detonability of the substance depends on the quantity of the sub-

stance, the intensity of the stimulus, the degree of confinement
available to the explosive and several other properties, and is thus
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not a uniquely determinate property like the specific gravity of a
crystal is a uniquely determinate property.

The object is to determine a diluent level and a level of dilution

that minimizes its usefulness as an explosive while retaining its

benefit as a fertilizer. This needs to be done with great care as evi-

denced by the event which Mr. Seitz has already referred to in

Oppau, dermany.
This material was already believed to be highly desensitized. It

was 45 percent ammonium sulphate in the ammonium nitrate. And
yet it proved to be detonable anyway. In spite of the fact also that

this reduced its value as a fertilizer rather considerably.

There have been several proposals to incorporate various ingredi-

ents to reduce detonability. Although I do not claim to know all of

them, I have noticed that in some instances the data which sup-

posedly substantiates the effectiveness is based on small charge

sizes and initiating stimuli. These attempts can be very misleading
if they are not validated by appropriate testing.

The quantity of product and number of legitimate user of agricul-

tural ammonium nitrate are very large and many of the users, not

to say the suppliers, may be presumed to be vulnerable to economic
and other impacts of the degradation of the product.

With this in mind, the Bureau has been considering the subject

of what sort of diluents one might add to ammonium nitrate that

would minimize—the degradation of the agronomic uses and maxi-
mize the degradation of the explosive properties.

Mr. Seitz has given half of my testimony for me in his suggestion

about the addition of urea. And, therefore, I will skip over some of

what I have already written.

The main point in our mind about the possibility of urea as a
good additive is that it has a high nitrogen content of its own and
therefore the nitrogen content, which is the principal reason why
one uses ammonium nitrate, is not degraded by the addition of

urea.

The other interesting thing is that it is normally sold in a form,

prills, which are identical in size, shape, appearance and so forth

to ammonium nitrate. They are physically indistinguishable. So
you can't very well envision someone separating the ammonium ni-

trate from the urea and getting back ammonium nitrate. And both
have similar solubility, so it would be impractical to attempt to

reseparate them by differential crystallization or some other chemi-
cal technique.

Now, the point that I really need to make is that existing data
on the effects of urea which we have at this point pertain only to

small diameter charges and the same is true of any proposed dilu-

ent that we have heard of
It is not, by any means, proven that any of these diluents will

work at the level which has been claimed for them if one postulates

a large charge, a very large explosive booster, or heavy confine-

ments surrounding the charge. This is something which needs to

be very carefully evaluated because the detonability of any mate-
rial, not to say a mixture of materials, depends on the confinement,

the charge size, the magnitude of the stimulus, the particle size,

the density and even the method of mixing.
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And so we are basically saying here that we should not jump
into—it would be inadvisable, that is, to jump into a simple for-

mula such as 15 percent diammonium phosphate or 40 percent
urea or any other particular or type of diluent without carefully
evaluating it.

It could be that ammonium nitrate could still, with patient effort,

be extracted from a mixture and be used. And I would respond that
this could be true. Explosives could be made from chemicals that
are so common that restricting their availability is beyond the
bounds of reason. In other words, there is no absolute solution to

the problem. We can only strike a balance between making life

more difficult for ourselves or making life more difficult for terror-
ists.

The key point that I also would like to make, as Mr. Seitz has
already mentioned, is the potential for a ready-made explosion.
Ammonium nitrate does not need to be mixed with anything to be
detonable. It is detonable in its own form as it is normally snipped
in commerce and all a potential terrorist needs to do is find a
truckload, railroad carload, shipload or large storage bin of ammo-
nium nitrate, insert a sufficiently large booster—which fortunately
for all of us has to be a large booster—and then he has a ready
made bomb and he doesn't have to do any processing at all.

The addition of some kind of diluent at the point of manufacture
would at least eliminate or greatly reduce the possibility of this
nightmare.
As I indicated before at this point, the precise level of dilution

required is unknown and there is considerable evidence that the
detonability is strongly correlated with the degree of dilution and
also strongly correlated with the size and the initiative stimulus
and these factors all have to be accounted for.

The Bureau of Mines for its entire history, has been charged
with the responsibility of performing research to improve the safety
in the mineral industries and particularly with regard to accidental
explosions and in pursuit of this mission has a long history of re-

search, testing and test development related to the explosive be-
havior of chemicals that are either explosive ingredients or which
have similar properties and particularly includes ammonium ni-

trate.

I also might remark the Bureau has also been previously in-

volved of programs of technical evaluation of the feasibility of ex-
plosive tagging and our experience in this area is at your disposal.
And of course we are willing to produce any assistance that we can
to the Department of Justice, the Bureau of Alcohol, Tobacco and
Firearms and other agencies in the studies of taggants and the fea-

sibility of rendering common chemicals inert.

Thank you, Mr. Chairman, for the opportunity to testify and for

your attention. The Bureau of Mines remains ready to assist with
you any technical matters with which we have expertise and I am
prepared to respond to any questions that you may have.

[The prepared statement of Mr. Hay follows:]

Prepared Statement of J. Edmund Hay, Research Physicist, Pittsburgh
Research Center, U.S. Bureau of Mines

Mr. Chairman, members of the Committee, my name is Ed Hay. I am a Research
Physicist with the Fires, Explosions, and Explosives Group of the Pittsburgh Re-
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search Center of Ihe U.S. Bureau of Mines. I am also chairman of the National Fire
Protection Association's Technical Committee on Explosives and a member of Com-
mittee F-12 (Security Systems) of the Ame7ncan Society for Testing and Materials.

Since its inception in 1910, the Bureau has been charged with the responsibility

of performing research to improve safety in the mineral industries, particularly with
regard to accidental explosions. In pursuit of this mission, the Bureau has a long
history of research, testing, and test development related to the explosive behavior
of chemicals that are either explosive ingredients or that have similar properties.

This especially includes ammonium nitrate, which is not only a major ingreaient of
virtually all nonmilitary explosives, but which has a long history of involvement in

accidental explosions.

I would like to olTer foi- you today some observations relative to two areas of the
proposed legislation ofH.ii. 1710, namely:

The proposal to render common chemicals used in manufacturing inert as ex-

plosive ingredients and
The subject of explosive taggants.

Ammonium nitrate is the loa.st expensive and most widely available used ingredi-

ent in commercial explosives. It is available in two basic forms:
One intended lor use as a blasting agent ingredient, and
One intended for use as fertilizer.

The principal differcnce is the porosity of the granules, or "prills." It is probable
that any tecnnical modirication of the cxplosivc-gi-ade material to diminish its use-
fulness to terrorists would have equally delelei'ious effects on its legitimate use. The
only practical solution to the contixjl of explosive-grade ammonium nitrate, there-

fore, appears to be outright legislative control of its availability. Thus, I prefer to

confine my remarks to agricultural -grade ammonium nitrate.

In this regard, there ai'e two impoilant considei-ations. The proposed modification
of the product should:

Kender it u.scless to the potential terrorist, and
Cause no sevci'e hardships for the legitimate user.

It is well established that dilution of explosives diminishes their detonability. This
fact has been, and continues to be, exploited. There is little question that it can be
applied to ammonium nitrate and its mixtuies. 1 use the word "diminish" rather
than "eliminate," because the detonability of a substance depends both on the quan-
tity of the substance under consideration and the intensity of the stimulus to which
it is subjected, and it is thus not a uniquely determinate property. The object is to

determine a diluent and a level of dilution that minimizes its usefulness as an ex-

plosive while retaining its benefit as a feililizer. This must be done with great care,

as evidenced by an attempt in Cei-many in the 1920's to add 45% ammonium sulfate

to ammonium nitrate to make it incit. This reduced the nitrogen content by 18%,
yet this combination still produced the greatest single historical disaster involving

ammonium nitrate in which the German town of Oppau was levelled. There have
been several proposals to incorporate various ingredients to reduce detonability. Al-

though I do not claim to know all of them, I have noticed that, in some instances,

the data supposedly substantiating their effectiveness are based on tests with rather
small charge sizes and initiating stimuli. Such attempts can be misleading if not
validated by appropriate testing.

The quantity of product and number of legitimate users of agricultural ammonium
nitrate are very large. Many of the usei-s may be presumed to be vulnerable to the
economic and other impacts of degradation of an essential commodity. Bearing this

in mind, the Bureau of Mines has been considering the potential dilution of ammo-
nium nitrate by a chemical that is itself a high-niti'ogen fertilizer, namely urea.
Urea contains 46% nitj-ogen, while ammonium niti-ate contains 34%. Our data indi-

cate that, at suflicient levels of dilution, the detonability of ammonium nitrate is

freatly reduced. We look forward to other studies on the potential of urea and other
iluents.

One might ask why the simple replacement of ammonium nitrate by urea in this

application is not completely satisfactory. The answer is that, in certain widely prev-

alent agronomic applications and conditions, urea loses a significant fraction of its

nitrogen before it is absorbed into the .soil and is thus somewhat less cost-effective.

Further assessment of the agncultural aspects of this issue, coupled with a review
of the detonation aspects, is wai'rantcd by appropriate experts.

Another important point is lliat ammonium niti-ate, or other potential explosive
ingredient, should not be readily scparaled from the diluent. Urea is normally sold

in a form in which it is physically pi-acLically indistinguishable from ammonium ni-

trate. It also has veiy similar solubility in water, so that neither the physical sepa-
ration process nor methods ba.sed on differential .solubility are practical for separat-
ing the two ingredients. A caieful review of all possible separation schemes needs
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to be conducted before such an approach would be considered for final implementa-
tion. I should note here that we are considering a simple mechanical mixture of the
individual prills of the two substances, not a mixture in which the prills themselves
would be composed of a more intimate mixture.

The proposal to use urea may seem paradoxical to those who are aware that, in

concentrations below 20%, the addition of urea actually increases the detonability

of ammonium nitrate, but at higher concentrations this effect is reversed. Once an
explosive mixture reaches the condition at which the fuel content exceeds that

which the available oxygen can oxidize, further additions of fuel diminish the
detonability. In ammonium nitrate/urea, this occurs at 20% urea. Thus, a
nondetonable mixture could not be made detonable simply by addition of fuel, as

in the case of pure ammonium nitrate.

Existing data on the effect of urea pertain only to small-diameter charges. These •

data need to be extended to much larger charge sizes and much larger initiating

stimuli to establish a level of dilution at which detonation would require such a
large quantity of material and/or such a large stimulus as to be beyond any practical

limit. This applies to any attempted diluent, not just urea.

It may be objected that ammonium nitrate could still, with patient eflbrt, be ex-

tracted from the mixture and used. I would respond that this is true. It is equally

true that with patient effort explosives can be made from chemicals that are so com-
mon that restricting their availability is beyond the bounds of reason. In other

words, there is no absolute solution to the problem. We can only strike a balance
between making life more difficult for the terrorist and making life too diflicult for

ourselves.

It has been said that urea seems to be a strange choice because it was used in

the World Trade Center Bombing. Although true, the urea in this case was com-
bined with nitric acid, and if one postulates the availability of nitric acid, the oppor-

tunities for making explosives are so great that I would not attempt to catalog them.
A key point here is that the level of efibrt required for the potential terrorist

should increase with the magnitude of the intended explosion. At present, disaster

comes ready-made, since ammonium nitrate is detonable in its own right without

any added fuel. The fact that the explosive energy release of pure ammonium ni-

trate is less than one-half that of the normal mixture with fuel oil is of little com-
fort. All that is required to detonate a storage pile, truckload, trainload, or shipload

is the insertion of a sufficiently large explosive booster. This scenario at least would
be impossible if the ammonium nitrate were diluted at the point of manufacture.

As I indicated before, at this point the precise level of dilution required is un-

known. There is considerable evidence that the detonability of a substance is strong-

ly correlated with the energy that it would release if detonated, a value that is eas-

ily calculated. There is no known instance of a substance detonating that has an
energy of less than about 200 calories per gram. An adequate margin of safety

would probably be about 150 calories per gram. The level of dilution corresponding

to this is about 58% urea. This, however, should be verified experimentally.

The Bureau of Mines has previously been involved in programs of technical eval-

uation of the feasibility of explosive tagging, and our experience in this area is at

your disposal. And, of course, we are willing to produce any assistance that we can

to the Department of Justice, the Bureau of Alcohol, Tobacco and Firearms, and
other Government agencies in studying taggants and the feasibility of rendering

common chemicals inert.

Thank you, Mr. Chairman, for the opportunity to testify before you and for your

attention. The Bureau of Mines remains ready to assist you with those technical

matters in which we have expertise. I am prepared to respond to any questions that

you may have.

Mr. Hyde. Thank you.

Christopher Ronay, for the benefit of the Members who have ar-

rived since the introduction, I will reintroduce the remaining two
speakers.
Christopher Ronay is the president of the Institute of Makers of

Explosives, whose member companies produce about 90 percent of

the commercial explosives consumed annually in the United States

and Canada. Mr. Ronay was an FBI agent from 1972 to 1994
where he served as the Chief of the Explosives Unit. He has
worked on various bombing investigations including the Beirut Em-
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bassy and Marine Corps barracks, Pan Am 103 and most recently
the World Trade Center in New York,

STATEMENT OF J. CHRISTOPHER RONAY, PRESmENT,
INSTITUTE MAKERS OF EXPLOSIVES

Mr. RoNAY. Thank you, Chairman Hyde.
I am accompanied by two of IME's members of the board of gov-

ernors. Mr. David True from the Austin Powder Co. in Cleveland
and Mr. Paul Rydlund of the El Dorado Chemical Co. in St. Louis.
We would be very happy to respond to any of your questions.
We appreciate this opportunity to present testimony before your

committee on the Comprehensive Antiterrorism Act or 1995 and in

particular, on the sections of that relating to taggants in explosives.
As the chairman mentioned, prior to joining the IME last fall I

was the Chief of the FBI's Explosives Unit and I spent 18 years
in that Unit investigating bombings under the FBI's jurisdiction.

Prior to my career with the FBI, I was a captain in the U.S.
Army in the explosive ordnance disposal business. So my profes-
sional career has been dedicated to assuring the public safety and
the responsible use of explosives. I joined IME to a large degree be-
cause of the long tradition of cooperation between law enforcement
and the explosives industry.

From my own experience, I know that IME and this industry are
dedicated to preventing explosives from being used by criminals
and terrorists.

IME was founded in 1913 as the safety association of the com-
mercial explosives industry. Today our companies produce over 4
billion pounds of commercial explosives consumed annually in the
United States in connection with mining, quarrying, construction,
demolition and natural resource exploration.

Many of these industries support our positions and are submit-
ting testimony separately. The National Mining Association has
asked that we include a statement with our testimony, which we
will do.

The primary concern of IME is the safety and protection of em-
ployees, users, the public and the environment during all phases of
the manufacture and use of our products. Our mission is to provide
technically accurate information and recommendations concerning
the explosive materials that we produce and we wish to serve as
a source of reliable data about their use.

Domestic and international terrorism incidents such as the re-

cent bombing of the Alfred P. Murrah Federal Building in Okla-
homa City, of course, raises concerns about what can be done to

prevent such horrific events. IME has long offered its expertise and
assistance to law enforcement and to the Capitol Hill to move for-

ward on rational and effective legislative initiatives. That is our in-

tent in testifying today.
I would like to highlight the following points: IME supports a

comprehensive Federal licensing requirement for all purchasers of
explosives, a requirement such as articulated in Congressman
Quinn's bill, H.R. 488.
This bill, which is currently not a part of 1710 would require a

license for the intrastate purchase of explosives. There is no such
Federal requirement presently.
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Number two, IME supports title V of H.R. 1710 implementing
the International Civil Aviation Organization or ICAO for the
marking of plastic explosives. This requires all plastic explosives
manufactured in or imported into the United States to contain a
chemical detection taggant. A detection taggant is such a material
that will odorize the plastic explosive or sheet explosive so that it

can be detected by current state of the art instruments and tech-
nology at security points and airports. We support this ICAO con-
vention and have since its inception.

Number 3, IME supports section 305 of title III requiring a study
of tagging of explosive materials, the rendering of explosive mate-
rials inert, and imposing controls for precursor chemicals of explo-

sives; language from that title. We believe an independent and
comprehensive study is required before any conclusion can be
drawn as to whether the Treasury Secretary should begin regu-
latory proceedings to require the placing of taggants in explosives
as is the recommendation of the Clinton administration.

Presently, the only study on taggants placed in explosives was
completed 15 years ago by the Office of Technology Assessment.
Fifteen years ago they said, "additional information is required on
all aspects of the analysis, technical efficacy, safety, cost and utility

of placing taggants in explosives."

IME believes it is essential that in the study we address the fol-

lowing concerns prior to legislatively mandating a regulatory re-

quirement for placing taggants in explosives. Such a study should
address first and foremost safety, our primary concern in this orga-
nization.

Safety is our number one concern in placing the taggants in the
explosive materials during manufacturing. It is also of grave con-
cern for the legitimate users of the explosives and what effects it

has on the obtaining of their products in the operations; the mining
and blasting operations I am referring to here.

In 1980 the OTA study quoted, "lack of data on long-term effects

in terms of safety, stability, and performance is particularly impor-
tant. As a result of this uncertainty, not even preliminary indica-

tions of safety are possible at this time, much less the demonstra-
tions necessary for a tagging proposal, could be safely imple-
mented."

Recently, the New Mexico Institute of Mining and Technology
confirmed our own industry tests which found that the microtrace
taggant destabilized TNT in the typical melt/pour operations dur-
ing the manufacturing of cast boosters. This is an unsafe manufac-
turing condition and was not continued.
The environment is the second major concern. In 1980, little, if

any, attention was given to environmental impact of placing
taggants in explosives.

No one has fully evaluated the effects of introducing over 2 mil-

lion pounds of taggants each year, which are made of plastic and
metal, into the environment. Nor has the effect of the disposal of

the increased hazardous waste generated by taggant—required
processes been assessed. This is going to be a considerable thing to

study and overcome.
Feasibility is the next issue I want to address. The use of explo-

sives containing taggants during mining operations will result in
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the contamination of the blasted materials, such as silica sand, and
salt. And in some cases it will render it useless for production of

the end products that we know and use every day.

For example, the Unimin Corp. has written its congressional del-

egation regarding the devastating impact on the American manu-
facturing of electronic semiconductors by the placement of taggants
made of metal and plastic in explosives.

And lastly I would like to address the law enforcement effective-

ness. Actually, I would like to put it first based on my background,
but I put it last here because I think that it is something we have
to remember when we leave here.

Very, very few criminal bombings, that is 1 to maybe 3 percent
in some years over the last 5 years studied by the ATF, employ
commercial high explosives; very few. Homemade or improvised ex-

plosives are the overwhelming choice of explosives for criminals.

This is based on my experience and the statistics. So a very small
percentage of commercial products are used in bombs.
The bombers of the World Trade Center and the bombers in

Oklahoma City chose to make their own explosives. Those planning
to blow up the Lincoln Tunnel, who are currently on trial in New
York, were using improvised explosives. In order for taggants to be
of any use to law enforcement, they would have to be found at a
crime scene and contrary to the manufacturer of the taggant who
indicates they are easily found, I am here to tell you my experi-

ence, based from the late 1970's on, is that they are very, very hard
to find in a practical situation.

A great deal of time and resources has to be committed to finding
it. You have to spend a lot of time at a crime scene and put a lot

of people on it to find even—^have any hope of recovering a taggant.
If they were found, they lead only to the last legal purchaser of the
taggant—of the explosive. And, therefore, would not point a finger

directly at the criminal.

Criminals do not buy their explosives, by and large. They steal

them or more commonly manufacture their own so taggants would
play a very small role in fighting or investigating bombings. And
they would play virtually no role in the prevention of bombings.
Contamination is also a serious problem as the concentration of

taggants in the environment increases. Crime scenes would be con-
taminated with multiple taggants arriving at the scene in varying
ways. A taggant which may be recovered following a criminal
bombing may not be distinguishable from those which were in the
building materials which had been mined. Buildings materials such
as concrete, brick, mortar, stone, would also contain taggants in the
near future.

Lastly, I must mention cost; the economy. Our industry has not
comprehensively assessed all the costs of placing taggants in explo-

sives because there are so many unknowns. We do know the cur-

rently quoted price of taggants for the 80-mesh size. And I do have
some taggants with me that I can allow you to look at if you
haven't seen taggants in the past.

The 80-mesh size is specified for the marking of ANFO (ammo-
nium nitrate fuel oil). The cost of this taggant is $326 a pound.
This equates roughly to the cost of $750 million annually.
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This doesn't include important factors such as recordkeeping, the
shutting down of the equipment for cleaning between batches and
the cost of disposing of excess hazardous waste at the end of each
production run to name only a few. These would more than triple

the cost of purchasing explosives for the mining industry; I repeat
triple the cost for the mining industry.

Furthermore, it is estimated that some small companies forced to
buy taggants in lesser quantities at higher prices could not con-
tinue to De competitive and could go out of business. Companies en-
gaged in international commerce could be also forced out of busi-
ness or to moving plants beyond our borders to avoid the costs of
taggants.
And many of our customers, our mining associates who use our

products would be forced to a noncompetitive situation abroad in

the export of their products. Regulations that increase the cost of
mining impact on jobs and competitiveness, both abroad and at
home.

I am sure you agree that our Nation's financial resources are
limited and should be spent wisely. It is important to assess the
full costs of requiring taggants before legislatively mandating a re-

quirement that would have a devastating impact on a number of
important and necessary American workplaces, particularly in light

of the minimal benefit to law enforcement.
A comprehensive and thorough analysis of cost is necessary be-

fore Congress enacts legislation to regulatorily require taggants in

explosives.

We can assure the committee of our full participation in any
study provided that study is sound, thorough, objective, and com-
plete. And we will work with Congress and the agency to address
the conclusions of that study.

Lastly, I would like to emphasize that IME and its member com-
panies have an excellent record working with law enforcement
agencies to assist in the identification of explosives used in crimi-

nal cases.

Based on our technical expertise and experience, IME rec-

ommends the following: the implementation of the ICAO conven-
tion for the marking of plastic and sheet explosives; the adoption
of the requirement for a comprehensive study of, among other con-

cepts, tagging explosives; and an amendment to H.R. 1710 incor-

porating the provision of H.R. 488 requiring permits for all pur-
chasers of high explosives.

Mr. Chairman, IME appreciates the opportunity to present our
views here and hopes to be in a leadership position as we look to

continually assure the control of explosives and the prevention of

the illegal use of our products. We would be happy to respond to

any of your questions.
[The prepared statements of Messrs. Ronay, Lawson, and

Crawford follow:]

Prepared Statk.mk.nt ok J. Ciikistoi'ukk Ro.nay, Pkeside.nt, Institute of
Makers ok Kxim.osives

1. iNTROnUC'I'lO.N TO IXSTITLTK OK MaKKUS OF EXPLOSIVES

Mr. Chairman, and Members of the CommiUcc, I am Christopher Ronay, the
President of the Institute of Makers of Explosives (IME), and I am accompanied by
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members of IME's iioavd of (jovcrnoi-s, Mr. David Tt-uc, Vice President of Austin
Powder Company of Cleveland, Ohio, and Mr. Paul Rydlund, Vice President of El-

Dorado Chemical Company of Si. lx)uis, Mo. We appreciate the opportunity to

present testimony bofojc Inc Hou.se Judiciary Committee on H.R. 1710, the Com-
prehensive Antiterronsm Act of 1995 and, in particular, on the sections related to

tagging explosives. My statement will be brief and to the point. It is more fully am-
plified in IME's written statement which 1 understand will be made a part of the
record. Following my shoit statement, Mi-. Ti-ue, Mr. Rydlund, and myself will be
happy to respond to your questions.

Prior to my joining the IME last fall, I was Chief of the FBI Explosives Unit. I

spent 18 years of my career with that unit and during that time have been person-
ally involved with the bombing investigations under the Bureau's jurisdiction, in-

cluding the bombing of Pan Am 101^, the World Trade Center in New York, and the
UNABOM investigation. Piior to my FBI career I was a Captain in the United
States Army, commanding an Explosives Oidnance Disposal Detachment.
As you can see, my professional career has been dedicated to assuring the public

safety and the safe use of explosives. 1 joined IME because of the long tradition of
cooperation between law enforcement and the explosives industry. FVom my own ex-

f>erience, I know that IME and this industry are dedicated to preventing explosives

rom being used by ciiminals and teirorists.

II. DKSCKim'IO.N OKTIIK LVS'IMTLTK OF MaKKRS OF EXPLOSIVES

IME is the safety a.ssocialion of the commercial explosives industry in the United
States and Canada. IME was founded in 1913 to provide technically accurate infor-

mation and recommendations concerning explosive materials and to serve as a
source of reliable data about their use.

The primary concern of IME is the safely and protection of employees, users, the
public and the environment in the manufacture, transportation, storage, handling,
use and disposal of explosive materials used in blasting and other essential oper-
ations.

The member companies of IME and their (iO-odd subsidiaries and affiliates

produce about 90% of the 4.1 billion pounds of commercial explosives consumed an-
nually in the United Stales in connection with quarrying, mining, construction,

demolition, and oil and gas exploration.

IME has a long record of pixjmoling safely in the manufacture, transportation,
storage, handling and use of ihe explosive products manufactured by its members.
It has an equally long record of cooperating with federal, slate and local law enforce-
ment and regulatoiy agencies. Our industry's recommendations are today embedded
in the regulations of federal agencies such as the Bureau of Alcohol, Tobacco and
Firearms (BATE), the DepaTlmenl of Transportation (DOT), the Office of Surface
Mining (OSM), the Mine Safely and Health Administration (MSHA), and the Occu-
pational Safety and Health Administration (OSHA), as well as the regulations of
over thirty states. We also are proud, as an indu.stry, that we have been called upon
to assist law enforcement agencies in their efforts to investigate bombing incidents
and that we have been able to ix'spond promptly and effectively.

As manufacturers of explosive materials, we have a special responsibility to en-
sure that our products arc safe lor their intended use. We are committed to doing
everything possible to prevent the cnminal use of our products and to assuring the
safe handling by those who legitimately are in contact with them. We are also com-
mitted to working with government bodies in developing new technologies to safe-

guard the public.

III. DESCRIPTIO.V of Co.M.MKKCIAL EXI'I.OSIVKS l.XDUSTRY AND REGULATIONS
CoNTRoi.i.i.XG Its Activitiks

A brief description of the commeixial explosives industry is appropriate. Members
of the commercial explosives industry arc involved in the manufacture, distribution
and use of a wide variety of explosives prx)ducts. The manufactured explosive mate-
rials are shipped to agents and distributors who, in turn, sell these products to the
end users. Commerce in explosive materials is carried out within an aggressive,

long-standing regulatory scheme enacted by Congress and administered by a num-
ber of state and fedei-al regulatory agencies.

The Bureau of Alcohol, Tobacco and Firearms (BATE) requires all participants in

the interstate commerce of explosives to have a license or permit to manufacture,
sell, distribute, store, use or otherwise handle explosive materials. Currently, about
10,000 individuals and firms possess licenses or permits issued by BATF for these
purposes. Manufacturers of commercial explosives represent approximately 10 per-

cent of this total and dislributois, importers, and consumers engaged in the sale,
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distribution, storage, and use of explosive materials make up the remaining 90 per-

cent. These BATF requirements do not apply to intrastate purchases of explosives.

BATF also has extensive regulations related to the storage of explosives. The De-
partment of Transportation (DOT) regulates the transportation of all explosive ma-
terials. The Occupational Safety and Health Administration (OSHA) regulates the

safety and health of employees engaged in the manufacturing and handling of explo-

sives. The Mine Safety and Health Administration (MSHA) and Ofiice of Surface

Mining govern the use of explosives in mining activities and the Environmental Pro-

tection Agency (EPA) controls all environmental aspects of commercial explosives

and their use.

Commercial explosives are used by a diverse group of industries with operations

of varying sizes. Generally, the 4.1 billion pounds of commercial explosives produced
in the United States can be broadly divided into the following industrial use cat-

egories:

About 65 percent of all the total annual tonnage of commercial explosives is

used in coal mining, both open pit and underground. The coal mining users of

commercial explosives range from large publicly-owned corporations to small

independent operations. Explosive materials are used primarily for blasting the

coal overburden to allow access to the coal seam. With the use of conunercial

explosives, the coal industry produced approximately 1 billion tons of coal in

1992.
Approximately 15 percent of explosive materials are used annually in quarry-

ing and nonmetal mining.
Approximately 10 percent of explosive materials are used annually in metal

mining.
Approximately 7 percent of explosive materials are used annually by the con-

struction industry for buildings, roads, and pipelines.

The remaining 3 percent of commercial explosives are used in a variety of

ways including oil and gas exploration, agricultural uses (e.g. clearing land, re-

moval of stumps, and dislodging of boulders), and specialty functions such as

fusing metals together.

Commercial explosives include a wide variety of explosive products that are put

to many industrial, agricultural and residential uses affecting a broad cross section

of individuals in this country. Several thousand different products/formulations are

offered to the users of explosives. Because commercial explosives are used in con-

struction, mining, oil exploration, and agriculture, regulatory proCTams potentially

affect the safety of workers in many different workplace settings. They also can af-

fect the costs of housing, fuel, energy, and a myriad of other products and services

that are dependent on the use of commercial explosives.

IV. Overview of IME's Position on H.R. 1710

Domestic and international terrorism, such as the recent bombing of a federal

building and day care center in Oklahoma City, raise concerns of what can be done
legislatively to prevent these horrific events. IME has long offered its expertise and
assistance to law enforcement and to Capitol Hill to move forward on rational and
effective legislative initiatives. That is our intent in testifying today and offering our

views on H.R. 1710.

A. overview

With regard to H.R. 1710, IME's position on legislative initiatives under consider-

ation is as follows:

1. IME supports a comprehensive licensing/permitting requirement for pur-

chasers of explosives, such as that required in H.R. 488 sponsored by Congress-

man Quinn. H.R. 488, currently not a part of H.R. 1710, would expand the cur-

rent requirements for permitting interstate purchases of explosives to include

intrastate purchases of explosives.

2. IME supports Title V of H.R. 1710 related to the Convention on the mark-
ing of plastic explosives.

3. IME supports Section 305 of Title III requiring a study of tagging of explo-

sive materials, rendering explosive materials inert, and imposing controls for

precursor chemicals of explosives.

B. STUDY V. REASONABLE REGULATION

President Clinton and Congress have proposed that the government conduct a

comprehensive study of placing taggants in explosives. President Clinton has also

proposed that BATF regulatorily require that taggants be placed in explosives. IME
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believes a study is necessai-y before any conclusion can be drawn as to whether
BATF should begin regulatory proceedings lo require placing taggants in explosives.
There are good reasons, which are detailed in this statement, for our position.
The only major and comprehensive study on taggants was completed by the Office

of Technology Assessment (OTA) in 1980. OTA, in its report entitled "Taggants in
Explosives" noted the limitations of the project, primarily "the preliminary nature
of the taggant research." The report noted "Additional information is required on
all aspects of the analysis—technical efficacy, safety, cost and utility."

Over the last fifteen years new information and new technologies have been devel-
oped. It is important to evaluate all of this information as well as to address con-
cerns that are, to the best of our knowledge, unresolved.
More specifically, with regard to the study of placing taggants in explosives, IME

believes it is essential that the study address the following concerns prior to legisla-

tively mandating a regulatoj-y requirement for placing taggants in explosives:

Safety—Tnerc are safety concci-ns with placing taggants in explosive mate-
rials during the manufacturing pi-ocess and with the legitimate use of the
tagged explosives during mining operations. For example, it was recently con-
cluded that the taggants destabilized TNT during a melt/pour operation for

making cast boosto-s.

Environment—No one has evaluated the environmental efTects of introducing
over two million pounds of the plastic/metal chips (taggants) into the environ-
ment every year, or the effects of disposal of greatly increased amounts of haz-
ardous waste TXisulting from leftover batches of tagged explosives.

Feasibility—Use of explosives containing taggants during mining operations
will result in the contamination of the raw materials, such as silica, sand and
salt and, in some cases, ix'nder it useless foi' p7"oduction of end products. For
example UNIMIN Corp. has wj-itten its Congressional delegation regarding the
"devastating impact" on the Ameincan manufacturing of semi-conductors by
placing taggants in explosives.

Law Enforcement J'J'fccliveness—Very few criminal bombings, one to three
percent, arc made of commercial high explosives. Homemade explosives were
the choice of ciiminals bombing the world trade center, the federal building in

Oklahoma City, and those planning to bomb the Lincoln Tunnel in New York
City. In 1993, only Htt bombings of 2,364, involved commercial high explosives.
A number of those HQ bombings were solved and traced to the manufacturer
through evidence left at the scene. Obviously, tags would have been relevant in

only a handful of cases. In these cases, the tags would have to be found by in-

vestigators, which, in a devastating bombing such as in Oklahoma City, is most
unlikely. If a taggant is found, the investigator is led to the manufacturer and
to a listing of the purchasers of that batch. Criminals are not likely to legally

purchase the commercial explosive. It is more likely to have been stolen from
a storage magazine. One does not need a taggant to obtain a list of commercial
explosive thefts, as those aie required to be j-epoited to the BAT. Furthermore,
if taggants were required in explosives many crime scenes would contain mul-
tiple taggants (those from new building materials and construction sites) thus
the taggant from the criminal bomb would not be distinguishable from those
taggants resulting from legitimate use of explosives such as in the making of
concrete, mortar and brick.

Cost—Our nations financial i-esources are limited. Congress has struggled
with the federal budget and recognized the impacts of increased cost of regula-
tion on business, jobs and competitiveness, both abroad and at home. The place-
ment of taggants in explosives, the recoi-dkeeeping, the cleaning of pipes and
gears between each batch of explosives, the cost of disposing of excess hazard-
ous waste at the end of each batch would be very expensive and would raise

the cost of mining operations and other commercial operations. Furthermore,
cost estimates are needed regarding the impact on small business, which may
be forced to shut down, and on trade, domestic and international. The mining
industry would be severely impacted.

IME can assure the committee of its full participation in any study and that, pro-
vided the Report is sound, thorough and objective, we will work with the Congress
and the agency to address its conclusions.
The remainder of our testimony will expand fuilher on these issues as well as

IME's position on legislative i.ssues.

V. li:)K.vriKK;ATi().\ Ta(:(::a.\ts

Section 305 of H.R. 1710 would loquire the Attorney General, in consultation with
other interested parties with expertise, including the private sector, to conduct a
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study on (1) placing idonliricalion and dclcclion taggants in explosive materials; (2)

whether materials commonly used to manufactui-e explosives can be rendered inert;

and (3) whether controls can be placed on cei-tain precursor chemicals used to manu-
facture explosive materials. The AlLorncy General would be required to report the
results of this study to Congress within 6 months after the effective date of the leg-

islation.

IME's comments are directed only towards the pj'oposed study of identification

taggants. Identification taggants are microscopic chips of metal and nine layers of

different colors of plastic. Ivach batch of chips is assigned a code based on the color

scheme. The theory is that each batch of chips can be easily placed in a batch of

explosives; that law enforcement will, timely, find a taggant at a bomb scene (if a
commercially manufactured explosive is used); that the color code will identify the

manufacturer and the recorded puixhasers; and that the information will lead to the

criminal. There are many problems with this iheoi-y.

IME believes that a study is needed to examine the following: the unresolved safe-

ty issues raised by placing identification in explosive materials; the impact on the

environment; the technical feasibility of adding taggants during manufacture; the

efTectiveness of taggants as a law enforcement device and whether taggants would
enable law enforcement agencies to apprehend bombing suspects more quickly and
efficiently than they do at present; whether tagging explosives is feasible for in-

tended lawful mining use; and whether the high cost of this proposal is justified by
the minimal benefits to law enfoix-ement. IMI-] believes that these issues are unre-
solved, at best, and that the study should be designed to require that these issues

be thoroughly evaluated. IMK's concerns about each of these issues is explained in

more detail below.

A. SAKK'IT OK TACOA.NTS

The manufactui-e of explosives is a very sensitive process that must be done with
100% safety or the result can be an explosion that kills and injures workers and
demolishes the facility. Any change in the explosives formula, and particularly the

addition of any new substance, can destabilize the mixture, setting off reactions that

create a severe safety haza?-d. The Mine Safety and Health Administration (MSHA)
recjuires that any change in the formula for a "permissible" (an explosive used un-
derground) must be rctested and reapproved before it is used in actual blasting.

Furthermore, the Occupational Safety and Health Administration prohibits workers
from carrying any loose items into a manufactuiing facility because of the fear of

foreign items getting into the explosives mixture.

July 25, 1979, there was an explosion in GOlCX's ca.st booster plant in Camden,
Arkansas, which GOKX believes was caused by the taggants. G()EX subsequently

filed suit in Federal (;!ouil against The Aerospace (Corporation and the 3M Com-
pany, which, at that time, was the owner of the taggant. Prior to the trial, the par-

ties reached a settlement agreement with GOFX resolving the dispute (Aerospace

paid an undisclosed sum to (]OKX), wilh each party neither admitting or denying
the adverse parties' allegations.

In 1993-94 the Austin Powder (Company, (Cleveland, Ohio, conducted a compatibil-

ity study by incorporating tagganls into cast boosters. It was concluded that the

taggants destabilized the TN'i" resulting in an unsafe manufacturing condition. Re-

cently the New Mexico Inslitute of Mining and Technology confirmed this result (see

attachment A).

In 1980, the Onice of Technology A.ssessment (OTA) as.sessed the question of

whether the addition of taggants to explosives might create a safety hazard. OTA
concluded a full-scale qualification program is necessaiy before taggants can be

added to all explosive materials and that:

The addition of 3M (now manufactured by Micj'o trace, Inc.) identification

taggants to ... . and one variety of booster material produces a chemical

reaction at elevated temperatures and high taggant concentrations

There is little evidence regarding the safety of detection taggants, or of the

combination of identification taggants, as testing has only recently been initi-

ated and no results have yet been reported.

OTA also concluded "Additional infoimation is required on all aspects of the anal-

ysis—technical efficacy, safety, cost, and utility."

MSHA has recently rai.sed concerns with placing taggants in permissibles, explo-

sives placed deep into the earth and then discharged. The concern is that the plas-

tic/metal chip would not be entirely burned up during the blast and that these chips

would be expelled, potentially igniting coal dust/gasses, and causing a second explo-

sion endangering the worksite.
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Furthermore, long-term production compatibility and the affects on stability and
shelf life testing has not been pcMformed. Such testing is essential to any thorough
evaluation of the potential hazards of adding an identification taggant to explosives.

In 1980, the OTA stated: The lack of data on long-term effects m terms of safety,

stability and performance, csoocially in products such as gels and slurries, is par-

ticularly important. As a result of this unceilainty, not even preliminary indications

of safety are possible at this time, much less the demonstrations necessary before

a tagging proposal could be safely implemented. (OTA, Tagging in Explosives, p. 6)

Even tne company now manufacturing the taggant, Microtrace, Inc., will not at-

test to the safety of placing taggants in explosives. In fact, they would insist on the
following disclaimer:

MICROTRACE shall not be liable for any injury, loss or damage, direct

or consequential, arising out of the use or the inability to use the product.
Before using, user shall determine the suitability of the product for his in-

tended use, and user assumes all risk and liability whatsoever in connec-
tion therewith.

As this disclaimer implicitly recognizes, manufactuiing and using explosives are
extremely dangerous activities. These acliuilies require 100 percent safety 100 per-

cent of the time.

n. KN'VI1U).\.MK.\TAI, I.Ml'ACT

Whenever a new material is added to a pj-oduct, the environmental impacts of

that addition should be analyzed. One direct impact of adding taggants will be an
increase in the volume of explosive waste, with a commensurate increase in the
safety, cost, and technology concerns associated with waste disposal. This increase
will occur as a result of being unable to reuse waste product that, except for the
need to preserve the integrity of the taggant code, could otherwise be reused e.g.

product obtained when cleaning out macnineiy between taggant batches, damaged
packages etc.

Additionally, taggants are made from a combination of plastic and metal, neither
of which is biodegradable. If added to explosives, the widespread use of these prod-
ucts will spread these taggants throughout the environment. Over time, taggant
particles will inevitably accumulate in aj'cas where explosives, are used e.g. mine
sites, construction sites, and quarries..

We have no information with which to evaluate the effects of introducing these
materials into the environment. We do not know whether metal will leach out, affect

plant life, or end up in the food.

C. KKASIIill.lTY OK TACCA.NTS

The impact on adding taggants to exniosives would have a tremendous effect on
related industries. One example is explained in a letter sent to Senators Helms,
Faircloth, Dodd and Lieberman from UNIMIN Corp. which has a quartz operation
in North Carolina. UNIMIN slates that placing taggants in conrunercial explosives
would devastate their business. (The letter is Attachment R.)

UNIMIN uses high purity silica to produce semiconductors. If the explosives used
in blasting for silica-containing ore contained taggants, the raw material would be
contaminated with the taggants. UNIMIN uses the most advanced technology in the
industry to remove nearly all forms of contaminants from the silica products. The
slightest impurity can result in defective silicon chips. The contamination of silica

with taggants would make the product unsuitable for use in the production of semi-
conductors and provide foreign competitors with an enormous opportunity to make
inroads into Unimin's market share. The company strongly opposes the requirement
for taggants in explosives.

I have attached similar letters related to sand used in glass manufacturing (see

Attachment C) and to salt (see Attachment D). It is likely many industries are in

a similar situation.

D. KFi<'i':(rnvi':.\i':ss i-'ok ij\\v 1':\k()K(:k.mk.\t purposes

In theory, taggants provide a utility to law enforcement. This is just not the case.

In the first place, commeirially manufactured explosives, such as dynamites,
water gels, slurries, ANFO and blasting agents, are used in only l%-3% of the
bombing incidents that occur each year in the United States. The remaining 97%
to 99% consist of homemade mixtures and commeix'ial powders. In the overwnelm-
ing number of incidents, therefore, taggants would not have been involved. The trag-

ic criminal bombings at Oklahoma (>ity and the World Trade Center, involved home-
made explosives which would not have contained taggants.



374

For example, in 1993, the last year for which figures are publicly available, the
BATF reported that approximately 2,364 bombing incidents, including the World
Trade Center bombing, were perpetrated in the United States. Of these incidents,

approximately, 714 (30%) were caused by devices using flammable liquids; 626
(26%) by devices using black and smokeless powders; 565 (24%) by devices using
broadly defined chemicals; 303 (13%) by devices using fireworks powders; 32 (2%)
by matchheads; and 31 (1%) by devices using dynamites and water gels or high ex-

plosives. The remaining incidents, approximately 4%, were caused by military,

blasting agents and other unidentified explosives.

In the 1%—3% of bombings that did involve commercial high explosives, there are
many forensic clues that help identify the manufacturer. The industry works closely

with the BATF and the FBI to assist in identifying the product used, the manufac-
turer, and if possible, the likely purchasers of tne explosives. For example, the com-
panies provide law enforcement with samples of their products for forensic work and
assist with the analysis as needed. The industry maintains detailed records of prod-
ucts sold and provides that information to law enforcement when requested. Fur-
thermore, the BATF requires the reporting of all thefts of commercial explosives.

Any taggant, if found, would be unlikely to provide additional or, timely, informa-
tion that would lead to the criminal. The tag only identifies the purchaser of a spe-

cific batch of product.

Another problem which draws the utility of taggants into question, is the likely

difficulty of^actually finding any taggants after a blast of any magnitude. Investiga-

tors, using fluorescent lights and magnets in the dark will have to scour through
tons of debris containing countless particles of metal and fluorescent materials look-

ing for a chip the approximate size of a grain of sand. Additionally, if taggants are
mandated in explosives, the resulting raw materials used in building androad con-
struction will contain tags. Thus, a new building will contain many different tags
confusing the investigation of the future bombings.

It has oeen asserted by some proponents of tagging that an identification tagging
program would permit tracing a particular explosive, just as a firearm can be traced
by a serial number, or a truck by the serial number on its axle. This assertion is

not correct, of course.

A batch, or lot, of explosives can consist of hundreds or even thousands of explo-

sive items. For example, a 20,000 pound batch of dynamite packed in IV*" x 8" car-

tridges or sticks, a popular size, would be packaged in approximately 40,000 car-

tridges which would in turn be packed in 400 fifly-pound cases. The same taggant
would be in each of the 40,000 cartridges. Therefore, if the identification taggant
survived the detonation atmosphere, its recovery would not identify a particular car-

tridge. The recovery would simply identify all the legal purchasers of the dynamite
comprising the entire 20,000 pound batch which could be distributed over large geo-

graphic areas.

Triere are many ways to circumvent a tagging program, and a bomber with only
minimal grasp of the issue would be able to do so. Terrorists and professional crimi-

nals, the primary targets of a tagging program, are precisely the groups most capa-

ble of defeating its intent by:

Stealing the explosives;

Purchasing explosives using false identification;

Making explosives from many untagged, unregulated and commonly available

materials such as ammonium nitrate Tertilizer, and
Removing the taggants, which with the 3M taggant can be accomplished with

relative ease in some explosives using an ultraviolet light and a simple magnet.
The industry shares in the universal concern that bombing suspects should be ap-

prehended promptly. It is notable, however, that in the two most recent terrorist

bombing incidents, i.e. the World Trade Center and Oklahoma City, suspects were
apprehended promptly, without help from taggants. Taggants would not have re-

duced the time it took to make an arrest, or produced any significant improvements
in an already laudable law enforcement performance.

E. COST EFFECTIVENESS

The costs to society of placing taggants in explosives depend on many things, none
of which have been adequately estimated:

The cost of buying a batch of taggants (from a company monopolizing the

market);
Safety testing all explosive formulations to which taggants are added;
Changes in the manufacturing process (e.g. converting the existing process to

accommodate batch manufacturing; performing OSHA process safety manage-
ment analyses on changed manuiacturing processes and products; additional
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clean-up operations nccessilatcd by contamination concerns; reduced productiv-
ity due to lost time; the hiring of additional employees);
The size of the batch in which taggants are to be placed, and the taggant con-

centration;
Lost production due to the inability to ivwork damaged or off-spec explosives

or explosives reclaimed during maintenance;
Recordkeeping by manufacturers, wholesalers, distributors and retailers;

The environmental costs associated with the inability to rework explosives
which thus become hazaj'dous waste;

Costs to secondary industries, such as silica miners who will be required to

remove taggants from their mined product to ensure that their product will be
suitable for its intended use e.g. semiconductor chip manufacture;
Law enforcement and government costs connected with the administration of

the program;
Market distortions due to product losses, shifts to products without taggants,

and the pressuixjs placed on smaller businesses by the generally higher costs

they would have to pay for taggants;

Product liability costs associated with the introduction of foreign matter into
explosives, the percentage of taggants required in a pound of explosives; and

Costs of shutting down a manufacturing plant for cleaning before starting a
new batch.

The 1980 Office of Technology Assessment repoil on 'Taggants in Explosives,"
which is fifleen yeai-s out of date, evaluated some of these elements but acknowl-
edged that the OTA data was very limited. In addition, the OTA Report did not esti-

mate many of the cost elements listed above .such as cost of shutting down the plant
between batches to clean out pipes and gears, or the costs associated with disposing
of the leftover explosives waste following each new batch of explosives. Furthermore,
the OTA Report is out of date on the costs of tags; the differences in costs for large
business versus small business; and the manufacturing processes used today.

Data from the companies themselves show an average of eight changes per day
of running a different product thix)ugh the same machine. How often would the gov-
ernment nave the companies change tags for different batches? The costs could be
astronomical. Confidential data show that small companies forced to buy tags in

small quantities at the higher prices would mo.st likely go out of business. Compa-
nies engaged in international commerce would be forced to manufacture overseas or
beyond our borders to avoid the costs of taggants.
A commonly used 1993 cost estimate for ouying the identification taggant for ex-

plosives was $0.09, which equates to roughly $400 million. This figure does not in-

clude any other of the cost factors cited above. Even so, this figure is significant

when one considej's the 1993 costs of various explosives:

Cost of bulk ammonium riitrate-fuel oil (ANFO) blasting agent at use site

—

about 104 per pound.
Cost of bagged ANFO blasting agent at use site—about 124 per pound.
Cost of bulk blend blasting agents at use site—20J to 250 per pound.
Cost of packaged blend blasting agents at plant—204 to 274 per pound.
Cost of Class A (UN Division 1.1) dynamites, emulsions, water gels and

slurries at plant—less than 904 per pound.
The direct and indirect costs of an identification tagging program would vary

enormously depending on the scope of the program implemented.
During the original pilot progi-am referred to in the OTA study, BATE proposed

a taggant concent7-ation of 0.05% taggants, by weight, per pound of explosives and
a batch size of 920,000 pounds. IMF ifceived information from sources, including
BATE personnel, that BATE wanted to increase the taggant concentration to facili-

tate taggant recovery at bombing .scenes and lower the batch size to 10,000 pounds
to facilitate tracing legitimate users.

IME has not asked its members to conduct current cost analyses because specific

details of a tagging program involving both an identification taggant and a detection
taggant have not been outlined. Nevertheless, the cost of taggants must be focused
considered, pailicularly in liglit of the minimal benefit to law enforcement.
A thorough study is needed before these kinds of devastating impacts are imposed

on legitimate businesses in this countj-y or we will once again be exporting jobs and
market share overseas.

K. TAG(M.\G l.\' SWl'IV.KKl^.N'D

Proponents of tagging explosives have cited the Swiss experience as proof that
tagging works. This is mixing apples and oranges. IME believes the Swiss experi-
ence should be a part of the study on tagging but we do not believe that it can be
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cited as proof that a U.S. pi-ogram is fea.siblc since their program is vastly difTerent
than any under consideration in the United States.

The Swiss do not use the Microtrace taggant in all of their products. In fact, there
are only three manufacturcrs of explosives in Switzerland and they use the
Microtrace taggant in only a handful of explosives. Furthermore, they put a very
low concentration of taggants in each batch of explosives and change tags only twice
a year. Additionally, they do not clean out their manufacturing equipment between
batches. Thus, some of each batch is contaminated with tags from the previous
batch.
The Swiss program simply permits law enforcement to identify one of the Swiss

manufacturers and a family or gioup of explosive products produced by that manu-
facturer. European competitors of Ihc Swiss believe the program was implemented
not as a law enforcement tool but as a non tariff barrier to protect Swiss manufac-
turers from outside competition, a belief that seems consistent with the Swiss deci-

sion not to require taggants in all products manufactured or imported.
The Swiss manufacturing experience similarly has no ixjlevance in this country.

In 1994, they produced about (>.(> million pounds of explosives compared to a U.S.
consumption ol about 4 billion pounds.

In the U.S., unlike Switzerland, theie are forty to fifty manufacturers with mul-
tiple product lines, and discussion has focused on j'equiring all 4 billion pounds of
explosives to be tagged in 10,()()0-2(),()()0 pound batches. Thus, each time a batch
of the requisite size is manufactured, the process would be stopped so that the ma-
chinery could be cleaned to make way for tne next batch. Given tne law enforcement
purpose of the taggants, it may be assumed that the manufacturers will be required
to prevent the cross contamination of batches with the codes of another batch. Swit-
zerland does not appear to have confronted the technical problems likely to be in-

volved in converting continuous slieam manufacturing to a batch process, or in con-
verting an existing oatch process to the particular batch pound limits.

The Swiss program is more modest in scope and the industry is so different that

it provides few if any insights into the manufacturing difficulties likely to be en-
countered in the U.S.
The Swiss program has also been lauded by taggant proponents for its effective-

ness as a law enforcement tool. Taggants are alleged to have helped solve 566 bomb-
ing incidents. This information is giossly misleading as these figures include all

criminal incidents involving explosives over a ten year period, including explosive

thefts, non commercial explosives and undetonated bombs. Swiss Federal Institute

figures verify 236 explosive attacks from 1984 through 1993. Of these, 60 involved

marked material of which 28 weie solved. It is not known to IME whether any
taggant actually has been found at a bomb site and aided law enforcement in appre-
hending a criminal. One of the Swiss manufacturers told me he was not aware that
Swiss law enforcement had ever found a taggant at a detonated bomb site.

V. Di'ri'iocTio.N Taoca.nts

Title V of H.R. 17H) iinplemcnts the International Civil Aviation Organization
(ICAO) Convention on the Marking of Plastic Explosives by requiring all plastic ex-

plosives manufactured in, oi- inipoited into, the United States to contain a so called

detection" taggant. A detection taggant is a chemical additive which odorizes the

plastic and sheet explosives so they can be detected by sensitive machines at air-

ports and other security points.

IME supports this provision. In fact, IME worked with government officials to as-

sist in identifying a feasible and safe additive for use in U.S. plastic explosives.

IME also supports the study required in section 305 of H.R. 1710 related to detec-

tion taggants.

VI. Pkk.mi'iti.ng

H.R. 1710 does not contain a pjxjvision rcauiring intrastate purchasers of explo-

sives obtain a permit from the HATF before oeing authorized to purchase high ex-

plosives. IME would urge the (^lommittee to incorporate such a provision as is cur-

rently in H.R. 488, a bill sponsored by Congressman Quinn (R-NY).
Current law requires intei-state purcha.se)-s of high explosives to obtain a permit

from the BATE before purchasing high explosives. The Quinn bill would expand the
current law in two ways:

1) intrastate purchasers of high explosives would be required to obtain a

BATF permit in order to purchase high explosives; and
2) permittees would be required to submit a fingerpnnt and a photo ID with

each application.
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IME believes such a law would aid in keeping commercial explosives out of the
hands of criminals.

VII. Conclusion

Throughout its history, IME and its member companies have worked coopera-
tively with law enforcement agencies and regulatory bodies to develop extensive reg-
ulations governing the manufacture, transportation, storage and use of commercial
explosives in a safe manner. We have worked with law enforcement investigators
to assist in identifying the type of bomb and to trace a commercially manufactured
bomb back to a manufacturer and to purchasers. We have worked with law enforce-
ment to develop feasible detection taggants for plastic explosives.
Based on this experience, wc recommend:

Adoption of Title V of H.R. 1710 which implements the Convention on the
Marking of Explosives, an international afji-eement.
Adoption of Section 305 of Title 111 ol H.K. 1710 requiring a thorough and

comprehensive study of lagging explosives, rendering certain explosives inert,
and controls of precursor chemical.
Amendment of H.R. 1710 lo incorporate the provisions of H.R. 488, requiring

permits for intrastate purchasei-s of high explosives.
IME appreciate this opportunity to pi-e.sent our views and would be happy to re-

spond to any questions.
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EJ^lii i\'evv Mexico .'nsniure

or Mining and Techr.ciogy socorra. ihm87soi

C.-^errrstry Oeoaaner.: (505) S35-=2i3

MaV 9, 13QS

Howard Cari:.sle
Ausci- Powder
430 Powder Plane Rd
McArchur, CH 45651
(614) 5=5-5236

Dear Howard,

I am s=rrv- r.cc re gee z'r.Ls zz you sooner. The work was
compie-sd July 1394, iuc sanding the rssulcs Co you slicced
through -he cracks lin mv cffios; .' The caggec does tlascahillzed
TNT :j- ^^,™;„-^ ..u_ .,- ___.. .- -__

(270°C)

aeBcani^Lization would affecc sate storage cemperaturss

,

accivacion paramecsrs muse be deeerrrinad by similar scudies over
a large tamperaciire range.

Our experir.antal procedure was as follows. The T.TT (95 wcV)
and 9 meah zaggec (5wt%) were rround separately for IS minutes
and individually weighed ir.to -elcir.r point capillary tubes. The
tubes were flame sealed and then .-.eacad in a metal bath for up to
3 mxnutes and then cooled and stored at 4°C until furtr.er
analysis. The chermolysis residue was dissolved by successive
extraction with 10 uL of acetcr.e -.mtil the total volume of
acetone used for extraction was =C uL. The acetone extract was
placed in a large cube, flame sealed, and stored at -20°C until
further analysis. The relacive fraction of TNT remaining in each
residue was determined using gas chromatography (OC) and
comparing peak area. Actual data is shown below.

Please feel free to call if you have any questions.

Jimmie C. Oxley, Ph.D.
(505)835-5928 ?AZ 5847
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Quartz Oparation

P. O. Box 588
8«k«r»ville Hwy,

Spruce Pine, NC 28777

(704) 765-4283

F»X! (704) 765-0912

May 24, 1995

The Honorable Jesse Helms
U.S. Senate
Washington, D.C. 20510

Dear Senator Helms

t

I am writing on behalf of UNIMIN Corporation to express UNIMIN's
opposition to S.761 (proposed by the Clinton Administration and
introduced by Senators Daschle and Biden) which authorizes the
Treasury Department (3ATF) to promulgate regulations requiring the
use of identification "taggants" in explosives manufactured in or
imported into the United States. This legislation could devastate
our business.

Utilizing our mineral resources and production facilities in
Mitchell and Avery Counties in North Carolina, UNIMIN is the world
leader in the mining, production and sale of high purity silica
powders used both domestically and abroad in the production of
semi-conductors. In the initial stage of UNIMIN's silica
purification process, explosives are used to extract the silica-
containing ore from the earth.

In order to meet the stringent purity requirements of our
semi-conductor industry customers, UNIMIN has gone to great expense
using the most advanced technology in the industry to remove nearly
all forms of contaminants from our silica products. UNIMIN has
reduced the metal contaminants to levels below 1 part per million.
The slightest impurity in our materials can result in costly losses
to our customers because they result in defective silicon chips.
High purity silica is the hallmark of our international business
success and leadership. We produce the world's purest natural silica
powder. As a result we are the leading supplier of this essential
semi-conductor product to producers in each of the U.S., Europe and
Japan

This proposed legislation would force UNIMIN to introduce
contaminants (the taggants to be included in the explosives we use)

into our product, and could make our product unsuitable for their
intended use — the production of semi-conductors. This legislation
would give our foreign competitors (who will not have their products
contciminated by taggants from explosives used in silica mines cUsroad)

an enormous opportunity to get our customers in the U.S. and overseas
to drop their U.S. supplier, UNIMIN.
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The Honorable Jesse Helms
May 24, 1995
Page Two

UNIMIN Corporation urges that you oppose this legislation.
While everyone seeks to deter terrorism, further study and thorough
consideration should be given to this important issue before any
action is taken which will have unintended, far-reaching and
commercially injurious consequences to UNlMIN's world leadership in
the high purity silica market. There must be some way to meet the
objectives of this legislation without requiring a company which
depends entirely on the purity of its product to introduce
contaminant taggants into our production stream.

UNIMIN urges you to support S.735, sponsored by Senators Dole
and Hatch, which proposes a study of detection and identification
taggants for non-plastic e.xplosivea.

UNIMIN looks forward to your support in this issue.

Very truly yours,

UNIMIN Corporation

Charles W. Klimper
Plant Manager

The Honorable William J. Clinton
The President of the i:.-\ited States
The White House
1600 Pennsylvania Avenue, N.W.
Washington, D.C. 20500

The Honorable Erskine Bowles
Deputy Chief of Staff for White House

Operations
The White House
1600 Pennsylvania Avenue, M.W.
Washington, D.C. 20500

The Honorable Patrick Griffin
Director for Legislative Affairs
The White House
1600 Pennsylvania Avenue, M.W.
Washingt n, D.C. 20500
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The Honorable Jesse Helms
May 24, 1995
Page Three

cc: The Honorable Albert Gore, Jr.
The vice President of the United States
Old Executive Office Building
17th St, & Pennsylvania Avenue, N.W,
Washington, D.C. 2OS00

The Honorable Robert Rubin
Secretary of the Treasury
3330 Main Treasury Building
1500 Pennsylvania Avenue, NtW.
Washington, D.C. 20220

The Honorable Ronald H. Brown
Secretary of Commerce
5858 Herbert Clark Hoover Building
14th St. & Constitution Avenue, N.W.
Washington, D.C. 20230

Ms. Cindy Douglas
Vice President External Affairs
Institute of Makers of Explosives
1120 19th Street, N.W.
Suite 310
Washington, D.C. 20036-3605

The Honorable Orin Hatch
Chairman, Senate Judiciary Committee
U.S. Senate
Washington, D.C. 20510
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unimin
Unlmin Corporation
P.O. Box 508
Portage, Wisconsin 5390!

(608) 742-2101

June 5, 1995

Honorable Herbert Kohl
United States Senate
Washington, D.C. 20510-2203

Dear Seo&tor Kohl:

My name is Charles Collins and I am the plant manager of the
Unimin Corporation sand processing plant located in Portage, Wisconsin.
I am writing on behalf of Unimin to express Unimin's opposition to the
mandated use of taggant's in explosives aa part of the anti-terrorism
bill which will likely come before the floor of the Senate this week.
Unimin supports S.735 (the substitute) sponsored by Senators Dole and
Hatch, as it relates to taggants in explosives and we ask that you
support the Majority Leader's position and that of the Chairman of the
Senate Judiciary Committee as it relates to this issue.

Unimin asks that you vote against any amendment to require
taggants in explosives. Such taggant legislation could seriously
harm our business by ruining our product.

Unimin Corporate is a national producer of silica sand, the main
ingredient in the manufacture of glass for use in both the U.S. bottle
and flat glass industries. Like most U.S. glass sand producers, our
business uses explosives in the initial extraction of silica sand from
the earth. In order to meet the demanding requirements of our glass
manufacturing customers, it is essential that our materials meet
stringent chemical specifications, particularly for certain impurities.
Thus, our company has incurred great expense in using the moat advanced
technology in the industry to remove nearly all forms of contaminants
from our silica products. Impurity in our materials can result in costly
losses to our customers in the form of off-spec and defective products.
High product purity is the hallmark of oiu: business.

It has recently come to our attention that there is a proposed
amendment to S.735 calling for the use of taggants in explosives.
Taggants are little microscopic (metal and/or plastic) tags which are
said to help trace the source of explosives in the event of terrlorlst
bombings

.
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Honorable Herbert Kohl Page No. 2

June 5, 1995

This proposed legislation would force Unimin and all other U.S.

glass aand producers to intrnduee contaminants (the taggants to be

included in the explosives we use) into our product, and could make our
product xonsuitable for its intended use — the production of glass.

This legislation would give Canadian and Mexican producers (who will
not have their products contaminated by taggants from explosives used
in non-U. S. silica mines) an enormous opportunity to get our customers
in the U.S. and overseas to drop their U.S. silica sand suppliers.

Further, even if Unimin and other domestic glass sand producers were
able to successfully remove the taggant contaminants, there would be

an increased cost to our bottle and flat glass customers. Such
increased costs would place these U.S. glass producers at a great
competitive disadvantage with Canadian and Mexican glass producers
who purchase their sand from outside the U.S. without the added
taggant removal cost.

Unimin (Corporation urges that you oppose any amendment to S.735
which requires the use of identification taggants in explosives. While
everyone seeks to deter terrorism, further study and thorough consideration
should be given to this Important issue before any action is taken which
will have unintended, far-reaching and commercially injurious consequences
to both the U.S. glass sand and glass production industries. There must
be some way to meet the objectives of this legislation without requiring
a company which depends entirely on the purity of its product to introduce
contaminant taggants into our production stream.

Unimin urges you to support S.735 (without the above taggant amendment)
which proposes a fair and objective study of detection and identification
taggants for non-plastic explosives.

Unimin looks forward to your support in this issue.

Sincerely,

UNIMIN CORPORATION

Charles A. Collins
Plant Manager

CAC/sjb
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n

AKZO NOBEL
f'innt Manager

June 5, 1995

Senator John Glenn
503 Hare Office Bldg.

waehingcon, DC 20510

Dear Senacor Glenn,

Akzo Nobei Sale has a salt T^ne located 1/2 mile from downtown

Cleveland which supplies highway deicing salt to the Midwest

United States and Canada. w« employ about 270 people in high

paying, full benefit, unionized jobs in the middle of a low

income area. Because of the favorable business climate we

recently expanded Our facility, we are one of the few heavy

industries to do so in the Cleveland area. Our business pumps

millions and millions of dollars into the economy of Cleveland

and Northeast Ohio each year.

There is a bill before congress however that could make us

much less competitive and have few if any of the intended

benefits. S. 761 would require the use of "Taggants" in

explosives, or a "Taggants" amendment to S. 735. This is

part of the anti - terrorism legislation. The purpose of

Taggants ia to help trace the manufacturer of explosives used

in a terrorist act; the goal ia certainly a worthy one,

however in practice there are severe problems with the

implementation of the bill.

Akte NODM Silt Inr

Qevcund Mmp
POBo«6920
Qevetana.

Ohio 4410:
Phone-

7ia/6SI-73rO
fat.

7 16/651.: -MM
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Tagganca are made of mecal and plastic which are coded to

show Che manufacturer of the efxploaive . Plastic retains

ataCiC electricity, we put our explosive into the blasting

holes with compressed air. We take extreme measures to

HPyjiiiT-w Chat there is no static build up during the loading

procasB. Introducing a plastic device into the explosive we

use will place an unacceptaijle risk on our people. We are in

fact profaiiJited by the Mine Safety and Health Administration

from using plastic hole liners for this very reason
(30CFR57.6602(a) ) .

The final consideration is that Taggants are expensive. The

Institute for the Makers of Explosives eatimaces that

Taggants will add about SO. 50 per pound to the cost of the

explosive. That will cost the Cleveland Mine over $1,000,000

per year, we would have no choice but to raise our prices to

cover this coot . We compete directly with Canadian salt

mines co supply salt to the cities and towns in the Midwest.

In this time of budget cuts the cities have no choice but to

award their business to the low bidder, we would loose

business to our Canadian competitors who do not have this
requirement and our people would lose j obs

.

There are other approaches Co the anti- terrorism issue that

do not involve the safety of miners or their economic well
being. We urge you to support these other measures and to

reject the use of Taggants in explosives.

Sincerely,

Akzo Kobel Salt Inc.

-'^^^-^-^-^-^-^^,^5^^'*'^''^

Bruce Higgins
Plant .Msmager

BH/ni
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Prepared Statement ok Ricmakd L. Lawsox, Pkrsident and CEO, National
Mixing Association

The National Mining Association (NMA) is a trade association, recently formed
through the merger of the American Mining Congress and the National Coal Asso-
ciation that encompasses pniducers of most of America's metals, coal and industrial
and agricultural minerals; manufacturers of mining and minerals processing ma-
chinery, equipment and supplies; and engineering and consulting firms and finan-
cial institutions that serve the mining industry. NMA is vitally interested in the
provisions of H.R. 1710 that relate to explosive "taggants."
The mining industry is the principle consumer of commercial explosives in the

United States. According to available information, the industry used approximately
90% of the more than 4 billion pounds of commercial explosives that are produced
in the Nation. The mining industiy has established and practices stringent security
measures and has a virtually unblemished record of safe storage, handling and use
of explosive materials.

The issue of placing "taggants" in explosives for purposes of tracing their origin
has been raised in the adermath of the tiagic criminal act of terrorism in Oklahoma
City. Everyone is interested in taking all actions to prevent such acts of terrorism
from occurring in the future. Certainly, the (Congress has the -principal responsibility
to strengthen or enact legislation that attempts to pix?vent the illegal use of explo-
sives materials. The mining industry .supports all reasonable efforts to stem the ille-

gal use of explosives.

Taggants are generally cla.ssified as "detective (detection) taggants" and "identi-
fication taggants." Simply donned, "detection taggants" arc substances (chemical ad-
ditives) that are added to explosive materials that permit identification by sensitive
detection devices, before detonation. "Identification taggants" are substances added
to an explosive material during formulation or manufacturing, that are expected to

be retrieved after a detonation. U.sually, "identification taggants" are microscopic
plastic and metal chips that can be color-coded to identify the manufacturer of the
explosive material.

NMA joins other organizations in endorsing the use of "detection taggants" in

plastic explosives as proposed in H.R. 1710, other legislation, and as contained in

international agreements.
However, NMA strongly oppo.se.s broad jequirements to include "identification

taggants" in explosive matcT-ials. For purposes of this record, NMA's comments will

address three fundamental objections. \Ve believe that the use of "identification
taggants" 1) poses safety risks, 2) int7-oduces efdcacy and contamination issues, and
3) would result in significant costs for minimal law enforcement benefit.

Further, the NMA endorses the Institute of Makers of Explosives (IME) statement
and related material that is being submitted as a part of this hearing. The concerns
raised by NMA, IME and other users of explosive materials, demand additional con-
sideration before any mandated use of "identification taggants" is required. (The
comments that follow refer to taggants but are directed at "identification taggants"
only.)

Safety Risks—The manufacluix-s and users of explosive materials must be con-
fident in the extremely significant safety aspects of explosive materials. Without
doubt, the sensitivity and stability of an explosive material must be predictable. The
mining industry is duly concerned that the introduction of taggants into an explo-
sive mixture can advei-scly effect its sensitivity and stability. We are concerned tnat
the untested introduction of foreign materials such as taggants, may compromise
the sensitivity and pi'edictability of explosives, and place our workers at risk.

According to the report Tagging in Explosives issued by the Office of Technology
Assessment (OTA) in April 1980:

Preliminary safety testing has been conducted on only a portion of the
material to which identification taggants would be added and compatibility
testing has baivly begun with detection taggants. Evidence has been found
of reactivity (using high taggant concenti-ations at high temperatures) be-
tween the 3M Taggant and one type of smokeless powder, as well as booster
material. This reactivity creates a piesumption of incompatibility. Until
this presumed incompatibility is i-esolved, taggants cannot be safely added
to these explosive materials. . . . The lack of data on long-term effects

in terms of safety, stability and performance, especially in products such as
gels and slurries, is particularly impoilant. As a result of this uncertainty,
not even preliminary indications of safety are possible at this time, much
less the demonstrations necessary before a tagging proposal could be safety
implemented.
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NMA understands that the findings contained in the 1980 OTA report have not

been investigated further, nor have additional studies been conducted that would af-

firm or reverse these important findings. Clearlv, the introduction of taggants in ex-

plosive material demands fuilher investigation before exposing the men and women
in manufacturing and the mining indusli7 to the potential hazards identified in the

OTA report. NIVL\ supports further scientific study of placing taggants in explosive

materials and would welcome the opportunity to participate in such a study.

Efficacy and contammation—The legal use ol explosives that contain taggants

will, by intent, result in the contamination of any pi-oduct or material that is ex-

posed to the explosives during and after detonation. At least two important vet un-
intended consequences will occur that wariant consideration. The exposure of mined
products to microscopic taggants will result in the contamination of tne product.

This circumstance is unacceptable in situations where the product must meet
stringent purity requirements. For example, the UNIMIN Corporation is the world
leader in the mining, production and sale of high purity silica powders used in the
production of semi-conductors. UNlMlN has written to its Congressional delegation

stating, in part:

In order to meet the stringent purity requirements of our semi-conductor
industry customers, UNIMIN has gone to great expen.se using the most ad-

vanced technology in the industry to remove nearly all forms of contami-
nants from our silica products. UNIMIN has reduced the metal contami-
nants to levels below 1 part per million. The slightest impurity in our mate-
rials can result in costly losses to our customei's because they result in de-

fective silicon chips. . . .

As expressed in the UNIMIN exiimple, there are many high purity materials that

are the product of mining and would be susceptible to similar contamination.
Contamination of raw materials that are mined with explosives present other un-

intended and unanticipated ciirumstances. Mo.st consti-uction materials such as

?flass, cement, gravel, sand, moilar, and bricks are the product of mining or derived

rom mining products. Raw materials are extracted from the earth with explosives.

Therefore, these materials will contain taggants, even aRcr construction is com-
pleted. It is conceivable that a building or other consti-uction project could contain

many raw materials, from numerous sources, each being contaminated with
taggants from a variety of .sources. Consequently, the rccovery of a taggant at a

crime scene may not necessarily identify or be associated with the explosive used
in committing the crime.

Costs—It is difficult to quantify any exact costs of requiring the inclusion of

taggants in explosive matei'ials becau.se of unresolved criteria such as taggant con-

centration in various explosives, additional manufacturing requirements (e.g. batch
purity) and other unknown factors. It is evident however, that in any scenario, the

costs would be profound for the mining industiy.

For example, preliminaiy estimates suggest that the requirement for taggants in

manufactured ammonium nitrate/fuel oil (ANFO) mixturcs alone could be in the

range of $750 million per year additional co.st. This conservative estimate is for the
taggant product only, not any related costs.

Regaraless of the final measure of increased costs, consumers of coal-fired elec-

tricity and mineral ixssourcc products will ultimately bear the burden of the in-

creases. Moreover, coal and otner mining pi-oducts compete in a global marketplace
and would not be able to pass on the increased costs and will, as a consequence,
be at a competitive disadvantage to foreign producers and competing products.

As imprecise as estimates are at this time, clearly the mining industry would be
significantly impacted by the monumental cost increases associated with the inclu-

sion of taggants in explosive materials.

The House recently passed U.K. 9, a bill that mandates risk/benefit analysis in

creating and promulgating federal regulations. Legislation that imposes the use of

taggants should be subject to similar risk/lx'neflt analysis.

Prepared Statk.mk.nt ok Kkvi.n V. Ckawfoko, Pkksidknt and Chief Executive
Okkickk, U.\i.\ii.\ Corp.

Unimin Corporation wishes to thank the Judiciary Committee for the opportunity
to submit written testimony today to express it's opposition to Section 305 of the
proposed an ti-terrorist bill (H.K. 1710). Section H05 authorizes the Treasur>' Depart-
ment (BATF) to promulgate regulations requiring the use of identification

"taggants" in explosives manufactured in or imported into the United States. This
legislation could devastate our business by mining our pj-oduct.
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High Purity Ql'aktz

Unimin is the world leader in ihe mining, production and sale of high purity silica
powders used both domestically and abroad in the pjx)duction of semi-conductors. In
the initial stage of Unimin's silica purification pi'ocess, explosives are used to extract
the silica-containing ore I'ram the earth.

In order to meet the stringent purity 7-equiremc'nts of our semi-conductor industry
customers, Unimin has gone to great expense using the most advanced technology
in the industry to remove nearly all forms of contaminants from our high purity
quartz products. Unimin has reduced the metal contaminants to levels below 1 part
per million. The slightest impurity in our materials can result in costly losses to our
customers because they result in defective silicon chips. High purity silica is the
hallmark of our international business .success and leadership. We produce the
world's purest natural silica powder. As a result, we are the leading supplier of this
essential semi-conductoi- product to producei-s in each of the U.S., Europe and
Japan.
The proposed anti-teirorist legislation, in pertinent part, calls for the use of

taggants in explosives. Taggants are little microscopic (metal, ceramic and/or plas-
tic) tags which are said to help trace the source of explosives in the event of terror-
ist bombings.
This proposed legislation would force Unimin to introduce contaminants (the

taggants to be included in the explosives we u.se) into our product, and could make
our product unsuitable for their intended use—the production of semi-conductors.
This legislation would give our foreign competitors (who will not have their products
contaminated by taggants from explosives used in silica mines abroad) an enormous
opportunity to get our customers in the U.S. and overseas to drop their U.S. sup-
plier, Unimin.

Glass Sa.n'u a.xd Glass Pkoductio.n I.n'dustries

Unimin Corporation is also a national producer of silica sand, the main ingredient
in the manufacture of glass for use in both the U.S. glass container and flat glass
industries. Like most U.S. glass sand producers, our business uses explosives in the
initial extraction of silica sand from the eailh. In order to meet the demanding re-

quirements of our glass manufacturing cu.stomers, our materials must meet strin-

gent chemical specifications, particularly for certain impurities. Thus, our company
nas again incurred great expense in using the most advanced technology in the in-

dustry to remove neai'ly all forms of contaminants from our silica products. Impurity
in our materials can j-esult in costly losses to our glass customers in the form of
off-spec and defective product.

The introduction of taggant contaminants into nearly all U.S. produced glass sand
products could make our product unsuitable for its intended use—the production of
glass. This legislation would give (^anadian and Mexican producers who will not
have their products contaminated by taggants an enormous opportunity to get our
customers in the U.S. and overseas to drop their U.S. silica sand suppliers. Further,
even if Unimin and other domestic glass sand pi'oducers were able to successfully
remove the taggant contaminants, this would result in increased purification cost

to our glass container and Hat glass customers. Such increased costs would place
these U.S. glass producers at a great competitive disadvantage with Canadian and
Mexican glass producers in domestic and foreign markets.

C().\(^LL'SI().\

Unimin Corporation urges that you oppose any legislation calling for the unquali-
fied use of identification taggants in explosives. While everyone seeks to deter ter-

rorism, further study and tnon)ugh considei'ation should be given to this important
issue before any action is taken which will have unintended, far-reaching and com-
mercially injurious consequences to both Unimin's world leadership in the high pu-
rity silica market, as well as to the U.S. glass sand and glass production industries
as a whole. There must be some way to meet the objectives of this legislation with-
out requiring a company which depends entirely on the purity of its product to in-

troduce contaminant taggants into our pi'oduction stream.
Unimin urges you to support legislation calling for a fair and objective study of

detection and identification taggants for non plastic explosives. The focus of the
taggant study should include not only consideration of costs, safety and environ-
mental impact, but al.so assurance that Ihe purity of the minerals extracted by use
of taggant laden explosives will not he compromised to the detriment of both the
quartz/silica producej-s and consumers in both the domestic and international eco-
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nomic arenas. Legislation should require the use of taggants only in those situations

in which all of the above criteria have been satisfled.

Once again, Unimin thanks this Committee for being given the opportunity to

provide tms written testimony and we look forward to your support relative to this

important issue to our industry.

Mr. Hyde. Thank you, Mr. Ronay.
The next and last speaker on our panel before questions is Mr.

Robert Delfay the executive director of the Sporting Arms and Am-
munition Manufacturers' Institute, Inc., whose members include
the major manufacturers of sporting firearms, ammunition and
propellent powders in the United States.

Mr. Delfay.

STATEMENT OF BOB DELFAY, EXECUTIVE DIRECTOR, SPORT-
ING ARMS AND AMMUNITION MANUFACTURERS' INSTITUTE,
INC.

Mr. Delfay. Thank you, Mr. Chairman.
The Sporting Arms and Ammunition Manufacturers Institute,

known as SAM/II, appreciates this opportunity to comment on the
important issues related to the addition of identification taggants
to sporting smokeless powders.
SAAMI was founded in 1926 at the request of the Federal Gov-

ernment, and conducts a number of ongoing standards and safety

programs that help assure that U.S.-produced sporting firearms
and ammunition are built to safe and uniform standards and that
these products are used in a safe and responsible manner.
The 19 members of SAAMI, include the Nation's leading manu-

facturers of sporting firearms ammunition and smokeless propel-

lent powders. A membership list is attached to our written state-

ment, and I request that botn be submitted for the record.

H.R. 1710 would direct the Attorney Greneral to conduct a study
to determine the feasibility and the law enforcement usefulness of

putting detection and tracer taggants into explosive materials.

SAM4I supports this study. Those SAAMI members which man-
ufacture smokeless powders are committed to assisting in the
study's design and implementation and in providing such technical
information as may be helpful and appropriate.
SAAMI members have assisted government agencies in similar

studies in the past, and it is urged that any new studies would not
duplicate the extensive and the authoritative testing already con-

ducted and that they be designed to allow full and realistic assess-
ment of the safety and the cost-effectiveness of taggant tech-

nologies.

The members of SAAMI suggest that significant safety, manufac-
turing, and distribution issues must be resolved before consider-

ation can be given to the establishment of a program requiring the
use of identification taggants in smokeless powders, used in sport-

ing and law enforcement ammunition.
The first and most important of these issues is safety. Past stud-

ies have demonstrated that the addition of identification taggants
to smokeless powders pose serious safety risks.

In 1979 and in 1980, SAAMI members participated in an exten-
sive testing program designed by a Bureau of Alcohol, Tobacco and
Firearms contractor. The test results were evaluated by the Con-
gressional Office of Technology Assessment.
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Testing shows and OTA concurred that, there was a significant

decrease in stabihty of the tagged material due to an incompati-
bility between the smokeless powder and the taggant. The desta-
bilizing effect of the taggant was confirmed by further tests at two
government laboratories. OTA concluded that a demonstration of
safety would have to be quite convincing to overcome the currently
perceived incompatibility.

In another series of tests, the taggants caused low firing pres-
sures. The OTA report stated that, quote: "Significantly reduced
ballistic performance and evidence of improper ignition occurred
and that improper ignition would constitute a safety hazard as the
round might not clear the barrel."

Firing the next shot might destroy the firearm and cause serious
injury to the shooter and/or bystanders.
OTA concluded, and I quote: "As a result of this uncertainty, not

even preliminary indications of safety are possible at this time,

much less the demonstrations necessary before a taggant proposal
could be safely implemented."
Assuming that the safety issue could be resolved, there are other

significant issues as to the production technology for and the cost
of adding identification taggant to smokeless powders in the manu-
facturing process.

There are necessarily dozens of sizes, shapes and bulk densities

of smokeless powder grains used for shot shells and the various
rifie and pistol cartridges. To be effective, an identification taggant
must match the physical characteristics of the particular powder or

powder blend.
If it does not, screening of the blended powder in the manufac-

turing process would remove any taggants not of the same size or

shape as the powder.
Similarly, to prevent a terrorist from removing taggants by

screening, by vibration settling or by pouring the powder through
an air stream, the taggant must be a good match to the size and
the density of the powder.
Apart from inviting removal by a terrorist, failure to match the

taggant with the powder could result in stratification of the
taggant during shipping and storage.

Stratification of taggants could allow use of a powder thought to

be tagged without taggants actually being in the powder or could

lead to serious safety problems if a portion of the powder included
an extraordinary concentration of taggants.
An identification taggant program would require a new, vast and

costly recordkeeping system to link a specific lot of smokeless pow-
der with a particular taggant and the last legal purchasers of the
canisters packed from that lot.

A production lot of smokeless powder is typically between 10,000
and 20,000 pounds. Since the hand-loader normally buys a one-

half-pound or a 1-pound canister of powder, the last recorded pur-

chasers of a given lot of powder would normally be in the range of

15,000 to 30,000 individuals or police agencies.

It is difficult to conceive what benefit law enforcement personnel
could obtain from expending the resources necessary to review lists

of 15,000 to 30,000 suspects, much less to conduct a meaningful in-

vestigation of each. In addition, criminal terrorist misuse of explo-
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sives occurs frequently as a result of thefts. The tagging program
operating at optimum efficient will only lead investigators to the
last legal purchasers.

In summary, as responsible manufacturers, SAAMI members are
concerned first and foremost about the safety of their products.

There also are major questions as to the technical feasibility and
the cost of adding identification taggants to smokeless powders.
SAAMI urges that these considerations be fully explored in the

study called for by this legislation and, again, volunteers its tech-

nical assistance in the planning and implementation of the study.

Thank you for this opportunity to share these comments with the
committee.
Mr. Hyde. Thank you very much, Mr. Delfay.

[The prepared statement of Mr. Delfay follows:]

Prepared Statement of Bob Delfay, Executive Director, Sporting Arms and
Ammunition Manufacturers' Institute, Inc.

The Sporting Arms and Ammunition Manufacturers' Institute, usually referred to

as SAAMI, is a non-profit trade association composed of producers of sporting fire-

arms and ammunition and smokeless propellant powders. The central purpose of

SAAMI is to provide a forum for the industry to consider technical and safety mat-
ters that bear upon firearms, ammunition and smokeless propellant powders. A list

of SAAMI's members is appended.

I. Introduction

The prevention of bombings and the apprehension of criminals who use explosives

or smokeless powders in acts of terrorism and destruction are supported by all law-

abiding Americans. As producers and users of smokeless powders, SAAMI members
are particularly concerned about any illegal diversion of their product from its in-

tended uses. However, consideration must be given to the effectiveness of using
taggants to deal with this problem.
SAAMI supports the provision of H.R. 1710 which calls for a study to determine

the feasibility and law enforcement usefulness of taggants in explosive materials

and is committed to cooperate as may be helpful and appropriate. Based on prior

studies, however, it is SAAMI's judgment that the addition of identification taggants
to smokeless powders would pose serious safety risks and involve heavy cost bur-

dens while providing little, if any, aid to law enforcement agencies responsible for

investigating bombings.
Smokeless powders are sold in bulk to commercial manufacturers of ammunition

and in small canisters to individuals and groups who hand load ammunition. Even
those who have advocated tagging programs in the past have conceded that it is to-

tally infeasible to include bulk smokeless powders sold to commercial manufacturers
within a tagging program. Therefore, SAAMI's comments will primarily address the
retail trade in smokeless powder for use by sportsmen and police departments.

A. THE RETAIL TRADE

Smokeless powder is the element of a shotgun, rifle, or pistol round which propels

the projectile(s) from firearms. Smokeless powders are sold through a complex dis-

tribution chain in small amounts to firearm owners, to gun clubs and to police de-

partments. These individuals, gun clubs and police departments form what is known
as the hand loading trade. SAAMI estimates that there are over three and one half

million hand loaders in the United States with a total market for smokeless powder
sold to the hand loading trade in excess of 3 million fX)unds per year.

Typically, an individual hand loader will purchase a 1/2 pound or 1 pound can-
ister of smokeless powder. With new or used cartridge cases, he will load his own
ammunition. Hand loading ammunition is less expensive than purchasing factory

loaded ammunition. In addition, hand loaded ammunition is tailored by the individ-

ual to provide the specific characteristics desired.

Consequently, it must be recognized that the regulation of smokeless powders
would be regulation of ammunition powder purchased by a large number of law-
abiding firearm owners.
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B. ADDING TACCA.NTS TO SMOKKI.KSS POWDER

The addition of identification taggants to smokeless powders sold in canisters for
reloading raises the following problems:

(1) Tests with an idenUiicalion taggant establish that there are serious safety
and operational problems.

(2) One manufactuiing lot of smokeless powder will typically be distributed
to 10,000 to 20,000 sportsmen for hand loading. It is questionable whether iden-
tification of the last le^nl puichascrs of powder containing a particular taggant
would be of any benefit to law enfoix'cmcnt agencies investigating the criminal
misuse of smokeless powder.

(3) Identification taggants cannot be added to smokeless powders during the
normal manufacturing piocess without a significant proportion of the powder
being rendered unmarKctable.

(4) It is unknown whether a sufiicient variety of identification taggants can
be developed to match tlic numerous dinbront sizes, shapes and ocnsities of
smokeless powder gains such that taggants will not stratify in shipping or be
easily separated from the powder by those inclined to use smokeless powder for

criminal purposes.

(5) The reco?"dkeeping roquii-cd of manufactui'ers, distributors, jobbers and re-

tail outlets for smoKcless powders alone would cause a significant increase in

the price of smokeless powders. The additional co.sts to manufacturers would in-

clude the cost of stoi-ing and inventorying taggants of all different sizes, shapes
and densities; of actually physically blending taggants into the powder; ana of
powder rendered unmarketable by its failure to meet ballistics specifications
after the addition of taggants. The additional costs to distributors, wholesalers
and retailers would include the cost of stoi-ing powder in such a manner to fa-

cilitate recordkeeping and inventorying, the recordkeeping which would be re-

quired, and the time spent with HATK providing tracing information.

II. RRSKAKCII ox TIIK SAKI-ri'V OK iDKNTIKIOATION TaGGANTS

SAAMI's member companies participated in a testing program designed by a gov-
ernment contractor, Aerospace Coj-poration. The piogram was aimed at detecting
those adverse effects from the presence of taggants in powder which were Judged
to be the most likely to occur and to be the most deleterious to proper and sale oper-
ation of firearms.
The test program focused on fouling of shotguns and centerfire rifies and on igni-

tion of ammunition for centeilii-c pistols and revolvers. From over 50 difierent

smokeless powders available to the handloader, 9 powders were selected for evalua-
tion in this test program. iVe.ssure, velocity and in-barrel-time uniformity were
measured for each test firearm. The initial test program required that a total of
249,000 rounds of ammunition be loaded with smokeless powders containing
taggants and fired in 7 different types of firearms.

These tests were conducted in 1979 and 1980. The i-e.sults were evaluated by the
Office of Technology Assessment (OTA) in its April 1980 report entitled Taggants
in Explosives.
OTA, while questioning certain aspects of some test protocols, concurred with

SAAMI's position that the safety of propellant taggants has not been demonstrated
and that there is evidence of significant safely problems. The issues raised by OTA
have not been resolved.

While the numerous means of ciix'u mventing a tagging program (OTA Report, at

40) and the program's substantial cost (ik'port, at 32} raise serious questions as to

the desirability of taggant legislation, the OTA l^epoil pioperly states that "cost and
utility are moot points if the taggants are not safe . . .

." (Report, at 4). The Re-
port further states that "|t|housands of people come into contact with explosives and
gunpowders every day; an accident can nave extremely severe consequences to those
people, including injury and death." (Repoil, at 75). The tests conducted provide evi-

dence that the proposed taggants can be hazardous to the consumer (e.g., the
handloader) and to employees in plants whcie taggants are added to explosives.

The OTA Report states that two separate heat tests of Herco smokeless powder
at Hercules, Inc., "indicated a significant decrease in stability due to the addition

of the taggants" (RepoTt, at 88). The repoil also states that "[tjhe decreased stability

was confirmed" in tests at the Naval Ordnance Station and that a "series of tests"

conducted by Lawrence Livermore Laboratory "indicated that there exists an incom-
patibility between something in the Herco and the melamine/alkyd which forms the
basic matrix of the ;-5M taggants" (Report, at 89).

The OTA Report refiects Hel•c^lles' concern about the results of the tests: "Al-

though Hercules tested only Herco powder, Hercules believes that their other
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brands of powder designed for the reloading market are so similar to Herco that
similar results could be expected" (Repoil, at 88-89). "Hercules has indicated that
it does not consider the combination safe and has stopped all work on it" (Report,
at 89). OTA independently concluded that "Idjemonstration of safety would have to

be quite convincing . . .to overcome the currently perceived incompatibility" (Re-
port, at 30 and 93).

The Winchester-Western Division of Olin Corporation described the results of its

ballistics testing in a March 27, 1980 letter to OTA, which states in part:

Consumer and pTt)duct liability considerations dictate that there be a sub-
stantial safety margin in ammunition and firearms testing of this kind, par-
ticularly where it is proposed to add foreign objects (such as taggants) to

gunpowder; . .

A finding of low pressure indicates a potential squib, and this is a totally un-
acceptable condition. (lx)w pres.sure indicates that the ejector may not clear the
barrel, in which case the firearm could explode on the following snot.) Our tests
found low pressure [in two shots|. . . . Two low pressure shots in such a
small sample is highly significant. .

The OTA Report, while questioning ceilain aspects of the test protocol, stated that
"[sjignificantly reduced ballistic performance occurred," that "[e]vidence of improper
ignition occuri-ed," and that "liimproix-i- ignition would constitute a safety hazard as
the round might not clear the bairel' (Repoil, at 90).

Research on taggants does not provide a basis for i-equiring taggants in smokeless
powders. The OTA Report states that "|a|ddilional information is required on all as-
gects of the analysis— technical efficacy, safety, cost, and utility" (Report, at 6). The
eport further states that "each type of explosive product requires individual eval-

uation and testing" (Report, at 29), and that "|a| full .set of qualification tests has
not been completed on any -single explosive product and only a small fraction of the
hundreds of products has had any testing" (Report, at 90).

OTA concluded that "|i|t is necessary to resolve the incompatibility observed be-
tween the 3M identification taggants and the Composition B booster material as
well as the Herco powder, however, befoi'e it makes any sense to finish the rest of
the tests with other materials" (Report, at 92). OTA further stated that "[a]s a result

of this uncertainly, not even preliminary indications of safely are possible at this
time, much less the demonstrations necessary before a taggant proposal could safely
be implemented" (Repojl, at 8; emphasis supplied).

The disturbing results of the test prog)-ams, and the major unresolved issues iden-
tified in the OTA Report as to the technical efficacy, safety, costs, and utility of a
tagging program, confirm SAAMI's view that taggants should not be required.

III. Adding loK.vriKicA'rio.N Taggants to S.mokp:lp:ss Powder

A. .\ia.ni;kacti;king puocioss

Understanding the effects upon smokeless powder manufacturing which would re-

sult from requiring the addition of identification taggants requires some knowledge
of the significant elements of the manufactuiing process. There are 13 steps in the
process:

Step 1. The component malcnals for smokeless propellants are measured and
physically mixed to give a desii-ed composition. The components are nitrocellu-

lose (nitrated cotton or wood lihei-s), solvent, nitroglycej'in (used in double-base
powder), stabilizei-s and burning rate control agents.
Step 2. The mix is granulated, with both the size and shape of the grain care-

fully controlled and varying by typo of powder.
Step 3. The solvent is removed. 'I'he only function of the solvent is to dissolve

the nitrocellulose to facilitate mixing and granulation.
Step 4. The material is screened to lemove (Ine particles and particles that

may nave been malformed or which adhered to other particles.

Step 5. The gi-ains are coated with ballistic control agents to ensure a proper
burning rate and to act as anlifouling and antillash agents.

Step 6. The grains are dried.

Step 7. The powder is tested for ballistic characteristics. The powder is now
considered a preliminaiy powder or blending stock powder. Some or all of a pre-
liminary powder may be rejected and recycled for reworking through earlier
process steps to modify its ballistic characteristics.

Step 8. The powder is glazed with a gi-aphite coating. The coating eliminates
static charge build-up which piesents a fire hazard due to the possibility of a
spark being generated.
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Step 9. The powder is subjected to quality assurance tests to ensure proper
physical, chemical and ballistic properties. If specifications are not met, the
powder must be reworked.
Step 10. The powder is passed through a screen to remove chips, dust and

other impurities.

Step 11. The powder is blended with other powders of known characteristics

to obtain a particular powdef type.

Step 12. The powder is passed through a screen to remove chips, dust and
other impurities.

Step 13. The powder is tested to determine if quality assurance and ballistic

specifications are met. If such specifications are not met, the powder must be
reblended or reworked.

The schematic drawing on the following page illustrates these steps in the manu-
facturing process for smokeless powder.

B. POINT AT WHICH TAGGANTS COULD BE ADDED

For several reasons, the only possible point in the normal manufacturing process

for the introduction of taggants into the powder is Step 11, the blending operation.

First, there would be an extreme hazard of explosion if taggants containing a metal-

lic substance were introduced into the process prior to Step 6, drying. Second, all

machinery through which the powder with taggants passes will be contaminated
with the particular taggant. To avoid this contamination, and the resultant mix of

taggants, the taggants would have to be added as late in the process as possible.

Third, if taggants were added at an earlier point and a powder failed to meet the

quality assurance or ballistic specifications tested at Step 9 of the process, it would
not be possible to recycle or rework the powder. Upon recycling, the powder would
be mixed with powders which were intended to receive different taggants. Fourth,

the size of a lot of powder tagged with a particular taggant could best be limited

if taggants were added at Step 11.



395

SMOKELESS POWDER PROCESS STEPS
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1. Reblending and Reworking; Powders

There are major m a nu faduring problems with adding taggants during the blend-
ing operation. The blending operation is the most ci-ucial step in the process for

meeting product performance spccilications. The characteristics of smokeless powder
are very carefully controlled for the purpose of allowing the handloader to achieve
precisely the same ballistic results time-and-time again for like powder types pur-
chased at different times.

Quite often a powder must be reblended to produce an acceptable final blend. In
such a case, reblending could result in a mixtui-e of different taggants.

It is not feasible to plan pn)duction in such a way to ensure that a rejected pow-
der can be reblended with a powder containing only identical taggants. Reblending
will require lots with specific properties that are compatible with the characteristics

of the powder to be reblended. Those lots may have been produced, blended and
tagged many months earlier.

Complete or partial reworking of powder upon its failure to meet the Step 13 tests

for quality assurance and baltislic chai acteristics is not unusual. Reworking of re-

jected fjowdcr from different blend lots, often a necessity, could result in a mixture
of taggants. Furthei", reworking lagged powder through the early process steps
would raise the same safely and lagganl segregation problems as the original addi-

tion of taggants at those steps.

If reblending and reworking of l;igged powders weic not possible, many thousands
of pounds of tagged smokeless powder might have to be destroyed annually. The
problem could be alleviated if there were a auick and efficient method for removing
the taggants from the powder. Howeve)', unless this method were a secret process

or device which could not easily be duplicated, teiTorists also could easily remove
the taggants.
Assuming a method of jemoving taggants during manufacturing were found, man-

ufacturing costs and prices likely would be incix'ased significantly. A production lot

of powder typically varies between 10,000 to 20,000 lbs., and ranges from 5,000 to

50,000 lbs. This is a sizeable amount of material to handle and process for any pur-

pose.

2. Screening and Slralifying of Powders

The necessary variation in the size and shape of smokeless powder grains results

in a serious obstacle to idenlincation tagging. Smokeless propellant powders are

used to power well over 1,000 different lille, pistol and shotgun loads. The required

burning charactcri.stics to give proper velocity to the projectile(s) and stay within

specified standard pressure levels is controlled by the physical size and shape of the

grain, its chemical composition and its surface coatings. Thus, grain size or shape
must be precise within a paiticular production lot of powder, and must be precise

from lot to lot for a particular powder type.

There are approximately 30 different sizes or .shapes of powder grains. These are

illustrated by tnc schematic on the following page. Powder grains may be spheres,

flakes, or perforated cylinders. The spheres can vary in diameter from about 1/100

to 3/100 of an inch. The (lakes can vary in diameter from about 9/1000 to 1/10 of

an inch. The thickness of (lakes varies (rom 3/1000 to 1/10 of an inch. The cylinders

are most always perforated, with one to seven pcrfoj-ations. The cylinder diameter
ranges from 2/100 to 5/100 of an inch for powder used in small arms, but can be

one inch or more for artillery ammunition. The length is usually three or four times

the diameter. Apail from shapes or sizes, iheix.' aj-e approximately eight difierent

specified bulk densities for powder grains. The densities i-angc from 0.45 to 1.2 gm/
cc.
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For some powder types, screening of the blended powder, Step 12 of the manufac-
turing process, would remove any taggants not of the same size or shape as the
powder. To prevent removal of taggants by screening, by vibration, by settling, or
by pouring the powder through an aij-stream, the taggant must be a good matcn to
the size and density of the powder. The total number of combinations of smokeless
powders formed by the dilTercnt shapes, sizes and bulk densities is approximately
200. To adequately match these powders could require many different taggants.
Apart from inviting removal by a terrorist, failui-e to produce the necessary vari-

ety of taggants could result in the use of taggants which are not suitable to the
present manufacturing process or which stratify in canisters during shipping and
storage. Stratification of taggants could allow use of powder thought to oe tagged
without taggants actually being in the powder placed in a particular bomb. Also,
a handloader could suffer a mis/ire, and possibly a blown-up firearm, by using pow-
der with an extraordinaiy concentration of taggants.

3. Unknown Hazards

It is not possible at this point in time to assess other hazards or problems which
may be created by the introduction of taggants into the blending and packing oper-
ations. As an example, airvoying (conveying powder with moving air through tubing)
is commonly utilized in packing powder, it simply is not known whether taggant
materials would croate hazards, such as hot spots, when moving through this type
of system.

IV. SMOKKI.KSS PoWDKK DiSTUlUUTION

A. 'IMlh: .MAKKCT STlUJCrUKK

The smokeless powder chain of dislj-ibution is quite complex. Master or national
distributors sell powdej-s to distributo)-s and jobbers who in turn sell to retailers.
The retail outlets for smokeless powders are the many thousands of federally li-

censed dealers. The ultimate consumer, the handloader, normally buys a V2 pound
or 1 pound canister of powdei'.

As noted earlier, a production lot of smokeless powder is typically between 10,000
and 20,000 pounds, with a range of 5,000 to 50,000 pounds. A given lot of powder
normally will be distributed by the manufacturer to more than one national or mas-
ter distributor. The master disti-ibutois will sell powder from a particular shipment
to numerous lesser distributors and jobbe7-s.

The jobber normally markets powder in small quantities to retail outlets in his
local marketing area. A 25 pound case of powder (containing 25 one-pound can-
isters) purchased by a jobber might be shipped by the jobber to 25 different dealers.
The retail dealer purcha.ses handloading powdej-s at frequent intervals and in small
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quantities because of prevailing government regulations regarding shipping and
storage of powders.

H. EFKwrr ox Tiii<: uskkulnkss ok taggants

The complex structure of Uie smokeless powder distnbution system would have
a profound effect upon the usefulness of an identification taggants program. Any
S'ven lot of smokeless powder sold in canisters will typically pass through at least

ur levels of distribution and be sold throughout the United States to thousands
of individuals buying 1/2 pound and 1 pound canisters.

SAAMI Questions whether in this situation there would be any benefit to law en-

forcement irom the p7-esence of identification taggants in a smokeless powder which
a terrorist uses in a bomb. The last recorded pui-chasei-s of a given lot of powder
would frequently be in the range of 15,000 to 30,000 persons. These legal purchasers
would most likely be spread throughout the United States. It is difficult to conceive

what benefit law enforcement peisonnel could obtain fi-om expending the resources

necessary merely to compose a list of the 15,000 or 30,000 purchasers, much less

to conduct a meaningful investigation to determine which canister so purchased was
misused. The large number of ultimate purchaseis gieatly enhances the possibility

of harassment, intentional or not, of law-abiding dealers and bandleaders.

In fact, there may be a need to investigate many more than 15,000 or 30,000

sportsmen. Sophisticated criminals might remove taggants from smokeless powder
with the aid of a magnet, a black light and a pair of tweezers. Alternatively, they

could construct bombs using different smokeless powders obtained in difterent

locales or regions of the country by different persons. Finally, terrorists could dis-

assemble factory-made ammuniiion and obtain the same types of smokeless powder
found in canisters. It would be totally infeasible to include this smokeless powder
within any tagging program. Through actions such as these terrorists could easily

eliminate any utility that tlie tagging program may have for investigators.

In addition, criminal and terrorist misuse of explosives occurs frequently as a re-

sult of theft.. A tagging program operating at optimum efficiency will only lead in-

vestigators to thousands of last li'<^al purchasers.

In summary, as manufacturers, SAAMI members a7-e concerned first and foremost

about the safety of their products. There also are major questions as to the technical

feasibility and cost of adding identification taggants to smokeless powders. SAAMI
urges that these considerations be fully explored in the study called for by this legis-

lation and, again, volunteers its technical assistance in the planning and implemen-
tation of the study.

Members ok Si'outi.nc Ak.vis a.nd A.m.mi-'.nitio.n Ma.xukacturkrs' Institute

Alliant Tech Systems; Heretta U.S.A. Corp., Blount, Inc., Browning Arms Co.,

Federal Cartridge Co., Fiocchi of America, Inc., H&R 1871, Inc., Hornady Mfg. Co.,

The Marlin Firearms Co., O.K. Mossberg &. Sons, Inc., Remington Arms Co., Inc.,

Sigarms, Inc., Smith &. Wesson, Slurm, Ruger &. (^lo.. Inc., Taurus International

Firearms, Thompson/Center Arms, U.S. Repeating Arms Co., Weatherby, Inc., and
Winchester Ammunition.

Mr. Hyde. Mr. Seitz, if I may, there has been testimony that

adding urea to the ammonium nitrate mixture would render it, at

certain levels of dilution, inert, but the bomb that was used in the

World Trade Center bombing was urea mixed with nitric acid. If

urea can be used as a blasting agent, why would we think that

urea mixed with another blasting agency, ammonium nitrate would
become inert?

Mr. Seitz. Mr. Chairman, I have never heard of ammonia ex-

ploding. Likewise, one has to make a clear distinction between one

organic compound, urea nitrate and urea per se. The sensitization

of urea which is not an explosive involves its chemical trans-

formation into entirely different compound. The problem of people

starting with inert chemicals and making explosives out of them,

is, of course, the generic problem we are dealing with today.

In order to effect the manufacture of the, perhaps, hundreds of

pounds or hundred pounds of urea nitrate that was evidently in-

volved in the World Trade Center bombing, many gallons of a cor-
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rosive substance not readily available, nitric acid had to be ob-

tained by the evidently skilled chemists responsible.

The thermodynamics of urea and urea ammonium nitrate mix-
tures have been looked into. And I must thank Mr. Hay for provid-

ing some data on that point.

Ammonium nitrate is a less energetic explosive than, for exam-
ple, TNT or nitroglycerin. The amount of energy that can be re-

leased by its detonation is on the order of about 300 calories per
gram.
A mixture that has an available free energy of less than 150 cal-

ories per gram cannot be readily detonated. Or if it is to be deto-

nated, a very large quantity of explosives must be used in the first

place. And I think it is moot if it takes a thousand pounds of high
explosives to set off a thousand pounds of a sensitized ammonium
nitrate urea mixture.
The experience of Europe should be looked into. They have obvi-

ously gone through all the technical hoops on this.

I am acutely aware that there have been unsuccessful attempts
at inerting explosives, most notoriously one of the formulations ini-

tially used in Britain to prevent terrorism by the IRA, a composi-
tion of calcium carbonate and ammonium nitrate proved to be, in

fact, detonate.
On the other hand, judging by what little data I have, and I em-

phasize as Mr. Hay stated, that more work needs to be done, it ap-

pears that at low concentrations practically any material contain-

ing carbon and hydrogen can be used to sensitize ammonium ni-

trate to make it more detonatable. But as the concentration of the
diluent increase, the free energy starts to go down from its peak.
When it gets below 150 calories per gram, it is problematical
whether the material can be made to explode.

And if the probability of it detonating is very low at a 50-50 con-

centration, the end user will be, if not deterred, at least perplexed
by what it is he is working with.

Mr. Hyde. Well, isn't it true that there is really no way, with our
current knowledge, of adding things to ammonium nitrate to pre-

vent the chemical bonds from separating and creating an explosive

energy that is so damaging?
Mr. Seitz. Well, as I say, the free energy has to be above a cer-

tain level which entails a certain concentration of ammonium ni-

trate to create a mixture that could be readily detonated or deto-

nated as all.

Mr. Hyde. I haven't seen them but Mr. Murray, our staff coun-
sel, has seen results of blasting tests done with ammonium nitrate

and various forms of diluents, such as MAP and DAP, according to

the Porter patent information, and they exploded with amazing
force. Doesn't this tell us we need a lot more study in this field?

Mr. Seitz. We may need more study, but we probably need more
dilution, than was the case in the mixtures that exploded.
Mr. Hyde. Even if we added such chemicals to ammonium ni-

trate, there is a way, is there not, for the bomber or terrorist to

remove the inert adaitives from the ammonium nitrate?

Mr, Seitz. Given sufficient sophistication of chemistry and the
availability of chemical process equipment, almost anything is pos-

sible. But the question in my mind is simply, what is the difference
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between a situation in which anyone who possesses a blasting cap
and a few feet of detonating cord, can drive anywhere in the Nation
and buy tons of pure ammonium nitrate, and a situation in which
the blended fertilizer would require virtually swimming-pool-sized
operations in order to produce a product that would reliably ex-

plode. And I think the European experience clearly indicates that
there is a large measure of deterrence in making the would-be
bomber go through such operations.

Certainly, there ought to be some difference in psychology be-

tween whoever perpetrated the horror in Oklahoma City and a
group of technically sophisticated individuals. Clearly, there are
cases where cadres of technical expertise can be assembled to ne-

farious purposes. Witness the situation in Japan. At the same time,

I doubt whether one individual or a few, could have put together
the explosives used in Oklahoma City without some considerable

risk of being observed and interdicted.

Mr. Hyde. Thank you.

And lastly, Mr. Hay, I know you were not asked to testify con-

cerning taggants, but because of your experience, it appears Mr.
Ronay and Mr. Delfay are less than enthusiastic about the use of

taggants, and do you have any comment on their testimony in the
area of taggants?
Mr. Hay. Mr. Chairman, our experience at the Bureau with

taggants has been rather meager. We were involved in the program
that came around, I believe, in the late 1970's. Our main interest

at that time was from the mine safety point of view. We had just

had a very large mine disaster as a result of the use of

nonpermissible explosives in an underground coal mine where nor-

mally one is only supposed to use those explosives which have
passed the appropriate safety standards and which are called per-

missible.

Our interest was primary in taggants which could be inserted

into explosives to determine after detonation whether they were
permissible or nonpermissible. And mainly to the question of

whether or not they could be found after they detonation and iden-

tified.

The answer to those two questions was yes, which was to our
satisfaction. We did not delve into the question of whether or not

they destabilized the explosives, because in permissible explosives

which already have a short shelf life and are not particularly overly

sensitive anyway, it is not as much of a problem. So I cannot speak
to the question of destabilization or to the much more manufactur-
ing-oriented issues of what the economic effects are on the record-

keeping, and so forth.

Mr. Hyde. Thank you, Mr. Hay.
Mr. Scott.

All right.

Mr. Bryant.
Mr. Bryant of Texas. Thank you, Mr. Chairman.
Mr. Seitz, let me see if I can clarify what I think you were saying

a moment ago. Is it a case that a person can go to the store and
buy a large supply of ammonium nitrate and add an explosive

booster and create an enormous bomb, at the present time?
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Mr. Seitz. As Mr. Hay has indicated, at the extreme, you don't
need to add anything. Certainly, the ammonium nitrate is freely
available, and by the ton.

Mr. Bryant of Texas. I don't want you to get us confused. Let
me get a straight answer to my question. Can a person go to the
store and buy a large amount of ammonium nitrate today and sim-
ply add an explosive booster and create a bomb?
Mr. Seitz. Yes, sir.

Mr. Bryant of Texas. And that is the danger which you are testi-

fying exists at the present time; is that correct?
Mr. Seitz. It is, sir.

Mr. Bryant of Texas. Is that also the danger that you say has
been remedied in Britain and Germany where they will not sell

ammonium nitrate in that form but instead sell only blended fer-

tilizers across the counter?
Mr. Seitz. It is my understanding that throughout the European

Community, there are regulations that are in effect that render
that the case.

Mr. Bryant of Texas. Is there any practical reason why we could
not do the same thing here in the United States?
Mr. Seitz. I believe we could emulate what the Europeans are

doing, yes.

Mr. Bryant of Texas. Help me with any of the other testimony
that I may not have fully understood. Has anyone suggested a
practical reason why we could not do the same thing they are doing
in the European Community?
Mr. Seitz. Only the issue of uncertainty remains in my mind. As

indicated, you can never be absolutely certain that the would-be
perpetrators will not get a big enough booster charge to set off any-
thing. But in that case, the booster charge is a bomb in its own
right.

Mr. Bryant of Texas. I think you are complicating your own tes-
timony a little bit. You are saying that this British and the Ger-
mans will not sell ammonium nitrate over the counter because a
person can make a bomb from it by simply adding an explosive
booster. And instead all they will allow anyone to sell is a blended
fertilizer rather than ammonium nitrate in the state in which it

was used in Oklahoma City. Isn't that correct?
Mr. Seitz. That is correct.

Mr. Bryant of Texas. And so, my question to you is, is there any
practical reason that has been referred to today by these witnesses
or that has been raised in this hearing, why we couldn't do the
same thing?
Mr. Seitz. I believe we could, sir.

Mr. Bryant of Texas. Now, you are saying that—I understood
it—that it would make it safer if a person could only buy blended
fertilizer rather than being able to buy ammonium nitrate, because
it wouldn't make it totally safe because if a person bought enough
blended fertilizer he could make a bomb out of that; is that correct?

Mr. Seitz. By concentrating the ammonium nitrate, he could.
Mr. Bryant of Texas. I don't know what you mean by concentrat-

ing ammonium nitrate.

Mr. Seitz. Let me explain. If you take a look at fertilizers generi-
cally, three elements are required to feed the soil, the plants, nitro-
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gen, phosphorous, and potassium. If you take equal parts of ammo-
nium nitrate, potassium or ammonium phosphate and potassium
chloride or sulfate and blend them together to produce a mixture
that contains less than one-third ammonium nitrate, that material
will be all but undetonatable.

Mr. Bryant of Texas. I am talking about an unsophisticated per-

son being able to go to the store and buy a product and make a

bomb out of it. I think you said a moment ago that a person could

go ahead and buy the ammonium niti-ate that has been diffused

due to blending, but he had to buy so much of it it would be a
swimming-pool-sized bomb before he could do it and that would at-

tract a lot of attention and that would therefore be a deterrent.

Mr. Seitz. By "swimming-pool-sized" I was referring to the proc-

ess of taking apart the blended fertilizer into its component parts.

Mr. Bryant of Texas. Let me have Mr. Hay address the fun-

damental question I asked a moment ago. Mr. Seitz says it is the

ability to buy ammonium nitrate across the counter that presents

us with the greatest threat because anyone can buy it and add an
explosive device to it and make a bomb out of it. And that in Great
Britain and Germany, they prevent that by not permitting the sale

of ammonium nitrate but only permitting the sale of blended fer-

tilizers instead. Is that your understanding of the case today?
Mr. Hay. Yes, sir, it is. There are two different considerations

here. One is that we presume that whatever you add to the ammo-
nium nitrate to desensitize it, you have to add enough of that so

that even with a large booster, it will not be detonable.

The other is the question of whether or not the terrorist can sep-

arate out the ammonium nitrate from whatever you have diluted

it with and use it back in its virgin state, so there are two different

issues there.

Mr. Bryant of Texas. Is there any reason why we couldn't do the

same thing that Britain and Germany are doing today? Is there

any practical barrier to that?

Mr. Hay. There is no reason that I know of, except for the eco-

nomic impacts on the people who have to use it for legitimate pur-

poses.
Mr. Bryant of Texas. Is that significant?

Mr. Hay. I would assume that if you would dilute it, ammonium
nitrate, say, with 20 percent of something—what did they use, cal-

cium carbonate?
Mr. Seitz. Thirty percent of calcium carbonate.

Mr. Hay. You have reduced the nitrogen content proportionately,

so you have to buy 30 percent more of it to get the same value as

a fertilizer, and I would assume that would be a significant effect.

Mr. Bryant of Texas. Thank you.

Mr. Hyde. The gentleman from Florida, Mr. McCollum.
Mr. McCollum. Thank you, Mr. Chairman.
I would like to ask a quick question about taggants and another

ammonium nitrate question. But these are two different subjects,

both very important.
In the taggant question, Mr. Ronay, you raised in your testimony

the problem with mining. And I know Mr. Hay is sitting next to

you in the mining world.
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I am wondering if between the two of you, you could elaborate
a little bit for me on the difficulties that might exist in using
taggants in mining and then having a mined product in a building
as part of the building material where an explosion occurs?
Would this cause confusion, or is that just something I am imag-

ining?
Mr. Ronay, would you want to respond first, and then Mr. Hay?
Mr. Ronay. Yes, sir, I mentioned briefly that there would be a

contamination eventually in building materials because they have
been obtained using explosives with taggants in them in the indus-
trial process. Certainly, that would be the case.

These taggants do not biodegrade. They do not go away, and they
would be transferred from the rock quarries into the roads and into

the building blocks, and so on, limestone quarries, and eventually,
they would be incorporated into our structures and our roads. And
they are going to be there.

And when you have a bomb and you recover or sift through the
debris, and if you were looking for taggants, you would be finding
them. You would be finding those that were indigenous to the
scene and you would be finding perhaps some that were from the
bomb itself; depending on the size of it.

Mr. McCoLLUM. And the net result of that is going to be confus-
ing for the law enforcement official and result in the inability to

prove a case in court?
Mr. Ronay. Well, it would certainly affect a case in court if you

were going to use it as part of your proof, but it can also be confus-
ing in your leads. Explosives are stored for long periods of time and
the terrorist might have it on hand for a long period of time, and
so the time factor between the buildings use and the building block
and the use of the explosives for the criminal act are not easily sep-

arable.

Mr. McCoLLUM. And a separate issue but one which is related
to mining, you raised the silica question and the need to have pu-
rity in that product line.

Mr. Hay, I see two different issues here: Taggants and mining
are being raised by Mr. Ronay in two different ways, one problem
is impurity and the other is a question of whether the materials
used from the mining containing taggants would destroy the value
of taggants in an explosive. Can you comment on either or both of

those?
Mr. Hay. Not really, sir. Our experience with the taggants went

to the point of very preliminary field trials in which we had done
a few shots in our own experimental mine and, at that point, I be-
lieve the program lost its funding and so we have hardly any expe-
rience with tne question of what effect the taggants have on either
the product to be mined or subsequent operations in the mine.
Mr. McCoLLUM. Well, I do have concerns about them. And I un-

derstand what Mr. Ronay is saying that we don't have data, and
again this goes back to the absence of a lot of information and per-

haps indicates that we ought to be looking at the study. I would
like to come back and follow up on what Mr. Bryant was talking
to you about.
Mr. Seitz, you responded that perhaps we could modify some

blended fertilizer instead of a pure ammonium nitrate to reduce
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the hazards that are involved. Information available to the commit-
tee indicates that although the British have required the addition
of inert substances into their manufacturing process for ammonium
nitrate for some time now, that the law has been largely ineffec-

tive. Do you have any information to the contrary on that?
Mr. Seitz. I mentioned earlier that one of the formulations em-

ployed by the British using calcium carbonate was reportedly inef-

fectual under certain circumstances. But I would add that that ex-
perience teaches that other formulations clearly are of greater
merit.

Mr. McCoLLUM. I understand what you are saying. I know that
we have had a report that replacing ammonium nitrate with cal-

cium nitrate to alleviate the problem of bombings would be a good
thing to do. But the British advise us that their last two terrorist

bombs were calcium nitrate bombs. Does this information suggest
to you, as it does to me, that the terms of requiring the replace-
ment of ammonium nitrate with another fertilizer requires more
than saying, Hey, we are going to do it?

Mr. Seitz. I would like to see what the European Community
has achieved in this area.

I would like to make a comment regarding taggants.
Mr. McCoLLUM. Certainly.

Mr. Seitz. I am perplexeJ that the Nation's semiconductor indus-
try could be threatened by an incorporation of a small percentage
of taggants into the explosives used in making silica. Silicon, per
se, is produced by an elaborate process of multiple distillation of
silicon tetrachloride and the taggants would disappear very early
on in that process. And I don't think we should muddy the waters
by injecting relatively exotic arguments about process technologies
that really are not going to be effected.

Mr. McCoLLUM. So that particular technology you don't think
would be effective. But regarding Mr. Ronay's comments about the
mixture of mined substances in the materials at the site of an ex-

plosion scene, I guess this is not a chemical question, but rather
a pragmatic question.
Mr. Seitz. I agree with them. There are a number of ways of af-

fecting taggants, either by adding taggants from another source, or

obviously, in the case of there being taggants on the scene, having
enough ambiguity to raise questions of law.

Mr. McCoLLUM. Typically when we have a building that has
been destroyed, we are going to have building material that has
been mined which might contain taggants?
Mr. Seitz. That is correct. I think that one has to make a very

clear distinction between mechanical particles and chemical or iso-

topic signatures that are dispersed at molecular or atomic level and
cannot be removed.
Mr. Hyde. The gentleman's time has expired.

The gentleman from Virginia, Mr. Scott.

Mr. Scott. Thank you, Mr. Chairman.
I want to follow through on the question of taggants.
Mr. Ronay, you showed us what they look like. Are there dif-

ferent kinds of taggants? Some that would leave material, some
that might have a smell or radioactive process? There are different

kinds or is everybody talking about the same thing?
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Mr, RoNAY. Yes, sir. There are different kinds of taggants. Nota-
bly, generically there are two different kinds of taggants, one for

detection, which I mentioned in the ICAO Treaty, which is a chemi-
cal odorant, if you will, and that enhances the detectability of the
product.

Mr. Scott. Before explosion?

Mr. RoNAY. Before explosion. It goes toward prevention of the
bomb going on the airplane with existing technology.
Another form of taggant is for identification, and that is the type

we are talking about here. That is this layered microtrace chip
which carries with it an identifying number, and is added to the
explosive for postblast identification primarily.

Mr. Scott. Is there a difference between the two in terms of

manufacturing, safety, and other issues that have come up?
Mr. RoNAY. Oh, absolutely. The chemical odorant is a chemical

which has been determined to not be affecting the product itself.

In the ICAO Treaty process, five chemicals were identified which
could be used by the signatory countries, and we chose one of those
chemicals here in the United States.

The microtrace taggant was identified back in the late 1970's as
the most practical taggant for identification after consideration of

hundreds of technologies, and by a committee of many scientific

people, the result of which was this microtrace taggant.

I would take issue with the conclusion that Mr. Seitz made about
the silicate, because the industry, the Unimin Corp. has very ada-
mantly conveyed to us with a letter, and I know they have con-

veyed it to their congressional delegation, that they are very con-

cerned about their process being able to extract these metal and
plastic chips and, therefore, contaminating the manufacturing proc-

ess for the semiconductors. It is a very serious problem with them,
and I think they should best articulate that.

One thing I would mention, lastly, in Mr. McCollum's and Mr.
Bryant's questions about the European experience with fertilizers;

I have been in close touch for many years with the European inves-

tigators. We have cooperated with the Northern Ireland police and
forensic laboratories, and I am very conscious of the devices that
the IRA has used and the many means that they have taken in

that country to thwart the use of fertilizers.

I am currently in receipt of information from the Federation of

European Explosives Manufacturers, who have done tests over
there similar to what we do here to see the viability of that pro-

gram. And the bottom line of all of that is, you can make these ex-

plode, even if they are diluted to a large degree, as long as they
are usable in the agricultural industry, you can make them explode
with a larger booster. And I would grant you, you need a larger
booster or you can reconstitute them and make them explode.
Mr. ScoTT. Let me get back to the taggant.
Mr. Seitz, Mr. Delfay suggested that if you got a batch of fer-

tilizer and by the time you have tried to track one little sale of it,

you add about 15,000 people to track, and you have also got pos-
sible contamination with other batches. The fertilizer may have
been stolen an>way. Taggants may have been put in, additional
taggants from somewhere else. Is there any evidence that these
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things have actually worked in tracking the source of a sale and
have helped in finding a criminal?
Mr. Seitz. Yes, there have been instances in which the taggants

have been forensically useful.

Mr. Scott. Could you give us an example?
Mr. Seitz. Virtually all of the plastic explosives currently avail-

able in Europe, owing to existing legislation, both there, and I be-

lieve this is also the case in the United States, contain taggants.
They have been recovered on a number of occasions. There have
been a number of aircraft bombings they have been instrumental
in locating the source of the explosives.

Mr. Scott. In the fertilizer-type situations? Because the fertilizer

is purchased for fertilizer, as I understand it, a lot of people buy
ammonium nitrate for an explosive; is that correct?

Mr. Seitz. That is correct. But ammonium nitrate is not tagged
at this time.
Mr. McCoLLUM [presiding]. Mr. Scott, your time is up.
Mr. Gekas.
Mr. Gekas. I thank the Chair.

I would like to start off questioning about this little vial that
looks like pepper that I can put on my salad during lunchtime.
That is how fine, it is, it seems to me.

Mr. Ronay, how much of this quantity would have to be added
to X—of gunpowder, is that what we are talking about here? This
particular type of identification? Or to what elements would that

be added?
Mr. RoNAY. Well, that is one size of a number of sizes. It is about

the middle range of the size particles. And has been prescribed in

the previous study that was done, in the previous program, to be
added to all explosive materials.

It has also been proposed to be added to the powders that Mr.
Delfay referred to. It is the same product in all of those cases. That
is a 30-mesh size, and I referred to an 80-mesh size in my testi-

mony, because the equipment for manufacturing ammonium ni-

trate will only accommodate that small size. And the 80-mesh size

is a powder. You can't even distinguish one fragment from another
as you can in those. I brought those because they are more visually

understandable.
Mr. Gekas. As I understand it, this is blended into the major

substance? Is that it?

Mr. RoNAY. That is right. At the time of manufacture.
Mr. Gekas. Can you give me a quantity? What percent—we have

100 percent original substance. How much of this is included in the

100 percent?
Mr. Ronay. Again, going back to the original structure of the

study, the proposal was to include .05 percent by weight in the

product.

Mr. Gekas. All right. All right. And the problem that you posed
about after an explosion, it would be difficult for an investigator to

determine whether a substance in the structure of the building was
already in there before the explosion, and what the explosion

caused by way of remnants, that that would be a problem in the

court system.
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It seems to me it would be like the O.J. Simpson case with re-

spect to blood on different sources, different ways that it might be
contaminated. If we had a DNA possible in these things, we prob-

ably would have difficulty in proving one source or another; is that
correct?
Mr. RoNAY. Yes, the contamination factor cannot be

overcomeable. It is confusing and difficult. You spend a lot of re-

sources to work out the problems, where you can solve these cases,

and they are solved generally, with the better application of re-

sources in normal ways.
Mr. Gekas. I have only one other question. You seemed to indi-

cate that it might be useless to have the taggant process at all be-

cause all it really does is trace it back to—if you have a perfect in-

vestigation—to the last legal owner or legal handler of the sub-
stance; is that correct?

Mr. RoNAY. That is right.

Mr. Gekas. Now, I happen to believe that that might be too

minimal a value, but isn't it of some value in investigations to de-

termine the last legal source? Because as Mr. Seitz has indicated,

it has been used over the years in other cases and knowing who
last held it legally is helpful in investigations; is it not?

Mr. RoNAY. There is a limited value to law enforcement. You cer-

tainly have to recognize that. However, to comment on one thing
that you just mentioned that Mr. Seitz mentioned, I am unaware
of any case where taggants of any kind have benefited or been used
in law enforcement, except in one case back in 1979, or so, when
ATF found taggants in a bombing during this pilot test program.
And that has been given some publicity and that is a possibility.

But that is the only case that I am aware of. And I have been
involved in every aircraft bomb that the United States has been in-

volved with in the last 18 years.

Mr. Gekas. I thank you.

I believe that the testimony that all of you have offered solidifies

the basic premise in Mr. Hyde's bill that a study is in order. I am
confused myself on the value, the relevant values of taggants and
where and how they have been utilized. I, for one, need to know
more. And I think the chairman would agree to that, that I need
to know more. But in any event
Mr. Hyde. The gentleman already knows enough, I would say.

Mr. Gekas. In any event, I yield back the balance of my
"nontime."
Mr. Hyde. Thank you.
The gentleman from Rhode Island, Mr. Reed.
Mr. Reed. Thank you, Mr. Chairman.
I just have a few questions and I don't know precisely which pan-

elist would be best to address them, so I hope you all feel free to

offer your thoughts.
The chemical that was used in the Oklahoma City blast was am-

monium nitrate, and there is some discussion about how to some-
how make that less effective as an explosive. I wonder, without
naming possible alternatives, are there other chemicals like that
that could be used in a bomb?
And I ask the question because if we focus on one particular

chemical and we try to make it less effective or efficacious for use
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like this, are we simply taking care of one part of the problem, but
are there then alternatives that could be used and are we really

not addressing the problem?
Whoever wants to respond.
Mr. Seitz. In addition to nitrate-based explosives, there are other

inorganic compounds that form salts which are also explosives. As
long as any nitrates are available, the problem will be with us.

Gunpowder, of course, constitutes an ancient problem. It is based
on potassium nitrate. As long as chemistry is part of our technical
civilization, this problem will remain.
Mr. Reed. Let me change the pace a bit. It seems to me that we

are talking now about a technological fix. If there isn't some way
that we could either mark the explosives or render the explosives
ineffective to be used as they are now for bombmaking, if that tech-

nological fix doesn't work—and I think some of the testimony I

have been told suggests that there are naysayers to that view

—

then that leaves us with some type of regulatory fix, some type of

way of controlling more precisely how this material is moved
through commerce and gets into the hands of people who might use
it as bombs.
And I am wondering in a very general sense, in terms of the

tradeoff between technology and administrative response—we have
to do something, I think, and I wonder if anybody has any thoughts
about this?

And I will finally conclude by saying that the issue of whether
we mark explosives or not is not a question to be answered in isola-

tion. It is answered I think in terms of what are the alternatives

we can use to address this issue. And I would be curious, does any-
one have any thoughts about that general topic?

Mr. RoNAY. Yes, Mr. Chairman, may I?

Mr. Hyde. Sure.
Mr. RoNAY. We have long proposed a number of safety and secu-

rity measures for the control of explosives, and we are constantly

vigilant in that area. And we would propose a number of things

that would prevent bombings and get the materials out of the

criminal's hands.
The issue of the fertilizers is a separate issue. While it remains

on the forefront, it is not something that we have addressed in the

past.

I think the licensing program that we have supported for many
years is the least that we can do in requiring that a license be
mandated or required to buy explosives. At the moment, that is

just not the case.

And certainly other measures like mandatory sentencing or

measures that can be regulated are in order prior to doing some-
thing as drastic as require a taggant or economically affecting a
number of industries in our country for very, very little gain or

benefit to the investigative procedure. That is after the fact.

Mr. Reed. Anyone else have any comments on that?

Mr. Seitz. Sir, I think we need to emphasize the distinction be-

tween taggants and detection agents. The current technology for

detecting explosives at airports is based on detecting the nitrogen

content by using atomic physics to produce a characteristic signa-

ture.
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There are some isotopes of some elements, which, if added to ex-

plosives or fertilizers, could vastly enhance the detectability of

those materials by a factor of a thousand or even a million. And
so small are the quantities of these additives that their economics
are vastly different from those of adding expensive taggants at a
very considerable concentration.

And I would think that the study ought to take a look at the

state of the art. A lot has happened since the introduction of me-
chanical taggants in the 1970's. With the simple observation by
moving to physics, instead of mechanical particles or chemistry, we
gain an enormous advantage and we gain the use of a whole spec-

trum of technologies that have not been employed in the past.

Mr. Reed. Thank you.

Thank you, Mr. Chairman.
Mr. Hyde. The gentleman from North Carolina, Mr. Coble.

Mr. Coble. I thank the chairman.
Mr. Chairman, not unlike the gentleman from Pennsylvania, I,

too, need to know more, and this is an hour of confession.

Mr. Seitz, I am neither chemist nor scientist, as probably is evi-

denced by the question I am going to put to you. But I want to re-

visit the question the gentleman from Florida asked you regarding
the replacing of ammonium nitrate with calcium nitrate, presum-
ably, in the effort to diminish the possibility of an explosion.

And I believe your answer to him was you wanted to find or

learn more what the British and the Germans have found in their

studies or investigations.

Is it your belief that replacing ammonium nitrate with calcium
nitrate would, in fact, serve a desired purpose?
Mr. Seitz. If you are referring to replacing ammonium nitrate

100 percent with calcium nitrate, that, obviously, would eliminate
ammonium nitrate, but there is an economic matter. Ammonium
nitrate is so cheap that the only nitrogen fertilizer that could com-
pete would probably be urea.

Mr. Coble. And then the cost soars.

Mr. Seitz. Right. I think the economic displacement that would
result from eliminating ammonium nitrate could be considerable
and it is worthwhile to take a look at what works. The extent of
our ignorance is very considerable and it is clear that the European
solution is by no means a perfect one. Witness the fact that even
in France, where you can only buy the inerted ammonium nitrate,

the inerted material has to be accounted for by its wholesalers.
Mr. Coble. So, here again, I am admitting my lack of expertise,

but I suppose the desired result could not be reached by doing it

in degrees. You would have to completely eliminate ammonium ni-

trate; would you not?
Mr. Seitz. At the margin, you have to make a decision based on

what an acceptable level of risk is. Certainly, if you took the ammo-
nium nitrate content down to 10 percent, I think there would be
little argument that you have eliminated the problem.
Mr. Coble. But you still have the corresponding cost problem?
Mr. Seitz. Yes, out when you dilute fertilizer with other fer-

tilizer, it is different than with an inert material. Instead of adding
30 percent of calcium carbonate, if you added 30 percent of potash,
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it would be a wash in terms of economics from the farmer's point
of view.
Mr. Coble. Mr. Ronay, I think you said earlier that most of

these members of the criminal element usually steal the explosives
or devices. As an aside, that is a feature that has never excited me
about gun control laws, in that it is my belief that most criminals
purchase their firearms one of two ways, they either steal them or
buy them on the black market.
Having said that, I am in favor of some sort of registry, but with

that built-in problem of knowing that they are going to steal it to

begin with, or purchase them in some clandestine, illegal manner,
I still would like to at least make the effort of some sort of log or
some sort of register. Do you want to respond to that.

Mr. Ronay. A registrant for the ownership or purchase of explo-

sives?

Mr. Coble. Yes, I am just thinking aloud now.
Mr. Ronay. Well, it is of some benefit to be able to trace the ex-

plosive back to that last purchaser, certainly. But more impor-
tantly, if the seller of the explosives is assured of the identity of

the person walking in, he is assured that that person has a license,

and he is comfortable with the fact that he has no criminal record
or other malady that would cause him to use it wrongly, and that
would be required in the application procedure to be reviewed be-
fore a license would be issued. And currently, you can walk in and
with a driver's license or some form of picture ID, walk out with
a truckload of dynamite or explosive material legally for use in that
state.

Mr. Coble. One final question, gentlemen. I have been in and
out. I had to go visit with some schoolchildren, so I may have
missed this in my absence. But as each of us knows, the desired
result would be to develop some sort of technique or technology
that would be able to detect the explosive material before the fact.

Has anyone discussed odorizing explosives that could thereby be
detected by dogs properly trained? Has that been discussed during
my absence? I don't recall having heard it while I was here.

Mr. Ronay. That has not been discussed.

Mr. Coble. What do you think of that proposal?
Mr. Ronay. The current state of the art for detection by canines

is pretty good. These animals and the equipment are sensitive to

the commercial explosives that are made.
Where they fall a little short is in the plastic explosive area, be-

cause of the low vapor pressures of the materials that constitute

plastic and sheet explosives. That is why the ICAO Convention,
which we did discuss here, was enacted and agreed to by many
countries who make plastic explosives, so that they would become
more noticeable to the existing technologies.

Mr. Coble. I see my time has expired, gentlemen. Thank you all

for being with us this morning.
Thank you, Mr. Chairman.
Mr. McCoLLUM. Thank you Mr. Coble.
Mr. Hoke.
Mr. Hoke. Thank you, Mr. Chairman.
I would like to direct these questions to anybody that feels that

they would like to take a stab at them.
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I think that there is—my sense is that there seems to be—some
concern generally that while taggants may well help in identifying,

after the fact, the manufacturer of the particular explosive and per-

haps as a result of that, the purchaser, and that this might have
a criminal investigatory value and application, what I would like

to know is do you think that we would do better to use Federal
money to develop a technology that could actually detect the explo-

sive materials before they blow up and before injury occurs?

And if you could speak to what kind of detection methods like

that might exist and what sort of research could be conducted that
could develop such detection methods.
Mr. RONAY. Well, certainly, that is the objective, I think, of IME

and it is the objective of law enforcement to prevent the act from
happening.
And there is detection equipment available and it is being up-

dated and refined all the time, which could be used to prohibit a
material, explosive material, from being brought into an area that
is controlled or through an airport.

As I say, right now the equipment or the instruments are sen-

sitive to commercial products, most of them. And they lack only in

that plastic explosive area. However, that can be improved upon
and I think that this study could certainly look at the possibilities

of the prevention side of things as opposed to this postblast side

that has limited benefit.

Mr. Hoke. To what extent do these devices exist today and
maybe you can describe what there is that detects the explosives

preblast and what is the proximity? In other words, how close do
you have to be to the explosive to detect it?

Mr. RoNAY. The proximity is probably the biggest shortfall at the
moment. It can only sense or smell from a reasonable distance.

It has to be passed through the instrument or near the instru-

ment or through a collection system, it could go through the room
where the air is sampled, in this chamber or room, and then the
instrument evaluates that air. It is a vapor trace type of instru-

ment.
There is also instrumentation or technology out there that does

various interrogation with—I don't want to say nuclear means, but
it is a thermalneutron analysis instrument and they are quite ex-

pensive. But if the effort is put in that area, manufacturing compa-
nies will increase the research in those areas. And I know for a
fact, as I have dealt with many of them over the years, they are
always looking for research funds and movement in that area to

enhance it.

Mr. Hoke. Just to get a better idea for myself on this, are you
talking about a matter of inches or feet or how close do you have
to be?
Mr. RoNAY. Well, it would be a matter of inches or feet, perhaps,

on a conveyor system. But if you passed luggage or people through
a doorway or chamber and the air evacuation system moved the air

through the system rapidly, it could be many, many feet, through
the entranceways of buildings. Some of the technology claims to be
able to detect a truck passing by on a freeway with explosive mate-
rials in it.
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Mr. Hoke. Is there something that has to be put in the materials
themselves in order to make them more detectable? Or are they
naturally detectable by the instrumentation you are talking about?
Mr. RONAY. They are naturally detectable. The instruments are

calibrated to detect certain elements or materials, but they can
have false alarms.
So there is the possibility of putting some foreign material in

what you are trying to detect which may be more unique and iden-
tifiable by an instrument, but I am not speaking with authority
there. I just know that technology is capable of detecting almost
anything it is programmed for.

Mr. Hoke. Is that an area that may be more fruitful than the
other area of determining postblast origins?

Mr. RONAY. No question about it in my mind.
Mr. Hay. Sir, if I may make a comment, one of the problems with

these detection technologies is that we advertise what they are.

One of the main points of the thermal neutron apparatus is that
it detects nitrogen. This has been so widely circulated in various
articles in the public press that everybody knows that we are look-

ing for nitrogen and it is perfectly possible to formulate explosives
which contain no nitrogen and therefore bypass the detection tech-
nology.

It seems to me that if we are going to develop a detection tech-

nology, it would be best to keep it secret.

Mr. Coble [presidingl. The gentleman from Tennessee, Mr. Bry-
ant.

Mr. Bryant of Tennessee. Thank you, Mr. Chairman.
Some of you have alluded to the issue of safety to the lawful

users if we go to a system of taggants and I wanted to explore that
a little further, if you could.

Mr. Delfay, you have been quiet in the questioning. Have there
been any studies done to show the result of taggants in black pow-
der and their ballistic cfToct?

Mr. Delfay. The OTA study, which was done in conjunction with
several members of SAAMI, emphasized smokeless powder and the
results were, as I indicated earlier, serious concerns were evi-

denced. I am not ceitain if black powder was addressed at that
time or not. I could check that and get back to the committee.
Mr. Bryant of Tennessee. Anyone else familiar with any studies?

What about the way these tracers affect the way the bullets

shoot, the accuracy?
Mr. Delfay. Well, there is no information on accuracy but,

again, these are determinations that the powder may be more over-

ly sensitive, or unstable, as a result of the combination with the
taggant or might not develop sufficient pressure in the cartridge,

thereby not pushing the projectile far through the barrel which
causes a problem when the next shot is fired.

Mr. Bryant of Tennessee. The only thing you are aware of is the
OTA study of 1980 or so?

Mr. Delfay. Precisely.

Mr. Bryant of Tennessee. And your organization would support
further study of particularly the inclusion in the powder?

Mr. Delfay. Exactly, and we would assist in any way we could.
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Mr. Bryant of Tennessee. Mr. Seitz, do you have any opinion on
that in terms of the potential safety risk involved in including
taggants in powder?
Mr. Seitz. The mechanical taggants or particles obviously could

affect the ignition characteristics of materials. However, the state

of the art in material science is such that one can imagine the pro-

duction of taggants out of inert materials that would be less objec-

tionable or unobjectionable.
Mr. Bryant of Tennessee. Thank you. I will yield back the bal-

ance of my time.

[The prepared statement of Mr. Bryant of Tennessee follows:]

Prepared Statement of Hon. Ed Bryant, a Representative in Congress From
THE State of Tennessee

Mr. Chairman, today we hold additional hearings on terrorism, a threat we all

have been starkly reminded of by the tragic Oklahoma City bombing. These hear-

ings are specifically geared toward H.R. 1710, the Chairman's bill titled the "Com-
prehensive Antiterrorism Act of 1995."

Assembled are a number of respectable witnesses who will testify over the next
two days, including my former boss at the Justice Department, Attorney General
William Barr. I look forward to hearing the pooled wisdom of these witnesses and
to examining the bill before us.

While some steps need to be taken in order to enhance the criminal statutes per-

taining to terrorism, the key step has already been taken by this committee and by
the House of Representatives. That key step is habeas corpus reform.
Mr. Chairman, the habeas corpus reform that passed this House would limit the

numerous, seemingly endless, and oflentimes frivolous appeals that convicted cap-
ital offenders put forth. This Congress listened to the American people, who are sick

and tired of slow and uncertain capital punishment. We would give convicts their

day in court under reasonable limits. And, of course, our habeas corpus reform
would include convicted terrorists.

It would be for the good of the country, it would be in accord with the will of the
American people, it would be in the best interests of combating terrorism for the
Clinton administration to recognize this and support what we have already done.
Mr. Chairman, if the President would get behina—strongly behind—our habeas re-

form, he would demonstrate to the American people and to this Congress that he
means business when he claims he wants to do something about terrorism.

I urge the President and this administration to work for what we have already
passed^ I trust that Deputy Attorney General Gk)relick, who is here to testify today,
will convey to the President our call for his vigorous and vocal support with respect
to habeas corpus reform.
Thank you, Mr. Chairman.

Mr. Coble. The gentleman from Georgia, Mr, Barr.
Mr. Barr. Thank you, Mr. Chairman.
Have any of the witnesses studied the action over in the Senate

just recently? I know that the Senate is studying the same issue
and, as a matter of fact, I think voted on it.

For example, Mr. Ronay, have you studied what the Senate has
been doing and do you have any concerns about the action that
they have taken?
Mr. Ronay. Yes, sir, we have studied it very closely. We note

that the bill that came out of the Senate included a provision for

a study on taggants. However, it seems to be premandated in that
language that there is going to be a regulation requiring taggants
even prior to the completion of that study.

It is mentioned in that bill that the results of the study must
show that the taggant would not adversely affect safety or the
quality of the product, or the environment. Those three tenets have
been added on to that bill and we are glad to see them there.
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But I think there is an additional concern of ours which has been
expressed here already and that is the cost/benefit analysis that is

missing from the Senate bill, we believe, that doesn't show a value
for the law enforcement investigative effort that is commensurate
with the costs that are going to go into this for our economy and
the many industries that are affected.

Mr. Barr. And I think that those are very legitimate concerns,
even though one of the witnesses I think expressed—I think the
word was perplexity—that an industry would raise the question, I

think that various industries raise very serious questions that need
to be looked into.

The silicon industry, I believe, is one that I am not intimately
familiar with. I do know that there are levels of purity in silicon

that are used in silicon chips that are extremely high and causing
them to interject outsider contaminants into that that I think
clearly and logically would affect the process and the cost. And so
I agree with you. I think these are very legitimate concerns.

I know that previously there was some discussion of the Euro-
pean model or the German or the British, and frankly those analo-
gies don't excite me too much. I get tired hearing that the Japanese
do something so wonderfully or the Europeans or the Germans or
the British.

They have certainly more problems with terrorism than we have.
And we do have a freer society and a freer economy over here. And
even though we do know that there is a great deal of regulation
that has added considerably to the cost of production and manufac-
turing and extraction of mining products in our country, that is

still something that this Congress, we are looking at and weighing
as you have indicated, a risk assessment and cost/benefit.

Are you familiar with the experiences in some of the European
countries, and also a study that I saw recently or heard of recently
by the United Nations Industrial Developing Organization that
seems to indicate that, for example, urea and ammonium nitrate
are incompatible for mixing because the mixture so generates mois-
ture that results in caking that renders the mixture unusable as
a fertilizer. Are you familiar with these kind of studies and experi-
ences that I think indicate to us that we need to look very carefully

at what may be nice-sounding and simplistic solutions?
Mr. RoNAY. Congressman Barr, I would defer the latter part of

your question to the gentleman on my left regarding the physical
properties of those materials, but the initial question was the expe-
rience of the European Community from the criminal investigative
point of view or preventing bombings by doing this.

We have found, and the Europeans have found, and commu-
nicated to the United States investigative people over the years,
that the criminal still uses these materials. He can make these ex-
plode by various means that have been discussed here this morn-
ing. Altering the material or just using a bigger booster or bigger
initiator, if you will.

There is some question among many investigators in Ireland and
the U.K. as to even why they continue to do it, that is, dilute their
fertilizers, because it doesn't seem to deter the terrorists at all from
using those materials.
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But, on the questions about the physical properties of those ma-
terials, I would turn to Mr. Hay.
Mr. Hay. We have noticed, sir, in our limited experience which

we have just undertaken in the last few weeks to attempt to mix
some ammonium nitrate and urea and determine the detonating
properties, there is an increased' tendency to caking in the ammo-
nium nitrate/urea mixtures. But it may be possible that this could
be solved by putting some sort of an antimoisture proofing coating
around the prill, which is done anyway, even with pure ammonium
nitrate, which also cakes in moist weather and the prills have a
coating of some sort of clay-like material around them to retard
that. It could be that an improvement of that coating material
could solve the problem.
But I don't want to give the impression that we are wedded to

the question of urea as the diluent of choice. This needs to be stud-
ied regardless of the particular diluent that it used.
Mr. Coble. The gentleman's time has expired.

Go ahead, Mr. Seitz.

Mr. Seitz. At present it is my understanding that large amounts
of ammonium nitrates and urea are used together in solution in

water as fertilizer.

The economics of fertilizer use are of macroeconomic dimension
and you would have to get someone with expertise, probably at the
Department of Agriculture, to address the issue of practicality and
convenience from the point of view of the farmer.
Mr. Barr. Thank vou.
Thank you, Mr. Cnairman.
Mr. Coble. Thank you. I am recognizing Members in order of

their appearance at this hearing. And I believe the gentlelady from
California is next in line, Ms. Lofgren.
Ms. Lofgren. I will pass on my questions at this time, sir.

Mr. Coble. Do you have no questions?
I believe Ms. Jackson Lee is next in order, the gentlelady from

Texas.
Ms. Jackson Lee. Mr. Chairman, thank you very much for the

time and to the gentlemen here, thank you for your appearance.
And having reviewed some of your testimony, I was not able to

hear all of it because of prior meetings, but let me try to ask some
concerns or express some concerns that I might have.

I believe, Mr. Delfay, you mentioned in this whole arena of

taggants possibly about costs, if I want correct in terms—on the
order of a cost/benefit analysis. But in any event do you have a con-
cern or would it be difficult to have these taggants included in the
manufacturing of these explosives?
Mr. Delfay. First of all, safety is the primary consideration. And

I indicated that if the safety concerns and problems could be over-
come, there are problems of distribution and cost. OTA estimated
or estimates of increased cost range from 12 to 30 percent.
Ms. Jackson Lee. On the particular product?
Mr. Delfay. On the pound of smokeless powder. Correct.
Ms. Jackson Lee. What is the typical use of your product?
Mr. Delfay. Sporting ammunition. Used by sportsmen or law en-

forcement agencies, whether for rifle, shotgun or handgun ammuni-
tion.
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Ms. Jackson Lee. Explain the safety factor that you are speak-
ing of.

Mr. Delfay. The tests indicated that just the very act of mixing
the taggant with the smokeless powder would affect its perform-
ance. Either it would not perform sufficiently, as I mentioned ear-
lier, to expel the projectile out of the barrel which obviously creates
a very unsafe situation the next time the gun is fired. And also in-

creases sensitivity or decreases the stability of the powder when it

is mixed with the taggant by the manufacturer.
Ms. Jackson Lee. Is the response or at least your analysis on

safety an internal process or it has been an outside entity that ana-
lyzed this?

Mr. Delfay. Basically everything I have said is based on the
study of the Office of Technology Assessment done in the late
1970's or early 1980.

Ms. Jackson Lee. In light of where we are today in looking at
legislation prospectively or presently since we will be looking at
this as closely and currently as tomorrow, would you not think that
more current studies might be appropriate for concerns that are
being expressed today?

Mr. Delfay. Exactly. We support the provision of this legislation
that calls for a further study on the use of detection and identifica-

tion taggants.

Ms. Jackson Lee. Would there be any balance of cost/benefit
analysis that would encourage you to have support even in light of
the increased costs when you would find that there would be a
greater ability of saving lives and that would be balanced against
what the individual would have to pay for the utilization of this
ammunition?
Mr. Delfay. Certainly there could be. Cost is not the key consid-

eration right now. Safety is the key consideration.
The very real likelihood that with the objective of trying to detect

who might have been involved or behind an explosion or bombing
incident, we injure innocent people who might be involved in the
production of explosives or sportsmen and law enforcement officers

using them for hand loading or sports application.

Ms. Jackson Lee. You are then comfortable with possibly find-

ings that might show that the ability to save lives are so great that
the cost increments would be worthy of expending? You would be
willing to review that kind of data and accept it?

Mr. Delfay. Yes.
Ms. Jackson Lee. Any of you that might be able to answer and

some of my colleagues might be able to answer, I just wanted to

explore, and I think I heard Mr. Hay somewhat comment on this.

And this is, of course, going back to the basic raw materials that
were used in the tragedy of Oklahoma City.

And those of us who have followed it and still in the midst of re-

ceiving data know that a huge truck or a fairly decent sized truck
was filled up with a certain basic garden resource. What guidance
can we get or what—and I would appreciate anyone who wants to

offer to answer this—with the ability of citizens to use a variety of
nonthreatening elements that can ultimately then be threatening,

as we look to legislation?
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Mr. Hay. Well, I interpret your question to be whether it is pos-
sible to make explosives out of commonly available ingredients and
what can we do about it? And my answer is, yes, it is and for the
second part of that, I don't know.
Ms. Jackson Lee. Good answer.
Mr. Hay. There are so many possibilities for making explosives

out of chemicals. As a youngster, I used to make my favorite explo-
sive out of Clorox. This is not something you would do all the time,
but if you had to do it, you could do it.

And if you are trying to figure out all of the possible ingredients
that could be used to make an explosive and eliminate them from
the market or alter them in some form, it is actually mind-bog-
gling.

Ms. Jackson Lee. Mr. Chairman, could I get unanimous consent
for an additional minute to pursue that, please?
Mr. Hyde [presiding]. You above all people can get unanimous

consent for one additional minute.
Ms. Jackson Lee. Thank you, Mr. Chairman. Thank you, very

much. I will conclude with this.

Mr. Hay, you are interested in Clorox and we have seen fertilizer

components and I was thinking about corn and whatever else

might come about. Difficult as it is, we are all facing the magnitude
of the tragedy. It is certainly one that we hope we will not face
again.
We faced a situation that did not have the same components that

the Twin Towers in New York. Would it be feasible to monitor the
buying of large quantities by nonwholesalers or nonprofessionals?

Is that an option that could be reviewed? Would there be suffi-

cient data, sufficient insight ability to review those kinds of pur-
chases? I imagine as a young boy buying Clorox you didn't need to

get an oil drum full or whatever else one might imagine.
Mr. Hay. I think it would be. Certainly, limiting the acquisition

of materials in very large quantity, you would think would deter
the production of very large bombs.

It doesn't deter, of course, the production of smaller bombs if you
can buy the material still in smaller quantity or a very patient per-
son could go to 100 different stores and buy 10 pounds in each
store, perhaps, and accumulate the thousand pounds again. I would
say it is a logistic problem. I don't think that I am well-qualified

to talk about how much patience these terrorists might have in the
pursuit of their goals.

Ms. Jackson Lee. There again, that may yield itself as well to

a cost/benefit analysis and may be worthy of further analysis on
how you monitor those kinds of purchases.

I yield back the balance of my time, Mr. Chairman.
Mr. Hyde. The gentleman from Virginia, Mr. Goodlatte.
Mr. Goodlatte. Thank you, Mr. Chairman. Mr. Delfay, I noticed

that your organization does support the study. Do you have any al-

ternative recommendations to putting taggants into various types
of explosive materials?
Mr. Delfay. Additional recommendations for detecting or pre-

venting or helping to solve bombing incidents?
Mr. Goodlatte. That is correct.



418

Mr. Delfay. As I reviewed the legislation before us, I think there
are several provisions in there. Mandatory sentencing and others,

but none that might relate to the manufacture of smokeless powder
or black powder.
Mr. GooDLATTE. The sentencing comes in after you have appre-

hended the person. Obviously the taggants are directed at attempt-
ing to assist in narrowing the field of investigation in order to de-

tect who committed a particular crime. You don't have any rec-

ommendations along those lines?

Mr. Delfay. None that I could think of that would relate to the
production of smokeless powder, even in the detection or identifica-

tion later on; no.

Mr. GooDLATTE. How about you, Mr. Ronay?
Mr. Ronay. I cannot think of an assistance to identification of

the explosive product that could be included safely in the product
without serious study and bringing in people who would be expert
in that area.

I can say from my law enforcement experience that explosives
carry a Federal code now. It has been required for many years.

And as long as they are in their original container or wrapper,
they are easily identifiable with the manufacturer. Forensic instru-

mentation and chemists can identify products that are
unconsumed, that is out of the wrapper but in bulk. The unique
formulations are identifiable.

So, there are mechanisms in place already to assist law enforce-

ment, even with residues which are not complete, as well as
unconsumed products. After the detonation, forensic laboratories

are capable of identifying the type of product and in many cases
even the specific product.

Mr. GooDLATTE. Is that based upon the wrapper and so on that
you are talking about or is that based upon the chemical content?

Mr. Ronay. Chemical analysis.

Mr. GrOODLATTE. Different explosive manufacturers are utilizing

different compounds?
Mr. Ronay. Yes, they do and even though they may be both mak-

ing a dynamite or an emulsion, their formulations are different.

Even from the same manufacturer, the formulation varies to some
degree. And a good forensic laboratory can tell the difference and
establish a fingerprint from an unconsumed amount of that explo-

sive and tell you that it matches even a particular batch. They are
very, very qualified to do that.

In a postblast situation it is harder because you have less to

work with. But what I am getting at is that there are a lot of tools

there for law enforcement already. And adding something to the ex-

plosives, aside from the considerations of that in itself, doesn't offer

a whole lot more for law enforcement or the forensic laboratory.

Mr. GooDlv^TTE. Thank you very much.
Mr. Hay, you mentioned—and I think it is widely noted that

there are a number of different chemical compounds that are explo-

sive in nature, everything from gasoline we put in the tank of our
car to the Clorox you mentioned and a number of other things.

Is there anything unique about ammonium nitrate in terms of its

explosive character or capability that we should be aware of?
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Mr. Hay. No, sir, the most unique thing about ammonium nitrate

is the extremely low cost. And this is what makes it attractive as
the commercial blasting agent; the other thing which goes along
with the low cost is its wide availability because of its use as a fer-

tilizer as well as an explosive ingredient.

In those two respects it is unique but if you take ammonium ni-

trate off the market entirely there are still various ways to make
other explosives or even in fact to make ammonium nitrate. If you
have nitric acid and ammonia, you can make ammonium nitrate
yourself. If you have nitric acid you can make nitrates out of an
inconceivably large list of substances, all of which would have some
explosive properties.

Mr. GOODI^TTE. Mr. Seitz' testimony seems to point to the enor-
mous size of an explosive that you can create with ammonium ni-

trate from a very low cost and you pointed out that inexpensive
cost. What are we talking about in terms of a differential between
the costs of making a bomb the size of the one utilized in Okla-
homa City from ammonium nitrate compared to some of the other
materials you have mentioned? Is it just a slight difference or is

it several times?
Mr. Hay. It is a large difference. When we buy ammonium ni-

trate, the cost is rather more than 8 cents a pound, but it is not
much more than 10 cents a pound. And most laboratories—it de-
pends on where you buy.

If you buy your reagent grade chemicals from your local scientific

chemical supply house, you are going to pay several dollars a
pound. Whether these materials can be obtained in lower purity
from some chemical supplier, I don't know if you can buy nitric

acid in bulk cheaper than you can buy it in a laboratory supply
house, but I suppose that you can. But we might be talking about
a factor of 10 or more in increased price.

Mr. Hyde. The gentleman's time has expired.

Mr. GooDi^TTE. Thank you, Mr. Chairman.
Mr. Hyde. The Chair wants to thank this panel for a very in-

formative presentation on a subject that is complicated and dif-

ficult. And I think that we all agree on the need for a study and
effective, intensely focused study on taggants as well as additives,
we would all be better off and we need to update what studies exist
and collate them.
So we thank you very much and the committee will stand in re-

cess until 1:30, when the sixth and last panel will be present to tes-

tify.

[Recess.]

Mr. Hyde. The committee will come to order.
The Chair apologizes for the delay. We are some minutes late,

but we had some votes on the fioor and some conferences about the
votes and votes to follow. And, so, the best laid plans of mice and
the Judiciary Committee often don't work out the way we had
hoped.
We have panel six, a very distinguished panel which will be the

last panel for these hearings concerning counterterrorism legisla-

tion.

First, Mr. Khalil Jahshan is the executive director of the Na-
tional Association of Arab Americans whose membership is com-
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prised of both Muslim and non-Muslim Americans. Mr. Jahshan
served as chairman of the Council of Presidents of National Asso-
ciation of Arab Americans, an umbrella organization representing
a majority of the 3 million Americans of Arab ancestry.

Next we have Dr. Azizah al-Hibri, an advisory board member of
the American Muslim Council, a nonprofit sociopolitical organiza-
tion dedicated to serving the interests of the Muslim community
with over 10,000 members. Dr. al-Hibri is an associate professor of
law at the University of Richmond, T.C. Williams School of Law,
is a member of the Virginia State Advisory Committee to the U.S.
Commission on Civil Rights.
Ruth Lansner is the chair of the National Legal Affairs Commit-

tee of the B'nai B'rith Anti-Defamation League.
John H. Shenefield is the chairman of the American Bar Associa-

tion's Standing Committee on Law and National Security. He is a
partner at Morgan, Lewis & Bockius, and chairman of their anti-

trust and trade regulation section.

Formerly he served as Assistant Attorney General in charge of

the Antitrust Division and Associate Attorney General with specific

responsibility over Intelligence and Intelligence Oversight.
And so, would you gentlemen please take your places. I am sorry,

Dr. al-Hibri is a female, for which I apologize for referring to her
as a gentleman.
We will go from my right to left and will be your left to right.

So, first, Khalil Jahshan, we are pleased to hear from you.
Would you put the little switch on and put it toward you?
Thank you.

STATEMENT OF KHALIL E. JAHSHAN, EXECUTIVE DIRECTOR,
NATIONAL ASSOCIATION OF ARAB AMERICANS

Mr. Jahshan. Thank vou, Mr. Chairman. I am honored to

present testimony before this distinguished panel today on the sub-

ject of counterterrorism legislation on behalf of the National Asso-
ciation of Arab Americans.
As Arab-Americans, we welcome efforts in Congress to strength-

en the counterterrorism capabilities of law enforcement agencies in

the United States. Like all Americans, we want to ensure that acts

of terrorism can be prevented and, when such acts do occur, that
the perpetrators, regardless of their identity, can be apprehended
and severely punished.
Strong and effective legislation, however, must ensure an equi-

table balance between the Nation's legitimate and very pressing se-

curity needs and the constitutionally protected freedoms and indi-

vidual rights on which our democracy is based.
Immediately after the tragic bombing in Oklahoma City on April

19, 1995, NAAA was among the first American organizations to-

gether with other Arab and Muslim organizations to condemn that

barbarous act and express horror and disgust at the wanton de-

struction of human life that resulted from that tragic event.

At the same time, Arab-Americans were concerned with the tend-

ency of certain media outlets and so-called "experts on terrorism"

to speculate prematurely at the identity of the perpetrators of the

Oklahoma City bombing, thus giving way to endless speculation

that the perpetrators were of Arab or Muslim or Middle Eastern
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origin. No apologies, of course, were proffered when the speculation

proved erroneous.
By reinforcing stereotypes and implying collective guilt, the ru-

mors induced a backlash against Arab and Muslim communities
and caused considerable anguish and pain for many Americans of

Arab descent.

It is precisely this tendency to blame ethnic groups rather than
individuals for acts of terrorism that causes members of our com-
munity to oppose certain provisions regarding fundraising and de-

portation of aliens that are found in the Comprehensive
Antiterrorism Act of 1995, H.R. 1710, introduced by the distin-

guished chairman of this committee and the Comprehensive Ter-

rorism Prevention Act of 1995, S. 735, introduced by the Senate
majority leader and the administration-backed Omnibus
Counterterrorism Act of 1995.

We believe that certain provisions in each of these bills would tip

the balance in such a way as to invite abuse.

We, therefore, urge this committee to resist the temptation to

rush to enact counterterrorism legislation without serious and
thoughtful deliberation to avoid swinging the pendulum too far in

the opposite direction.

Mr. Chairman, we believe that certain provisions in H.R. 1710,

S. 735 and/or S. 761 should be opposed in their current form.

Among these are provisions that would, one, broaden the definition

of terrorism to include constitutionally protected activities, includ-

ing the right of association, which would otherwise be legal, two,

violate the Constitution by permitting the U.S. Government to de-

port aliens without due process, based on secret evidence that is

not fully disclosed to the defendant; three, invite selective enforce-

ment based on political considerations such as opposition to the
Middle East peace process that targets certain ethnic or religious

groups including Arab-Americans, Muslim-Americans, and Arab
and Muslim immigrants; four, permit the President to designate or-

ganizations as terrorist without review by the courts; five, enable
the President to bar fundraising for humanitarian and other lawful

activities of organizations that may be politically affiliated with the
organizations designated as terrorist; and finally, allow foreign gov-

ernments to carry out surveillance in the United States on U.S.

citizens in some circumstances.
Frankly, Mr. Chairman, these are practices which prompted

some of us immigrants to leave our native lands to find refuge in

the United States from such abuses. It is indeed worrisome to face

such practices here at home.
In terms of fundraising, we believe that the fundraising provi-

sions of much of the counterterrorism legislation under consider-

ation by Congress, including H.R. 1710, are overly broad and vio-

late the Constitution by prohibiting fundraising for lawful humani-
tarian and philanthropic activities.

Arab-Americans, like members of all ethnic communities in the

United States, send funds to their countries of origin. Many Arab-
Americans contribute to humanitarian and philanthropic non-
governmental organizations, NGO's, in the West Bank and Gaza
and in Lebanon.
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Most, if not all of these NGO's are politically affiliated and are
a function of political factions. Thus, groups like the PLO, Fatah,
Hamas, DFLP, and PFLP—some of which are designated as terror-

ist organizations in the President's Executive order of January 24,
1995—engage in a host of educational, health, social, and other hu-
manitarian activities that are desperately needed, particularly in

Palestinian society.

Cutting off fundraising to the legitimate nonterrorist and non-
violent activities of such groups will deprive Palestinian society of

vital services that cannot easily be provided by the Palestine Na-
tional Authority or any outside source at this time. Such an eco-
nomic disruption will destabilize the region, undermine the already
precarious peace process and threaten the democratic institutions

that are currently emerging in the West Bank and Gaza.
Because fundraising for terrorist activities is already proscribed

under current law, we urge that the provisions that would ban
fundraising for legitimate humanitarian and philanthropic activi-

ties be totally dropped from the legislation under consideration.
With regards to the deportation of aliens, we are puzzled as to

why the U.S. Government would seek to deport rather than to

prosecute any individuals suspected of committing or conspiring to

commit terrorism in the United States. Deportation of such individ-

uals would merely allow them to conduct their activities elsewhere
and could impede efforts to prevent or to punish terrorism.

We believe that all individuals engaged in terrorism should be
prosecuted to the fullest extent of the law, but to ensure that inno-
cent individuals are not wrongly prosecuted and convicted, the
term "engaged in terrorism activity," must be defined as referring
only to those who specifically intend to support an individual, orga-
nization, or government in conducting terrorist activities.

Mr. Chairman, the Arab-American community is particularly

troubled by provisions which allow the Government to deport aliens

without due process based on secret evidence that is not fully dis-

closed to the defendant or his or her attorney.

H.R. 1710 would also unduly broaden grounds for exclusion of
aliens from the United States. Aliens are currently excludable if

they have engaged in terrorist activity or if the Attorney General
has reasonable grounds to believe that they are likely to engage in

such activity in the United States should they gain entry into the
country.
Under H.R. 1710 exclusion would be permitted if the alien is a

representative or merely a member of an organization designated
by the President to be terrorist, even if the alien personally had
never engaged in or supported terrorism or terroristic activity.

Such broad exclusionary powers will serve to bar innocent aliens

with legitimate reasons for entering the country.
It will also tend to limit debate in the United States on con-

troversial issues. Just as an example, even though the U.S. Gov-
ernment deals with the PLO directly today, still technically the
PLO is considered a terrorist organization and members of its exec-

utive committee are still barred from entering the United States.

For example, until recently, Mr. Mahmoud Darwish, a famous
Palestinian poet not known for violence or violent views, has been
barred from entering the United States to even read his poetry. A
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prominent businessman, Jaweed Al-Ghussein, a member of the Ex-
ecutive Committee of the PLO with extensive business interests in
the gulf and Europe has been barred from entering the United
States for the same reason. Anglican Bishop Iliya Khouri, not
known as an advocate of terrorism, has also been barred on that
same basis for, again, membership in an organization deemed as
terrorist in this country.

With regard to surveillance by foreign governments, we were as-
tonished to find provisions in the original version of S. 735, which
would give personnel of a foreign government the right to partici-

pate in interceptions of communications in the United States.
The Arab-American community is utterly and unalterably op-

posed to any foreign government being legally entitled to intercept
communications of American citizens in the United States under
any circumstances. It is a fundamental violation of the constitu-

tional rights of every American to permit a foreign government,
which is not bound by the requirements of the Bill of Rights of our
Constitution, to conduct surveillance lawfully and legally in the
United States against ethnic communities or individuals it despises
or disagrees with.

Mr. Chairman, we urge this committee and the members of any
conference committee that may be formed in the future to consider
counterterrorism legislation to reject provisions that would permit
foreign governments to conduct surveillance in the United States.
Lawful surveillance activities should be conducted by the U.S. Gov-
ernment and not by foreign governments.
And, if you will allow me here to offer a personal note, I am

speaking of my own personal experience, having suffered 5 years
of personal surveillance and harassment" by agencies of the U.S.
Government when I was in college based on disinformation submit-
ted to them by a foreign government which happened to disagree
with my personal political point of view.

In conclusion, Mr. Chairman, Arab-Americans join all Americans
who want to ensure that acts of terrorism can be prevented and,
when such acts do occur, that the perpetrators are punished. Be-
cause the Arab-American community is often targeted or

"scapegoated" at times of international crisis or terrorist incidents,

however, Arab-Americans have a special interest in ensuring that
counterterrorism legislation provides an equitable balance between
the Nation's legitimate security needs and constitutionally pro-

tected freedoms.
As a community with a large proportion of immigrants, we are

concerned about tne artificial distinctions that are being drawn be-
tween domestic and international terrorism. We note in particular
that many of the provisions of the proposed counterterrorism legis-

lation seem designed to restrict or deny due process to aliens to fa-

cilitate deportation and to broaden the definition of terrorism activ-

ity to such a point that it infringes upon constitutionally protected
rights of association, particularly for aliens or foreigners.

It is essential that, in our eagerness to ensure that terrorism can
be prevented or punished, we preserve the rights not only of U.S.
citizens but also of resident aliens who contribute much to this so-

ciety and obey its laws. We have the responsibility to ensure not
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only that the guilty are prosecuted and punished, but that the in-

nocent are protected whether they are citizens or aliens.

I would also like to bring to your attention and to your colleagues
on the committee, a statement that NJCRAC, the National Jewish
Community Relations Advisory Council and NAAA, the National
Association of Arab Americans, issued on May 4, 1995, with regard
to this legislation, basically (1) condemning unequivocally all ter-

rorist acts—defined as politically motivated acts against civilians

whatever their origin—and urging more vigorous U.S. Grovernment
efforts to combat the scourge of international and domestic terror-

ism; (2) recognizing the need for enhanced U.S. governmental capa-
bilities to conduct the battle against terrorism; (3) rejecting all

forms of stereotyping and discrimination based on the actions of in-

dividual members of religious or ethnic groups; (4) urging that U.S.
constitutional safeguards for civil rights and liberties must be re-

spected and maintained in the development of antiterrorism initia-

tives.

So the feelings I presented to you here today do not simply re-

flect views in the Arab-American or Muslim-American commu-
nities. NJCRAC represents 13 national and 117 local Jewish agen-
cies throughout the country.
Thank you, Mr. Chairman.
[The prepared statement of Mr. Jahshan follows:]

Prepared Statement of Khalil E. Jahshan, Executive Director, National
Association of Arab Americans

The National Association of Arab Americans (NAAA) is pleased to present testi-

mony before this distinguished panel on the subject of counter terrorism legislation.

As the principal lobbying organization of the Arab American community, we wel-
come eflorts in Congress to strengthen the counter terrorism capabilities of law en-
forcement agencies in the United States. Like all Americans, we want to ensure that
acts of terrorism can be prevented and, when such acts do occur, that the perpetra-
tors—regardless of their identity—can be apprehended and severely punished.
Strong and effective legislation, however, must ensure an equitable balance between
the nation's legitimate and very pressing security needs and the constitutionally
protected freedoms on which our democracy is based.
NAAA and its members throughout the United States join the rest of the nation

in mourning the dead and consoling the survivors of the tragic bombing in Okla-
homa City on April 19, 1995. NAAA was among the first Arab-American organiza-
tions to condemn that barbarous act and express horror and disgust at the wanton
destruction of innocent human life that resulted. We are confident that the per-
petrators and masterminds of the attack in Oklahoma will be brought to justice.

At the same time, Mr. Chairman, Arab Americans were extremely concerned at

the tendency of the media and many so-called experts on terrorism to speculate pre-
maturely at the identity of the perpetrators of the Oklahoma City bombing. Early
reports that the attack might have been linked to the incident in Waco, Texas, two
years before gave way to endless speculation that the perpetrators were "Middle
Eastern" in origin. No apologies were proffered when the speculation proved erro-
neous.
The public was not served by these race-and-religion-based innuendoes. By rein-

forcing stereotypes and implying collective guilt, the rumors induced a backlash
against the Arao and Muslim communities and caused considerable anguish and
pain for many Americans of Arab descent.

It is precisely this tendency to blame ethnic groups rather than individuals for

acts of terrorism that causes our community to oppose certain provisions regarding
fundraising and deportation of aliens that are found in the Comprehensive
Antiterrorism Act of 1995 (H.R. 1710), introduced by the distinguished chairman of
this Committee, the Comprehensive Terrorism Prevention Act of 1995 (S. 735), in-

troduced by the Senate Majority Leader, and the Administration-backed Omnibus
Counter terrorism Act of 1995 (S. 761). We believe that certain provisions in each
of these bills would tip the balance in such a way as to invite abuse.
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Let me make one thing perfectly clear. We hold the current director of the Federal
Bureau of Investigation and the Attorney General in the highest esteem. We were
heartened that, in the aftermath of the Oklahoma City bombing. Administration
and law enforcement officials, including President Clinton, declined to encourage
media speculation as to the identity of the perpetrators.

Nevertheless, the legislation that Congress is considering should be designed to

be in force and effective long after the current officials are replaced. As has been
seen in the past, the nation's top law enforcement officers have on occasion violated

civil liberties and severe restrictions of their powers were imposed upon them as a
result. We therefore urge this Committee to resist the temptation to rush to enact
counter terrorism legislation without serious and thou^tful deliberation to avoid

swinging the pendulum too far in the opposite direction.

Mr. Chairman, we believe that American citizens or resident aliens in the United
States who engage in or conspire to commit terrorist activities should be punished
to the fullest extent of the law. We are concerned, however, that the legislation

being considered in this Congress contains provisions which are designed not to pre-

vent or punish terrorism but to criminalize activities which are not only protected

but guaranteed by the Constitution. We believe that certain provisions in H.R. 1710,

S. 735 and/or S. 761 should be opposed in their current form. Among these are pro-

visions that would:
Broaden the definition of terrorism to include constitutionally protected ac-

tivities, including the right of association, which would otherwise be legal.

Violate the Constitution by permitting the U.S. government to deport aliens

without due process, based on secret evidence that is not disclosed to the de-

fendant.
Invite selective enforcement based on political considerations, such as opposi-

tion to the Middle East peace process, that targets certain ethnic or religious

groups, including Arab Americans, Muslim Americans, and Arab and Muslim
immigrants.
Permit the President to designate organizations as terrorist without review

by the courts.

Enable the President to bar fundraising for humanitarian and other lawful

activities of organizations that may be politically affiliated with the organiza-

tions designated as terrorist.

Allow foreign governments to carry out surveillance in the United States on
U.S. citizens in some circumstances.

FUNDRAISING

We believe that the fundraising provisions of much of the counter terrorism legis-

lation under consideration by Congress, including H.R. 1710, are overly broad and
violate the Constitution by prohibiting fundraising for lawful humanitarian and
philanthropic activities. Current law already prohibits the providing of funds for ter-

rorist activity and should be vigorously enforced. The broad prohibition under the

pending legislation, however, penalizes individuals for providing funds, even un-
knowingly, to groups that the President deems to be terrorist. Although there are

certain exemptions that may be granted the requirements to obtain these exemp-
tions are almost impossible to fulfill and are therefore illusory.

Arab Americans, like members of all ethnic communities in the United States,

send funds to their countries of origin. Many Arab Americans contribute to humani-
tarian and philanthropic non-governmental organizations (NGOs) in the West Bank
and Gaza and in Lebanon. N^st, if not all, of these NGOs are politically afTiliated

and are a function of political factions. Thus, groups like Fatah, Hamas, DFLP, and
PFLP, some of which are designated as terrorist organizations in the President's ex-

ecutive order of January 24, 1995, engage in a host of educational, health, social

and other humanitarian activities that are desperately needed in Palestinian soci-

ety.

Cutting off fundraising to the legitimate non-terrorist and non-violent activities

of such groups will deprive Palestinian society of vital services that cannot easily

be provided by the Palestine National Authority or any outside source at this time.

Sucn an economic disruption will destabilize the region, undermine the already pre-

carious peace process, and threaten the democratic institutions that are currently

emerging in the West Bank and Gaza.
We are also concerned that the broad prohibitions of the fundraising provisions

will have a further chilling effect on humanitarian and philanthropic fundraising in

the United States because of their vagueness. Individuals will be reluctant to con-

tribute to any organization dealing with the Middle East because they cannot be

sure that at some time they may face prosecution. Ironically, resident aliens could

i
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face prosecution for contributine to the Palestine Liberation Organization in supj>ort

of the peace process, even thou^ the U.S. government, including the President him-
self, has urged Arab Americans to support the Palestine National Authority in the
reconstruction of Palestinian society.

Because fundraising for terrorist activities is already proscribed under current law,

we urge that the provisions that would ban fundraising for legitimate humanitarian
and philanthropic activities be dropped from the legislation under consideration.

Deportation of Aliens

Certain provisions of the counterterrorism legislation seek to facilitate the depor-
tation of aliens charged with terrorism activity. We are puzzled as to why the U.S.

government would seek to deport, rather than to prosecute, any individual suspected

of committing or conspiring to commit terrorism in the United States. Deportation

of such individuals would merely allow them to conduct their activities elsewhere
and could impede efforts to prevent or to punish terrorism.

We believe that all individuals engaged in terrorism activity should be prosecuted
to the fullest extent of the law. But, to ensure that innocent individuals are not

wrongly prosecuted and convicted, the term "engage in terrorism activity" must be
defined as referring only to those who specifically intend to support an individual,

organization, or government in conducting terrorism activity. As we have noted, in-

dividuals who wish to support humanitarian or philanthropic activities should not

be considered to be engaging in terrorism activities.

The Arab-American community is particularly troubled by provisions which allow

the government to deport aliens without due process, based on secret evidence that

is not disclosed to the defendant or his or her attorney. While we understand that

there are times when the U.S. government must decline to make public certain clas-

sified information in order to protect the source of that information, we believe that

the government should and must be required to produce, as it is under the Classi-

fied Information Procedures Act, summaries that wiU allow the defendant the oppor-

tunity to defend him or herself.

H.R. 1710 would establish a "special removal court" to preside over hearings to

deport terrorist aliens from the United States and would create a panel of attorneys

with security clearances who could review classified information relating to removal
cases. A member of such a panel could represent the accused alien and challenge

the veracity of the classified evidence in an in camera proceeding, but could not dis-

close the classified information either to the accused or to his or her attorney. Since

summaries of classified evidence against the accused are not required to be made
available to the alien, he or she can be effectively denied the ability to conduct an
adequate and effective defense.

We believe that current law already permits the Immigration and Naturalization
Service to detain aliens charged as deportable. Provisions that would expedite immi-
gration cases concerning terrorism activity would allow such cases to be disposed

of in a timely fashion, even if there is a backlog in normal cases. But the U.S. gov-

ernment should not be relieved of its burden of providing due process to defendants

simply because they are aliens.

H.R. 1710 would also unduly broaden grounds for exclusion of aliens from the

United States. Aliens are currently excludable if they have engaged in terrorism ac-

tivity or if the Attorney Greneral has reasonable grounds to believe that they are

likely to engage in such activity in the United States should they gain entry. Under
H.R. 1710, exclusion would be permitted if the alien is a representative or merely

a member of an organization designated by the President to be terrorist, even if the

alien had never engaged in or supported terrorism activity. Such broad exclusionary

powers will serve to bar innocent aliens with legitimate reasons for entering the

country. It will also tend to limit debate in the United States on controversial is-

sues.

Surveillance by Foreign Governments

We were astonished to find provisions in S. 735 which would give personnel of

a foreign government the right to participate in interceptions of communications in

the United States. The Arab-American community is utterly and unalterably opposed

to any foreign government being legally entitled to intercept communications of

American citizens in the United States under any circumstances. It is a fundamental
violation of the constitutional rights of every American to permit a foreign govern-

ment, which is not bound by the requirements of the Bill of Rights of our Constitu-

tion, to conduct surveillance lawfully and legally in the United States against ethnic

communities or individuals it despises.
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Mr. Chairman, we urge this Committee and the members of any conference com-
mittee that may be formed to consider counterterrorism legislation to reiect provi-

sions that would permit foreign governments to conduct surveillance in the United
States. Lawful surveillance activities should conducted by the U.S. government and
not by foreign governments.

Conclusion

Arab Americans join all Americans who want to ensure that acts of terrorism can
be prevented and, when such acts do occur, that the perpetrators are punished. Be-
cause the Arab-American community is often targeted or "scapegoated" at times of

international crisis or terrorist incidents, however, Arab Americans have a special

interest in ensuring that counter terrorism legislation provides an equitable balance
between the nation's legitimate security needs and constitutionally protected free-

doms.
As a community with a lai^e proportion of immigrants, we are concerned about

the artificial distinctions that are being drawn between domestic and international

terrorism. We note in particular that many of the provisions of proposed counter ter-

rorism legislation seem designed to restrict or deny due process to aliens, to facili-

tate deportation, and to broaden the definition of terrorism activity to such a point

that it infringes upon constitutionally protected rights of association, particularly for

foreigners.

It is essential that, in our eagerness to ensure that terrorism can be prevented
or punished, we preserve the rights not only of U.S. citizens, but also of resident

aliens who contribute much to this society and obey its laws. We have the respon-

sibility to ensure not only that the guilty are prosecuted and punished but that the

innocent are protected, whether they be citizens or aliens.

Mr. Hyde. Thank you very much. I appreciate your statement.
I do not wish to cut short anybody and tell us what you want

to tell us. But if you could hold your general statement down to 5
minutes or so, that would give us an opportunity to question you
and not prolong the hearings. But I do not want to curtail any mes-
sages that you nave to communicate to us.

Ms. Lansner.

STATEMENT OF RUTH LANSNER, CHAIR, NATIONAL LEGAL
AFFAIRS COMMITTEE, ANTI-DEFAMATION LEAGUE OF
B'NAI B'RITH

Ms. Lansner. Thank you. Thank you very much. Good afternoon.

My name is Ruth Lansner and I chair the National Legal Affairs

Committee of the Anti-Defamation League. Accompanying n:ie here
are Jess Hordes, ADL's Washington, DC, representative, Michael
Lieberman, ADL's Washington counsel, and Stacy Burdett, ADL's
assistant director in the Washington office.

On behalf of the league we want to thank you, Mr. Chairman,
for your leadership in introducing the Comprehensive
Antiterrorism Act of 1995 and for expeditiously convening these
hearings. We appreciate the opportunity to discuss the legislation

and its effectiveness in broadening U.S. capabilities and jurisdic-

tion to combat terrorism both here and abroad.
I would like to submit ADL's full statement for the record and

summarize that in my remaining time.
Mr. Hyde. Without objection. So ordered.
Ms. Lansner. Thank you.
Some organizations, we believe, have wrongly criticized the legis-

lation as an unnecessary and unconstitutional response to what
they perceive as a rare and declining problem, yet the number of

civilian casualties of terrorism is actually on the rise. Way before
the tragic Oklahoma City bombing, incidents like the World Trade
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Center bombing, the murder of two Americans in Karachi, Paki-

stan, the death of an American student in a suicide bombing in

Gaza, the plot to bomb American airhners in the Phihppines, the

bombing of Pan Am 103 and the murder of Leon Klinghoffer, all

demonstrate that Americans are unquestionably the targets of

choice, that terrorism can and will occur both within and outside

our borders.

In fact, attacks against American citizens and interests over the

past 5 years account for roughly 40 percent of the total incidents

worldwide.
As terrorism conditions unabated and aims at more vulnerable

civilian targets like the Tokyo subway svstem and the Alfred P.

Murrah Federal Building, it is clear that law enforcement agencies

and the criminal justice system must be better equipped to confront

a new level of sophistication and danger posed by terrorist groups.

As one of the Nation's oldest civil rights and human relations or-

ganizations, the Anti-Defamation League is committed to helping

ensure that efforts to crack down on terrorism are sensitive to civil

liberties and due process concerns.

As just noted by the prior speaker, in May, we joined other

Jewish- and Arab-American organizations in issuing a joint state-

ment condemning terrorism and urging a vigorous U.S. response

which protects constitutional freedoms. Mr. Chairman, we support

the broad policy objectives articulated in the Comprehensive
Antiterrorism Act of 1995 and also reflected in the administration's

proposal as a significant component of America's national and glob-

al strategy against this escalating terrorist threat.

We would like to focus on three important provisions of H.R.

1710.
The first is fundraising. With increasing indications that terror-

ist organizations may be using this country as a base to organize

and finance terrorist acts here and abroad, there is a need to estab-

lish a framework to stop the transfer of funds to terrorists. The
Anti-Defamation League strongly supports H.R. 1710's broad ban
on fundraising for presidentially designated terrorist groups.

The league supports criminalizing an individual's knowing con-

tribution of material support to a terrorist organization, regardless

of whether this support is provided directly or indirectly.

While the right to associational freedom includes the right to do-

nate money, it is well established that the Government may re-

strict this right when it has a compelling interest in doing so.

The act's prohibition of fundraising is also narrowly tailored

since it applies to only presidentially designated organizations and
only to individuals who knowingly contribute to those groups.

Since money is fungible and it is virtually impossible to deter-

mine the final destination or ultimate use of funds, a broad, broad

ban is essential, notwithstanding any intended or claimed non-

violent purposes of a presidentially-designated group.

Similarly, we beheve any ban on fundraising must coyer all

subgroups, including domestic conduits or affiliates of designated

terrorist groups. A broad ban also provides an incentive for legiti-

mate, nonviolent groups to disassociate from or disband terrorist

wings.
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The league supports the inclusion of a review procedure of the
Presidential designation of terrorist organizations barred from both
entering the United States and raising funds. We firmly believe
that some form of review is essential to ensuring accountability,
but that the review procedure must not impede the Government's
ability to act expeditiously.

The Senate-passed antiterrorism bill included an impractical and
onerous review process that renders the provision unworkable. The
Senate procedure would require the Grovernment to locate and
prove that an organization's control group had actual knowledge
that the funds were being used for terrorism activities.

Separately, we would support a freezing of terrorist assets as
provided for in the Senate and administration proposals, as well as
the involvement of U.S. financial institutions in restricting finan-
cial transactions of terrorist organizations.
Mr. Chairman, our second area of focus relates to the provisions

on access to the United States.

The ADL strongly supports the act's ban on entry into the United
States for representatives of presidentially designated terrorist

groups. It is well-established that admission to the United States
is a privilege, and that aliens outside the United States have no
due process rights. The Grovernment unquestionably has the con-
stitutional right and the duty to keep our country from being used
as a base to organize terrorist activity here and abroad.
While known terrorists are already excludable under current

law, representatives of terrorist groups should bear the burden to

prove and demonstrate that the aim of their visit is unrelated to

support for terrorism activities.

However, Mr. Chairman, we are troubled by the inclusion of
membership in a terrorist organization as grounds for denying
entry into the United States since we hold that exclusion should be
based on an individual's conduct and not on his affiliations or asso-
ciations.

Furthermore, since most terrorist organizations do not have card-
carrying members, it will be difficult to determine what constitutes

membership. If the definition of membership is too broadly inter-

preted, aliens may be erroneously associated with terrorist groups.
We do believe that a broad ban on access for officials, spokes-

persons, activists and influentials of terrorist groups effectively ex-

pands the universe of excludable individuals while helping to en-
sure that conduct and not beliefs or ideology are the standard for

exclusion.

ADL supports in principle the expedited exclusion hearings for

alien terrorists seeking political asylum. Admission to the United
States is a privilege which shouldn't be abused by individuals who
come to this country to engage in acts of terror. However, any expe-
dited procedure must include adequate review procedures to ensure
that individuals seeking political asylum are granted a fair hear-
ing.

Finally, the third area we would like to address relates to alien

terrorists' deportation proceedings. According to law enforcement
officials, there are known alien terrorists in the United States
today who cannot be deported because revealing the full range of
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evidence required by normal deportation proceedings would endan-
ger intelligence sources £ind methods.
ADL clearly recognizes the unique government interests in these

cases, including the risk to national security and the significant

need to avoid revealing confidential sources. The ADL also strongly

supports the safeguards contained in the act since we recognize

that due process concerns are raised when defendants are provided
with less than full disclosure of evidence.

In certain limited circumstances where full disclosure would pose
a risk to national security, ADL supports H.R. 1710's requirement
that aliens in these special proceedings receive a summary of the

classified evidence against them which must be sufficient to permit
the alien to prepare a defense against deportation.

ADL recognizes the serious due process concerns raised in those

even more limited circumstances in which providing even a sum-
mary would likely cause serious and irreparable harm to national

security or death or serious bodily injuiy to any person.

We, therefore, welcome the new provision in H.R. 1710 which es-

tablishes a panel of attorneys with security clearance empowered
to act as an advocate on behalf of permanent resident aliens who
would not otherwise have access to even a summary. We believe

this provision is a creative means of balancing the Government's le-

gitimate securities with the defendant's right to due process.

Mr. Chairman, however, we do believe that this provision should

be expanded to cover permanent as well as nonpermanent resident

aliens who also have procedural due process rights.

Mr. Chairman, tragedies such as the World Trade Center bomb-
ing illustrate the critical needs for strong American leadership in

worldwide counterterrorism efforts. Terrorists have struck at the

heart of America killing innocent people and instilling fear among
private citizen.

As terrorists use increasingly sophisticated weapons and seek out

softer civilian targets, the American criminal justice system must
be better equipped to confront a new level of danger posed by ter-

rorist groups. There is no doubt that we must be cautious against

alarmism and the ensuing panic that could lead to the erosion of

fundamental freedoms.
At the same time, we must recognize that we live in an era in

which destructive technology gives those who use violence to ad-

vance their cause the capability to take hundreds of lives in a sin-

gle incident.

What is called for is a balanced, cautious approach which avoids

both extremes and implements tough, appropriate measures to pre-

vent future attacks. Through this approach, the American people

and their policymakers can maintain a high level of awareness,

preparedness and serve as a model for effective counterterrorism

policy worldwide.
Again, we applaud your commitment and that of Representative

Schumer who introduced the Omnibus Counterterrorism Act and
other Members of Congress who have demonstrated resolve to take

forceful action on this critical issue. In conclusion, you may be sure

that the ADL will continue to work with you in support of this im-

portant legislation.

Thank you.
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[The prepared statement of Ms. Lansner follows:]

Prepared STATEME^fT of Ruth Lansner, Chair, National Legal Affairs
Committee, Anti-Defamation League of B'nai B'rith

Good afternoon, my name is Ruth Lansner and I chair the National Legal Affairs
Committee of the Aiiti-Defamation League. On behalf of the League, 1 want to

thank Chairman Hyde for his leadership in introducing the Comprehensive
Antiterrorism Act of 1995 and for expeditiously convening these hearings. I appre-
ciate the opportunitv to discuss this legislation and its effectiveness in oroadening
U.S. capabilities and jurisdiction to combat terrorism both here and abroad.
ADL, through its Leon and Marilyn Ninghoffer Memorial Foundation and the

Gorowitz Institute on Terrorism and Extremism, works to combat international and
domestic terrorism through educational, political and legal means. The League pub-
lishes materials on the origins and backgrounds of international and domestic ter-

rorist groups which threaten U.S. interests.

In the last Congress, ADL supported a number of new provisions enacted as part
of the 1994 crime bill and the State Department authorization bill which enhance
the profile, resources and capabilities of U.S. counterterrorism efforts. In November,
the League developed a Counterterrorism Action Agenda for consideration by the
Administration ana the 104th Congress which outlined a range of legislative propos-
als which are addressed in this bill as well as a number of multilateral steps that
could be taken. We look forward to working with Congress and the administration
to promote improved international coordination to enactment of complementary leg-

islation in other countries as well.

Some organizations have criticized the legislation as an unnecessary and uncon-
stitutional response to a rare and declining problem. Yet, the number of civilian cas-

ualties of terrorism is actually on the rise. As terrorism continues unabated and
aims at more vulnerable civilian targets—like the Tokyo subway system and the Al-
fred P. Murrah Federal BuUding—it is clear that law enforcement agencies and the
criminal justice system must be better equipped to confront a new level of sophis-
tication and danger posed by terrorist groups.
As one of the nation's oldest civil rights and human relations organizations, the

Anti-Defamation League is committed to helping ensure that efforts to crack down
on terrorism are sensitive to civil liberties and due process concerns. In May, we
joined other Jewish and Arab American organizations in issuing a joint statement
condemning terrorism and urging a vigorous U.S. response which protects Constitu-
tional freedoms.
We support the broad policy objectives articulated in the Comprehensive

Antiterrorism Act of 1995, and also reflected in the Administration's proposal, as a
significant component of America's national and global strategy against this escalat-

ing terrorist threat.

As the legislation moves through the House and goes to Conference, we look for-

ward to working with Members and with the Conierenees to strive for an appro-
priate balance between the need for an aggressive response to this danger and nec-
essary Constitutional safeguards.

Well before the tragic Oklahoma City bombing, incidents like the World Trade
Center bombing, the murder of two Americans in Karachi, Pakistan, the death of
an American student in a suicide bombing in Gaza, and the plot to bomb American
airliners in the Philippines demonstrated that Americans were unquestionably the
targets of choice and that terrorism can and will occur within our borders. In fact,

attacks against American citizens and interests over the past five years account for

roughly 40 percent of the total incidents worldwide.
Statistics alone cannot adequately measure the magnitude of human suffering

that result from even a single terrorist incident such as the tragedy that befell the
families of the victims of Pan Am 103 or of the American hostages in Lebanon. For-
tunately, most terrorist plots are prevented or fail, but had those averted attacks
been carried out, the potential casualties are estimated in the tens of thousands.

In addition to state-sponsored or well-established groups, small fragmented cells

have emerged which make tracking and countering them more difficult and com-
plex. Activists and supporters of some terrorist organizations have found sanctuary
in the U.S. where they take advantage of democratic freedoms to organize violent

activities here and abroad. Their motives and methods present new challenges for

prevention and counteraction by law enforcement that this legislation addresses.
The chairman's bill includes essential provisions that provide legal and investiga-

tive means to confront these challenges. Among them are: expanded federal jurisdic-

tion to prosecute terrorist acts, expanded restrictions on access to the U.S. for rep-
resentatives of terrorist groups, a ban on fundraising for designated terrorist organi-
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zations, provisions expanding nuclear materials prohibitions and implementation of

the Convention on Plastic Explosives, and increased penalties for explosives conspir-

acies. The bill also includes an array of useful tools to enhance U.S. investigative

capability to pro actively counterterrorism within the U.S.

FUNDRAISING

With increasing indications that terrorist organizations may be using this country
as a base to organize and finance terrorist acts here and abroad, there is a need
to establish a framework to stop the transfer of funds to terrorists.

The Anti-Defamation League strongly supports the bill's broad ban on fundraising

for presidentially designated terrorist groups. The League supports criminalizing an
individual's knowing contribution of material support to a terrorist organization, re-

gardless of whether this support is provided directly, or indirectly. While the right

to associational freedom includes the right to donate money, it is well-established

that the government may restrict this right when it has a compelling interest in

doing so. The Act's prohibition of fundraising is also narrowly tailoied since it ap-

plies only to presidentially designated organizations and only to individuals who
knowingly contribute to those groups.

Since money is fungible and it is virtually impossible to determine the final des-

tination or ultimate use of funds, a broad ban is essential, notwithstanding any in-

tended or claimed nonviolent purposes of a presidentially designated group. Simi-

larly, we believe any ban on fundraising must cover all subgroups including domes-
tic conduits or afiUiates of designated terrorist groups. A broad ban also provides

an incentive for legitimate, non-violent groups to disassociate from or disband ter-

rorist wings.
The League supports the inclusion of a review procedure of the presidential des-

ignation of terrorist organizations barred from both entering the U.S. and raising

funds. We firmly believe that some form of review is essential to ensure accountabil-

ity, but that the review procedure must not impede the government's ability to act

expeditiously.

The Senate passed antiterrorism bill included an impractical and onerous review

process that renders the provision unworkable. The Senate procedure would require

the government to locate and prove that an organizations "control group" had "ac-

tual knowledge" that the funds were being used for "terrorism activities." Separately

we would support a freezing of terrorist assets as provided for in the Senate and
administration proposals, as well as the involvement of U.S. financial institutions

in restricting financial transactions of terrorist organizations.

Access to the U.S.

The ADL strongly supports the Act's ban on entry into the U.S. for representa-

tives of presidentially designated terrorist groups. It is well established that admis-

sion to the U.S. is a privilege and that aliens outside the U.S. have no due process

rights. The government unquestionably has the constitutional right—and the duty

—

to keep our country from being used as a base to organize terrorist activity here

and abroad. While known terrorists are already excludable under current law, rep-

resentatives of terrorist groups should bear the burden of proof to demonstrate that

the aim of their visit is unrelated to support for terrorism activities.

However, we are troubled by the inclusion of "membership" in a terrorist organi-

zation as grounds for denjdng entry into the U.S. since we hold that exclusion

should be based on an incUvidual's current conduct, and not on his affiliations or

associations. Furthermore, since most terrorist organizations do not have card-carry-

ing members, it will be difficult to determine what constitutes membership. If the

definition of membership is too broadly interpreted, aliens may be erroneously asso-

ciated with terrorist groups.

We do believe that a broad ban on access for ofTicials, spokespersons, activists and
influential of designated terrorist groups effectively expands the universe of exclud-

able individuals while helping to ensure that conduct and not beliefs or ideology are

the standard for exclusion.

The ADL supports, in principle, the expedited exclusion hearings for alien terror-

ists seeking political asylum. Adrnission to the U.S. is a privilege which should not

be abused by individuals who come to this country to engage in acts of terror. How-
ever, any expedited procedure must include adequate review procedures to ensure

that individuals seeking political asylum are granted a fair hearing.
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Expedited Deportation Proceedings

According to law enforcement oflicials, there are known alien terrorists in the

U.S. today who cannot be deported because revealing the full range of evidence re-

quired by normal deportation proceedings would endanger intelligence sources and
methods.
ADL clearly recognizes the unique government interests in these cases, including

the risk to national security and tne significant need to avoid revealing confidential

sources. The League also strongly supports the safeguards contained in the Act
since we recognize that due process concerns are raised when defendants are pro-

vided with less than full disclosure of evidence. Among the due process safeguards

f>roposed in both the chairman's bill and the Administration proposal, are the estab-

ishment of a special court composed of five federal district court judges, the Attor-

ney General or Deputy Attorney General's required approval of the proceeding, and—the right to counsel, including at government expense for any alien unable to afford

counsel. In addition, the sj)ecial removal hearings are open to the public.

In certain limited circumstances where full disclosure would pose a risk to na-
tional security, ADL supports the bill's requirement that aliens in these special pro-

ceedings receive a summary of the classified evidence against them whicn must be
suflicient to "permit the alien to prepare a defense against deportation."
ADL recognizes the serious due process concerns raised in limited circumstances

in which providing even a summary "would likely cause serious and irreparable
harm to national security or death or serious bodily injury to any person." We there-
fore, welcome the new provision in the chairman's bill which establishes a panel of

attorneys with security clearance empowered to act as an advocate on behalf of per-

manent resident aliens who would not otherwise have access to even a summary.
We believe this provision is a creative means of balancing the government's legiti-

mate security interests with the defendant's right to due process. We believe, how-
ever, that this provision should be expanded to cover permanent as well as non-per-
manent resident aliens who also have procedural due process rights.

Conclusion

Tragedies such as the World Trade Center bombing illustrate the critical need for

strong American leadership in world-wide counterterrorism efforts. Terrorists have
struck at the heart of America, killing innocent people and instilling fear among pri-

vate citizens. As terrorists use increasingly sophisticated weapons and seek out soft-

er civilian targets, the American criminal justice system must be better equipped
to confront a new level of danger posed by terrorist groups.
There is no doubt that we must be cautious against alarmism and the ensuing

panic that could lead to the erosion of fundamental freedoms. At the same time we
must recognize that we live in an era in which destructive technology gives those
who use violence to advance their cause the capability to take hundreds of lives in

a single incident. What is called for is a balanced, cautious approach which avoids
both extremes and implements tough, appropriate measures to prevent future at-

tacks. Through this approach, the American people and their policy-makers can
maintain a high level of awareness, preparedness and serve as a model for effective

counterterrorism policy world-wide.
Again, we applaud your commitment and that of Representative Schumer who in-

troduced the Omnibus Counterterrorism Act, and other Members of Congress who
have demonstrated resolve to take forceful action on this critical issue. You may be
sure that the Anti-Defamation League will continue to work with you in support of
this important legislation as it moves forward.

Mr. Hyde. Thank you very much.
I think the House is in recess for a memorial service for Les

Aspin, so we need not, unless Members wish to attend that, we
need not interrupt our hearing.
Mr. Shenefield.

STATEMENT OF JOHN H. SHENEFIELD, CHAIRMAN, STANDING
COMMITTEE ON LAW AND NATIONAL SECURITY, AMERICAN
BAR ASSOCIATION
Mr, Shenefield. Mr. Chairman and members of the committee,

I am delighted to be testifying once again before this great commit-
tee and in this committee room.



434

I will summarize my statement and ask that it be printed in full

in the record, Mr. Chairman.
Mr. Hyde, Without objection, so ordered.

Mr. Shenefield, In general, members of our committee support

the Comprehensive Antiterrorism Act of 1995, because they believe

that it strikes an appropriate balance between the prevention of

terrorism and the detection, efficient apprehension and conviction

of terrorists on the one hand and the protection of civil liberties on
the other.

The bill does grapple with some extremely vexing issues and it

does so in an admittedly aggressive way. But there can be no ques-

tion that credit is due both the Congress and the executive branch
in their efforts to bring the full weight of Federal law enforcement

subject to constitutional limitations to bear on terrorism.

Let me offer, Mr. Chairman, an appropriate analytical context

within which to consider proposals in H.R. 1710 or indeed any
other proposals. First and foremost, as Americans, we live in an
open society undergirded by the rule of law.

In seeking to combat terrorism, we are defending that way of life.

It is what we are fighting for. Therefore, in seeking to deal effec-

tively with the problems of terrorism, domestic and international,

we must be vigilant to preserve and maintain the openness of our

society and the legality of our counterterrorism policies and prac-

tices. Our citizens must be clear and have confidence in that essen-

tial point. So also our security officials.

How then to deal with the immense variation in terrorist activ-

ity? How best to develop a sufficiently flexible response so that the

serious threats can be investigated without impinging unduly on

civil liberties? To these questions there are no simple answers, but
I believe that the key concepts for this committee to have in mind
as it assesses these provision and proposals are balance and pro-

portion.

Not all terrorists are created equal. Not all terrorists' acts are

equally threatening, yet some terrorism can strike at the very

heart of an open society.

Government must, therefore, have at hand capabilities to deal

with conspiracies of the most dreadful import where loss of time or

investigative effectiveness risks catastrophe. At the same time, not

all investigative powers need to be used in every case. Certain of

the most intrusive techniques should be thought of and regulated

within the Government as techniques of last resort.

In part, the judgment of balance and proportionality is a legisla-

tive one. Powers that can never be used in our society should never

be legislated into existence. That is not to state the obvious, a jus-

tification for failing to provide society and its government with the

ability to use powers in times of emergency or need. The investiga-

tive tool kept in reserve is nevertheless available for use when
needed. To put it beyond use, even when needed, would be both un-

wise and immoral.
But the judgment on balance and proportionality is also a ques-

tion for the executive branch, for the implementors of the policy,

for the security officials. It is not at all common in Washington
these days to be reassured by such a statement, and yet it must
be the case.
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Our Government, especially our law enforcement agencies and
most especially the Department of Justice, are operated bv men
and women of great competence and dedication who work long
hours, mostly without recognition to protect and defend our open
society under the rule of law.

Until the contrary is demonstrated as to any individual, I strong-

ly believe that a presumption of integrity and legality should be ac-

corded our law enforcement community, and it is that presumption
that must ultimately guide the Members of Congress in assessing

the proposals in this bill.

That is not to say that mistakes will not be made. Of course,

they will. That is the price we pay for living in the real world, but
they will certainly be infrequent, and when they are made, they
are more often than not failures of the system rather than exam-
ples of the system gone bad.
The overheated rhetoric about government conspiracies to de-

prive citizens of their rights is wrong. The notion of investigative

agencies straining at the leash to break the law is wrong.
The fear that government officials when given great power will

always, or sometimes, or ever abuse that power is mostly wrong.
We must always be alert to that possibility. We cannot be immo-
bilized by it.

And so the question to ask of any proposal in H.R. 1710 is

whether on balance it is proportional to the danger it targets, flexi-

ble enough to be available when necessary and under appropriate
safeguards and regulation, and what are the ways to ensure that
these great powers are actually used only in appropriate cases?

Mr. Chairman, the rest of my statement then picks out several

specific provisions of H.R. 1710 and offers support, in some cases,

and suggestions for your consideration as improvements, in others.

For instance, with respect to section 102, the prohibition on the

provision of support and resources to terrorist organizations, we
offer for the consideration of the committee the exception for fund-

ing intended exclusively for religious, charitable, literary or edu-
cational purposes was contained in some earlier versions.

No doubt the problems of policing and enforcement inherent in

any such licenses regime persuaded the drafters that it risks being
essentially unworkable. Nevertheless, it may help in defending
against constitutional attack. If you are inclined to go in that direc-

tion after consideration, we have in mind a number of technical

changes to the versions incorporated in earlier statutes and we
would be happy to work with the staff.

Sections 104 and 105 strike us as sensible efforts to make a co-

herent antiterrorist prosecutorial framework for use by prosecutors,

and we put particular emphasis on subsection D oi section 104,

which provides the limit requiring the critical exercise of judgment
as to balance and proportionality. And that is the provision that re-

quires that no indictment or information may be sought unless cer-

tain findings are made.
It is my experience, Mr. Chairman, that the fixing of individual

responsibility for certification, as in other similar situations, is an
effective method of ensuring the integrity of the implementation of

the statute's clear intention that section 104 is used only to pros-

ecute terrorism. That is quintessentially the kind of judgment we
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expect our highest Federal law enforcement officials to make, and
the certification process and retrospective congressional oversight

can combine to make certain that such judgments are carefully

made.
In pausing at title III, we support the expansion of the authority

of Federal law enforcement to investigate terrorism or engage in

foreign counterintelligence investigations.

We think sensible section 301 is sensible. We think also quite

sensible section 308, which expands the authority for temporary
emergency wiretaps in connection with crimes of terrorism. The
judgment as to proportion and balance is built into the statutory

framework, which we applaud.
We also believe section 309, providing for expansion of authority

for multipoint wiretaps, is appropriate and it more than adequately
meets the fourth amendment requirements for specificity in the is-

suance and the process of issuing warrants.
We applaud, also, the broadening of access to information relat-

ing to foreign counterintelligence investigations. It seems paradox-
ical, if I can put it that way, to have criminal law enforcement have
access to information that foreign counterintelligence investigations

do not.

Finally, in connection with title VI, the immigration law im-
provements, we believe that section 601, which establishes the spe-

cial removal procedures for alien terrorists is, first of all, clearly de-

fensible and clearly constitutional. We think that the utilization of

a special court similar to the kind used under the Foreign Intel-

ligence Surveillance Act is entirely appropriate here where you are

dealing with the most sensitive kind of information.

We believe that it is entirely appropriate as this version—as H.R.

1710 does, as others did not—to provide for special procedures for

access to classified information and challenges to the use of such

information by what I take to be a panel of special attorneys with

security clearances retained precisely for such purposes.

I suggest that that general procedure, as my colleague to my left

also did, I believe, that special procedure would be a useful addi-

tion to the other provisions. It provides for a sort of a guardian ad
litem, if you will, pursuant to which perhaps a government lawyer
separated from the hearing staff would be statutorily assigned the

responsibility of assessing items of confidential information and
helping the court to test their sufficiency and making appropriate

arguments on behalf of the alien.

We also support sections 611, 12, and 13, and believe that those

are entirely appropriate responses to the terrorism problem.

In short, Mr. Chairman, the Comprehensive Antiterrorism Act of

1995 is a measured step to provide the Federal Government, and
in particular, the investigative and law enforcement agencies, with

adequate tools to deal with the terrorist conduct. The provisions

are not excessive. They particularly do not deserve the hysterical

reaction of some critics that see in them the destruction of civil lib-

erties.

The bill is, in section after section, designed in fact to protect

civil liberties as a substantive matter. Internal departmental regu-

lation and congressional oversight can ensure that our society is
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served both by effective law enforcement and the protection of vital

civil liberties.

Thank you, Mr. Chairman.
Mr. Hyde. I thank you very much.
[The prepared statement of Mr. Shenefield follows:]

Prepared Statement of John H. Shenefield, Chairman, Standing Committee
ON Law and National Security, American Bar Assocl\tion

Mr. Chairman and Members of the Committee, I am pleased to testify in connec-

tion with the Comprehensive Antiterrorism Act of 1995, H.R. 1710.

I serve as Chairman of the American Bar Association's Standing Committee on
Law and National Security, which is composed of eleven senior lawyers with exper-

tise and experience in dealing with the legal aspects of national security issues. The
Standing Committee sees its role as educating America's lawyers on the importance
of the rule of law in the national security arena This testimony, however, is not de-

livered on behalf of the American Bar Association and does not purport to represent

its official policy or position. Nor can it represent in any official way the position

of the Standing Committee. Instead the testimony does reflect a rough informal con-

sensus of members of the Standing Committee, which has been analyzing several

legal issues related to terrorism in recent years, and seeks to make available to the

Congress some of the lessons distilled from that analysis.

In general, I support the Comprehensive Antiterrorism Act of 1995. I believe it

strikes an appropriate balance between the prevention of terrorism and the efficient

apprehension and conviction of terrorists, on the one hand, and the protection of

civil liberties on the other. The bill undertakes to resolve some extremely vexing is-

sues, and it does so in an admittedly aggress he way. I applaud the determination

of the Executive Branch and the Congress to bring the full weight of federal law
enforcement, within constitutional limitations, to bear on terrorism.

At the outset, let me suggest the a{K)ropriate analytical context within which to

consider the proposals contained in H.R. 1710, or indeed any other proposals. First

and foremost, as Americans we live in an open-society undergirded by the rule of

law. In seeking to combat terrorism, we are defending that way of life—it is what
we are fighting for.

Therefore, in seeking to deal effectively with the problems of terrorism, domestic
and international, we must be vigilant to preserve and maintain the openness of our

society and the legality of our counterterrorism policies and practices. Our citizens

must be clear on this essential point; so also our security officials.

How then to deal with the immense variation in terrorist activity? How best to

develop a sufficiently flexible response so that truly serious threats can be inves-

tigated without impinging unduly on civil liberties? To these questions, there are

no simple answers.
The key concepts are balance and proportion. Not all terrorists are created equal.

Not all terrorist acts are equally threatening. Yet some terrorism can strike at the

very heart of an open society. Government must therefore have at hand capabilities

to deal with conspiracies of the most dreadful import, where loss of time' or inves-

tigative effectiveness risks catastrophe. At the same time, not all investigative pow-
ers need to be used in every case. Certain of the most intrusive techniques should

be thought of, and regulated within the government, as techniques of last resort.

In part, the judgment of balance and proportionality is a legislative one. Powers
that can never be used in our society should never be legislated into existence. That
is not, to state the obvious, a justification for failing to provide society—and its gov-

ernment—with the ability to use powers in times of emergency or need. The inves-

tigative tool, kept in reserve, is nevertheless available for use when needed. To put

it beyond use, even when needed, would be both unwise and immoral.
But the judgment on balance and proportionality is also a question for the Execu-

tive Branch, for the implementers of the policy, for the security officials. It is not

common in Washington in these days to be reassured by such a statement, and yet

it must be the case. Our government, and especially our law enforcement agencies,

and most especially the Department of Justice, are operated by men and women of

great competence and dedication who woric long hours, mostly without recognition,

to protect and defend our open society under the rule of law. Until the contrary is

demonstrated as to any individual, I strongly believe that a presumption of integrity

and legality should be accorded our law enforcement community. And it is that pre-

sumption that must ultimately guide the members of Congress in assessing the pro-

posals in this bill.
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That is not to say that mistakes will not be made. Of course they will—that is

the price we pay for living in the real world. But they will certainly be infrequent,
and when they are made, they are more often than not failures of the system rather
than examples of the system gone bad.
The overheated rhetoric about government conspiracies to deprive citizens of their

rights is wrong. The notion of investigative agencies straining at the leash to break
the law is wrong. The fear that government officials, when given great power, will

always or sometimes or ever abuse that power is mostly wrong. We must always
be alert to that possibility; we cannot be immobilized by it.

And so, the question to ask of any proposal in H.R. 1710 is whether on balance
it is proportional to the danger that it targets—flexible enough to be available when
necessary, under appropriate safeguards and regulation. And what are the ways to

ensure that these great powers are actually used only in the appropriate cases?

I. Substantive Criminal Law Enhancements (Title I)

The purpose of this title is to provide a surer and more comprehensive basis for

the response of federal law enforcement to acts of international terrorism both with-
in the United States and overseas. It establishes, really for the first time, a coherent
statutory framework that would permit the federal government to attack complicity
in acts of international terrorism across a broad front of jurisdictional rationales,

regardless of the sit us of the terrorist acts or the nationality of the offender. It also
enhances our ability to deal with extraterritorial terrorist acts.

Section 102 prohibits the provision of support and resources to terrorist organiza-
tions so designated by the President of the United States, pursuant to an amend-
ment to the Immigration and Nationality Act found in proposed section 611. Unlike
some earlier versions (e.g., H.R. 896), H.R. 1710 makes no exception for funding in-

tended exclusively for religious, charitable, literary or educational purposes. No
doubt the problems of policing and enforcement inherent in any such licensing re-

gme persuaded the drafters that it was essentially unworkable. Nevertheless, the
ommittee might be well advised to consider whether inclusion of some such excep-

tion and regulation, which might bear some resemblance to that of the International
Emergency Economic Powers Act, 50 U.S.C. 1701-06, together with certain legisla-

tive findings to undergird the reach of the prohibition, would improve the ability of
the statute to withstand constitutional challenge without detracting from its effec-

tiveness. If the Committee were so minded, we would suggest a number of technical
changes to the versions incorporated in earlier statutes, and would be happy to work
with the Committee's staff to produce the optimal statutory language. I am con-
fident that any such provision will be upheld by the courts on national security
grounds and as within the foreign affairs powers of the Executive Branch. See, e.g..

Dames & Moore v. Regan. 453 U.S. 654 (1981).

Section 104 creates a new violation of federal law, "Acts of Terrorism Transcend-
ing National Boundaries." It is important that the law contain the most complete
exercise of federal jurisdiction possible in connection with terrorist acts within the
United States, as well as establish stringent penalties. Subsection (b) contains a
catalog of jurisdictional bases currently approved by federal courts.

Subsection (d) provides an important limitation on prosecution, and requires the
critical exercise ofjudgment as to balance and proportionality. Under this provision,

no indictment or information may be sought unless the Attorney General, or the
highest ranking subordinate of the Attorney General with responsibility for criminal
prosecutions, has made a written certification that the offense, or any act of prepa-
ration or concealment, is terrorism as defined in proposed section 315. The fixing

of individual responsibility for the certification, as is true in other statutory con-

texts, is an effective method of ensuring the integrity of the implementation of the
statute's clear intention that section 104 is used only to prosecute terrorism This
is quintessentially the kind of judgment we expect our hignest federal law enforce-

ment officials to make. The certification process and retrospective congressional
oversight can combine to ensure that such judgments are carefully and correctly

made.
Proposed section 105 ("Conspiracy to Harm People and Property Overseas") would

substantially expand the very limited federal jurisdiction that now exists in section

956 of Title 18 to prosecute conspiracies carried out in part within the United States

to commit terrorist acts overseas. Section 105 complements section 104, dealing with
international terrorist acts within the United States, so that federal prosecutors
have the flexibility and scope to investigate and prosecute those who conspire to

commit, as well as those who actually commit, terrorist acts both within the United
States and around the world. The technical amendments of 106-111 are wholly ap-

propriate, as are the increased penalties provided for in Title II.
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II. Investigative Tools (Title in)

Title III contains a number of enhancements to the capability of federal law en-
forcement to investigate terrorism or engage in foreign counterintelligence investiga-

tions. Each of these provisions seems a sensible but limited expansion of current au-
thority. Each also employs an implicit balance between the government's investiga-

tive needs and the individual's right of privacy. Running throughout is the require-

ment that responsible officials exercise the critical judgment as to balance ana pro-
portionality.

Section 301 expands the federal authority to seek court-ordered electronic surveil-

lance in connection with terrorism-related offenses. This section engages not just the
panoply of internal Justice Department regulation, but also requires a 15-day report
to the appropriate federal judge. Wiretaps should of course be available in connec-
tion with the most serious crimes, and there can be little doubt that those added
to 18 U.S.C. §2516, which would include protection of U.S. officers and employees,
murder of foreign officials, presidential assassination, terrorist acts abroad and
within the United States, fall within that category. It is hardly persuasive to argue
that existing authority is used infrequently; indeed, that should be a basis of reas-

surance that electronic surveillance is an investigative technique to be used as a
last resort.

Section 308 sensibly expands the authority for temporary emergency wiretaps in

connection with crimes of terrorism. Objection to this provision has been raised on
the ground that existing law, permitting emergency wiretaps where the emergency
involves immediate danger of death or serious physical injury to any person, con-
spiratorial activities threatening the national security interest, or conspiratorial ac-

tivities characteristic of organized crime, already provides sufficient legal basis. But
international and domestic terrorism can take unforeseen forms with unpredictable
consequences, and may not easily fit existing legal categories. The provision as-

sumes that the Attorney General has made a reasonable determination that an
intercept must be made before an order can be obtained in the ordinary course, even
with due diligence. This provision, giving federal law enforcement Hexibility in exi-

gent circumstances, seems particularly wise.

Section 309 provides for expanded authority for multi-point, or roving, wiretaps.
Under current law, roving wiretaps are permissible only upon a showing that tne
subject's use of different telephones is intended to thwart law enforcement investiga-

tions. The new provision removes that inefficient requirement, and substitutes in-

stead the more practical requirement that senior law enforcement ofiicials and the
judge to whom the application is made find that specification of the telephone to

be tapped is impractical the same standard that exists in current law for multi-point
listening devices.

The fourth amendment requires that in its request for a search warrant the gov-

ernment particularly describe the premises to be searched. In the case of wiretaps,
traditionally the fourth amendment's particularity provision has been construed to

require the government to specify the location of the telephone to be tapped, unless
the special finding of an attempt to evade can be made.

In theory, removal of the sp>ecial finding for oral communications has the potential

for giving inadequate emphasis to the constitutional particularity requirement,
which is designed to avoid the surreptitious interception of the telephone calls of

wholly innocent people. As a matter of practice, constant physical surveillance guar-
antees that the subject of the investigation—and no one else—is actually using the

telephone to be tapped. As a practical matter, therefore, the provision is constitu-

tionally sound. Nevertheless, to avoid any doubt and to align the statutory provision

more completely with actual practice, we suggest the insertion of a standard requir-

ing a very high degree of probability that the subject is at the time using the tele-

phone to be tapped. As part of the legislative history, we would suggest that the
current practice of confirmation be cited as an example of adequate probability.

Title III also includes a variety of provisions relating to foreign counterintelligence
investigations. There seems to be little reason why tools such as pen register and
trap and trace devices available to criminal law enforcement should not be equally

available to foreign counterintelligence investigations. In addition, access to certain
consumer information, under prop>er safeguards, should be eased. Section 303 and
section 304 relating to common carriers, public accommodation facilities, vehicle

rental facilities and the like seem to be sensible and constructive expansions of for-

eign counterintelligence authority.
Much has been made of section 312's provision for military assistance with respect

to ofTenses involving weapons of mass destruction. The controversy is largely base-
less, inasmuch as the assistance provided is of a purely technical and logistical na-

ture in circumstances where the absence of such assistance could be catastrophic.
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To wall off technical expertise possessed by one arm of the United States govern-
ment from its employment in a law enforcement context by another branch of the
United States government seems perverse, particularly where the results of such
compartmentalization could be so dire.

in. Immigration Law Improvements (Title VI)

Title VI creates procedures for dealing with alien terrorists under the immigration
laws.

Section 601 establishes special removal procedures for alien terrorists. The provi-

sion is an eminently sensible effort to deal with the problem of the need of the fed-

eral government both to avail itself of sensitive classified information in connection
with alien terrorist removal procedures and to avoid disclosing such information
where that would pose a risk to the national security of the United States. The pro-

gosal utilizes a special court similar to that recognized in the Foreign Intelligence
urveillance Act context, and entrusts a specially appointed federal district judge

with the authority to police the process and make the ultimate decision as to re-

moval. Section 601 likewise provides for representation by counsel who may intro-

duce evidence, examine witnesses, and procure the attendance at the hearing of wit-

nesses or the production of documents.
Classified information can be used, either in connection with the application for

the special removal hearing or in connection with the substantive removal decision

itself Section 601 in these circumstances establishes special procedures to be em-
ployed to safeguard especially sensitive classified information. Such information is

to be presented to the court ex parte and in camera. In connection with the actual

hearing, written sunmiaries of such classified information that do not pose a risk

to national security are to be made. If no such summary is possible without reveal-

ing enough to cause serious and irreparable harm to the national security or death
or serious bodily injury to any person, the judge can permit the special removal
hearing to continue and can consider the classified information in camera and ex
parte even though it is not supplied to the alien.

H.R. 1710 improves on earlier versions in cases involving lawful permanent aliens

with a provision in section 506(c) establishing special procedures for access to classi-

fied information and challenges to the use oT such information by special attorneys

with security clearances retained precisely for such purposes. I suggest that a useful

addition to the procedure for removal proceedings in other cases would be to estab-

lish a similar guardian ad litem feature, pursuant to which a government lawyer,

separated from the hearing staff, would be statutorily assigned the responsibility of

assessing the items of confidential information, helping the court to test their suffi-

ciency, and making appropriate arguments on behalf of the alien.

Sections 611, 612 and 613 that provide for special treatment of alien terrorists

are also commendable. In general, the law should protect the United States from
having to open its borders to those who are members of terrorist organizations that

threaten the national security of the United States.

The Comprehensive Antiterrorism Act of 1995 is a measured step to provide the
federal government, and in particular the investigative and law enforcement agen-

cies, with adequate tools to deal with terrorist conduct. The provisions are not exces-

sive; they particularly do not deserve the hysterical reaction of some critics that see

in them the destruction of civil liberties. In fact, the bill is carefully designed to pro-

tect civil liberties as a substantive matter. Internal departmental regulation and
congressional oversight can ensure that our society is served by efTective law en-

forcement and by the protection of vital civil liberties.

Mr. Hyde. Dr. al-Habri.

STATEMENT OF AZIZAH Y. AL-HIBRI, J.D., PH.D., NATIONAL
ADVISORY BOARD, AMERICAN MUSLIM COUNCIL

Ms. AL-HiBRi. Thank you, Mr. Chairman and members of the
House Judiciary Committee for allowing me to speak on the Com-
prehensive Antiterrorism Act of 1995. I am, too, summarizing my
statement and would like it printed in the record in full.

Mr. Hyde. Without objection, so ordered.

Ms. AL-HlBRl. I speak on behalf of the American Muslim Council.

I would like to note that this testimony is of historical signifi-

cance to the American-Muslim community. It represents the first
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time ever that Muslims, qua Muslims, have been invited to present
their views in this House on matters that are of concern to them.
It is however quite surprising that it took American Muslims this

long to be invited since they have been present in America at least

since the 16th century.
On behalf of millions of American Muslims, I would like to join

our fellow Americans in expressing support for measures that
would protect this country and its citizens from the threat of ter-

rorism and all other forms of violence. We also join other fellow

Americans in demanding that these measures be reasonable, ap-
propriate, and not overly broad in order not to run afoul of the fun-
damental constitutional guarantees that have made this country so

great.

The specter of terrorism and violence in their myriad forms and
sources haunts all of us. Anyone could become its unwanting vic-

tim, unfortunately. However, we American Muslims know this fact

onlv too well. In the emotionally charged days that followed the
Oklahoma bombing, Muslim-Americans all over the country suf-

fered doubly and intensely.

Like their compatriots, they agonized over the senseless death of

the Oklahoma victims, but unlike their compatriots, they were de-

nied the opportunity to mourn in dignity.

Instead, they were immediately viewed as suspect and subjected
to both official and unofficial acts of harassment, intimidation and
discrimination. These acts included detention and interrogation of

Muslims by law enforcement officials, by media broadcasts of opin-

ions, by so-called experts, which conflated the latter's political

views with a negative stereotype of Islam, also individual scorn and
mob reprisal attacks. One such mob stoned a Muslim house. As a
result, baby Salam carried by his mother almost to full term, died.

He is thus another innocent victim of the Oklahoma bombing.
For a full 60 hours, our community was denied its most basic

constitutional right by being presumed and even declared by some
guilty collectively until proven innocent. Some Muslims were afraid

to go to work. Even young children feared going to school because
of unrelenting attacks accusations and other expressions of hos-

tility by their classmates. These children too are secondary victims

of the Oklahoma bombing.
This is truly unfortunate in a country which prides itself on its

religious tolerance. Islam, after all, is a world religion with over a
billion followers. It is a religion that has inspired some of the
world's greatest civilizations that actually contributed to our Amer-
ican civilization today. It is also one of the three Abrahamic reli-

gions, Christianity, Islam, and Judaism.
In particular, Islam is a religion which says that the killing of

a single innocent person is tantamount to the killing of all of hu-
manity. It is a religion which recognizes not only human rights but
animal rights and environmental concerns 1,400 years before these
issues became fashionable.

It is, therefore, with great sorrow that Muslims witnessed the
daily misrepresentation of their religion, the silencing of their

voices, and the erosion of their civil rights. We are finally speaking
out because we think it patently unfair to brand a whole religion

by the actions of a few, just as it is patently unfair to judge Chris-
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tianity by the Inquisition, Judaism by Jewish extremist groups or

the worth of a person by the color of tne skin.

We Muslims, Christians, and Jews in these United States stand
for the proposition that the era of religious strife is a bygone era
and that our day is the day of interfaith dialog based on mutual
respect, equality and justice. Let not those who live in the past suc-

ceed in destroying our promising American vision.

H.R. 1710, the antiterrorism bill has been proposed against this

backdrop of prejudice and hostility we described. This fact concerns
us because it can affect the final torm and use of the bill. Yet, while
there are many problematic provisions in the bill, given its acceler-

ated status, we nave no choice but to focus your attention on two
sections that raise constitutional issues.

Under this bill, the INS is permitted to use imdisclosed secret

evidence in special court proceedings to deport aliens who are
merely accused of engaging in or supporting terrorist activities.

The secret evidence can only be reviewed by court-appointed attor-

ney who would represent the accused with respect to the secret evi-

dence.
The problem is that the accused has no input in choosing this at-

torney nor can the attorney disclose the evidence to either the ac-

cused or her counsel. This makes a proper defense extremely un-
likely. Thus, the procedure denies an alien her right to due process,

one of the most basic and cherished American legal rights.

Additionally, the bill provides that if an alien is deemed a risk

to national security, or if she is regarded as one who would seri-

ously harm another, then no summary would be provided. While
the contemplated threat in this case is significant, it must still be
balanced against the right of the accused for an effective defense.

For in this country, we have the presumption of innocence deeply
ingrained in our legal system. In our rush to protect ourselves from
terrorism, let us not trample on our principles.

As Benjamin Franklin said: "They that give up essential liberty

to obtain a little temporary safety, deserve neither liberty nor safe-

ty."

We urge that if classified information is involved, then the alien

be always provided with at least an adequate summary of the evi-

dence, regardless of the nature of the charges. This way she could
have some possibility of an effective defense.

Title VII addresses fundraising. Its provisions are troublesome
because they permit political factors to be injected in decisions in-

volving the constitutional rights of American citizen. It gives the

President the ability, subject to congressional review, to designate
certain groups as terrorist.

We have already seen how much the attitude toward various po-

litical groups around the world can be influenced by the political

views of the American administration that is in office at the time.

Several groups have already been elevated from a pariah status

simply because the present administration changed its position on
certain policy matters or reached a political understanding with
these groups.
This is to some extent quite legitimate. But we do need to keep

in mind that the President and Congress are more susceptible to

political pressure by special interest groups than, for example, are
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courts. Perhaps, we should therefore depoliticize this matter by
placing the power to designate with the judiciary or at least giving
the judiciary power to review such presidential designation.

Otherwise, the procedure for designation as it presently stands
invites serious abuse of power and could result in restriction of le-

gitimate fundraising for humginitarian purposes.
For example, many Muslim Good Samaritans and many Muslim

groups and charitable organizations in the United States, like their
Christian and Jewish counterparts, donate fiinds to help those who
are less fortunate or who have been ravaged by war and/or hunger.
These include, for example, wounded civilians or orphaned children
in Bosnia, Afghanistan, ICashmir, or Somalia. These areas have
been engulfed in conflict and turmoil recently, but while their polit-

ical picture changes almost daily, the suffering of their innocent re-

mains constant.

Under this fundraising provision, the Good Samaritans and char-
itable organizations are criminally prosecutable if the President de-
cides to designate the hospital receiving their donations as a terror-

ist-affiliated hospital. The designation may be based on the tenuous
belief that the hospital treats a large number of individuals who
are members of a politically disfavored group and on an even more
tenuous conclusion that the hospital therefore engages in activity

that threatens the national security of the United States.
Nevertheless, the bill doesn't provide a politically neutral mecha-

nism to contest this designation. As a result, the poor, the elderly,

the sick and the hungry all go without further assistance and the
humanitarian Americans face criminal charges.
Our concern is that this section of the bill will be used and will

be effective not in preventing terrorism but in preventing fundrais-
ing for political viewpoints that are unpopular. This is antithetical

to our American democratic values and our American system of
justice. Again, let not our fear smother our humanitarian principles
for, "What does a man benefit if he gains the whole world and loses

his own soul?"

We urge you therefore to eliminate this very controversial provi-
sion from the bill altogether. It violates the first amendment right
of association. Indeed, we believe that a court of law is likely to

find such a provision unconstitutional.
Thank you.
Mr. Hyde. Thank you very much. Dr. al-Hibri.

[The prepared statement of Ms. al-Hibri follows:]

Prepared Statement of Azizah Y. al-Hibri, J.D., Ph.D., National Advisory
Board, American Musum Council

Thank you, Mr. Chairman, and Members of the House Judiciary Committee for

allowing me to speak on the "Cornprehensive Antiterrorism Act of 1995." I speak
on behalf of the American Muslim Council. I would like to note that this testimony
is of historical significance to the American Muslim community. It represents that
first time ever that Muslims, qua Muslims, have been invited, since they have been
present in America at least since the 16th century.
Speaking of behalf of no less than six million American Muslims, I would like to

join our fellow Americans in expressing support for measures that would protect
this country and its citizens from the tm^at of terrorism and all other forms of vio-

lence. We also join other fellow Americans in demanding that these measures be
reasonable, appropriate and not over-board, in order not to run afoul of the fun-
damental constitutional guarantees that have made this country so great.
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The specter of terrorism and violence in their myriad forms and sources haunts
all of us. Any one could become its unwitting victim. Unfortunately, however, we
American Muslims know this fact only too well. In the emotionally charged days
that followed the Oklahoma bombing, Muslim Americans all over the country suf-

fered doubly and intensely. Like their compatriots, they agonized over the senseless

death of the Oklahoma victims, but unlike their compatriots, they were denied the
opportunity to mourn in dignity.

Instead, they were immediately viewed as suspect. They were subjected to both
official and unofficial acts of harassment, intimidation and discrimination. These
acts included detention and interrogation of Muslims by law enforcement officials,

media broadcasts of opinions by so-called "experts" which conflated the latter's polit-

ical views with a negative stereotype of Islam, individual scorn and even moo re-

prisal attacks. One such mob stoned a Muslim house. As a result, baby "Salam,"
carried by his mother almost to full term, died. He is thus another innocent victim
of the Oklahoma bombing.
For a full 60 hours, our community was denied its most basic constitutional rights

by being presumed, and even declared by some, guUty collectively until proven inno-

cent. Some Muslims were afraid to go to work. Even young children feared going
to school because of unrelenting attacks, accusations and other expressions of hos-
tility by their classmates. These children too are secondary victims of the Oklahoma
bombing.

This is truly unfortunate in a country which prides itself on its religious tolerance.

Islam after all is a world religion with over a billion followers. Islam has inspired
some of the world's greatest civilizations that actually contributed, directly or indi-

rectly, to our American civilization today. It is also one of the three Abrahamic reli-

gions: Christianity, Islam and Judaism. In particular, Islam is a religion which says
that the killing of a single innocent person is tantamount to the killing of all of hu-
manity. It is a religion which recognized not only human rights but animal rights

and environmental concerns fourteen hundred years before these matters became
fashionable.

It is therefore with great sorrow that Muslims witness the daily misrepresenta-
tion of their religion, the silencing of their voices and the erosion of their civil rights.

We are finally speaking out because we think it patently unfair to brand a whole
religion by the actions of a few, just as it is patently unfair to judge Christianity

by the Inquisition, Judaism by Jewish extremist groups, or the worth of a person
by the color of the skin. We, Muslims, Christians and Jews in these United States

stand for the proposition that the era of religious strife is a bygone era and that

our day is the day of interfaith dialogue based on mutual respect, equality and jus-

tice, let not those who live in the past succeed in destroying our promising American
vision.

H.R. 1710, the antiterrorism bill, has been proposed against the backdrop of prej-

udice and hostility we described. This fact concerns us because it can infect the final

form and use of the bill. Yet while there are many problematic provisions in the

bill, given its accelerated status, we have no choice but to focus your attention on
only two sections. These sections involve the use of secret evidence in alien removal
proceedings and the imposition of fiindraising limitations. Each provision presents

serious constitutional concerns.

The Use of Secret Evidence in Alien Removal Proceedings

Under this bill, the Immigration and Naturalization Service ("INS") would be per-

mitted to use undisclosed secret evidence to deport aliens who are merely accused
of engaging in or supporting terrorist activities. The INS would create a special

court and permit the government to introduce secret evidence to the court proceed-

ings. The bill allows for the creation of a panel of attorneys with security clearances

to review in camera evidence and challenge its validity on behalf of the accused. The
problem, however, is that these attorneys cannot be chosen by the accused, nor can
they disclose to her or her counsel the evidence they have reviewed. We find it ex-

tremely unlikely that a proper defense can be prepared when an attorney cannot
release to her client the evidence against her. This procedure simply denies an alien

her right to due process, one of the most basic and highly cherished American legal

rights.

Additionally, the bill provides that if an alien is deemed a risk to national security

or if she is regarded as one who would harm another person, then no summary
would be provided. While the contemplated threat in this case is significant, it must
still be balanced against the right of the accused for an effective defense; for in this

country we have the presumption of innocence deeply ingrained in our legal system.
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In our rush to protect ourselves from terrorism, let us not trample on our prin-
ciples. As Benjamin Franklin said, "Thev that give up essential liberty to obtain a
little temporary safety deserve 'neither liberty nor safety." We urge that if classified

information is involved, then the alien be always provided with at least an adequate
summary of the evidence, regardless of the nature of the charges. This way, she
could have some possibility of an effective defense.

FUNDRAISING

This provision is troublesome because it permits political factors to be injected in
decisions involving the constitutional ridhts of American citizens. It gives the Presi-
dent the ability to designate, with no effective recourse, certain groups as terrorist.

We have already seen how much the attitude towards various political groups
around the world can be influenced by the political views of the American Adminis-
tration that is in office at the time. Several groups have already been elevated from
a pariah status, simply because the present American Administration changed its

position on certain policy matters or reached a political understanding with these
groups. This is to some extent quite legitimate; but we do need to keep in mind that
the President is more susceptible to political pressure by special-interest groups
than, for example, the courts. Perhaps we should therefore de-politicize this matter
by placing the power to designate with the judiciary or at least giving the judiciary
power to review the fairness of such presidential designation. Otherwise, the proce-
dure for designation as it presently stands is so flawed that it invites serious abuse
of power. This could lead in turn to a restriction on legitimate fundraising for hu-
manitarian purposes.
For example many Muslim Good Samaritans and many Muslim charitable organi-

zations in the United States (like their Christian and Jewish counterparts) donate
funds to help those who are less fortunate or who have been ravaged by war and/
or hunger. These include, for example, wounded civilians or orphaned children in
Bosnia, Kashmir, Afghanistan and Somalia. These areas have been engulfed in con-
flict and turmoil recently, but while their political picture changes almost daily, the
suffering of their innocent remains constant. Under this fundraising provision, the
Good Samaritans and charitable organizations are criminally prosecutable if the
President decides to designate a hospital receiving their donations as a terrorist af-

filiated hospital. The designation may be based on a tenuous belief that the hospital
treats a large number of individuals who are members of a politically disfavored
^up and on an even more tenuous conclusion that the hospital therefore engages
m activity that threatens the national security of the United States. Nevertheless,
the bill does not provide an adequate mechanism to contest this designation. As a
result, the poor, elderly, the sick and hungry, all go without further assistance, and
the Good Samaritan or charitable organization face criminal charges!
Our concern is that this section oi the bill will be used and will be effective not

in preventing terrorism—^but in preventing fundraising for political viewpoints that
are unpopular. This is antithetical to our American democratic values and our
American system ofjustice.
We do not believe that a box of Band-Aids, penicillin, prescription drugs or medi-

cal equipment can be equated with aiding and abetting terrorism. We have heard
the argument over and over again from the Administration and the State Depart-
ment that money is fungible. We agree. However, in the absence of convincing proof
that the funds are being used to support terrorism, lawful humanitarian activities
should not be criminalized. Again, let not our fear smother our humanitarian prin-
ciples. For, what is a man profited if he gains the whole world and loses his own
soul?
We urge you therefore to eliminate this very controversial provision from the bill

altogether. It violates the First Amendment right of association. Indeed, we believe
that a court of law is likely to find such a provision unconstitutional.
Thank you.

Mr. Hyde. Mr. Conyers.
Mr. Co^fYERS. Mr. Chairman, I feel so badly about the bill, and

so uninspired by most of the testimony, that I would like to ask
permission to delay any questions.
Mr. Hyde. Well, certainly, Mr. Conyers.
Mr. Frank.
Well, all right.

Mr. Schumer, the distinguished gentleman from New York.



446

Mr. SCHUMER. Well, thank you, Mr. Chairman.
And first, I am sorry I was not here yesterday for these hearings.

As you know, I spoke to you on the phone. I had scheduled to speak
at a graduation knowing that there were no votes.
Mr. Hyde. I hope you got your diploma.
Mr. ScHUMER. Many diplomas were given out, none to me, but

very successfully.

I would make two points. One about the morning's hearings
which focused on the issue of taggants. I must say I found the pro-
posal in the bill pitifully weak, much weaker than the Senate bill.

And I intend tomorrow to introduce an amendment that would
strengthen things dramatically in terms of requiring taggants on
all explosives, including black powder.
Mr. Hyde. Would the gentleman yield?
Mr. ScHUMER. Yes. Happy to yield.

Mr. Hyde. I know the gentleman has long been interested in this

subject. The testimony this morning was from four, I believe ex-
perts
Mr. Schumer. I am aware.
Mr. Hyde. And taggants are not much of a home run according

to the state of the art. What we are trying to do is have a commis-
sion, a study committee set up by the Attorney General.
Mr. Schumer. I know.
Mr. Hyde. To focus. So I think your amendment might be pre-

mature. But I thought I would
Mr. Schumer. I think I am aware of what is in the bill, and I

don't intend to get into a debate here on taggants. I wanted the
committee members to know that I intend to introduce the amend-
ment, which would go further, as I say, than the bill that passed
the Senate because it would include black powder.
But just like the bill in the Senate, it would say that if they find

it is worthwhile, they could implement it without coming back to

us, which I think is important.
As well, I would ask that they do the same thing for explosive

materials such as the ammonium nitrate fertilizers.

Mr. Hyde. Additives as well as taggants?
Mr. Schumer. Right.
Now, I have a question on the subject matter here. Which is, I

guess, I would like to ask Mr. Shenefield first.

As was mentioned, as you know, I have been basically a sup-
porter of this type of legislation and introduced the previous bill

that the President had which was somewhat narrower than this

one. But one of the concerns I had even in that bill was the des-
ignation of terrorist organizations.
My worry was, and still is, that you could get politics involved

in this. That, for instance, one administration might declare

—

might have declared the Contras a fine organization, which would
come here and raise money, and a second organization—and the
same administration would say the Sandinistas are a terrorist or-

ganization. And then a different administration might do it the
other way around.

I am not saying that either the left or right would have any

—

they would have mirror biases, but not that one was more biased
than the other.
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So, what I intend to do tomorrow is introduce an amendment to

this bill that would require some kind of judicial review and allow
judicial review in terms of what is a terrorist organization.

I don't think there would be much dispute about that. And, in

fact at one point, the administration said that is what they in-

tended in their legislation, although it is not explicit there.

I would be interested in knowing, Mr. Shenefield, particularly,

because I can imagine that Mr. Jahshan and Dr. al-Hibri would be
for that amendment and their organizations have spoken to it. I

would also be interested in Ms. Lansner's view of that.

Mr. Shenefield. Mr. Schumer, let me suggest that it would be
difficult to make a finding of the kind that you suggest, it seems
to me, based on the language now in the bill.

Mr. Schumer. Correct.

Mr. Shenefield. What makes it difficult is the requirement that
those organizations engage in activity, quote, "that threatens the
national security of the United States."

So, it seems to me, though politics might be that powerful, it

would seem to me awkward.
Second, this provision, this bill

Mr. Schumer. Are you saying that this language is too broad
or
Mr. Shenefield. No, I am saying that this standard is quite

high. It is quite high.

Mr. Schumer. Why that would then make court review difficult?

Mr. Shenefield. I was coming to court review third.

Second, this bill, H.R. 1710, provides as the others did not, I be-

lieve, for participation by the Congress in the process. So that if,

from the point of view of the Congress, the President's specific find-

ing is inappropriate, it can change it.

Third, I am very leery, just as a philosophical matter, of getting

judges into the business of determining whether they agree or don't

agree with the foreign affairs or national security judgment of the

executive branch. One can do it. It is not what they are well suited

for. They don't much care for it. And the question is what s6rts of

standards and what sorts of information would you have?
And so I would advise going slow on that.

Mr. Schumer. Right.
Let me just ask you, Mr. Shenefield, and then I will ask Ms.

Lansner, if you are worried about the politicalization of this des-

ignation, which I consider to be a very serious designation. I com-
pletely disagree with Mr. Jahshan.

If a group is involved in terrorist activities and they are also

raising money for nonterrorist purposes, I would prohibit them
from raising any money here. Let someone else do it who is not en-

gaging in terrorist activities. They don't come before the, quote,

"court of America" with any kind of clean hands. So if vou are in-

volved in terrorist activities, you don't get the benefit of the doubt.
And so I have no problem with the mainstay of the provision. My

worry is the manipulation for political purposes of what is a terror-

ist group, and, for instance, I don't have much doubt that an orga-

nization like Hamas or Hezbollah is a terrorist organization. They
profess it and take claims for blowing up people, innocent civilians

and all of that.
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My concern is that in certain instances it could be politicized that
what one group does is not true of what another group does, or is

true of what another group does. And because of the biases of the
particular administration, it is not equal.

And Congress would not be—we would be as subject to the same
political vicissitudes as a popularly elected President, where the

courts, an article III judge, would be somewhat insulated from
that. So I don't consider me Confess to be a safeguard for that.

Mr. Hyde. Will the gentleman yield again?
Mr. ScHUMER. I would be happy to yield.

Mr. Hyde. There is a doctrine called the "political question" and
the courts run away from deciding political questions. This seems
ideally suited for just that disposition. This is a political question.

Where the President makes a designation, if that is off the wall,

if that is wrong. Congress, under this bill, has the authority to

overturn the President's decision by a resolution or taking some ac-

tion. So, we 435, plus the other 100, have the last word.
Mr. ScHUMER. Although, if the President vetoed it, it would take

two-thirds.

Mr. Hyde. Well, sure, but if you get into that kind of a tennis

game—I just don't see that happening. You have to come to some
kind of closure. If you go into court, you are talking years, you are

talking appeals.
Mr. Frank. Will the gentleman yield?

Mr. Hyde. Certainly. The gentleman has the time.

Mr. Schumer. I will yield.

Mr. Frank. I appreciate the point.

I think the two-thirds makes it, in fact, beyond congressional

practical change, because it says by law, which is all it could do
under the legislative veto decision.

But the point is it may take years, but there is nothing auto-

matic about a stay here. The President's designation would be in

effect. The burden of changing it would be on the appellant. So that

while it might take years, it would presumably take years while it

was in effect.

And you might even want to address that. You might make in-

junction a harder standard. But we are not talking about suspend-
ing the designation until the courts have decided it, but giving the

courts some chance to appeal the designation, which presumably,
in most cases, it would stay in effect.

Mr. Schumer. Reclaiming my time, that is exactly what I intend.

Mr. Hyde. How do you overcome the political question problem?
Mr. Schumer. I think, again, and I would have to go back to my

law books on this, I think when Congress explicitly designates

something to an article III judge, the political question doctrine is

not a problem. It is the question of when the courts are mixing in

things that probably was not their purview.
Mr. Frank. Will the gentleman yield?

Mr. Schumer. Yes, happy to yield.

Mr. Frank. When Mr. Shenefield and I were teaching constitu-

tional law together 32 years ago, I would have tried to go first, but
I saw him nodding and he has had much more legal practice than
I since then, so I defer to him.
Mr. Schumer. Do you agree with that?
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Mr. Shenefield. I agree if there is a specific legislative provi-
sion, I think the political question doctrine is not a problem.
Mr. ScHUMER. But it was a good try by the chairman, wouldn't

you say?
Mr. Shenefield. I still believe this is not the kind of question

that courts are well suited for and I doubt that they add that much
to this kind of determination.
Mr. Goodlatte. Will the gentleman yield?

Mr. ScHUMER. I would be happy to yield.

Mr. GrOODLATTE. Would you not agree that the reason that the
doctrine has arisen is for good purpose to keep the courts out of

what would be political questions. This is analogous to situation of
the President and the Congress being involved in our diplomatic re-

lations for the country.
Mr. ScHUMER. Well, reclaiming my time, I think the doctrine as

I recall it—and admittedly my memory of it is a bit rusty—was to

prevent the courts from overreaching; from reaching into areas
where, you know, political—it wasn't that they should not have pol-

itics involved in any decision that they make, because we know it

happens all the time. Look at the decision yesterday. If you would
have told me it was a 5 to 4 decision, I could have guessed without
knowing which judges were the 5 and which judges were the 4,

That is not the issue.

Mr. Frank. Will the gentleman yield?
Mr. ScHUMER. I will be happy to yield as soon as I finish my

point.

The issue is that the courts can sometimes tend to overreach and
take the purview of this—of what should be a political decision
from another branch. And in this case since we designate to them
it would not be overreaching.
Mr. Frank. I thank the gentleman.
My view is that the political question doctrine has existed to let

the courts do what they want to do and give them an excuse of

staying out of what they want to stay but of And I think its history
has been somewhat indistinguished.
Witness the fact that the major example of the political question

we used to hear 30 years ago was redistricting. And the biggest po-
litical question was redistricting and that was overturned in 1964
and I think most Americans are very glad that the political ques-
tion doctrine was substantially diminished by the redistricting deci-

sion.

Mr. Hyde. Will the gentleman yield?

Mr. ScHUMER. Be happy to yield.

Mr. Hyde. The War Powers Act was as recent and the courts
have never wanted to get near that. It is a political problem. You
are going to assign to the Federal courts foreign policy responsibil-
ity.

Now, the President has it. Congress has it. You are going to give
it to the courts now. And what standards are they going to apply?
Are they going to have the FBI in camera testify as to wiretaps and
as to

Mr. Frank. They do that in this bill and a number of other
places. Why not in this one?
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Mr. ScHUMER. Wiretaps, Mr, Chairman, I realize it is not as po-
litical an issue, but wiretaps—article III reviewers worked very
well. Both plaintiffs and the Government and the defendants think
it has been a pretty good system.
Anyway, could I just—I know we have discussed this.

Mr. Hyde. Your time has expired, but finish.

Mr. ScHUMER. I would simply like to know Ms. Lansner's view.
Ms. Lansner. Thank you. I will be brief I am sensitive to the

political question raisea. We certainly are gratified to see that
there is a review procedure, but, in fact, we would prefer seeing a
judicial review procedure.
And maybe one compromise which would be acceptable is a judi-

cial review procedure that is not a de novo procedure, but one that
is patterned after the APA where the standard of review provides
assurances against designations that are arbitrary or contrary to

constitutional right or lacking substantial support. That may pro-
vide the type of compromise that would be helpful.
Mr. ScHUMER. Reclaiming my time. That is exactly the type of

amendment we intend to introduce. It would not be de novo. There
would have to be an arbitrary and capricious
Mr. Hyde. Mr. Shenefield, what is your opinion of that sugges-

tion?

Mr. Shenefield. I would oppose that. I think it is unwise to

have judges and courts involved in what are essentially foreign af-

fairs and national security decisions. They have reluctance to get
into it. Time and time again they say we do not have the basis for

making judgments on this. They give great deference to the Presi-

dent on these issues and I don t think there is much of a role for

them.
Mr. ScHUMER. This is not simply a foreign affairs decision. This

is not a decision on whether we simply recognize a foreign power
or even send troops to use the chairman's example. This has first

amendment implications. This has implications on freedom of asso-
ciation. This has other implications.

Now, there is a foreign affairs dimension to it, no question. And
I, for one, as you know, feel pretty strongly that we need better
tools to deal with terrorism, domestic and international. But I don't

see how this kind of review, just looking at it practically as opposed
to doctrinally, gets in the way of doing those kinds of things.

But, again, my comment is this is not exclusively—again the po-
litical doctrine is, but this is not exclusively a decision relating to

foreign affairs. It has domestic Bill of Rights implications.
Mr. Shenefield. But the crucial question that the President has

to decide is whether the organization engages in or has engaged in

terrorist activity that threatens the national security of the United
States. That seems to me quintessentially a national security judg-
ment.
Mr, ScHUMER. But if that were just affecting things beyond the

borders of the United States and did not affect the rights of citizens

or others in this country to exercise rights, I would agree with you.
But it has other implications, number one. And nuniber two, even
that type of standard, when it has such other implications,

shouldn't be used arbitrarily or capriciously.

Mr. Shenefield. I would refer you to the Dames and Moore case.
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Mr. SCHUMER. I just read it last night.

Mr. Shenefield. We all do. In which attachments in the wake
of the Iranian hostage exercise were nullified and funds ordered
transferred from United States banks to the Iranian Government
based on International Economic Emergency Powers Act, if that is

the right term, where the court specifically said we simply cannot
get into this. This is not the kind of thing that, as judges, we prefer

to engage in, notwithstanding the fact that enormous numbers of
people were affected and hundreds and hundreds of millions of dol-

lars removed out of this country. So the implications are maybe
less significant than
Mr. ScHUMER. I have two questions on that. One, was there a

statutory grant?
Was there some kind of statutory grant of powers in that case?
Mr. Shenefield. Yes, there was.
Mr. ScHUMER. There was. To the courts?

Mr. Shenefield. No, to the President.
Mr. ScHUMER. That is I think one difference that makes a dif-

ference as the law professors say.

And secondly, did that decision affect—I mean the intent of that
decision was affecting noncitizens, not exercising any rights here in

the United States. It is about people who lived overseas, were over-

seas and had money here; isn't that right?

Mr. Shenefield, It has effects on American citizens and non-
Americans and had effects of many different kinds.

Mr. ScHUMER. To be continued, Mr. Chairman. But I thank you
for the indulgence of the extra time.
Mr. Hyde. The gentleman is welcome.
The gentleman from Virginia, Mr. Goodlatte.
Mr. Goodlatte. Thank you, Mr. Chairman.
I know that we will have the opportunity to continue that debate

tomorrow, but let me say I think the idea of having the elected rep-

resentative of the people of the country, the President, trumped by
a nonelected judge in a matter which is clearly and predominantly
the foreign policy, that obviously there may be other implications
to it, but it is primarily our Nation's relation to groups primarily
outside of this country and primarily noncitizens, would be a dra-
matic step in a different direction, and I certainly would not sup-
port it.

Mr. Jahshan, you had indicated earlier that you felt that there
was a problem with our deporting or excluding somebody suspected
of being engaged in terrorist activities or intended to be engaged
in terrorist activities and asked the question, why it is we would
not prosecute them as opposed to deport them.
What do you do in a case where we have the suspicions but we

don't have the proof sufficient to prosecute? Are you saying that we
should ignore that potential threat?
Somebody is known to have been engaged in activities in the

past or belongs to an organization that has been engaged in those
activities or has done something else which would give an indica-
tion that they might engage in those activities, but we have no
proof that they are either conspiring presently or have engaged or
intend to engage. Are you saying that under those circumstances
we should make no effort to exclude them?
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Mr. Jahshan. The answer to your question is twofold. No. 1, my
understanding of the current situation is that, if the authorities in

this country are suspicious of a person's involvement or possible in-

volvement in terrorist activities, there are enough legal venues to

pursue a case against that person. The problem we have is the
politicization of this issue.

Mr. GOODLATTE. But it is political. The political decision of who
is a citizen of the United States and who is not is one that is clear-

cut. But as soon as you get beyond that, you are making political

decisions. We make political decisions all the time about who will

be allowed to come to this country for temporary or permanent rea-

sons or not. Those are political decisions.

Mr. Jahshan. And the other aspect of that question is due proc-

ess. This is an institutionalized legal practice that distinguishes
our system from others. And to get rid of it in cases of this sort

I think is very unwise.
There is due process, and if we suspect someone in terms of actu-

ally participating or planning to participate in illegal acts, we have
to give that person due process. And if we can't do that, maybe,
yes, the answer to your question is we have to pursue the evidence
and then go after tnat person.
Mr. GooDLATTE. So it is your position that we are obligated to

provide the same due process requirements for people over which
we have very little control, certainly no control when they are out-

side of this country. But when they are in this country, we have
to give them that same due process right that a U.S. citizen has?
Mr. Jahshan. I don't know what you mean by people we have

very little control over.

Mr. GooDLATTE. People who are citizens of another country and
are primarily living in another country we have no control over
them.
Mr. Jahshan. I do not think so. People who do not happen to be

physically here and are not involved in things in this country and
are not a threat to our national interest, I don't see why we have
to be concerned about their activities or their legal status. They are

not here or under our jurisdiction.

Mr. GooDLATTE. I understand that. But I don't think just by vir-

tue of somebody coming to this country for a brief period of time,

that would vest them with all of the protections that the U.S. citi-

zen has against improper prosecution when we are not going to

prosecute them. We are simply going to say leave the country be-

cause we are concerned that you might do something that we don't

want done here.

Mr. Jahshan. The problem with that approach is that, after all,

at one point or another all of us, or our parents or grandparents
or great-grandparents were in that position. We were recent immi-
grants and for all kinds of political reasons. Therefore, to start

making exceptions at this point in a highly politicized issue, you
would have an open road to abuse.
Mr. Hyde. Will the gentleman yield?

Mr. GOODLATTE. Sure.

Mr. Hyde. It may be that you would not say that the gentleman
might do something. Maybe he is doing something, but you cannot
reveal your sources of information or our methods of that. But this
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is a bad guy. He has no right to be in this country under those cir-

cumstances.
Deportation is not a criminal penalty. It is a civil penalty.
And if you find it very difficult to adduce the proof, it is enough

to satisfy a judge, I mean, that is a reason for going ahead with
it rather than letting the situation continue dangerously; because
you cannot really produce your source or your method.
Mr. GooDLATTE. Thank you.
Ms. Lansner, let me ask you a question along similar lines. You

had made the comment that you felt that people might be erro-

neously associated with terrorist groups and, therefore, you were
concerned about finding that a person was associated with or a
member of a particular group.
How do we handle that? We have right now, all of these due

process concerns have virtually no application when the person is

in another country and they go to the U.S. consulate and they seek
to come to this country. We have people who want to come here to

be school students and if the consular officers finds, as they very,
very often do, that their intent is something else, which might be
a perfectly legal intent, but it includes doing something contrary to

what the purpose of the visa is, they will exclude them on nothing
more than a mere suspicion for which there is absolutely no appeal,
there is no judicial review whatsoever of that.

Why do we need to be concerned when somebody enters the coun-
try on a temporary basis that we—and we are fearful that they
may do something of great magnitude that is going to be a harm
to the coimtry, why do we concern ourselves with this situation?
Why not simply say we have this concern? We are going to ask you
to leave our country.
Ms. Lansner. I think if there is documented concern, then there

is probably a basis under the law to exclude them. What we are
saying is that their mere membership in an organization, absent
some other evidence of wrongdoing, should not be the basis alone
for their exclusion, because what we should be looking at is not just
association. We should be looking at conduct. So if, in fact, there
is conduct that is problematic, tnen I think there is probably a
basis under the law to exclude them.

Mr. GooDLATTE. But, again, if we wait until we see, and given
the limited resources that we have, if we wait until we see some
evidence that somebody may be taking a harmful step, it may well
be too late to do something.
Ms. Lansner. We would certainly be unhappy about that. We are

supportive of the legislation because it is intended to be preventive.
Right now the law permits exclusion and deportation of known
alien terrorists. This bill would enhance that ability by saying that
those people who are representatives of terrorist organizations
could also be excluded.
A "representative" is fairly broadly defined. It includes anyone in

any kind of leadership role; someone who directs or supervises
members; anyone who is an officer or maintains some kind of offi-

cial role. That might well cover any of those people as to whom
there is some documented concern. Therefore, that might be broad
enough to cover the individuals that the United States has a legiti-

mate interest in trying to exclude.
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Mr. Hyde. The gentleman's time has expired. But on the as-

sumption that it hadn't expired, would the gentleman yield to me?
Mr. GOODLATTE. I will certainly yield.

Mr. Hyde. I want to express my gentle disagreement with the
gentlelady. Membership implies support. Otherwise, what are you
a member for? You belong to, you are a member of a terrorist orga-

nization.

Now, since admission to this country or a visa is not a matter
of right, it is a matter of grace, this Congress can decide that your
membership in an organization that is terrorist is helping that or-

ganization, if only statistically, by saying that there are so many
people that belong—must be a big, great organization. It has 2 mil-

lion members.
So, membership is support. It is not a nothing. It is not a nullity.

Since you have no right to a visa, and since we are concerned about
terrorism, we feel that your membership disqualifies you. That
seems to me to be perfectly constitutional. You may suggest it is

unwise policy, but I see no constitutional inhibition.

I yield to Ms. Lansner.
Ms. Lansner. I would respectfully say that perhaps one of the

difficulties is that as far as I know there is no definition of mem-
bership in the bill itself, and if membership was defined in some
way so as to include a mens rea, such that there is knowing sup-

port or some kind of conduct attached to membership, then there

may be some sufficient affirmative act that can be identified so

that it could be brought within the purview.
But organizations where there is not, as I said in the testimony,

any card-carrying type of membership gives rise to our concerned
with due process, with due regard for civil liberties.

Mr. Hyde. The fact of membership is a fact. Whether it is prov-

able, it is determinable. I was arguing about the wisdom of the pol-

icy of not granting admission to people who are members. Now, I

assume we would know of the membership, even if they don't carry

a card, we would have some intelligence information. But if you
wait for an overt act, sometimes, it may be too late. And that is

our problem.
Ms. Lansner. That is why we are certainly very supportive of

the bill. We look at it as preventive. That is why we want it.

Mr. Hyde. You don't mind, Mr. Scott has been here early—I am
sorry, did the gentleman want to proceed?
Mr. GooDLATTE. I was just going to reclaim my expired time to

say that membership is certainly something obviously to be deter-

mined in the proceedings and in the findings so there would have
to be some mens rea in order to establish that.

Mr. Hyde. Mr. Scott, the gentleman from Virginia.

Mr. Scott. Thank you, Mr. Chairman. I think the discussion of

whether somebody is a leader or representative or member is some-
what going to be a matter of semantics. It isn't going to make any
difference. If we look at what we have done with the drug kingpin

statute and what you conjure up as a drug kingpin and look at who
has been convicted under that, I think member and leader is prob-

ably hard to distinguish.

Mr. Chairman, I think I disagree with a lot of the suggestion

that this is a political issue. What we are talking about is who has



455

rights and what groups contributing to what other groups, what in-

dividuals, American citizens—maybe I missed something. Can
American citizens be convicted under this for contributing to the
organizations that have been put on this list, if an American citizen

contributes to an organization on the President's list?

Mr. Jahshan. My understanding is that under the current legal

setup as an American citizen I am entitled to contribute to the non-
violent or nonterrorist activities. But the proposed legislation

would criminalize this type of activity.

Mr. Scott. An American citizen?

Mr. Jahshan. Yes.
Mr. Scott. You have American citizens contributing to whatever

groups they want, based on what is clearly a political decision, vir-

tually unreviewable in court, the President can designate which
American citizens will be criminals for their activities and which
will not.

The suggestion by the gentleman from New York that you have
some APA-type standard still doesn't get to the question, because
if somebody is on the list, the burden of proof for getting off the
list would be on the organization trying to prove its innocence.

Let me ask a question. Is that right?

Mr. Jahshan. That is our understanding of the list that was pro-
duced by the White House. And it is even more complicated. It gets
so politicized. Take, for example, one group that was listed by the
President in January known as the DFLP, the Democratic Front
for the Liberation of Palestine.
A couple of years back, that group split into two factions. One

group supports the peace process and one group doesn't. Their sup-
porters in this country haven't split necessarily across that line and
their institutions that carry out NGO-type of work, nonviolent
work, have not split either.

And so when you ask the administration, are you criminalizing
DFLP or FIDA, the other faction? They say no, FIDA is fine, it sup-
ports the peace process. This is another example of how you politi-

cize an issue of this sort. If part of a terrorist group supports a pol-

icy that we like, then it is '^kosher." The other one is not. It is a
very complicated issue.

Mr. Scott. Let me ask some of you to respond about the problem
of criminalizing some activities for American citizens and a group
having to prove its innocence, which is under this circumstance,
just about impossible.

Mr. Shenefield. Let me offer a slightly different way of looking
at that question.
The question of proving innocence arises only in connection, as

I gather, with the congressional removal authority. Once the Presi-

dent has made the decision and informed Congress, Congress then
has the option to do something about it. And if there is a case to

be made, I would assume Congress is the place to make it.

Now, once
Mr. Scott. I am trying to get out of the political process, because

I would hate for our rights to be an up-or-down vote by a bunch
of politicians. And that would be a frightening
Mr. Shenefield. I have more faith in you than that. My only

point is this: Once the President has designated the organization.
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then section 102 prohibits anybody within the jurisdiction of the
United States to knowingly provide material support or resources

to that organization, which is by definition a terrorist organization
that engages in activity that affects the national security of the
United States.

Mr. Scott. And if they are, in fact, not involved, but the Presi-

dent thought they were involved, when do they have the oppor-
tunity to be heard to get off the list?

Mr. Shenefield. If the President is consistently wrong, he is not
going to last in office long.

Mr. Scott. He can put some politically unpopular people on the
list and wouldn't be adversely hurt one bit and would probably be
helped, when in fact they are not engaged.
Mr. Shenefield. The question is whether you have no confidence

in the Congress' ability to right that wrong. That is the crucial

question.

Mr. Scott. That is why we have courts to protect people's rights.

You don't subject rights to a political up-or-down vote.

Ms. Lansner. While this may not totally satisfy you, there is a
2-year limit, so that after 2 years, the designation does disappear
unless it is again proposed.
Mr. Jahshan. In addition to that, what I think the President is

trying to do, for example, is that if NAAA Foundation is contribut-

ing to a certain humanitarian function in the West Bank or Leb-
anon that is affiliated somehow, directly or indirectly, with one of

the groups that appears on that list, I am required now to get a
license from Treasury to prove that the $100 that I am sending at

the end of the month is not going directly or indirectly—and here
comes the issue of fungibility—^to any type of terrorist activity.

So the burden of proof is placed on me as an American citizen,

exercising my constitutionally protected rights to donate and asso-

ciate with anybody I care to associate with, to produce not only po-

litical information, but also bring in the budget, the accounting
records, of that group to show where the $100 went.
What kind of crazy group anywhere in the world is going to show

up in an American court and produce its books to prove that I am
sending them $100 legally?

Ms. AL-HlBRl. I do not take much comfort in the 2-year sunset
provision, because it can be renewed again several times and could

go on forever until the political situation changes and somebody
looks more favorably on a group that has been viewed disfavorably.

So the problem that you are raising, I think is still there, regard-

less of that provision.

Mr. Scott. Let me ask another question. For those who support

the bill, could you comment on the right to due process, if the pow-
ers that we think someone who is a noncitizen, if they think they
are involved in criminal terrorist activity, when, in fact they are

not; in that situation, when would the person have an opportunity

to be heard to defend themselves in one of these ex parte proceed-

ings?
Mr. Shenefield. Are you referring to title VI?
Mr. Scott. The deportation. I don't know what number it is.
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Mr. Shenefield, The special removal proceeding provides for a
hearing before a Federal district judge for the precise purpose of
defending himself.

Mr. Scott. Now, what about this evidence that is ex parte in

chambers?
Mr. Shenefield. If it is sensitive information that cannot be re-

vealed, the bill provides for, in the case of lawful permanent resi-

dents, a special panel of attorneys to try to preserve as much as
possible of the subject's right to challenge.

I suggested in my testimony that that be broadened to go beyond
permanent resident aliens. But at the end of the da^, the uncom-
fortable fact is that there might be very valuable information that
is dispositive on the issue that would be immensely persuasive to

the Federal district judge that you simply can't make public.

Mr. Scott. If it looks dispositive, but it is not accurate, and the
person if presented with the evidence could explain it away, that
he was not the one, it was a mistaken identity, or it was somebody
else, or the person is flat-out lying, and I can prove it because they
were not even there, if you have dispositive evidence to contradict
that, you don't get a chance in these ex parte proceedings to bring
it up.

Mr. Shenefield. My view is, my belief is, that you are talking
about a one-in-a-million situation. And you cannot build a system
of enforcement based on chances that are about one in a million.

Mr. Scott. Yes, ma'am?
Ms. AL-HlBRl. At a minimum, although I am very unhappy with

this provision, I don't see why the accused could not choose an at-

torney who has security clearance or choose one of those on the
panel; or even ask for expedited clearance for her counsel.

All of these kinds of considerations would give the accused some
input into who is going to represent her. But at the same time
would preserve the security interests.

I don't see why this is not part of this proposal at minimum,
even though I am critical of it.

Ms. Lansner. If I may, I think that we have to put this in con-
text. As Mr. Shenefield nas just said, in the majority—overwhelm-
ing majority of circumstances these provisions of H.R. 1710 are not
even going to come into play.

You are only going on to have these provisions come into play
when there is classified information that is necessary in order to

prove the deportation case.

This bill is providing for those exceptional circumstances where
there was no prior provision for a deportation hearing because
there was no way of having the classified information come into

court.

You have a long elaborate system here which really provides for

a number of safeguards to the defendant, including the right to a
summary of the classified information, and if the summary is insuf-

ficient to enable the preparation of defense, there will be no depor-
tation hearing at all based upon that information, if they cannot
give, unless the judge finds and, it is a very narrow exception, that
the continued presence of the alien and the provision of the sum-
mary would likely cause serious and irreparable harm to the na-
tional security or death or seriously bodily injury to the person. So
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you are talking about a very narrow exception within an already
very narrow set of circumstances.
Mr. Scott. Mr. Chairman, I know my amount of time has ex-

pired.

Mr. Hyde. I thank the gentleman.
And the gentleman from Greorgia, Mr. Barr.
Mr. Barr. Thank you, Mr, Chairman.
Mr. Shenefield, I would like to just ask you kind of a general

question, and then I start with you simply because you have ad-
dressed some of the issues that I have been paying particular at-

tention to in your written testimony, and the other panelists may
wish to comment also.

But, the two most recent acts of what I think all of us would
view as terrorist acts, the World Trade Center bombing and the
Oklahoma City bombing most recently, have been or will be pros-

ecuted under existing laws that we have, and at least in the case
of the World Trade Center bombing, since it has already pretty
much concluded, under existing regulations and policy decisions of

our Government.
In that case, the perpetrators were apprehended very quickly,

based on phenomenal and probably very lucky law enforcement in-

vestigative tools and expertise that we have. And the case went
through the judicial system relatively speedily with the appropriate
conclusion, I think.

In the case of Oklahoma, although we are at a much earlier

stage, we certainly seem to be on track in terms of gathering infor-

mation and evidence, already having made a couple of arrests. The
Government has already indicated to the court that they are for

the process of pulling together a much more comprehensive charg-
ing document and seeking some additional time within which to ob-

tain the indictment, so it seems to be pretty much on track.

Given the fact—and the Deputy Attorney General yesterday in

answer to the same line of questioning indicated that there was
nothing that the administration feared or had concluded would not
allow them, they anticipated certainly—that would not allow them
to prosecute this case, the Oklahoma City case successfully.

That being the case, my point is our Government seems to have
fairly strong and clearly adequate tools to address at least from an
investigative and prosecutorial standpoint, terrorist activities.

Why, then, other than making it easier for the Government to do
certain things, why then do we need the legislation that really if

you looked just at some of the definitions in it is very, very broad
and even though—and I don't use this term disparagingly, you al-

most cavalierly dismiss the posse comitatus provisions in tne bill.

I think they are a little more broad than you seem to indicate, as
well as some of the wiretap legislation.

Why is it that we need, as opposed to making it easier for law
enforcement, is there anv case that could be made that we really

need these additional tools?

Mr. Shenefield. I think it is a perfectly appropriate question
and a difficult one for someone outside the Grovernment who is not
privy to secret information really to answer persuasively to you, I

think. But it seems that if you take the electronic surveillance au-

thorities given in the statute, that each one taken on its own basis
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for the purpose for which it is apparently intended, makes some
sense.

Take the multiple point wiretap or electronic surveillance. It

doesn't take a lot of imagination to see why that would be ex-

tremely useful for investigation and detection of terrorist activity.

In the current
Mr. Barr. But even that would be of somewhat limited use. You

never know which phones the person intent on evading surveil-

lance would be using.

Mr, Shenefield. Unless you have established enough physical
surveillance to know that there is a pattern.

Mr. Bark. In which case, under existing laws and procedures, a
good prosecutor would be able to obtain an appropriate warrant
even under existing procedures.
Mr. Shenefield. But a judge might be pleased to receive this ap-

plication instead of the one under current law, because this appli-

cation would be limited to conversations by the subject himself,

whereas the one under current law is valid for any conversation on
that phone, regardless of who it is.

So in a sense, the minimization procedures in this proposal are
greater that under current law and, therefore, more protective of

civil liberties than exist now.
Mr. Barr. I am not sure I agree with that. But aside just from

that one particular aspect of the bill, can you make the case as to

why we need an expansion of Federal jurisdiction?

Mr. Shenefield. It seems to me the way I would think of it is

in dealing with terrorist activity, you are dealing with a phenome-
non that is very largely impredictable, hard to define in advance,
comes in all different shapes and sizes, and conventional law en-
forcement activity may not be effective to deal with those kinds of
problems.

I believe from what I read in the press, that the World Trade
Center arrests were as much a result of carelessness of various per-

petrators as the result of good detection technique.
Mr. Barr. But the same could be said of virtually any criminal

case. The reason we are able to prosecute any case is that some-
where along the line, the perpetrators make mistakes.
Mr. Shenefield. And the point I would make, particularly where

terrorism is concerned, maybe more than most other kinds of activ-

ity of a criminal nature, prevention needs to be the watch word of
the Government. So I would err on the side of effective prevention.
And it seems to me that standard law enforcement techniques

based on criminal conduct may not go far enough for the preven-
tion purposes that I would see as useful here. That is my mindset
in approaching this kind of a set of proposals.

Mr. Barr. Thank you, Mr. Chairman. I know that the time has
expired but if the other panelists would care to respond, would that
be OK?
Mr. Hyde. Without objection, the gentleman is granted an addi-

tional minute or 2 minutes.
Mr. Barr. Thank you, Mr. Chairman.
Mr. Hyde. Or such time as the gentleman may consume in an-

swering.
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Mr. Jahshan. Thank you. I think terrorism is a continuously
changing and emerging practice involving all kinds of technology
associated with it. There is no doubt in my mind that refining or
expanding Federal jurisdiction to account for that is justified. So
we have no problem with that part of the bill that deals with the
technological aspects of terrorism and how to combat that.

However, what I think we ended up with here, when you look at
the history of this piece of legislation in its various versions, is a
shopping list or dream list by the law enforcement agencies for
things that they haven't been able to get together in one bill since
the inception of this Republic.
And it is very important to distinguish between what is needed

to account for some specific developments in terrorism techniques
and the ability of law enforcement agencies to face or respond effec-

tively to these changes, and between things that I would consider
a wish list whereby we are making it easier for certain Govern-
ment agencies to respond to these types of situations at the ex-
pense of individual rights.

Mr. Barr. Thank you, Mr. Chairman.
Mr. CONYERS [presiding]. You are welcome.
Mr. Frank. Mr. Chairman, would amendments be in order with

you in the chair?

Mr. Conyers. Of all bills for me to be ending up being asked to

be temporary chairman, I cannot believe this is nappening.
Mr. Frank. If we have Republican, we have the gentleman from

Georgia
Ms. LOFGREN. Mr. Chairman. I have an amendment at the desk.
Mr. Conyers. Mr. Frank.
Mr. Frank. Thank you, Mr. Chairman. Let me begin with Mr.

Shenefield.
The objection you had to giving the court the right to review the

designation, would that also extend to the designation as to an in-

dividual on page 93 that specifically says that the determination by
the Secretary of State or the Attorney General that an alien is a
representative of a terrorist organization shall be controlling and
shall not be subject to review by any court. Would you similarly ex-

empt the designation of an individual who presumably is here as
an alien in the United States?
Mr. Shenefield. Well, my philosophical view doesn't change. It

is hard for courts to engage in that kind of examination. But where
you are asking of a particular individual whether he fits a particu-
lar profile. That is more like

Mr. Frank. The examination here presumably—whether or not

—

the status of the organization is not at issue here. That would not
be raised. But this is a question whether someone in the United
States has that role and it is not a Presidential determination, it

is the Secretary of State or Attorney General. I would say I find
the case weak in both points, but particularly weak here because
someone is an alien.

I agree that there are different constitutional standards but I

don't Tike the notion of human beings in the United States not sub-

ject to some basic protections and I do not understand why you
would not allow a court, what the policy reasons would be for not
allowing somebody to go to court.
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The Attorney Greneral and the Secretary of State, I like them
both. They are really nice people. There have been very few Attor-
neys General and Secretaries of State who seem to me to be not
such good people. There were a couple, but they can make mis-
takes. And why we would say in the case of an individual designa-
tion you could not go to court troubles me.

I would like to respond, the chairman is absent now, but, Ms.
Lansner, I was particularly impressed by your effort to do a bal-

ance here and I appreciate the ADL's effort to deal with this in a
sensible way. I think it reflects the feeling that many of us have
any wanting legislation but wanting it to be done in a reasonable
fashion. The question is why do we worry about kicking somebody
out because he or she is a member of an organization, after all it

is not prison.
And we worked very hard in this committee and it was biparti-

san, because Senator Simpson was a strong collaborator in it and
many other Republicans had worked on it. We worked very hard
to clean up the American immigration law that we inherited from
the McCarthy period which excluded a lot of foreigners from Amer-
ica because people didn't like their opinions. And our argument
was not a human rights argument for them as much as it was our
interest as Americans in living in a very free and open forum.
And when we begin to penalize people because of their views,

even if they don't have a constitutional right to protection, we di-

minish ourselves and we diminish our forum here. And if you say
to someone, simply because he is a member with no—after all, in

some cases, the designation can be that the organization—reading
from what the President designates we have a Presidential des-
ignation not subject to the Judicial review if this goes through—the
organization engages in or nas engaged in terrorist activity.

It is possible for you not being terribly sophisticated to join an
organization not knowing of its past terrorist activity and find
yourself thus jeopardized. And that doesn't seem to be an appro-
priate posture for the United States to be in. And I understand
they don't have a constitutional right, but I think we err in a way
that damages ourselves if we do that.

Finally, on the political question doctrine, I have to say that I

don't think that is an obstacle here, even theoretical. And Mr.
Shenefield has graciously pointed out if you make a statutory com-
mitment of that to the courts it is not a jurisdictional issue in that
sense.
And for this reason, I think what we would be talking about, we

are not asking that the courts have the right to designate an orga-
nization as terrorist independent of the President. Now that would
interfere with the foreign policy process.

That is, the President might very well decide that there was an
organization that met the definition of terrorism but it was kind
of on our side and we have had a few of those. During the cold war
they had their terrorists and we had our terrorists. And our terror-

ists, I do believe they were morally superior to theirs because they
were fighting for a better end ultimately.
On the other hand, it was not always so clear. I am not sure be-

tween Savimbi and others that I would draw any moral distinc-

tions. And I can see saying you will not compel the President to
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designate a terrorist organization, because there might be foreign
pohcy reasons that you would want to withhold it.

But that doesn't apply equally to saying the President might
have a foreign policy reason why he has to designate somebody as
a terrorist or that damage would be done if a court said you are
erroneous on a factual ground. So I think we are not talking here
about giving the courts—and we could write this—the courts do not
question the President's foreign policy judgment but they do ques-
tion factual issues.

Finally, you raised a question what would they do if they hear
testimony in camera. This bill has a lot of testimony in camera.
We are saying for purposes of deportings—I am going to vote for

that part. That part doesn't bother me. The more I watch the way
the press is mangling the O.J. Simpson trial, the less sympathetic
I become to them. But it would certainly be the first time we said
this particular issue might be litigated privately that we would be
doing that in this very bill.

Mr. Shenefield. May I respond?
First of all, it seems to me striking that your concern about the

bill is premised on the fact that the President and the Congress,
though they have to take the same oath of offices as a judge to up-
hold the Constitution and to obey the laws of the land, though they
have greater expertise than a judge in dealing with these kinds of
issues, that the premise of your concern is that somehow we cannot
entrust the President and the Congress with the judgment of des-

ignating these organizations. It is surprising to me and I don't

snare your cynicism about that process.

Mr. Frank. Let me take severe exception to cynicism. Believing

that you should not have judicial review because well intentioned
people make a mistakes is not cynicism, and you know, I think you
know better than that, John. I just said I think they are good peo-

ple but not perfect people. Saying that there should a judicial re-

view to correct an error is nonsense.
Mr. Shenefield. I withdraw the word "cynicism." Your skep-

ticism that that procedure will be efficacious.

Mr. Frank. So you think it will be perfect?

Mr. Shenefield. No procedure is perfect, Mr. Frank.
Mr. Frank. I do not see much foreign policy harm done if I fail

to designate. I can see foreign policy harm done if you precipi-

tously—the courts take the same oath of office on anything and we
say, yeah, they will have the last resort, but it is easier it seems
when you are talking about a specific factual determination.
Mr. Shenefield. I am comforted by my experience in dealing

with the Foreign Intelligence Surveillance Act which has some of

the same problems that you are concerned about here, and to note

the way in which those applications are staffed.

Mr. Frank. By the court?
Mr. Shenefield. No, by the Department of Justice. The immense

care with which those applications are fashioned, the way in which
civil liberties questions are asked and answered, the delicacy of the
judgment that the Attorney General at the end of the day has to

make. Judges, of course.

Mr. Frank. That is throughout American history through the

cold war period?
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Mr. Shenefield. Since 1978 when the statute was enacted. I

don't share your concern that the President and the Congress will

make so many mistakes that this procedure will ride rough-

shod
Mr. Frank. I didn't say they will make so many mistakes.

Could I ask some for additional time?
Mr. Hyde [presiding]. Yes, if the gentleman would yield to me for

a question.
Mr. Frank. I didn't say it was riding roughshod. I didn't say

that.

You are rebutting unmade statements. I am arguing that there

should be that reserve capacity.

I doubt in many case it would be exercised and for instance

under the Foreign Intelligence Act there is a capacity that is rarely

exercised, but not having it exist at all is hard for me to under-

stand and I would yield to the chairman.
Mr. Hyde. I thank the gentleman for yielding. I would suppose

that members of this organization would have the standing to bring

the suit to court. I suppose it would come after Congress has failed

to reverse the President's decision.

And I would assume that there would be an appeal from the dis-

trict judge, unless it was a matter of original jurisdiction with the

Supreme Court. But you have to consider appeahng the judge who
is an imperfect human being, too. And, so, where does it end?
Mr. Frank. It is a question to me, it ends—I think the chairman

is teasing me because I think he knows the answer. It ends at the

Supreme Court of the United States a couple of blocks over that

way. We have an appellate procedure and it ends there. The des-

ignation could very well be in effect in that period.

Mr. Hyde. But we waive not appealing to the court at The
Hague.
Mr. Frank. Yes, I do not think you could appeal to the court at

The Hague. And the notion that somehow there is something odd
and unknown about an appeal procedure just baffles me.
And I will say this. I was here during this period under virtually

every Democratic and Republican President. The ability to exclude

people from the United States because we didn't like what they

thought was unfortunately exercised by every President and it was
an embarrassment and it diminished us.

So yes, I have seen—we are not talking about sending people to

prison. We are talking about this is a basis for exclusion and depor-

tation and not just deportation but exclusion.

You are calling into question some successes in 1990 in undoing
that McCarran Act which was a national embarrassment which
made it look like America was afraid of some people's ideas. And
I saw that done.
A guy in Canada said he was going to shoot down a B-1 bomber

and we kept him out; Graham Greene, we kept him out; Garcia
Vargas. We kept out a lot of people and I am afraid of that.

Mr. Shenefield. I can just respond to that, because I agree with

you and as you may remember I testified before this committee in

support of your legislation.

Mr. Frank. Yes.
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Mr. Shenefield. I would draw a distinction between keeping
people out for what thev view or believe or what their thoughts are
and keeping them out because they are members in a political or-

ganization that has engaged in terrorism that damages the na-
tional security of the United States. Those are not even close to

being equivalent.
Mr. Frank. They are not close to being equivalent. They unfortu-

nately overlap and this is what Ms. Lansner alluded to. There are
people who were duped.
We had people who were accused of being duped that joined or-

ganizations run by the Communists in the 1940's that sounded
wonderful and some people joined organizations that sounded like

very good organization not knowing that they were being manipu-
lated by Stalinists. And under this law they could be kicked out
and excluded.
And it is precisely because we are dealing with a lowest thresh-

old punishment here, simply exclusion and deportation and not im-
prisonment, but they are worried about being misused. If we were
talking about imprisonment, there would be court sanctions and
that is what bothered me.
Thank you, Mr. Chairman.
Mr. Hyde. I thank the gentleman.
The gentlelady from California.

Ms. LoFGREN. Thank you, Mr. Chairman. I have similar concerns
to Mr. Frank's, although I think the due process rights of someone
lawfully here in a deportation proceeding, certainly exceed what-
ever due process rights might attach at all in an exclusionary pro-

ceeding.
I guess I am eager for the professor, if you have ideas, if you as-

sume for purposes of discussion that there may be instances where
behavior or membership in a terrorist organization is sufficient to

form the basis of a deportation under the Immigration Act, that the
standard of proof required under that act should apply, and that
information from overseas sources that needs protection should be
available, what means can you suggest that would allow for that
and yet provide and protect the due process rights of the person to

be deported. Do you have something to suggest?
Ms. AL-HlBRl. Well, let me first say that I share very much with

my colleague the desire for balancing. Both issues are important,
national security and constitutional rights.

I also think that, coming from a legal point of view, we should
not totally abstract the issue and talk on a very abstract level. Peo-

ple's experiences are different, depending on where they come from,

and if you come from a group or a minority that feels that consist-

ently evidence is usually interpreted disfavorably with respect to

you, then you are more inclined to balance towards constitutional

rights as opposed to national security. And maybe, while we agree
on the principles, what we are really seeing here is the question
of balancing based on experiences and where we come from.

I think the issue you raise is very important, and I think it is

worth a great deal of discussion. I don't think that right here I

would genuinely be able to propose a solution that would be satis-

factory, but I do think we should take the time and we should be
involved in discussions that would help us develop these due proc-
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ess kind of guarantees and not rush into something because of our
concern about national security when other laws, as Mr. Barr has
already pointed out—Congressman Barr—are already in place and
can help the Government do what it needs to do for the time being.
Ms. LOFGREN. All right. We are doing markup tomorrow morn-

ing, and I agree that more time would be useful.

Let me ask you
Ms. AL-HlBRi. Well, perhaps then the ability to choose one's at-

torney whojias a security clearance is very important. Because I

could imagine as a minority person I would feel that the deck is

stacked against me. Somebody, you know, inadvertently perhaps
chose a panel of attorneys that does not see eye to eye with you
at all.

Ms. LoFGREN. Actually, I think that that is a very useful sugges-
tion. And I can't come up with a reason—perhaps Ms. Lansner can
suggest—I think you had indicated that you didn't—unless I mis-
understood you, you didn't think that would be necessary. Nec-
essary or not, what would the objection be so long as the attorney
selected did, in fact, have a security clearance?
Ms. Lansner. I don't think there is any objection. I think that

this bill might well pass constitutional muster in its present form,
but if there is a way still of continuing to achieve the objectives of
the bill and, at the same time, have procedural due process safe-

guards, then that is acceptable. One of the things we noted is that
fact, there should be the same rights for permanent resident aliens
as for nonpermanent resident aliens.

Ms. LoFGREN. Absolutely.
I would suggest, then, Mr. Chairman, that that be something

that we could accept on a bipartisan basis tomorrow, noting also
that whenever we think about it, if we pass a law that doesn't meet
constitutional muster, we are going to be creating a whole set of
other problems for law enforcement agencies as they proceed. And,
clearly, this is something that should—I am not convinced it is suf-

ficient, but it is certainly something that should be done and is an
improvement.

If I could just very quickly ask one additional question. I have
talked to many people in my district who have raised the issue of
the chilling effect on first amendment rights of speech and associa-
tion connected with the limitations on fundraising and donating to

charitable groups. Now, again, if you agree that there are instances
where our country would nave a right to prohibit donations to cer-
tain organizations that are engaging in terrorism—and I do believe
that that is true—what safeguards other than those we have al-

ready extensively gone through, the court review, could you sug-
gest, Professor, that would protect the first amendment rights in-

volved and do so proactively?
Because the chilling effect, frankly, is going on right now with

the bill just being penned. And not just for aliens or permanent
residents but for American family members who have an alien
spouse or relative, it has had a dramatic and, I would sav, not posi-
tive impact in the participation and debate and the civil life of the
community.
Ms. AL-HiBRi. Let me be even more specific about these concerns

and speak from the heart about my particular experience. As Presi-
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dent of Karama, a Muslim women lawyers committee for human
rights, one of the things that I am concerned about is the rights
of women in various Third World countries, in particular Muslim
countries. And I personally have tried to donate money for edu-
cational reasons for certain groups in northern Lebanon which
were trying to help some of these people.

Unfortunately, recently, I got a report from them reporting on
the boy that I was trying to support and not on the woman, on the
girl, and my feeling is that they are probably having scarce re-

sources, and they are allocating those resources to boys and not to

girls.

Now I—as a woman committed to women's rights, I feel that, as
an American, I have essentially a human duty to go in and say,

wait a minute, I am going to give you the money that you need to

educate the girl, ana I want to make sure that the little girl is

being educated. So the issue is very important for humanitarian
considerations of this kind as well as of the broad kind you have
mentioned.

First of all, I think that the burden of the proof as to whether
somebody is knowingly giving money to a terrorist organization
should be on the Government and not on the accused. And, second
of all, I really think that the issue of judicial review is very impor-
tant.

I know we went back and forth on that issue, but perhaps the
kind of review that the court would supply would be narrowly de-

fined so that it will, among other things, for example, be procedural
on certain issues and also ensure that there is nondiscriminatory
application of this kind of designation by the President. And the
designation itself should be guided by certain specific criteria, not
very broad criteria, that would make illegal even activities that we
at home would regard as acceptable, or criminalize them, but very
well defined criteria.

I think by filling in, fleshing out, you know, this kind of informa-
tion in the bill, even though at this late date we cannot redo the
whole structure, we can at least put more safeguards within it so

that from the very beginning the designation does not get made a
little bit too quickly and then we spend our time in court trying

to reverse it when, in fact, it is in effect all that time.

Ms. LoFGREN. Thank you.
Mr. Shenefield. Could I say a word about
Ms. LoFGREN. I would love to hear it, but my time has expired.

Will the chairman allow?
Mr. Hyde. The gentlelady is certainly yielded 2 additional min-

utes.

Ms. LoFGREN. Thank you, Mr. Chairman.
Mr. Shenefield.

Mr. Shenefield. It seems to me that maybe the concern that you
expressed is adequately met by section 102, which is the criminal-

izing provision. Under that provision, the burden of proof would be
on the U.S. Government in its prosecution to make the case or not
that whoever is involved satisfies—has violated that provision of

the law. The only thing that would not be the Government's burden
of proof would be the terrorist organization designation about
which we have spoken earlier.
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Ms. LoFGREN. But if I may just follow up—I mean, here is the
scenario where, you are right, there is some—^you have just gone
over it in section 102.

But if you have, let's say, a U.S. citizen who has an opinion, and
is active, and donates to a charitable cause overseas and they have
a spouse who is a permanent resident, which is not an unusual sit-

uation, and it is a community property State, you have got a con-
cern that the organization could be designated, and maybe you
couldn't be prosecuted, but your spouse could be deported in a star
chamber proceeding if you erred with your donation from a commu-
nity property account. This will have a tendency to suppress your
feeling that you have a right to free speech and free association
that we think we have under the first amendment.
Mr. Shenefield. With respect, I think this provision doesn't say

that. What it says is that in order to be convicted of the crime you
have to have knowingly provided material support or resources

—

knowingly is the scienter requirement—to an organization des-
ignated by the President as an organization that engages in terror-
ism that jeopardizes or affects the national security of the United
States, which is a different—it seems to me a very different point.

In my own written testimony—and I didn't go into it in great de-
tail—I suggested that the committee might wish to consider an ad-
dition here of the kind that is in the Senate bill that permits-r-I
believe it is in the Senate Bill—that permits a licensing of chari-
table or educational or religious donations.
Now, Mr. Jahshan raised the quite sensible objection that some

organizations don't want to open their books to the Treasury De-
partment. If that is the case, so be it. That doesn't bother me.
Ms. LoFGREN. Isn't that the licensing of your first amendment

rights really?

Mr. Jahshan. Exactly.
Mr. Shenefield. No, I don't think it is when you are talking

about giving money to what is, on the face of it, a terrorist organi-
zation. I don't know that there is any first amendment right to give
support to a terrorist organization.
Mr. Jahshan. That is not the case. The fact of the matter—this

whole campaign from day one was initiated because of Israeli con-
cerns. And all of these organizations, all of the NGO's that are re-
cipients of aid and funds from this country, from the Arab and
Muslim communities, are all licensed by Israel. And if Israel is so
concerned about any of these organizations, Israel can outlaw these
organizations at the source. Why are they asking the United States
to do their dirty work for them at the expense of civil rights in this
country?

All of these organizations, all of the NGO's are not associated or
not affiliated with terrorism and they are all licensed by Israel to
function. All their transfers of funds are done through Israeli
banks. Israel knows what comes in and what goes out. And they
are asking us to do something that is—I don't understand what
their motive is—^but they are asking us to do their dirty work for
them.
Ms. Lofgren. If I may—and I understand your point of view. We

also have a letter from the Ancient Order of Hibernians in Amer-
ica, so this is an issue that is international in scope. And, really,
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our interest here is to protect our Constitution and the freedoms
for those of us who are in the United States that that Constitution
guarantees. And I am concerned that the bill falls short in a couple
of areas in that regard. And whether or not this is related to an
external dispute this isn't the Foreign Affairs Committee. Perhaps
they ought to look into that. But that is not within our purview,
Ms. Lansner. If I might just respond, I think we should get back

to basics. We are here trying to balance civil liberties, due process
rights with what is a real—not just a perceived, but a real threat
of terrorism.
The broad ban that is proposed in this bill is necessary because

funds are fungible. And if, in fact, there are legitimate and human-
itarian uses for certain funds, this will, in fact, as my testimony
stated, promote the use of other organizations for use of funds for
humanitarian purposes.

But, as Mr. Shenefield said, we can see no reason why the Con-
stitution doesn't prevent the United States from saying that, be-
cause of compelling interest, fundraising for terrorist organizations
is prohibited.

Ms. LOFGREN. But the issue really is about protecting the free-

doms of Americans. And I agree with you that this country has a
right to prevent funding of terrorists who would attack us, but the
issue is how is that reviewable so that the first amendment rights
of Americans who are here are protected? And what I am searching
for is a way to accommodate both legitimate issues, and I don't
think this bill quite does it, and I am not sure that it is impossible
to do.

Ms. Lansner. Well, again, it is a question of whether you can
feel satisfied, as we do, that you have a Presidential designation.
It is discretionary, but it is reviewable in some form. And we have
discussed here, there are various possibilities for that review, so

there isn't a designation unless it passes muster upon review.

And then, as Mr. Shenefield has pointed out several times, there
is the scienter requirement. There must be knowing material sup-
port provided in order for you to come within the purview of the
criminal statute.

Mr. Hyde. The gentlelady's time has expired.

Ms. LoFGREN. Tliank vou.
Mr. Hyde. The gentleladv from Texas.
Ms. Jackson Lee. Mr. Chairman, thank you very much.
I do thank the panelists for their presentation.
I think it is appropriate that I comment probably in the atmos-

phere that we are in that I would have hoped, and characterizing
my presence here—I am a new Member—I have a great desire to

determine what the status of militia are in this country, how per-

vasive they are, how threatening, how violent directed they may be
and whether or not you can collectively label them as terrorists

under this proposed legislation.

And, for me, it would have been certainly appropriate that we
had hearings on militia because I have a great interest in them.
Of course, this is a climate of which this particular legislation re-

ceived such momentum.
I would ask Mr. Shenefield, just in terms of his practice—I no-

ticed that he is chairman of the ABA's Committee on Law and Na-
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tional Security. Is your practice comprised of representing foreign
nationals or representing other countries on the issue of crime and
national security or in what manner is it directed?
Mr, Shenefield. I have the pleasure of having a practice that

has almost nothing to do with that subject. I am at heart an anti-

trust lawyer; and, therefore, my interest in this subject comes from
my experience in government and my experience as a lawyer inter-

ested in the subject. My practice doesn't touch this at all.

Ms. Jackson Lee. Then please forgive me for maybe my lack of
understanding about your past background. What is your back-
ground that gives you interest in this area?
Mr. Shenefield. I had the privilege of serving in the Depart-

ment of Justice for 4 years in the late 1970's, first as Assistant At-
torney General in charge of the Antitrust Division, then as Associ-
ate Attorney General of the United States.

Ms. Jackson Lee. Then in the course of your committee's meet-
ing on these issues do you also engage in discussions about con-
stitutional protection, constitutional rights as balanced along with
your concern, I assume, about national security? Is that my under-
standing?
Mr. Shenefield. That is correct. We were set up by Mr. Justice

Powell years ago, before he became a member of the Court, because
of his conviction that it was important for the legal profession in

this country to understand the rule of law in the national security
arena.
Ms. Jackson Lee. With that in mind, would you comment for me

on your sensitivities to the involvement period of the military in

domestic terrorism activities, which is one of the proposals of this

legislation? And are we not stepping beyond the line in engaging
the military in domestic activities?

Mr. Shenefield. I didn't have the reaction—although what Con-
gressman Barr said registered with me. He used the adverb cava-
lierly. I didn't think the provision was really that broad.

It seemed to me that the provision in section 312 which provides
specifically for assistance of a technological or logistical nature
rather than law enforcement assistance of a broader kind was pre-

cisely the kind that we ought to welcome. They, after all, are
trained to deal with certain kinds of weapons. Normal law enforce-
ment agencies are not trained to deal with those weapons. And it

would seem perverse to shut out the expertise that we have paid
to develop.
Ms. Jackson Lee. It does specifically point to chemical and bio-

logical. I am, however, mindful that you make one step and you fol-

low it with another step.

Let me characterize my comments as recognizing that we are in

an era where we should be particularly sensitive and responsive to

frightening changes in America, and I am one who is not hesitant
to try to address the concerns.
As I said, I have a great interest and hope that we will have

hearings on the militia, to determine the extent of their pervasive-
ness. I do want to keep, however, a constant hold on the Constitu-
tion.

My fear is only—and I guess I am questioning you; I haven't
come to a conclusion—that this minimal involvement always opens
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the door for massive involvement. And I am asking you as a law-
yer, who I imagine the course of this committee's work does—^you
do have the Constitution there at your fingertips—whether or not
we see any jeopardy, as you can perceive it, as it relates to the
Constitution.
Mr. Shenefield. Well, I share your concern, and it seems to me

any lawyer who examines the issue would share your concern. And
that is why it would seem to me important for the Congress rigidly

to enforce what seems to me to be the narrow category there to as-
sure by means of oversight and otherwise that the executive branch
doesn't move down that slippery slope about which you are con-
cerned but nevertheless is able to avail itself of the undoubted
technical and logistical expertise that exists in the military forces.

Ms. Jackson Lee. Mr. Chairman, if I can have unanimous con-
sent for an additional 2 minutes, I would appreciate it.

Mr. Hyde. The gentlelady is, without objection, granted 2 addi-
tional minutes.
Ms. Jackson Lee. Thank you very much.
Let me ask all of you—another red herring for me or red flag

—

and I certainly have a great deal of respect for Federal employees,
county employees, State employees and city employees, and I asked
this question to the Justice Department, but give me your sense on
what a thousand persons added under this particular legislation,

what kind of atmosphere are we now attempting to create?

I don't want to see another Oklahoma City, God forbid; and the
emotion and the devastation of that is something all of us, I think,
gather around and say no to. It is just that how do you perceive,

even reading the legislation, the effectiveness of a thousand indi-

viduals? Are they creating havoc? Are they seeing things that don't

exist? Will they be able to be—will there be a preventative aspect
to their work or will there be an aspect of their work that will be,

if you will, devastating to one's civil liberties in terms of not allow-

ing any association or any opportunity for a dissent?

I am stretching it as well, but I am trying to determine what
that will mean in terms of what we are ultimately trying to reach.

I would appreciate comment on that.

Mr. Hyde, Would the gentlelady yield to me just as an adden-
dum to her question?
Ms. Jackson Lee. Yes, Mr. Hyde.
Mr. Hyde. I remember when we had the 1 day of Waco hear-

ings—^back in the good old days in the previous regime, we had 1

day of hearings ri^t here in this room. And I remember listening

to the FBI tell us they had one hostage rescue team, and God help
us if there were two hostage situations one on the east coast and
one on the west coast, and we needed trained, resourceful people,

law enforcement people to help us with the rescue of those hos-

tages.

One of the problems at Waco was they got tired. You hold a gun
like this for a couple hours, you get tired. And they didn't have the

trained personnel to handle that situation, much less two situa-

tions which could occur.

So I am not necessarily a booster of adding another thousand
people, but if the professionals who run the FBI and the Justice

Department think they need more people, I am inclined to give
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them the benefit of the doubt in view of what we heard at the Waco
hearings.
And the gentleman from Michigan, the gentlelady will yield to

him?
Ms. Jackson Lee. I certainly will, Mr. Chairman.
Mr. CONYERS. Thank you very much.
That was their excuse. I mean, to have an attack because one

squad got tired of holding their weapons up to me almost begs the
question.
Ms. Jackson Lee. To both the chairman and the ranking mem-

ber, I think these points are worth discussing.
I am a supporter of readiness. And I think you mentioned the

fact that we certainly seem to be on skin and bones if we are hav-
ing one hostage team. The number of a thousand, though we are
a country of 200 million plus, and I recognize the magnitude and
the size, it just seems large. And I would be concerned and possibly
want to see what just citizens perceive that size constituency that
would focus on notning but terrorism.
Readiness is something that I am very much concerned with and

certainly would adhere to and certainly would adhere to the ability

to substitute in those who are well prepared and not tired, but I

also want to balance and see this legislation be able to last beyond
the era in which we are in right now, which is certainly on the
heels of a very tragic situation.

And my question is, is there any perception that comes out of the
retaining of a thousand persons for these particular positions? Dr.
al-Hibri?

Ms. AL-HiBRi. Thank you, Congresswoman Lee.
I share your feeling about the uncertainty of what would another

thousand officers do. Coming from the antiwar movement in the
1960's, knowing of some of the abuses that took place then what
I would like to see is increased communication in this country
among the various points of views to make the frustration level
lower and to make the possibility of such terrorist activities much
lower because all people have a voice.

I think the solution should be outside of this. The solution should
be that we, as citizens, ought to communicate more together, that
there should be for a where everybody can speak.
You were right to say, where are the militias? Why don't we hear

what they have to say? And I think it is through that and not
through increasing our firepower that we are going to make the
American citizens safe.

Ms. Jackson Lee. Ms. Lansner, let me just go to you. Because
you had mentioned, I know, the work of the Anti-Defamation
League. And even though there may be some disagreement with
members who are on the panel, you certainly have had a history,
your organization, of standing for human rights. How does this
smack with respect to your organization?
You also mentioned something about membership, which is part

of the proposed legislation that may raise a concern on people's
ability to associate.

Ms. Lansner. Yes, well, I expressed that view before. I think if

you are asking, though, about the issue of staffing, manpower
under this legislation, that we really defer, I guess, as does the
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chairman, to law enforcement. We don't have a particular basis for

judging what is adequate, what is not adequate for purposes of car-

rying out the intent of the legislation.

I think, as you do know, as you are familiar with ADL, that we
also would certainly support any hearings on militias. As you well
know, the ADL, in fact, has a model paramilitary statute which has
been adopted by a number of States. We have monitored the activi-

ties of the militias; and I think, as Congressman Barr may know,
some of the information that we had collected was, in fact, useful
and was used by the law enforcement agencies in connection with
the Oklahoma City bombing.
Ms. Jackson Lee. Let me conclude, unless there is someone else

who wants to comment on that.

Mr. Shenefield. Could I just add—it has not been so long since
I was in budget hearings that I have forgotten how strapped law
enforcement agencies and the Federal Government think they are
and are, in fact. It is undoubtedly the case that there are real

needs both in the Bureau and the Border Patrol and elsewhere that
have gone unmet; and my sense of it is, though I am not privy to

any inside information, that a thousand additional agents is by no
means excessive in a country of this size and will have not the
slightest effect on civil liberties.

And, indeed, if one were looking for places to put additional bod-
ies, I would also suggest the U.S. attorneys' offices that are dread-
fully undermanned, who can't even take depositions at the end of

the fiscal year because they are running out of money.
The situation for Federal law enforcement is in very serious

straits. It seems to me that it would be good to try to address that.

Ms. Jackson Lee. Yes, sir?

Mr. Jahshan. Just a layman's perspective on the question that
you raised. I am not a law enforcement specialist, but I see this

problem more as a qualitative problem in handling terrorism rath-

er than a quantitative one.

We face at least two deficiencies, technical and intelligence, and
they both have a price in terms of financial support to be upgraded
or updated. But, at the same time, we have a tendency in this

country to throw money and seek quantitative solutions for prob-

lems in times of crisis that might not be the only answer.
So, the 1,000 additional agents and the $2 billion, that is fine.

They might be needed. It might be justified. But I am not sure that
is the only answer. It depends on what we do with the 1,000 agents
and what we do with the $2 billion that are being proposed.
As for your earlier comment regarding the role of the military

and your concern about that, from our perspective in terms of how
it affected our community, there was one announcement made by
the Pentagon after the Oklahoma bombing that they were sending
10 or 20 Arabic speaking specialists to Oklahoma.

First of all, I don't understand why they had to announce it pub-
licly. Let's assume it was a necessary logistical step, but that ended
up contributing to the stereotyping and the backlash that was di-

rected at our community, implying that the perpetrators of the

bombing in Oklahoma were Arabic speaking.
Ms. Jackson Lee. Thank you, Mr. Chairman.
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Certainly we have to strike a chord for safety and saving Hves,
and I hope out of the testimony that I have heard here today, very
important testimony, that tomorrow and the next day we can strike

a bipartisan chord that protects Hves but as well protects constitu-

tional rights.

Mr. Hyde. I thank the gentlelady.

And I want to thank this great panel. It has been an outstanding
panel and gave us more food for thought than really any other
panel.

I just want to express a certain sorrow that the assumption is,

that additional FBI are going to be a threat to our civil liberties

and not a buttress, not a support for our civil liberties. I think
criminals, Federal criminals, are an abuse and are a curtailment
of the right to enjoy your country freely and walk the streets with-
out concern.

I don't assume that all policemen are corrupt or are oppressive
or tyrannical. I rather like to think that, on the contrary, they are
there to protect me and my rights. It always hasn't been thus, and
perhaps I am excessively naive, but I look for the day when we can
once more welcome law enforcement and not look at it with such
cynical—skeptical—strike cynical—skeptical suspicion.

I thank this wonderful panel.

Thank you.
The committee is adjourned.
[Whereupon, at 4:30 p.m., the committee adjourned.]





APPENDIXES

Appendix 1.

—

Deputy Attorney General Gorelick's Responses
TO Additional Committee Questions

Question No. 1: Is the definition of "terrorism" embodied in the proposed Adminis-
tration bill adequate to deal with all important aspects of terrorism?

Response: The description/definition of "terrorism" occurs in two places in H.R.
896. They are in section 101, in proposed subsection 2332b(e), and section 202. (Sec-
tion 301 also incorporates the definitions established under section 202.) In our
judgment, they are sufficient for their respective purposes.

Section 101 relates to a certification concerning a "terrorism" motive in a criminal
prosecution. Section 202 contains improvements in the definition(s) of "terrorism"
under the INA, and section 301 incorporates by reference this definition for pur-
poses of the fundraising statute. We are satisfied with these uses.

Question No. 2: The World Trade Center and the Oklahoma City bombing were
investigated and wiU be prosecuted without the benefit of any of these provisions,
obviously. Can you descrioe any particular areas or situations where the investiga-

tion or prosecution was or has been hampered or frustrated because of a lack of like

statutes?
Response: Fortunately, prior to the bombing of the World Trade Center and the

Murrah Federal Building in Oklahoma City, the United States had experienced a
relatively small amount of terrorism activity within our borders. As a result, we do
not have examples of prosecutions that have been hampered by the lack of statutes
of the type proposed in H.R. 896. However, the potential for such an impact clearly
exists.

In the bombings of both the World Trade Center and the Murrah Building, juris-

diction was quickly apparent under existing law based on the fact that federal gov-
ernment ofTicers were located in these facilities. 18 U.S.C. § 844(0- Federal jurisdic-

tion over major international terrorist acts, such as those covered by Section 102
of the Administration's proposal, should not depend on chance factors of this type.

Additionally, even if it were to be concluded that most international terrorism of-

fenses occurring in the U.S. could be reached under some statute, the fact remains
that the pertinent statute might not be appropriate to reach the true gravamen of
the offense and might not carry a penalty commensurate with the nature of the of-

fense. For example, until corrected by the pending legislation, most conspiracies to

commit terrorism offenses are punishable by only five years' imprisonment, even
where the perpetrators had formulated a plan to commit an act of catastrophic con-
sequence which they would have carried out had they not been prevented from
doing so by government action or some other intervening factor.

Where there is a constitutional basis for federal iurisdiction, there is no reason
to deprive federal law enforcement of the best possible legal tools for preventing and
prosecuting acts of terrorism.

Question No. 3: If terrorists are here legally, what steps need to be taken during
the visa application process to better prevent these terrorists from gaining admis-
sion to the United States?

Is the visa application sufficiently detailed to elicit information about the appli-
cant's possible terrorist activity?

Response: This question would be more appropriately addressed by the Depart-
ment of State.

Should we incorporate a waiting period of some duration to allow for more exten-
sive background checks of questionable immigrants?
Response: This question would be more appropriately addressed by the Depart-

ment of State.
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What can we do to provide embassy personnel with better intelligence (i.e. more
complete "lookout lists ) on the identity of potential terrorists?
Response: Continued sharing of intelligence information and data on individual

terrorists and terrorist groups will assist in preventing terrorists from gaining ad-
mission to the United States. Through the Department of State's (DOS) TIPOFF
system, known and suspected terrorists are intercepted either as they apply for
visas overseas or as they attempt to pass through border entry points. As part of
the INS reinvention efforts, the INS Office of Inspections, in conjunction with the
DOS, has developed a plan to expand use of telecommunication systems to improve
the visa issuance and Port-of-Entry inspections processes. The INS/DOS Data Shar-
ing Initiative, or DataShare, provides for the electronic transmission of visa infor-
mation from stateside INS and DOS offices to the visa issuing posts and then back
to the Port-of-Entry and Immigration Card Facility where an alien's "green card"
is generated. The goal is to eliminate paper processes while improving customer
service and national security.

Since 1994, the INS has been involved in reevaluating and improving its principal
lookout system, the National Automated Immigration Caokout System (NAILS). We
have improved the internal controls for the maintenance of the database, including
required supervisory reviews of all lookout records before becoming permanent
records in the database, timely deletion of expired lookout records, enhancement of
automatic instructions within the database to facilitate the use of the system, and
the facilitation of communications among different INS Ports-of-Entry and offices

within the database to exchange information relating to specific lookout records.
The INS is continuing maintenance enhancements to the NAILS database and

streamlining the lookout data transfer between the Consular Lookout And Support
System (CLASS) and NAILS to reduce the data loading time from eight days to one
hour. We also plan quarterly enhancements during fiscal year 1995 that will include
more sophisticated features such as:

Message function to be used by officers to discuss specific lookout records
within NAILS; and
Message function for administrative messages and dissemination of informa-

tion concerning trends, intelligence exchange, migration patterns and other gen-
eral purposes.

Since many terrorists use fraudulent travel documents, information from all mem-
bers of the intelligence community relating to the production, manufacture, and use
of fraudulent and counterfeit documentation needs to be widely disseminated in a
timely manner.
Consular officers, as well as airline personnel and immigration and customs offi-

cers can benefit from continuous document and terrorist awareness training. The
INS is attempting to increase the anti-fraud and anti-terrorist training offered to

its own officers and to the carriers.

Question No. 4: Do you believe that terrorist activities in the United States could
be reduced if the immigration laws were expanded to prohibit entry into the United
States by persons who are simply known members of a terrorist organization, as op-

posed to present law which excludes only persons who have engaged in terrorist ac-

tivity?

Response: A mere membership standard might well reduce terrorist activities in

the United States, but given the broad sweep of such an approach, we would sup-
port its adoption only if the Attorney General were granted waiver authority with
respect to this provision.

Question No. 5: What problems has the government had in deporting non-citizens
whom the government has discovered to have engaged in terrorist activities while
in the United States?

Response: The government has rarely brought deportation cases against terrorist

aliens on terrorism charges, although numerous terrorist organizations have infra-

structures in the United States. Three circumstances generally account for this situ-

ation: (1) we are generally unable to declassify sufficient investigative information
to prove a deportation case without incurring unacceptable costs to standing inves-

tigations and the national security; (2) until 1990, the Immigration and Nationality
Act contained no "terrorism-specific" deportation provisions; and (3) in a number of
instances, the government has declined or delayed new prosecutions awaiting the
successful conclusion of a long-pending "test-case."

INS cannot proceed in these cases unless the FBI can declassify a substantial part
of its investigation for use in open court. The dispositive proof in many FBI inves-

tigations consists of FISA surveillance and confidential sources. Some enforcement
subjects are minor players in continuing FBI investigations, and the FBI reveals the
existence and scope of the investigation only at substantial and generally unaccept-
able risk to its continuation. Hence, the most dispositive proof will often remain un-
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available for trial, and INS must decide whether to proceed with proof that is tenu-
ous and agents who must refuse to testify with respect to a variety of questions at

trial.

The foregoing notwithstanding, the government has succeeded in deporting terror-

ist aliens on routine immigration status violations.

Question No. 6: How often does it occur that the government cannot prove the
grounds for deporting a non-citizen who has engaged in terrorist activities while in

the United States without disclosing classified information?
Response: INS maintains no records of terrorism-related deportation cases which

were never brou^t or where terrorism grounds were charged but found insupport-
able due to the inability to disclose classified information. It should suffice to ob-

serve that we are aware of a number of terrorist aliens who are in the United States

in violation of the terrorism-related deportation jprovisions. These cases have not
been brought due to the national security cost of the existing process and other rea-

sons discussed above in response to the Committee's previous question.

Question No. 7: Are "roving" wiretaps currently available? Under what cir-

cumstances?
What are the necessary requirements the prosecutor needs to meet prior to get-

ting "roving" wiretaps authorized?
Response: The provision of the federal electronic surveillance statutes ("Title III")

that allows for roving wiretaps is contained at Title 18, United States Code, Section
2518(llXb). This provision allows the use of roving wiretaps where the government
is able to demonstrate that it cannot identify the specific facility or facilities to be
tapped because the named subject changes facilities with a "purpose ... to

thwart interception [by law enforcement] by changing facilities."

The showing of a purpose to thwart interception has proven to be a fairly difficult

standard to meet: if the subject has not specifically advised an undercover govern-
ment agent or cooperating witness as to his motives for changing facilities, or if his

conduct is not blatant in the use of multiple telephones within a brief period of time,

it is difficult for the court to find probable cause for the requisite intent. While we
might speculate that terrorists would not want their criminal communications to be
intercepted, the statute presently requires that we demonstrate, and a court so find,

a subject's specific intent to thwart interception, which might be very difficult where
the subject is travelling from site to site and using motel phones, cellular phones,
or pay phones in connection with his criminal activities, and whose use of changing
facilities may relate to expedience rather than to any effort to thwart interception.

A modified standard, identical to that contained in the roving oral interception pro-

vision at Section 2518(1 IXa), which would allow use of roving wiretaps where the
"specification [of the phone(s) over which the wire communications are to be inter-

cepted] is not practical," would cover this type of situation.

By using the same "practical" standard for wiretaps in terrorism situations as
presently exists to obtain a court order authorizing the roving interception of oral

communications, we would be better able to address the terrorist who may travel

from site to site to plan/execute their actions.

There are current, pending investigations that I am not at liberty to discuss in

which the inability to demonstrate an intent to thwart interception limited our abil-

ity to seek a roving wiretap. Without going into specifics, I can note that we have
been increasingly meed witn situations where our targets have been using cellular

phones—often cellular phones that have been "cloned" [with the cost of phone serv-

ice being charged to an unwitting legitimate subscriber]—and in which the use of

changing phones may relate more to these targets' intent to avoid having to pay for

the thousands of calls they place than to any intent they may have to thwart gov-

ernment interception. Because the court is required to make a specific finding that
the purpose of the subject in changing telephones is to thwart surveillance, the gov-
ernment must develop evidence sufficient to indicate the subject's state of mmd.
This can be a time-consuming process because a short period of changing telephones
will not, by itself, be sufficient to establish an intention to thwart surveillance. Dur-
ing the time necessary to establish intention, valuable evidence, in the form of wire-

tapped conversations, is lost. The time necessary to establish intention could, quite

literally, be the difference between life and death in a terrorist investigation.

Do you feel that an exception is necessary for terrorism investigations? Why?
Response: The roving tap should be available for terrorist investigations as well

as for other types of investigations because terrorists are as apt to change phones
to circumvent law enforcement as any other criminal offender.

In this regard, the proposed amendment to the roving tap statute in section 309
of H.R. 1710 would change the standard for the necessary judicial finding from a
specific intent to thwart law enforcement to a finding by the judge that specifying
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the individual phone to be tapped is not "practical." This amendment would make
the roving tap readily available in terrorist investigations.

Question No. 8: How many requests for technical coverage or institution of full

investigations of terrorist organizations—domestic or foreign—have been made since
January 21, 1993?
How many of these requests have been disapproved since January 21, 1993?
How often are those case files reviewed?
Response: I have been advised that the FBI has provided you a response to this

question that is classified in the interests of national securitv. We would be pleased
to discuss that response with you, other Committee members and appropriately
cleared staff at your convenience.

Question No. 9: Has there been a reluctance to date by the Oflice of Intelligence
Policy and Review to grant such requests for investigations or technical coverage of
terrorist groups?

Response: The Office of Intelligence Policy and Review (OIPR) does not reject
FISA applications. OIPR attorneys are responsible for ensuring that FISA applica-
tions meet all statutory requirements and, in that regard, the FBI and other agen-
cies are occasionally requested to provide additional information in support of an ap-
plication.

Moreover, a recent streamlining of the FISA application process should result in

a greatly decreased period of time from when a request for surveillance is received
by OIPR from an FBI field oflice to the signing of an order by the Court.

Question No. 10: Has there been any difficulty in obtaining approval for such in-

vestigations or technical coverage?
Response: No.
Question No. 11: Is there any reluctance to approve such investigations and tech-

nical coverage due to litigation arising out of the CISPES case?
Response: No.
Question No. 12: Has the Department proposed or considered any legislative cor-

rection for the CISPES-type litigation that many Departmental personnel legiti-

mately and individually fear, from these types of cases, based upon past history?
Response: In the late 1980's, because of general concerns regarding personal li-

ability, the Department proposed that the United States be the exclusive defendant
in cases alleging constitutional or common law torts by government employees. In

1988, Congress amended the Federal Tort Claims Act in this regard where the em-
ployee is acting within the scope of his or her employment but only for common law
torts.

Within the next few weeks the Supreme Court is expected to issue decisions that
will affect this area of the law. After analyzing those decisions, the Department will

consider whether additional legislative proposals are warranted.
Question No. 13: What can Congress do to buttress better coordination of intel-

ligence agencies in the U.S. government?
Response: Recognition should be given in legislation to the lead agency concept,

whereoy coordination in all domestic counterterrorism matters is done throu^ tne

FBI. This arrangement allows for a controlled flow of intelligence so it may be used
to prevent terrorism. It also allows for central decision-making in the event of a ter-

rorist act.

Question No. 14: Can you describe an actual case where the government was un-
able to obtain an order of deportation against a non-citizen who committed terrorist

activities while in the Unitea States because the only way to have obtained the de-

portation order would have required the government to have disclosed classified in-

lormation?
In that case, why was the government unable to obtain a criminal conviction

against the non-citizen?
Response: The government's single attempt to deport aliens on terrorism-related

charges under the 1990 Act is now in its fifth year in Los Angeles. Matters of
Hamide & Shehadeh, A19 262 560 & A30 660 628 (EOIR Los Angeles). There,
aliens charged with having provided material support to the Popular Front for the
Liberation of Palestine (PFLP) responded with a variety of collateral attacks and
claims both in immigration court and district court.

In district court, the aliens claimed violations of associational and due process

rights including a claim that they were selectively prosecuted. In immigration court,

they claimed discovery ri^ts to: (1) the disclosure of electronic surveillance informa-
tion under 18 U.S.C. §3504; (2) State Department, FBI, CL\, and DIA files which
"might tend to contradict" the factual assertions of the government's academic ex-

pert witnesses concerning the PFLP's terrorist record; and (3) foreign government
intelligence made available to one of our experts. The immigration judges in the
case have taken an expansive view of aliens' discovery rights in the absence of clear
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bars in the statute, with the result that considerable delavs were incurred to enable
the government to respond to unprecedented discovery orders.

Trial has also been considerably protracted due to imprecision in the language of
the 1990 Act deportation provision regarding the government's obligation to prove
that the PFLP is a "terrorist organization" within the meaning of the Act. The exist-

ing provisions require the INS to prove that the subject organization is a "terrorist

organization" without defining either "terrorist organization" or "terrorism." 8
U.S.C. 1182(aX3); §1251(aX4XA) & (B) (1990 ed.). As a result, the government has
found it necessary to submit extensive expert testimony concerning both the concept
of terrorism and the PFLP's 28-year terrorist record. The aliens have essentially

contended that: (1) the provisions are unconstitutionally vague, and (2) the immigra-
tion court is bound to take evidence concerning the PFLPs ostensibly legitimate ac-

tivities.

The government has never sought to indict these aliens on terrorism-related

charges. The existing material support provision in 18 U.S.C. §2339A was not en-
acted until September 13, 1994.
Question No. 15: With respect to the designation of terrorist organizations, does

the Administration have a set of standards it applies when designating?
Are they/can they be made public?

Are they activity based guiaelines?
Response: The Administration applies the definitions contained in Title 22 of the

U.S. Code. The term "terrorist group" as it is defined in Title 22 U.S.C, Section

2656Rd), is "any group practicing, or that has significant subgroups that practice,

international terrorism." "International terrorism" is defined in that section to mean
"premeditated, politically motivated violence perpetrated against noncombatant tar-

gets by subnational groups or clandestine agents involving citizens or the territory

of more than one country."
Question No. 16: There is some thought to putting the visa granting function

within the INS mission rather than leaving it at the State Department. What is the
DOJ's view on that issue?
Response: There are two issues raised by this question: whether two government

interviews before aliens enter the United States—one overseas and one domestic

—

are necessary, and if so, whether different agencies should conduct them. The De-
partment of Justice believes that the current organizational arrangement where
there are generally two interviews, one conducted by the Department of State for

visa issuance and the other by INS at the time of entry, offers several advantages.
We note, however, that this two interview process has been changed for certain tem-
{>orary visitors from countries with very low volumes of immigration-related prob-
ems through the Visa Waiver program.
The current two-interview process provides a system of checks and balances

where persons wanting to come to the United States are interviewed at different

times and from different perspectives—one overseas before entry and one domestic
at the time of entry. Overseas interviews for visas have the advantage of screening
applicants before they arrive at U.S. ports where ineligible applicants can be effi-

ciently turned down and where additional information in support of visa applica-

tions can be easily obtained. Under this arrangement, government officials can read-

ily make inquiries locally to verify facts on visa applications and can be expert in

local country conditions and fraud patterns to assist in evaluating visa applications.

Although there is a large volume oi visa work, there is generally more time overseas
to interview visa applicants and review applications than is available at U.S. ports

of entry.

Inspection at the time of arrival in the United States is critical because inspectors
verify the identity of visa holders and pursue any changes in circumstances since

the visas were issued which would affect eligibility to be admitted to the United
States. This is especially important since many nonimmigrant visas are valid for

multiple entries.

Federal government officials overseas are responsible to the U.S. Ambassador,
and the State Department limits the number oi non-State Department personnel
overseas, which would dictate against having INS in a role where considerable per-

sonnel presence overseas was required. Since the State Department is the primary
federal agency overseas and already has a mechanism in place to issue visas as part

of the Consular Service program, we believe that the current system is workable
and should be continued.
Question No. 17: Are there any public parking facilities adjacent to or underneath

Department of Justice offices or buildings? If so, what is being done to address this

obvious security vulnerability, especially in light of the Oklahoma City tragedy?
Response: The Department of Justice currently employs more than 98,000 individ-

uals who are housed in approximately 2,100 buildings nationwide. Approximately
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900 of these buildings are government-owned or maintained and the remaining
1,200 locations involve space that is commercially leased from the private sector. A
majority of the commercially leased buildings have public parking facilities adjacent

to or underneath them. In addition, a number of government-owned or maintained
buildings, especially in urban areas, have nearby public parking facilities.

In almost all government-owned or maintained facilities that house Department
of Justice employees, the government has direct control in restricting public access

to parking areas within the facilities; however, there may be adjacent public parking
facilities not under the government's control. In buildings where the Department oc-

cupies leased space, it is more diflicult, if not impossible, to control access to public

parking facilities. We can explore the possibility of leasing entire garages to restrict

public access, but this is an extremely costly solution. For example, in the Washing-
ton metropolitan area, we estimate that it would cost as much as $6 million per
year to consolidate, for the government's exclusive use, commercial parking at 15

locations where the Department occupies leased space. The conversion of parking at

these locations could increase vulnerability at the numerous other buildings in the

Washington metropolitan area where the Department occupies leased space because
government employee parking would be reduced or eliminated at those locations.

As you know, the Attorney General is chairing a Cabinet committee that is re-

viewing security at federal facilities. The U.S. Marshals Service has the lead on this

review effort which is scheduled to be completed by June 20, 1995, and is expected

to result in new security standards for federal facilities as well as estimates of the

costs that would be incurred to bring existing facilities in line with those standards.

Once this review is completed, we will be able to better address security vulner-

ability including public parking facilities adjacent to or underneath space occupied

by the Department of Justice.
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Appendix 2.

—

Statement of Hon. Bob Barr, a Representative
IN Congress From the State of Georgia

Terrorism didn't begin on April 19th with the tragic bombing of the Alfred P.

Murrah federal building in Oklahoma City, and unfortunately, it won't end today
as we begin this hearing on combatting domestic terrorism. We must put our work
in the proper perspective. What we do in this committee with these hearings must
be based not just on what happ>ened on April 19th, but on the history and substance
of our government's efforts to protect and defend our law-abiding citizens.

We must remember that what we do in this Congress, beginning today, will re-

main with the American people for not only months, but years to come. We need
to proceed deliberately and carefully, and not with a knee jerk reaction. Instead of

focusing on some tangential agenda or talk radio, we need to focus on individuals

or groups that advocate violence and take steps (any steps) to carry out violent acts.

We need to make sure our government has the capability to discover, apprehend,
try, convict, and quickly sentence these people and groups. Of course this Commit-
tee, this House, had already begun that process with habeas corpus reform. Hope-
fully the Senate and the White House will now recognize what we already have,
that the best deterrent to murder is swift justice and swift execution.

These panels today, Mr. Chairman, provide an outstanding opportunitv to begin
this urgent but deliberative process. I commend the Chairman for assembling such
an outstanding panel of men and women. I look forward to hearing from them and
examining their written testimony before we develop any new legislation to curb ter-

rorism. As a former United States Attorney, I have come to believe that oft^n we
do not suffer from a lack of laws, but sometimes from stifling bureaucratic proce-

dures. Thus, as our Subcommittee takes up the fight against domestic terrorism, I

believe we have to be mindful that freedom from violent crime cannot be assured
by passing new laws. I expect we will have accomplished a great deal if we can
strike a solid balance between respect for constitutional rights and the imperative
of a strong defense against terrorist violence.
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Appendix 3.—STATEME^^^ of Hon. Eliot L. Engel, a
Representative in Congress From the State of New York

Mr. Chairman, only four weeks ago, two American diplomats were brutally killed

and a third seriously wounded by a terrorist attack in Karachi, Pakistan. Since that

tragic day, information has filled the media of terrorist bases in Pakistan. In an ar-

ticle entitled 'Takistan Shelters Islamic Radicals," The Washington Post reported on
March 8, 1995 that one extremist group known as Haricatul Ansar had already

trained more than 4,000 militants in weapons use and bomb-making since 1987.

And, only yesterday. The New York Times reported that

Pakistani leaders have made no secret of their belief that drug money was
in some way linked to the March 8 attack that killed two Americans work-
ing at the United States Consulate in Karachi, and to the terrorist under-
ground that supported Ramzi Ahmed Yousef, a 27-year-old fugitive and sus-

pected mastermind of the World Trade Center bombing in New York in

1993.

The Secretary of State included Pakistan on the 1993 list of countries which re-

peatedly provide support for acts of international terrorism. Additionally, although

the State Department did not single out Pakistan last year, it did maintain that

"there were credible reports ... of official Pakistani support to Kashmiri mili-

tants."

As you may be aware, Pakistani Prime Minister Benazir Bhutto is now visiting

the United States next month to "mend relations between our two nations" severely

strained by recent terrorism against Americans. For such improvement to occur, the

Pakistanis have a long way to go.

Earlier today, members of the House International Relations Committee met with

Prime Minister Bhutto. Several Committee members expressed concern about her
government's support for radical factions and urged increased efforts to crack down
on terrorists. Members of Congress hope that U.S. relations with Pakistan improve,

but many will not accept upgraded ties unless the Pakistani government stops al-

lowing militants and radicals to use Pakistan as their base of operations.

To underscore my concern, last month, I introduced a resolution, H. Con. Res. 35,

along with Rep. Bill McCoUum, a member of this Committee, which calls upon the

Secretary of State to designate Pakistan as a state sponsor of terrorism. The resolu-

tion stresses Pakistan's inadeauate response to terrorists operating both within and
outside of its borders and calls attention to support by elements of the Pakistani

government for militant activities. Rep. McCollum and I have been joined by a bi-

partisan group of five other members in introducing this bill.

Mr. Chairman, I commend the Judiciary Committee for holding this important

hearing and urge you to give a high degree of scrutiny to the increasing number
of reports about Pakistan's support Tor international terrorism.
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Appendix 4.

—

Statement of Tommy P. Baer, International
President, B'nai B'rith

I am writing today in hopes that my comments on behalf of B'nai B'rith be shared
with the entire Judiciary Committee and entered into the official record of the Judi-
ciary Committee's hearing on Terrorism.

On March 9, 1977, seven Hanafi Muslim terrorists stormed B'nai B'rith Inter-

national headquarters in Washington, B.C., the Islamic Center, and the District

Building where one reporter was killed. The armed intruders held 123 people hos-

tage in the B'nai B'rith building for 39 hours. Staff members were beaten; the build-

ing was ransacked; its museum stripped. Of all the Jewish organizations located in

the nation's capital the terrorists had selected B'nai B'rith as the target because
they saw it as the pre-eminent sjmnbol of Jewish presence and power in America.

Eighteen years later our organization is stiU here, the oldest and largest Jewish
organization in the world with members throughout the United States and in more
than 54 countries. And eighteen years later terrorism is still very much an issue

for our organization. During the past months we have witnessed the terrorist bomb-
ing of the AMIA building in Buenos Aires which was the home of the Jewish Social

Service Agency as well as the political umbrella group for the Jewish Community
of Argentina. We lost B'nai B'rith members as a terrorist blew a Panamanian air-

liner out of the sky and watched in horror as terrorist activities continued in Israel

and against Israeli and Jewish community installations in London.
And now as we watch the trials of those who tried to wreak havoc in this country,

it is clear that the efforts of terrorists are not just aimed at the Jewish people or

Israel, but against democracy and our way of life.

B'nai B'rith has mobilized its membership around the world to work with the
proper authorities to make sure that all that is possible is done to bring about an
end to terrorism. The AMIA building was an easy target for terrorists who realized

that the investigation of the Israeli Embassy bombing eighteen months before was
never brought to closure. If they see that the perpetrators are not brought to justice,

there will be no deterrence to prevent them from striking again.

I have just returned from Latin America, where I had high-level discussions on
this issue in Chile, Uruguay and Argentina. I brought home to the officials with
whom I met the importance of the Aoministration's counter-terrorism initiative and
urged those officials to enact similar legislation in their own countries. I have also

discussed the Iran Sanctions Act with diplomats from around the world and have
urged countries to enact similar legislation against Iran, the source of much of the
funding and other support for worldwide terrorism. However, if the United States

Congress does not enact legislation on these important issues we can rest assured
that terrorism will not cease.

The Omnibus Counter-Terrorism Act of 1995 is what we need to protect citizens

from the kind of terror the perpetrators of the World Trade Center bombing and
the Pan Am flight over Lockerbie inflicted. By correcting deficiencies and gaps in

current law, most notably the lack of any specific anti-terrorism laws on the books,

the bill will strengthen the ability of the United States to deter terrorist acts and
punish those who engage in terrorism. In addition, the bill will serve to ensure that
the United States is not used as a support base for acts of terrorism carried out
in other countries and provides a workable mechanism to expeditiously deport alien

terrorists without risking the disclosure of national security information or tech-

niques.
The Iran Sanctions Act must be enacted to ensure U.S. credibility against those

who support terrorism worldwide. The Iranians—the primary exporters of terrorism
worldwide—still benefit from U.S. oil companies who are the single largest pur-
chasers of Iranian oil. Some estimates say time nearly $4 billion is spent by these
companies in Iran.

Lastly, efforts to guarantee that the State Department's commitment to an ofTice

on counter-terrorism stays intact is critical: Only through coordination of all law en-
forcement agencies within the United States and communications with similar agen-
cies of our allies around the world will we be able to effectively fight against those
who wish to perpetrate terror.

Unless the United States leads the way, the war against terrorism will not be
won. With that conviction, B'nai B'rith has called for an international coalition, with
the United States as the leader, to organize against terrorism. Only when we enlist

the commitment of our friends, and work together, can we bring this scourge to an
end.
Thank you for the opportunity to address this very critical issue.
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Appendix 5.

—

Statement of James Phillips, Senior Policy
Analyst, the Heritage Foundation

Recent Trends in International Terrorism

International terrorism, a cancer that has plagued the United States in recent
years, is metastasizing into new and more deadly forms that will pose grave new
challenges to U.S. security in the years to come. Although the collapse of the Soviet
bloc has removed an extensive terrorist support infrastructure, the rise of Islamic
radicalism has created a new terrorist infrastructure and a powerful ideological mo-
tivation for launching terrorist attacks against Americans.

Since the 1979 Iranian revolution, a wide variety of Islamic militants, inspired
but not necessarily controlled by Iran, have launcned a series of attacks against
Americans. Iranian extremists stormed the U. S. Embassy in Tehran in November
1979 and held American diplomats as hostages for 444 days. Pro-Iranian Lebanese
militants bombed the U.S. Embassy and the U.S. Marine barracks in Beirut in 1983
and took fifteen Americans as hostages (killing three) between 1984 and 1991. Is-

lamic extremists also hijacked several airliners in the 1980s and singled out Ameri-
cans for especially harsh treatment, including murder.

In addition to Iran, Sudan has trained and supported Muslim militants since radi-

cal Islamic forces seized power in Khartoum in a 1989 coup. Radical Islamic terror-

ists also operate from bases located in anarchic regions beyond the power of weak
central governments in war-torn Afghanistan, Lebanon, and in the autonomous trib-

al areas of Pakistan. And Algeria soon could become a base for international terror-

ism, if Islamic extremists win the bloody civil war that has engulfed that country.
The new breed of radical Islamic terrorist is more intractable, more unpredictable

and more dangerous than most of the secular nationalist terrorist organizations that

flourished in the Middle East since the late 1960s. Unlike most Palestinian terrorist

groups, who observed self-imposed restraints against targeting Americans or launch-
ing attacks on American soil because they sought to influence U.S. foreign policy,

many radical Islamic terrorist groups operate under no such restrictions In part,

this is because they are bitterly opposed not just to American policies but to Amer-
ican values, which they perceive to be a corrupting secular threat to their own vi-

sion of Islamic purity. Their choice of possible targets is wider and more indiscrimi-

nate because they often are motivated oy apocalyptic zeal rather than sober political

calculations.

This ideological fanaticism apparently inspired the bombers of the World Trade
Center in February 1993 to kill six Americans and injure over 1,000—the worst sin-

gle act of terrorism on American soil in history. It also inspired Algerian terrorists

to attempt to crash a hijacked Air France passenger plane onto the streets of Paris
in December 1994, an attack that would have dwarfed the World Trade Center car-

nage, if it had been successful. Terrorism in the 1990s is likely to be more indis-

criminate and lethal, if not more frequent, than terrorism in previous decades.

In addition to a greater willingness to commit mass murder, terrorists in the fu-

ture also are likely to have greater access to chemical, biological and nuclear weap-
ons of mass destruction. The proliferation of such weapons, particularly among the

states that support terrorism, is an ominous trend. Moreover, the relaxation of con-

trols over Soviet military technologies, combined with the mushrooming growth of

the Russian mafia and other criminal organizations inside the old Soviet bloc, have
greatly raised the risks that future terrorists will be able to purchase on the black
maricet deadly terror weapons capable of inflicting unprecedented numbers of cas-

ualties. The March 20, 1995 terrorist nerve gas attack in Tokyo that killed 10 people

and injured more than 4,000 is likely to be the harbinger of things to come. Now
that the chemical weapons threshold has been crossed by a terrorist group (terrorist

states such as Iraq and Iran previously had used such weapons), other terrorist at-

tacks involving weapons of mass destruction are likely, because terrorists are notori-

ous copycats.

U.S. COUNTERTERRORISM POLICY

The Clinton Administration introduced legislation on February 10 to bolster U.S.

deterrence of terrorism and punish those who aid and abet terrorist activity. This

bill, the Omnibus Counterterrorism Act of 1995, will outlaw fundraising in the Unit-

ed States in support of terrorist activities overseas, expedite the deportation of alien

terrorists, and make international terrorism committed in the U.S. a federal crime.

This legislation is a long overdue step in the right direction But it focuses primarily

on domestic and legal aspects of the war against terrorism. The February 7, 1995
arrest of Ramzi Yousef, the suspected mastermind of the World Trade Center bomb-
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ine, is an important reminder that international efforts are a key ingredient of
fiwiting terrorism.
Yousefs terrorist activities underscored the global reach of terrorist networks and

the need for stepped-up international cooperation in combatting terrorism. The mys-
terious 27 year old, who fled the United States only hours after the 1993 bombing,
has been extremely active in recent months. Yousef was implicated in a terrorist

bombing of an airliner in the Philippines in December, a plot to assassinate Pope
John Paul II in January, and an aborted attempt to bomb an American airliner in

Thailand in early February.
Yousefs ability to repeatedly cross international borders undetected for two years

despite being the subject of an intensive international manhunt indicates that he
had extensive help from co-conspirators operating in diverse countries. His consider-

able financial resources, large supply of false documents, and access to safe houses,
explosives, local assistance and information about his planned targets in far-flung

regions of the world suggest that he enjoyed the backing of a well-organized net-

work, and possibly a state sponsor.
The Clinton Amninistration has hailed Yousefs arrest as an important victory in

the war against terrorism. But in at least one respect this victory came despite the
administration, rather than because of it. Yousefs apprehension and his rapid ex-

tradition from Pakistan can be attributed to close coordination between the State
Department, Justice Department, Federal Bureau of Investigation and intelligence

agencies. This coordination and the close cooperation between the U.S. and Pakistan
was in large part a function of the State Department's Oflice of Counterterrorism.
The Clinton Administration had planned to fold this office into a new Bureau for

Narcotics, Terrorism and Crime and demote the Coordinator for Counterterrorism
from the current equivalent of an Assistant Secretary of State to the level of a Dep-
uty Assistant Secretary. Congress temporarily blocked this reorganization scheme in

April 1994 by passing an amendment to the State Department authorization bill

sponsored by Representative Benjamin Oilman.

Congress and the Fight Against Terrorism

The critical challenge facing U.S. counterterrorism policy is putting relentless

pressure on the states that sponsor terrorism—Cuba, Iraq, Libya, North Korea,
Syria, Sudan, and particularly Iran, the chief supporter of international terrorism
in the world today. This is an opportune time to ratchet up the pressure because
Iran and other state sponsors of terrorism are economically weak and diplomatically

isolated. But the administration has not followed through on its tough rhetoric on
terrorism It has not given up on plans to downgrade the State Department's Office

of Counterterrorism, for example, and it continues to woo Syria despite Syria's con-

tinued support of more than a dozen terrorist groups.

Congress has an opportunity to strengthen U.S. counterterrorism policy above and
beyond the legislative proposals the administration is pushing. To do so. Congress
should:

Press the administration to make counterterrorism a top priority in American for-

eign policy. Congress should force the administration to drop its short-sighted plan
to downgrade the State Department's Oflice of Counterterrorism, which spearheads
international efforts in combatting terrorism. The Oilman amendment, which bars
the administration from downgrading the office, expires on April 30, 1995. Rep-
resentative Oilman has introduced H.R. 22, a biU to preserve the office on a perma-
nent basis and elevate the Coordinator of Counterterrorism to the status of an Am-
bassador at Large, as was the case in the Reagan Administration. Senator Al
D'Amato introduced a similar bill in the Senate. Congress also should press the ad-

ministration to raise the issue of terrorism in eveiy appropriate bilateral and multi-
lateral diplomatic contact, including the annual G-7 summits. A series of congres-
sional hearings on new trends in international terrorism and the involvement of
various groups and states, would help to highlight the threat of terrorism and raise

the priority of fighting it. Another vital topic for congressional hearings is inves-

tigating strategies for clocking the efforts of terrorist states such as Iran, Iraq and
Libya to obtain weapons of mass destruction. A nuclear-armed Iraq or Iran could
pose the ultimate terrorist threat.

Reform immigration laws to improve internal security. Congress should pass legis-

lation that enables the U.S. government to deny visas to foreigners because of mem-
bership in terrorist groups. Ki^t now, would-be terrorists are denied entry only if

the government can prove that they already have committed terrorist acts or that

they intend to commit such acts. 'Hiese rules are too lax and should be strength-

ened. Moreover, tougher penalties should be imposed on the production or use of

fraudulent passports and visas, including giving the government the power to seize
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the assets of criminals convicted of creating or using false documents for terrorism
or drug smuggling. Nine of the original 35 indictable counts in the 1993 New York
bombing plots involved visa or passport offenses.

Punish states that support terrorism on as many fronts as possible. The U.S. must
work with its allies to raise the diplomatic, economic, political and military costs of
supporting terrorism so hi^ that it outweighs the strategic benefits. Although the
administration has singled out Iran as the world's most dangerous state sponsor of
terrorism, it has not succeeded in persuading its allies, particularly Japan and Ger-
many, to levy economic sanctions against Tehran. In part, this is because American
oil companies have become Iran's biggest customers, buying about $4.2 billion dol-

lars of Iranian oil annually to supply their overseas markets.
Although imports of Iranian oil into the U.S. are prohibited, the Clinton Adminis-

tration has declined to ban U.S. companies from purchasing Iranian oil for their
overseas markets. This business-as-usual approacn undermines American diplo-

matic efforts to isolate Iran and raise the cost of its continued support of terrorism.
Moreover, this limp approach to sanctions has encouraged U. S. oil companies to co-

operate with Iran in developing its oil export potential. Growing public outrage
forced the Administration on March 14 to nullify a deal that Conoco Inc. had signed
with Iran to develop two Persian Gulf oil fields. Yet the Administration still balks
at strengthening sanctions against Iran.

Congress should step into this leadership vacuum and pass legislation banning
American oil companies from purchasing Iranian oil and should call upon U.S. allies

to do the same as long as Iran supports Hezbollah, Hamas and other terrorist orga-
nizations. Senator D'Amato has introduced legislation that would ban all U.S. trade
with Iran until the President has determined that Iran has ceased its support for

terrorism, terminated its nuclear weapons program, and improved its human rights
policies. This bill, the Comprehensive Iran Sanctions Act of 1995, would be a major
step in the right direction.

Improve the gathering and sharing of intelligence on terrorist groups. The Attor-
ney General's guidelines on domestic intelligence-gathering need to be revised to

permit federal law enforcement agencies to monitor the open activities of, and public
information about, organizations that clearly indicate their support of terrorism. A
central information repository needs to be created within the federal government to

collect and analyze information concerning the activities and immigration status of
foreigners who have engaged in or supported terrorism. This would help improve co-

ordination between intelligence agencies and immigration officials that could pre-

vent errors, such as those that led to the granting of a visa to Sheik Omar Abdul
Rahman, the so-called "spiritual leader" oi the World Trade Center bombers. U.S.
law enforcement and intelligence agencies also should step up their cooperation and
information exchanges with their counterpart agencies in moderate Muslim states.

Make sure that impending budget cuts do not undermine the war against terror-

ism. Congressional appropriations conunittees must take care to avoid weakening
the organizations crucial to America's defenses against terrorism—particularly

counterterrorism efibrts of the intelligence community, the Federal Bureau of Inves-
tigation, the State Department's Office of Counterterrorism, and the Defense De-
partment's Special Operations Conunand. Budget policymakers should also accord
a high priority to the Treasury Department's Office of Foreign Asset Control, which
is responsible for implementing the U.S. government's freeze on the financial assets
of terrorist groups, and the State Department's Counterterrorism Research and De-
velopment program, which helps develop new means of detecting explosives, among
other things. Cutting such programs not only would jeopardize the nation's security,

but wouIq be penny-wise and pound-foolish. The World Trade Center bombing,
which resulted in 6 deaths and over 1,000 casualties, also triggered more than $600
million in economic losses.

Assist the governments of Lebanon and Afghanistan to restore order and expel

international terrorists. Civil wars exacerbated by foreign interventions have en-
abled terrorist groups to operate with impunity from bases in both of these countries
Ramzi Yousef and several other terrorists involved in the World Trade Center bomb-
ing had extensive contacts with radical Afghan Islamic groups. Congress should hold
hearings to determine ways in which the U.S. can assist the weak central govern-
ments in both countries to dismantle and expel terrorist groups.
The war against terrorism requires concerted international efforts which only the

U.S. can lead. But the Clinton Administration does not appear willing or able to ex-

ercise the leadership necessary to decisively mobilize the international community
against terrorism. This makes it all the more important that Congress take
proactive steps to vigorously combat international terrorism, which looms as one of

the greatest challenges to U.S. security in the 1990s.
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Appendix 6 —Statement of Gerald H. Goldstein, on Behalf of

THE National Association of Criminal Defense Lawyers

Mr. Chairman and Members of the Connittee:

nn >v=half of the National Association of Criminal Defense

T.wv^S (^^L) I ^t to thank the Cormittee for this opportunity

^^flr^ fillovdSg brief written statement for the official

^S^nS -- recS^g the Connittee 's April 6, 1995 hearing on
record --

ff^^'^. Jr r^cDh conrosnds the Connittee for promptly
international terrorism^ ^SweSST^DL also resoectfully urges

SfSSStf^ to 'Sd'IckiSSf' necessary hearings as soon as

poSsiSTcancemed with H.R. 896 in particular.

Further NACDL respectfully requests permission to offer both

^1 f^SrSHtten testinxES/ at such an additional, necessary hearing

%^ f^a^ ^L SiSts £hat the views of its members, who have

^^rld ?helr U^s to^presenting the persons in this country wno

Sr^^iSS^f S^ttinl a crime (that is, the type Dysons wno

^1 J^^ccLSin a Star Chainber, McCarthyistic ,
and KbrerrHtsir

will stand ac<^«i 1" ci
£> imoerative to gaming

TT^e ^s^t^g of S'cSgers to the Republic inhering in

this proposed legislation.

rhf^ members of NACDL are front-line defenders of the People's

r-^^ht?aSliSr?ier^ NACDL represents the Nation's criminal

SfSe^wyiSn^intum: Pedple accused of having ccmnittea

ac^sSdox^ constitutional democracy itself. .^ACDL ' s 8 , 700

M^i^^c^^s and over 20,000 affiliated members of 70 State ana

Ti^JfafSliStesinclude private criminal defense lawyers public
local attiiiaues ijiuxi^i^

devoted their lives to

SSSi^^^ot^-s^^nof^n^ly lose theirs J^^rs
STSe 1^ advisors and advocates ^f^^^P^^s^t the peoole wnose

ZuZv: ^t^T? iiv»Ti-if»s will be tramDled by enactment of H.R. 896 or

""^^^^mfSr^^riin^ill l^L reSectfully submits that ,its

^^r^'SrSScS" Sights are crlTically -PO^-5, t° ^j^l

vm^^randina of H R. 896 or similar proposals -- and that ^nese

^Stf^^t be gleaned fron &iLl-time academics^ agency

^rlsStaS^! S others who might also testiry about sucr.

croposals

.

1 Korenutsu v. United States, 323 U.S. 214 (1944)
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I.

"Tough on, Terrorism"

Being tough on terrorism is not exactly a difficult
stance for a politician. * * But precisely because the
label [of "terrorist"] is so powerful, it invites
overreaction: Just as the Comnunist threat led to the
blacklisting, inprisonment , and deportation of countless
innocent persons for their lawful political activities
during the Cold War, so [the Clinton administration's]
recent measures against terrorism threaten to throw
innocent citizens in jail and innocent inmigrants out of
the country sinply for their political associations.^

NACDL would also remind the Conmittee of the similarities between
this bill and the infamous Japanese-American internment horror of
Korematsu (which most Americans recall now with shame, but at lease
a rather satisfying assijiption that we have learned our lesson --

that such a lapse in our Nation's constitutional character coiiLd
not happen a^in) ;^ and the Star Chamber so anathema to oxor

^ Professor (and Chair, NACDL Supreme Court Argument:
Preparation Corrmittee) David Cole, "The Omnibus Counter-Civil
Liberties Act," Legal Times, March 13, 1995, at 31. NACDL connends
Professor Cole's entire article to this Conrnittee's attention.

^ Korematsu V. United States, 323 U.S. 214 (1944). But note,
even in the now- infamous Korematsu set of cases, the government's
placement of Japanese-Americans in concentration cartps, based on
their ancestry," and solely because of their ancestry, without
evidence or inquiry concerning the individuals ' loyalty and gocd
disposition towards the United States, 'vas even then upheld by the
Court: only jbecause of wartime, "military necessity"
(notwithstanding the actual lack of a martial law declaration) . No
such wartime, "military necessity" even arguably exists relative to
H.R. 896. Certainly any such "analogous" claim must be deemed to
be as dubious as the government ' s claims in IQorsnatsu were later
revealed to have been. See e.g., Koramatsu v. United States, 534
F. Supp. 1406 (N.D. Cal. 1984) (federal district court grant of
writ "of coram nobis, based on findings that the government:
deliberately omitted relevant information and provided misleading
inforiTTation in papers si±!mitted to the Supreme Court of the United
Staces concerning whether military orders at issue were reasonably
related to the security and defense of the nation and to the
prosecution of tiie war) ; Hohri v. United States, 782 F.2d 227 (D.C.

Cir. 1986) (federal appeals court holding that the government's
fraudulent concealment" of facts undermining its claims of military
necessity tolled tJie applicable statute of limitations on at least
cercai-i claims by a groun of Japanese-American victims of the
evacuacicn in their suit .o recover damages for injuries arising
out of their wartime internment) , vacated an other (Federal Circiiic
avcellate jurisdiction) grounds, 482 U.S. 64 (1987) . See
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Founders

.

Moreover, NACDL fully agrees with the oral and written
testimony before the Conmittee of Gregory T. Nojeim, on behalf of
the American Civil Liberties l&iion (ACLU) . Both H.R. 896 and S.390
represent massive assaults on our Bill of Rights, and indeed, would
inflict more damage on constitutionally protected rights and
liberties than any legislation in recent memory. These bills trash
such cherished individual rights and liberties as the presunption
of innocence, freedom of lawful speech and association, equal
protection of the laws, the right to reasonable bail, the right to
confront the "evidence" against you, and the right to be free from
unreasonable searches and seizures.

For exanple, these bills propose that mere suspicion of
involvement with even the lawful activities of an organization that
has members who resort to terrorism (e.g.. South Africa's African
National Congress of just a few years ago; or Ireland's Sinn Fein)
would be sufficient to allow the executive branch of government to
jail an alien with no right to bail. (Permanent resident aliens
would get the chance to get out of jail on bail, but they would
have to contend with the burden of proof being shifted to their
shoulders -- they would have to prove their innocence, rather than
have the government prove their guilt or even probable guilt)

.

Too, these bills would go well beyond even H.R. 666 (a bill
opposed hy H.R. 896 's chief sponsor, Mr. Schumer, for example) --

permitting the FBI to conduct criminal investigations into
"material support" to alleged terrorists with no requirement for

generally Professors Peter M. Shane & Harold H. Bruff , The Law of
Presidential Power 694-697 (1988)

.

* The Star Chamber:
[tjhat curious institution, which flourished in the late
16th and 17th centuries, was of mixed executive and
judicial character, and characteristically departed from
comnon-law traditions. For those reasons, and because it
specialized in trying "political" defenses, the Star
Chamber has for centuries symbolized disregard of basic
individual rights.

Faretta V. California, 422 U.S. 806, 821 (1975) (Stewart, J.). See
also Professor Lawrence Friedman, A History of American Law 23
(1973) :

The court of star chamter was an efficient, somewhat
arbitrary arm of royal power. It was at the height of
its career in the days of the Tudor and Stuart kings.
Star chamber stood for swiftness and power; it was not a
conpetitor of the conmon law so much as a limitation on
it -- a reminder that high ^tate policy could not safely
be entrusted to a system so chancy as English law. . . .

See generally 5 W. Holdsworth, A History of English Law 155-214
(1927) .
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even reasonable sxispicion that the target of such an investigation
knowingly had or would violate any federal criminal law. Anyone
who reads books should be familiar with the history of FBI
practices of the past, for exanple and at least, and should
certainly know better.^

^ See e.g., Anthony Suimers, Official and Confidential: The
Secret Life of J. Edgar Ifoover 112-116 (1993) :

In May 1940, [President Franklin D.] Roosevelt gave
the go-ahead for use of that vital tool of any secret
police, the telephone tap. On its face, Edgar's track
record on wiretapping was entirely respectable. The
Bureau's first manual, issued in 1928, said flatly that
tapping was "improper, illegal . . . unethical" and would
not be tolerated. Edgar had assured Congress that any
agent caught wiretapping would be fired.

Though some sought to find loopholes in it, the
Federal Connunications Act of 1934 had seemed to outlaw
wiretaoping altogether. And, in spite of an Attorney
General's ruling that allowed some tapping with prior-
approval, Edgar continued to say that he was against it
except in life-or-death circumstances, such as
kidnappings. The testimony of his own men, however,
makes it clear that was not true.

• * *

According to . . . agents, Edgar had on occasion
used bugging to further his own private interests . There
had been the time, years earlier, when he ordered taps on
the telephones of Roosevelt's Postmaster General James
Farley, who wanted him replaced as FBI Director. * * *

"Perhaps only Mr. Hoover himself," Federal
Communications Chairman James Fly was to write, "can tell
exactly how many times he has instructed his men to break
the law that his Bureau was supposed to enforce; but he
has chosen not to discuss such" details .

" In 1940, when
Edgar was quietly lobbying for looser wiretapping laws,
it was Fly's congressional testimony that ensured the
legislation was 'rejected. Edgar detested the FCC
Chairman from then on, so much' so that -- even two
decades later in retirement -- Fly insisted on meeting a
reiDorter out of doors, for fear his home was bugged bv
the FBI.

In spring of 1940, convinced that wiretapping was
vital to national security. President Roosevelt overrode
the law. He authorized the Attorney General to permit
eavesdropping on "persons suspected of subversive
activities against the United States , including suspected
spies. . . . ". This order, [Roosevelt Attorney General]
Francis Biddle pointed out long after-^ard, "opened the
door pretty wide to wiretapping of anyone saspect-ad of
subversive activities [Biddle ' s emphasis]." It was to
remain Edgar's basic authority for telephone tapping for
a quarter of a century.
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The bills also seek to do away with confidentiality
protections certain special agricultural workers and amnestied
illegal aliens were assiired under previously-enacted law -- with
respect to personal information they gave the government in seeking
lawrul inmigration status.

Finally, the "fig leaf" of the Act's envisioned Chief Justice
appointment mechanism notwithstanding, the Nation's courts are
effectively taken out of the picture by these bills. The bills
propose to" create in the stead of the presumably chancy, pesky and
unwieldy third branch of government, a "special" five-^udge secret
court -- with the "power" to deport imnigrants for "supporting"
"terrorist organizations" without the government ever having to
actually reveal its "evidence" against the accused individual.
This is nothing less than the Star Chamber revived.*

Of course, as the ACLU has well noted, a great, overarching
danger inhering in these anti -constitutional, bill characteristics
is that the vague and sweeping powers ushered in by such
legislation would" be wielded only "selectively," which is to say,

* * * EXiring the run-up to the 1944 election, [Edgar]
would reportedly supply the White House with the results
of wiretaps on Republican politicians -- an alleged
Watergate "three decades before the scandal that would
topple Richard Nixon.

According to Nixon, Edgar told him "every president
since Rjoosevelt" had given him bugging assignments. As
the Senate Intelligence Ccnmittee would discover in 1975

,

Presidents Tr-jman, Eisenhower, Kermedy, Johnson -- and
Nixon -- all -osed the Bureau to conduct wiretaps and
surveillance for purposes that had nothing to do with
national security or crime, and which can only be
described as political. By ignoring ethics, and on
occasion the law, and by using the FBI to do it, they all
made themselves beholden to Edgar.

Against that background, it is hardly surprising
that Edgar would feel free to deceive Congress "on the
subject r * * *

* • •

[In addition,] [w] e shall probably never know how
much wiretapping was done solely on the authority of
senior FBI orficfials, without the approval of attorneys
general. * * *

The FBI's sur^/eillance index, started in 1941,
contains 13,500 entries. While the identity of the
individuals tapped is withheld on privacy grounds, the
index establis'nes that Edgar's FBI tapped or bucged
thirteen labor 'anions, eighty- five radical political
groups and twenty- two civil righr.s organizations.

* See suvra note 4

.
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at t±ie disproportionate or exclusive expense of the "politically
unpopiilar" gfroijps and individuals among us. Indeed, H.R. 896
represents a bald attarpt at the "legalization of racism."''

While NACDL is very concerned about the above-referenced,
individual rights and liberties -crippling aspects of H.R. 896 and
its ilk, NACDL thinks it also especially irrportiant to focus on the
systemic and institutional chaos, or crisis, that would be
unleashed upon the Republic by enactment of such legislation. In
addition to the concerns addressed in the ACLU's testimony before
this Conrnittee and referenced above, NACDL would like to erohasize
the following, additional points.

II.

The Unchecked, Unsafe, Would-Be "New" Weaponry Sought by H.R. 896
and its Kin is an TTnnpcessary "Red Herring"

First, it must be understood that the United States government
already has the power (and the budget) under cuanrent law to attack
the problans of terrorism purportedly driving H.R. 896 and similar
proposals (e.g., S. 390). The only "inadequacy" that could
possibly be seen to exist regarding these current terrorism-
fighting powers is that they must take place within the bounds of
the constitutionally-mandated Rule of Law, within our syste.m of
separation of powers and checks and balances and respect for
fxohdamental individual rights and liberties.

Existing law is up to the challenge of the government's
legitimate terrorism- fighting responsibilities. NACDL sxibmits that
if the government agencies charged with fighting tejrrorism would
simply concentrate on using the weapons they now have, vfcLch exist
within the bounds of the law, instead of trying to shift attention
to the red herring of their professed need for more powerful
statutory weaponry, we would all be better seir-zed and our tax
dollars better spent.

' Kbre.matsu v. United States, 323 U.S. 214 (1944), dissent of
Justice Murphy; see also id. at n.l ("That this forced exclusion
was the result in good measure of th[e] erroneous assumption of
racial guilt rather than bona fide. military necessity is evidenced
by the Comnanding General ' s Final Report on the evacuation frem the
Pacific Coast area.") ; id. at n. 15 ("The Final Report, p. 34, makes
the amazing statement that as of Febraar/ 14, 1942, 'The very fact
that no sabotage has taken place to date is a disturbing and
confirming indication that such action will be taken. ' Apparently,
in the minds of the military leaders, there was no way" that the
Japanese American^ could escape the suspicion of sabotage .

" ) . See
also generally supra note 5" (regarding exanple entities en the
FBI ' s surveillance index)

.
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III.

This Dtichecked, Unsafe, Would-Be "New" Weaponry Would Violate Our
Governmental System of Clieck apri Paianftag and Separation of Powers,

at tbe Expense of the Nation's Independent Judicial Branch
eis Well as Individual Rights and Liberties

NACDL thinks it inperative to recognize the mockery H.R. 896
would make of the third, Judicial branch of oior government -- the
ultimate guarantor of the Constitution.' The "fig leaf" of Chief
Justice appointment "power" notwithstanding: the bill would do
away with o\ir constitutional system of checks and balances and
separation of powers, replacing our venerable court syst^i with a
Star Chamber system, as described above. NACDL respectfully
submits this Cotrmittee should heed the warning of Justice Jackson*
the Nuranbxirg War Trials' prosecutor -- especially in the obviously
non-wartime, non- "military necessity" application context
contenplated by H.R. 896:

I should hold that a civil court cannot be made to
enforce an order which violates constitutional
limitations even if it is a reasonable exercise of
military authority. The courts can exercise only the
judicial power, can apply only law, and must abide by the
Constitution, or they cease to be civil courts and become
instruments of military policy.

Of course the existence of a military power resting
on force, so vagrant, so centralized, so necessarily
heedless of the individual, is an inherent threat to
liberty. But I would not lead people to rely on this
Court for a review that se«ns to be wholly delusive . The
military reasonableness of these orders can only be
determined by military superiors . If the people ever let
command of the war power fall into irresponsible and
unscrupulous hands, the courts wield no power equal to
its restraint. * * *

* * * I do not think [the courts] may be asked tc
execute a military expedient that has no place in law

^ See e.g., Marburv v. Madison, 5 U.S. (1 Cranch) 137
(1803) . See also The Federalist No. 78 (Hamilton) ("No legislative
act . . . contrary to the constitution can be valid. To deny chis,
would be to affirm . . . that the representatives of the pecpia are
superior to the people themselves; that men acting by virtue of
powers, may do not only what powers do not authorize, but what they
forbid."); id. ("If it be said that the legislative body are
themselves the constitutional judges of their own powers ....
It is far more rational to suppose, that the courts were designed
to be aij. intermediate body between the people and the legislature,
in order, among other things, to keep the latter withir the limits
assigned to its authority")

.
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under Che Constitution.'

It is especially inportant to recognize as well, or in
fartioiLar, that: t&iited States courts have consistently held that
awful activities are constitutionally protected. But "terrorist

support" is so broadly defined in H.R 896 and its fellow proposals
that the term specifically covers lawful activities. Courts have
also rejected, on due process grounds, the "secret evidence"
procedures chanpioned by H.R. 896.^° Then again, under H.R. 896,
the role of the court systan is effectively thwarted. As one
recent carmon-sensical, outside the beltway editorial (from Oregon)
put it: "The president alone would decide which groups are
terrorists threatening the national interests, foreign policy or
econony of the ISiited States. No court could second-guess him"; no
checks, no balances.""-

IV.

Conclusion:
The Consnittee Should Reject This Legal Pretender Now,

or at Least, Convene Additional Hearings,
Concentrating on H.R. 896 and its

Bill of Rights and System-WrecJcing Qualities, in Particular

Passage of H.R. 896 would represent an abdication of
congressmembers ' constitutional responsibility and would create a
constitutional crisis — and this in a day of macroeconomic
budgetary and federal court caseload concerns. As the independent
Judiciary has consistently held: the due process clause "is a
restraint on the legislative as well as the executive and judicial
powers of the government and cannot be so construed as to leave
Congress free to make any process ' due process of law, ' by its mere
will. ""

' Korematsu V. United States, 323 U.S. 214 (1944), dissent cf
Justice Jackson (arphasis added)

.

^° See, e.g., Rafeedie v. INS, 880 F.2d 506 (D.C. Cir. 198S)
(D.H. Ginsburg, J.). Id. at 516:

Rafeedie -- like Joseph K. in The Trial -- can prevail
before the [INS] Regional Commissioner only if "he can
rebut the undisclosed evidence against him, i.e., prove
that he is not a tezxorist regardless of what might be
iirplied by the Government's confidential information. It
is' difficult to imagine how even someone innocent of all
wrongdoing could meet such a burden.

-^ Editorial, "Mugging the Bill of Rights," The Oregcnian,
April 1, 1995.

-^ Murrav's Lessee v. Hobokeri Land and Imorovement Co., 13
How. 272, 276,' 15 L.Ed. 372 (1855) .
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Substituting a Star Chamber "court system" for the independent
Judiciary envisioned by the Founders, by which our great Nation has
?roudly prevailed for more than 200 years, will not tiim H.R. 896 's
ack of due process into due process. Nor will it txixn H.R. 896 's

other constitutional infirmities into provisions passing
constitutional muster.

NACDL urges the Coimittee to unabashedly heed history and the
constitution, and to accordingly quickly reject the Orwellian and
Kafkaesque H.R. 896 -- putting this legal pretender out of its
misery and the People out from under the risks posed by H.R. 896.
In the alternative, at minimum, NACDL submits that the Conmittee
needs to convene hearings devoted exclusively to consideration of
H.R. 896. The matters at stake are too inportant to not receive
careful, full consideration by Congress. NACDL resoectfully
submits as well that it shoiiLd be afforded the opportunity to offer
oral and written testimony — as the organization whose manbers
have devoted their lives to representing persons wrongfully
targeted, accused and prosecuted by government, and those
additional persons who will be so officially victimized should the
government be given this "new, " high-powered. Constitution-
crippling weapon it so covets.
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Appendlx 7.

—

Mary Mourra Ramadan, Director of Legal
Services, American-Arab Anti-Discrimination Committee

The American Arab Anti-Discrimination Committee ("ADC") would like to thank
the Committee for affording it the opportunity to submit testimony in this very criti-

cal matter before the Committee.
ADC's apprehension with respect to the proposed legislation is that it is designed

to target the Arab American community. For the past twenty years, the Arab Amer-
ican community has suffered a vicious and sustained propaganda assault through
the media, which has recklessly and irresponsibly fostered and promoted the most
grotesque stereotypes in the public imagination. The devastating effects of such
disinformation is exacerbated because Arab culture is profoundly misunderstood in

the United States. Arab culture is diverse and based on sound moral principles.

Nonetheless, a good majority of Americans believe that the word Arab is synony-
mous with Muslim and that Muslim is synonymous with terrorist. Both assertions
are incorrect. The word Arab encompasses Christians, Moslems and Jews. Islam
does not advocate or condone terrorism in any respect. Additionally, the Arab com-
munity has not attained the level of pohtical organization and influence of other
groups and thus it continues to struggle today to rise above and combat the stereo-

types with which it has been burdened.
In section after section of the proposed legislation, we hear echoes from dark mo-

ments in this nation's struggle for national civil and political rights. Those grievous
periods are remembered most painfully by members of many once-persecuted groups
or ethnic minorities, including Chinese-Americans in the late 1800s, Japanese-
Americans interned during the Second World War, and victims of McCarthyism in

the 1950's. Mercifully, these dark moments were transcended and now represent
milestones of our progress in securing and safeguarding the constitutional rights of

all Americans. These achievements demonstrate unequivocally that as a nation, the
United States has risen to a level of political consciousness and maturity in which
it is understood that legislation based on visceral reactions—which in effect legalize

discrimination on the basis of alienage or other basis—not only fails to remedy the
problems against which it is directed, but also erodes the civil protections of all citi-

zens.

As the committee considers the proposal presented to it, we urge each member
to reflect upon the lessons of the past and whether these proposals truly advance
the principles America has struggled at enormous price to embody.
Our objections can be reduced to two main themes. First, the scope of the applica-

bility of the provisions is so broad that it invites abuse and selective enforcement
which we feel will be directed at the Arab American community, silencing protected

speech and punishing lawftil political activities. Second, the exceedingly tenuous na-
ture of the contacts with "designated organizations" sufficient to trigger the act al-

lows for unprecedented expansion of governmental authority which could result in

egregious violations of the constitutional rights of individuals singled out on the
basis of speculation and inference.

Arab-Americans, like all Americans, are deeply concerned about terrorism and
would support wholeheartedly the passage of laws that would enhance the govern-

ment's ability to apprehend and convict terrorists. You may recall that our commu-
nity has suffered numerous terrorist attacks and threats of terrorism over the years
right here in the United States. Indeed, on October 11, 1985, a bomb blast demol-
ished ADC's Southern California oflice, killing United States citizen Alex Odeh,
ADC's West Coast Regional Director and injuring seven other United States citi-

zens.^ There have been many other incidents of terrorism directed against our com-
munity over the years. We want strong laws but we want fair laws. We want laws
that will be applied across the board irrespective of the nationality of the offender.

We want an objective definition of terrorism and objective criteria to guide the gov-

ernment and law enforcement agencies in the application of the laws. In brief, al-

though politics is inherent in the definition of terrorism, we want the politics taken
out of the application of the laws.

What follows is an overview of several of the provisions of the proposed legislation

which are of particular concern to Arab-Americans.

1 Although, the Jewish Defense League praised the attack and FBI terrorist experta an-
nounced a line between the JDL and the bomb blast, no one was ever arrested or convicted for

this crime.
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I. PRESroENTIAL DESIGNATIONS OF TERRORIST ORGANIZATIONS

Under the proposed bill, the President is granted unreviewable power to designate

organizations as "terrorist." Any foreign organization may be so designated upon a

unilateral determination that the organization engages in "terrorism activities ' and
such activities threaten the "national security of the United States."

As more fully described below, the ADC has significant concerns relating to the

provisions in their present form:

A. THE DELEGATION OF POWER TO THE PRESIDENT IS OVERBROAD AND PROVIDES NO
GENUINE GUIDANCE FOR ITS APPLICATION

Given the breadth and scope of the definition of terrorism, conceivably, almost any
political organization or person that has engaged in some form of political struggle

falls within the definition. What is objectionable here is that the President is given
unreviewable power to pick and choose from among the entities falling under the

definition. There is no predictability in the application of the proposed law. Since
the President is not compelled to designate every entity meeting the definition, he
necessarily must be applying some other unstated criteria to do so. If the bill was
genuinely aimed at combating terrorism, it should it seems, seek to punish all those
who by definition are terrorists. As it stands, this bUl will apply to some but not

all terrorists. We are entitled to ask what the bill is truly aimed at. Indeed, what
will single out one terrorist but not another? Will the basis be ethnicity, religion,

political belief or ideology depending on its unpopularity at a certain time? Thus,
although the bill seemingly gives the president guidance in the execution of dele-

gated legislative power, it actually provides no guidance at all. This tyjie of delega-

tion is clearly overbroad, and the type which has consistently been recognized to be
most injurious to our liberties and the Rule of Law. Arguably, these bills are not

a genuine effort to combat terrorism generally, but, in fact, seek to selectively reach

far beyond terrorism and punish legitimate political activity and speech.

The ADC's fear is that since the application is selective and at the sole and
unreviewable discretion of the President, the bill would, on the basis of political ex-

pedient and bias, be turned against the American Arab community.

B. THE PRESIDENT'S DESIGNATIONS WOULD BE UNREVIEWABLE

ADC does not object to granting power to the President to designate organizations

and individuals as terrorist. ADC wants effective legislation to be passed that would
protect all Americans from terrorism. ADC objects to the fact that these determina-
tions as proposed, would be unreviewable.

The fact that the President's power, under H.R. 1710, has no provision for judicial

review invites abuse. Specifically, the bill contains nothing to prevent the President
from using his power to designate persons and organizations in an arbitrary or ca-

pricious manner, and to criminalize legitimate and legal political activities and asso-

ciations. This would amount to punishing protected First Amendment activities. The
dangers of the lack of review are particularly serious in a content such as this,

which involves political speech and activity because the competition of political in-

terests creates incentive for abuse.
Moreover, the proposed legislation does not set forth objective criteria on the basis

of which such a determination must be made. Could one act by a lone member of

an organization claiming to act on behalf of the organization, suffice to afTirm the

designation of the organization, or would a more substantial finding be required?

For instance, that the organization engages in a pattern and practice of such activi-

ties. Or would the same intermediate standard apply? Further, what standard
would apply to an organization that, at one time, may have fallen under the defini-

tion of "engaging in terrorism activities" but which now functions as a legitimate

political organization, and engages in the political process and debate. In any event,

the bill does not address these issues and no standards are established. The
unreviewabUity and the lack of objective criteria invests the President with immeas-
urable authority to use this power selectively and arbitrarily, which the Arab Amer-
ican community feels will be used to target them and stifle the legitimate expression
of their political beliefs.

Since both the criminality of many activities enumerated in the bill, and the trig-

gering of provisions authorizing expanded governmental powers effectively removing
the rights of accused individuals, flow from the initial determination by the Presi-

dent that an organization or individual is "terrorist," it is all the more critical that
the process by which these determinations are made be scrutinized.
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II. The Criminalization of Fundraising

The bills criminalize financial transactions with or fiindraising on behalf of for-

eign organizations designated as terrorist by the President. Although ADC firmly
supports laws criminalizing any fundraising for terrorist activities, ADC is con-
cerned because these laws reach far beyond that goal and punish individuals not
because they are engaged in or funding any criminal activity but rather, on the
basis of very tenuous connections to designated organizations.

Unlike present laws that punish individuals or organizations that have been
found to have engaged in "terrorism activities," the bill under consideration would
base punishment on mere association. It would not be necessary for a particular in-

dividual to have actually conspired, committed or participated in the commission of

any unlawful act. Casual association with the organization would also be punish-
able. For instance, contributions for humanitarian or charitable purposes would be
sufficient for punishment if some connection could be drawn between the recipient

of the donation and a designated organization.

In order to impute criminality to a person making such a donation, many infer-

ences have to be drawn. Drawing inferences based on tenuous connections is exactly
what the Supreme Court condemned in Bridges v. Wixon, 326 U.S. 135 (1945). That
case involved a trade unionist against whom deportation proceedings were initiated

on the basis of an affiliation with the Communist Party. The Court held:

Inference must be piled on inference to impute belief in Harry Bridges
of the revolutionary aims of the groups [involved in the labor movement].
. . . But where the fate of a human being is at stake the presence of
the evil purpose may not be left to conjecture.

These provisions are a revival of old laws, specifically, the McCarran Walter Act

—

that established "guilt by association" and for which we subsequently apologized

—

that maiked the era of McCarthyism.
Freedom of association, the right to raise and collect funds and the right to recruit

members for an organization have long been held to fall under the constitutional

protections of the First Amendment. Citizens Against Rent Control v. Berkeley, 454
U.S. 290, 295-296 (1981); Village of Schaumhuro v. Citizens for a Better Environ-
ment, 444 U.S. 620, 623-33 (1980).

Under current law, it is illegal to raise funds for an organization's terrorist activi-

ties. Fundraising is not prohibited for an organization's lawful and legitimate politi-

cal activities. This is true for even the most politically unpopular organizations. 18
U.S.C. section 2339A. For instance, as offensive as the Ku Klux Klan is, our laws
will not punish its fundraising if it is in support of lawful activities—e.g., a KKK
picnic. Furthermore, aliens cannot be punished absent a connection between the
alien and the terrorist activity, i.e., providing material support to a terrorist activ-

ity.^ In contrast, under the proposed legislation, even a purely charitable donation
to an entity—e.g., an orphanage, a hospital, a school—that is found to have received

some funds from a designated organization is enough of a connection to warrant
punishing the individual. This is true even where the evidence that the accused has
only made a charitable donation is uncontested. Thus, these provisions reach far be-

yond the stated goal of punishing terrorists, and arguably, would allow the govern-
ment to exercise unlimited authority and discretion to silence protected speech and
quash legitimate political activity.

A. punishment

Finally, the punishment under the fundraising provisions is not inconsequential.

The bill proposes a penalty of up to 10 years in prison and 50,000 dollars in fines

for American citizens. With respect to aliens, the penalty is deportation. The "re-

moval procedures for alien terrorists" as discussed below, involve numerous flagrant

violations of the due process procedural rights of aliens to effect their deportation.

That a charitable donation by an American citizen would be punishable at all seems
inconceivable. Undoubtedly, if this bill passes these laws will be tested in the courts

on the basis of unconstitutionality.

As previously stated, ADC's concern is that these provisions, which violate even
the most basic notions of fairness, will effectively create a convenient legal mecha-
nism which wUl facilitate the immediate removal from the United States of vulner-

able individuals conceivably on any basis, including religion, nationality, ethnicity

or political opinion. Furthermore, these provisions would have the effect of institu-

2 Immigration and Nationality Act ("INA") section 212(aX3(B)BXiii).
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tionalizing intolerance of legitimate political speech by means of immediate removal
of any perceived "political undesirable."
That such bias is prevalent in our society is illustrated by the public response of

hatred and anger directed at Arab and Muslim communities after the bombing of
the federal building in Oklahoma on Wednesday April 19, 1995. Within hours of the
bombing, the media began attributing the act to Middle Eastern terrorists." ADC
learned that one Senator went so far as to urge the government to seal the borders
so that "muslim fundamentalists" would not be allowed to invade our nation. Within
three hours of the bombing, an innocent Palestinian American, Ibrahim Abdallah
Ahmed, became the nation s "suspect" and the only basis for this presumption was
his Arab ethnicity and Muslim faith.

B. AGAINST WHOM WILL THESE LAWS BE ENFORCED?

Executive Order 12947, issued on January 25, 1995, entitled "Prohibiting Trans-
actions With Terrorists Who Threaten To Disrupt the Peace Process" makes clear
the administration's intent to criminalize any transaction with many Middle East-
em organizations that have been engaged in armed struggle over the years. Hamas
is among those organizations. Therefore, we can reasonably infer that the adminis-
tration's position will be to enforce those provisions with criminal sanctions even
with respect to purely humanitarian assistance to any institution however remotely
related to Hamas, despite the fact that Congress is well aware of the substantial
social welfare programs that Hamas supports.^
Would an Irish American be imprisoned for donating money to an orphanage sup-

ported by the Irish Republican Army under these laws? Would Americans tolerate

such an exercise of governmental authority? Or would these provisions only be ap-
plied against groups that are politically unpopular at a given time? Until the poUtics
IS taken out of the applicability of these laws, the Arab-American community cannot
be convinced that they are a genuine attempt to combat terrorism. All acts of terror-

ism should be condemned. All individuals who commit or finance terrorist activities

should be punished regardless of the ethnicity, religion or political beliefs of the of-

fender.

III. Removal Procedures for Auen Terrorists

A. THE USE of SECRET EVIDENCE AND DENIAL OF WRITS OF HABEAS CORPUS

Under the provisions, a special immigration court would be created to prosecute
both jjermanent residents and non-immigrant aliens. Jurisdiction of the special
court would be triggered if the government establishes, by means of an application
submitted to the special removal court in camera and ex parte, that the alien is in
deportation proceedings under the "terrorism provisions" and that trying the matter
in the ordinary immigration courts would "pose a risk to national security." Hence,
virtually anytime the government invokes national security, an alien can be
whisked away without the normal protections of the American judicial process.

In determining the merits of the charges, such as fundraising violations, the bUls
allow the government to use secret evidence in ex parte and in camera proceedings.
Under the bill, the government may provide the alien with a summary of the evi-

dence as a substitute for the actual evidence which it alleges is classified. Unlike
the Senate version of the bill, H.R. 1710 would not even require that the summary
"provide the alien with substantially the same ability to defend himself as access
to the evidence itself would provide. Rather, it appears that even a summary that
is actually insufficient to allow the defendant to prepare a defense would be accept-
able under this provision so long as the summary states the "general nature" of the
evidence. Additionally, the government can invoke the use of secret evidence without
even providing the defendant with a summary, if the court finds "(a) the continued
presence of the alien or, (b) the provision of the required summary would likely
cause serious harm to national security ... or death or serious bodily harm or
injury to a person." Conveniently, anytime the government uses an informant, these
provisions could be triggered. Such proceedings would have the effect of trying an
alien in his absence. These proposals offend even the most basic notions of justice
and violate the most basic oi rights, including the right to a fair hearing, the right

3 Last year, when a bill was presented to Congress that sought to make "membership in
Hamas" a category for exclusion under INA, Mary A. Ryan, Assistant Secretary for Consular
Affairs, argued against the bill on the basis that Hamas also engages in "widespread social wel-
fare reforms" and that, therefore, any presumption that any member of Hamas is a terrorist
would amount to "guilt by association.
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to the presumption of innocence, the right to confront your accusers and the right
to confront the evidence used against you.
With regard to permanent residents charged under the provisions, the bUl pro-

poses a new but problematic provision involving the establishment by the special
removal court of a panel of attorneys with security clearances to represent the de-
fdhdant in the in camera and ex parte proceedings. However, such an attorney
would be chosen by the court, not the respondent defending the charges and, the
attorney would not be allowed to discuss the secret evidence with his cuent. Hence,
the defendant, who is best able to chaUenge the evidence and the truth of the alle-

gations against him, is excluded from most, if not all, of the review of the evidence
and the merits hearings. Consequently, the respondent is unable to participate and
assist in the preparation of his own diefense. Finally, these provisions raise serious
ethical concerns regarding the attorney-client relationship which, if passed, will
have to be tested in the courts.

In a noted exclusion case. United States ex rel. Knauff v. Shaughnessy, 388 U.S.
537 (1950), the source of the government's "secret evidence" which was used to ex-
clude and detain the alien for two and a half years, was eventually revealed to he
the alien's jilted lover.

Arab-Americans fear that, similarly, "informants" with their own self-serving po-
litical agenda will rush at the opportunity to play a role in ex parte proceedings
where they cannot be not challenged with regard to the truth oi their testimony.

It is critical to note that the Immigration and Naturalization Service ("INS") has
never been allowed to deport an alien on the basis of secret evidence. Indeed, the
Supreme Court held that INS could not subject aliens to "summary deportations"
on the basis of secret evidence because it violates the due process rights of aliens.

In Kwong Hai Chew v. Colding, 344 U.S. 590 (1953), the Supreme Court held that
withholding the nature of the charges from a respondent in summary deportation

froceedings violates due process. In Wing Wong v. United States, 163 U.S. 228, 237
1986), overturning a statute that provided for the imprisonment at hard labor of
any Chinese nationals illegally in the United States, the Supreme Court held that
where the nature of the charges against an alien are withheld in a deportation pro-
ceedings, due process is violated. Indeed, even illegal aliens are entitled to constitu-
tional protection. Mathews v. Diaz, 426 U.S. 67, 77 (1976).

Moreover, these provisions would operate without regard to well established dis-

tinctions as to the status of different types of aliens—i.e., a deportable alien as op-
posed to an excludable alien, a permanent resident as opposed to a non-immigrant
alien.

These distinctions have inrportant legal consequences with respect to the constitu-

tional protections to which aliens are entitled. In this connection, courts have distin-

Sished between aliens who have made an "entry" into the United States, whether
jally or illegally, and aliens who have not madie an "entry." An alien who is said

not to have made an "entry"—i.e., one who was cau^t trying to cross the border

—

is called an "excludable" alien, and although he may be brought into custody and
detained in United States, he is considered not to have made an "entry" and is thus,
technically, "not present." Hence, to the excludable alien, the protections of the con-
stitution as we know and understand them do not attach. With respect to any alien

who has successfully made an entry—even the alien who has crossed illegally and
is thus "deportable—the constitution attaches. In Shaughnessy v. United States ex
rel. Mezei, 345 U.S. 206, (1953) the Court held:

Courts have long recognized the entitlement of aliens who have reached
our shores to procedural due process rights and they may only be expelled
after proceedings that meet the traditional standards of fairness.

Even when the Supreme Court upheld statutes which have since been stricken

because today they oflend our notion of fairness, it only upheld them on the basis

of a finding that they met certain procedural due process safeguards. For instance,

in 1952, when the Supreme Court upheld a statute granting the Attorney General
the discretion to detain without bail any alien charged with being a member of the
Communist party, it upheld the statute on the basis that the Attorney General's ex-

ercise of discretion was reviewable and, therefore it provided a procedural due proc-

ess safeguard to prevent arbitrary and capricious denials of bail. Carlson v. London,
342 U.S. 524 (1952). Another such example is United States v. Salerno, 481 U.S.
739 (1987), in which the Court upheld the Bail Reform Act again articulating the
importance of procedural due process safeguards in our laws:

The Act authorizes the detention prior to trial of arrestees charged with
serious felonies who are found after an adversary hearing to pose a threat

to the safety of individuals or to the community which no condition of re-
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lease can dispel. The numerous procedural safeguards detailed above must
attend this adversary hearing.

Courts have long recognized that deportation is a form of punishment. In Bridges
V. Wixon, 326 U.S. 135 (1945), the Supreme Court held that deportation was a "pen-
alty" and that an alien has a "liberty interest" in remaining in the United States
that is protected by the Due Process Clause of the constitution.

In any judicial context where punishment is a potential outcome of the disposition
of a proceeding, the government has the burden of proving that which it is charging.
The government must prove its case by "clear, unequivocal, and convincing evi-

dence." Woodby V. INS, 385 U.S. 276 (1966).

B. THE USE OF ILLEGALLY OBTAINED EVIDENCE

ADC is concerned by the fact that H.R. 1710 would authorize the use of illegally

obtained evidence in violation of the Fourth Amendment. Specifically, the bill would
allow the use of "the fruit of electronic surveillance and unconsented physical
searches." Furthermore, the alien would have no right of discovery and no right to

seek suppression of such evidence. The Fourth Amendment protects all persons from
unreasonable searches and seizures. With respect to the rights of aliens, courts have
consistently held that the government may not use evidence that is obtained by
means of unreasonable searches and seizures.

Although the Supreme Court has been reserved with respect to recognizing the
rights of aliens to suppress illegally obtained evidence in a deportation nearing, in
INS V. Lopez Mendoza. 468 U.S. 1032 (1984), the Court ruled that the exclusionary
rule may apply to cases involving widespread abuse or egregious violations which
transgress notions of fundamental fairness. Three years later the Supreme Court
found an "egregious violation" where the only evidence used as the basis of stopping
alien's was his Hispanic appearance. Arguelles-Vasquez v. INS, 820 F. 2d 1112 (9th
Cir. 1987).
As mentioned earlier, the entire nation bore witness to exactly this type of "egre-

gious violation" regarding the detention and interrogation of Ibrahim AbdaUah
Ahmed after the Oklahoma bombing. Incidents such as this are the substance of the
fears that Arab-Americans have about the proposed legislation because it would cre-

ate the institutional mechanism to facilitate these violations.

Under present laws, aliens have certain Fourth Amendment rights that are undis-
puted. For example, the INS cannot enter the dwelling of an alien without a war-
rant. La Duke v. Nelson, 762 F.2d 1318 (9th Cir. 1985). Warrantless searches are
presumptively unreasonable and, absent consent or probable cause and exigent cir-

cumstances, the INS cannot enter a home and search or make an arrest. Gallegos
V. Haggerty. 689 F. Supp. 93 (N.D. N.Y. 1988).
By merely invoking these provisions, the INS could strip an alien of these basic

protections by stating that they are charging an alien under the "terrorism provi-
sions."

rv. Expansion of FBI Investigative Powers

The authorization of widespread FBI surveillance and infiltration of political, reli-

gious and charitable groups under H.R. 1710, flagrantly violates the Fourth Amend-
ment because it does away with the "probable cause" standard set by the Supreme
Court. If "probable cause* is no longer the standard, what standard are we left

with? The Supreme Court has consistently held that anything less than probable
cause is unconstitutional. Yet, eliminating the probable cause standard is precisely
what the bill does. Without probable cause the standard necessarily becomes sus-
picion. Suspicion on what basis? Can the articulation of an unpopular political opin-
ion warrant the instigation of an investigation of an individual? In this regard, sec-
tion 103 of the bill specifically removes a provision in our present laws that prohibits
the government from initiating investigations merely on the basis of lawful political
activity or speech. Hence, under these provisions, the government will no longer
need to establish that it has probable cause that an individual has engaged in or
is about to engage in an unlawful activity. It will, arguably, be able to investigate
merely on the basis of lawful and protected First Amendment political activity or
speech that may be unpopular with the government at a particular moment.

V. Exclusion of Auens on the Basis of Membership and Advocacy

H.R. 1710 would exjpand exclusion laws to bar the entry of aliens on the basis
of political ideology. This provision would effectively amount to a re-enactment of
the McCarran-Walter Act, overturned in 1990, with the exception that "terrorists"
would replace "communists."
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The Immigration Act of 1990 revised this area of the law, maricing an end to

McCarthyism, by limiting the ability of the government to exclude individuals on
the basis of ideology or membership in a particular organization. Under INA section

241(aX4), as amended by the Immigration Act of 1990, which consists of the security

and related grounds for exclusion of an alien, there must be a connection to unlaw-
ful activity—i.e., criminal conduct* espionage,' criminal activity endangering public

safety,® terrorist activity'—as opposed to an ideological or associational basis, for

an exclusion.
The First Amendment includes the right to hear the ideas of others, to exchange

ideas, £ind engage in political debate. This right is illusory unless everyone is free

to speak. The exclusion of individuals, on mere ideological or associational grounds,
violates everyone's right under the First Amendment because it permits the govern-

ment to conduct a content based control over the "debate" and exchange of ideas

by means of controlling the borders. Nothing would preclude the government from
going one step further and excluding aliens on the basis of religion or ethnicity,

under the guise of ideology. Under these provisions, could anything prevent the de-

velopment of a pattern and practice by the government of denying entry to Muslims
under the guise of "advocacy of terrorism?"

Such bias in our society was felt ever so poignantly by Arab-Americans after the
Oklahoma bombing. Many Arab-Americans and Muslims were threatened and as-

saulted simply because of their ethnicity or religion. One woman even miscarried

as the result of such an assault. An Oldahoma politician repeatedly expressed his

disappointment when it was revealed that the culprits were not Middle Eastern but
rather Mid-Western. How are we to understand such reactions? Such biases, as un-
fortunate as they are, exist. Good laws are our only safeguards against the abuses
to which such attitudes can lead. Not only does the proposed legislation provide no
safeguard but in fact, would give a powerful tool to those who are inclined to

abridge the rights of others.

VI. Conclusion

ADC supports the passage of strong laws that would effectively deal with terror-

ism. However, for all the reasons stated above, ADC believes that the proposed leg-

islation would reach far beyond that goal and punish individuals on the basis of eth-

nicity, religion and political opinion, thus eroding the civil protections of all citizens.

*A section 241(aX2).
8 INA section 241(aX4XAXI).
"INA section 241(aX4XAXii).
'INA section 241((aX4XAXiii)-
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Appendix 8.—STATEME^r^ of the National Jewish Community
Relations Council and the National Association of Arab
Americans

NJCRAC W^f^
\aoonal Assocuoon at A/abA/ncncjns

National Jewish Community
Relations Advisory Council

STATEMENT OF PRINCIPLES ON JEWISH-ARAB RELATIONS

May 4, 1995

The National Jewish Community Relations Advisory Council and the National

Association of Arab Americans jointly

-- condemn unequivocally all terrorist acts, defined as politically motivated acts of violence against

civilians, whatever their origin, and urge even more vigorous U.S. government efforts to combat

the scourge of international and domestic terrorism;

-- reject all forms of stereotyping and discrimination based on the actions of individual members
of religious or ethnic groups;

-- recognize the need for enhanced U.S. governmental capabilities to conduct the battle against

terrorism;

-- believe that U.S. constitutional safeguards for civil rights and liberties must be respected and

maintained in the development of anti-terrorism initiatives;

-- support the peace process and active U.S. involvement in the pursuit of comprehensive Arab-

Israeli peace based on justice and security for ail parties;

-- value the relationship between the Jewish and Arab American communities and seek practical

ways to broaden and deepen that relationship through dialogue and joint projects; and

" while acknowledging disagreement over the Omnibus Counterterrorism Act of 1995 - the

NJCRAC supports it with certain modifications, the NAAA opposes it as currently drafted -- pledge

not to permit different perspectives on this or other initiatives to damage our relationship, or to deter

our two communities from continued cooperation on behalf of shared goals and interests.

The NationalJewish Community Relations Advisory Council is the national coordinating andplanning body
for the 13 national and 1 1 7 local agencies composing the field of Jewish community relations.

The National Association ofArab Americans is the premier political and lobbying organization for the Arab

American community.

NJCRAC N vAA
443 Park Ave. South 1212 New York Ave.. N.W.

New York, NY 10016 Washington, D.C. 20005

(212)684-6950 (202)842-1840
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Appendix 9.

—

Paper Entitled, "Interesting Times," by Russell
Seitz,* Associate, John M. Olin Institute for Strategic
Studies, Harvard University

Generations have passed since the instauration of the Manhattan Project—gen-
erations not just of people but technologies. It's just not the same world in which
the study of disarmament and proliferation began. For all that has happened in the
Soviet Union over the course of the last year, Lenin has been provea right in one
observation: When it comes to technology, high or low, quantity is quality. And the
quantity of former secrets that have sprung up as technology grows in extent may
afllict our future. For the compartmental barriers to protect those secrets have been
severely eroded by the passage of time.
There is a biological metaphor for compartmentalization: treating scientific sub-

disciplines as one-celled organisms that can be cultured in sterile isolation, with all

transfer of genetic information under the control of an executive authority. This was
Kerhaps how General Groves originally endeavored to assure the total secrecy of the
lanhattan Project. [Fig. 1: 1945—The Thick Black Box.] But it was soon evident

that perfect secrecy was incompatible with scientific success.

It is equally obvious in retrospect that a whole generation of world-class sci-

entists, with only a handful of exceptions, both kept their oaths as to the technical
details of the first generations of nuclear and thermonuclear weapons, and raised
up a new generation of graduate students and post-doctoral fellows who, by the time
they matured, collectively knew more than their masters did.

A generation later still, much that is unspeakably classified in the context of the
culture of weapons design and fabrication, is merely the common wisdom of other
discipUnes that have undergone a separate evolution in the unclassified world of
international scientific endeavor. Circulating within that community is a wealth of

expertise that dwarfs the amount of intellectual currency that existed in the forties

and fifties. The inflation of the numbers of newly-coined Ph.D.'s and Sc.D.'s entering
the marketplace each yesu* is transforming the global R&D scene as profoundly as
the flood of specie (and new agricultural plants) from the New World transformed
the economy of Europe in the centuries after Columbus.*

The Diffusion of People

For four decades, the United States and Europe have been engaged in exporting
into the developing nations the most sensitive of nuclear materials. This uncon-
trolled trade has grown exponentially, increasing ninefold in the last ten years. The
matter in question is warm, wet, and gray—a small tonnage of human brains fresh-

ly armed with Ph.D.'s in nuclear physics and all its supporting disciplines. Most of

them go home.

*The author wishes to thank the John M. Olin Foundation and Jack Ryan Enterprises for

their support of his research and to acknowledge the insights of George A. Keyworth II, Philhp

Morrison, Richard Wilson, Vladimir Sidorovitch, Fenton Jameson, Tom Clancy, Gregg Canavan,

Henry Kendall, Raymond Cline, Boris Spiteyn, Joseph De Sutter, and Marvin Minsky. Respon-

sibility for its content is the author's alone.
1 Graphs derived from Issues in Science and Technology, National Academy of Science, 1990.

Article gives breakdown on Ph.D.'s in the sciences issued by U.S. universities to foreign nation-

als on a nation-by-nation basis. Total issued in applied sciences to Islamic country nationals

from 1960-90 is thousands. For data base, see appendix.
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Ph.D. proliferation, at a rate of 5,000 foreign nationals a year, is a driving force

in the present and future expansion of the Nuclear Weapons Club. It acts also to

reduce the military gap between nations that have always participated in state-of-

the-art hardware development and the have-nots that traditionally have lacked the
intellectual depth and critical mass of people that are a precondition of supporting
the technical research that underlies the development of advanced weapons sys-

tems.
At the top of the list of nations whose Ph.D.'s are American stand Taiwan and

India, each with more than 2,500 physical science degrees since 1970 and 1960 re-

spectively, and still greater numbers of engineering doctorates. Owing perhaps to

proximity and educational traditions that favor Europe, Iran, Iraq, Egypt, Pakistan,
and Lebanon have less conspicuous numbers of such degrees.^ The statistics, which
are voluntarily reported (Iraq seems to have discouraged such reporting from 1970
onwards) record 1,049 doctorates in the physical sciences from 1960 to 1989 and
roughly twice that number of engineering Ph.D.'s.

In 1990, Korea took the overall lead in doctorates in all disciplines, just ahead
of Taiwan and the PRC—each with more than 1,000 Ph.D.'s. It is hard to quantify
the impact on domestic science and engineering education of the return of large

numbers of graduates of foreign universities and institutes of technology. But this

phenomenon is of clear qualitative importance to the context of proliferation.

Just over 1,000 U.S.-trained post-1960 physical science Ph.D.'s existed in India

when that nation demonstrated its nuclear device capability 17 years ago, together
with 2,700 engineers of the same educational background. Today they are respec-

tively 2,600 and 5,500 strong. Perhaps 400 to 600 Ph.D.'s of all ages and back-
grounds participated in developing India's atomic explosive.

In contrast, only 75 Iraqi physical science doctorates and 173 in engineering are

reported to have been gained from American universities in the period from 1960
to 1989. This figure is not in reasonable demographic proportion to the number of

Iranians—487 scientists and 1,645 engineers who obtained similar degrees in the
same interval. Clearly more research is needed to clarify both this disparity and the
question of where intellectual resources behind the Iraqi nuclear science program
came from, in the universities of both the NATO and former Warsaw Pact nations,

as well as from those of the Middle East.

2The scientific productivity of the Islamic or substantially Muslim nations has been ranked

by the number of scientific articles published: 1. Egypt, 2. Iran, 3. Pakistan, 4. Nigeria, 5. Tur-

key, 6. Malaysia, 7. Lebanon. Cf. Abdua Salam, in the preface to Islam and Science by Pervez

Hoodbhoy (London: Zed Press, 1991).
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The percentage of the world's scientists and engineers resident in developing
countries rose from 7.6% to 10.2% between 1970 and 1980. Today it exceeds 13%.^
But a disturbing idea raises itself: do the numbers matter? Has the strength of
science itself, relative to solving anew the problems faced by the scientists of the
Manhattan Project, grown to a point where a comparative handful of scientists and
engineers can successfully pursue' tasks that once required the concerted effort of
hordes of the best and brightest? The answer is yes. [Fig. 2: The Emergence from
the Box, 1955.]

1955
Many, perhaps most, of the concepts, techniques, materials, and machines that

were developed de novo to enable the production of the first generation of thermo-
nuclear devices have been reinvented, rediscovered or spontaneously spun off from
and within the global plenum of civilian R&D and purely scientific endeavor. This
is particularly true with regard to the impact of interdisciplinary research programs,
such as astrophysics and geophysics.

Let us examine some of the things that are hidden in plain sight—weaponizable
information that is not labeled as such within innocent-sounding sub-disciplines

that are totally unclassified and so hybridized internally as to defy any attempt to

return their sensitive content to effective regimes of security and
compartmentalization.
A good place to start is with people who study the universe. The realm of astro-

physics subsumes the whole of the intellectual underpinnings of nuclear weapons
development and indeed antedates it. The basic principles of how the sun works,
set forth by Bethe and von Weiszacker in the thirties, gave rise not just to the hy-
drogen bomb but to the epic task of harvesting fusion as a peaceable source of
power.* And on the more modest scale of planets, the extreme pressures common
to their cores and the ignition of fusion bombs are described by one and the same

^C.f. Scientists in the Third World by Jacques Gail lard (Lexington: University Press of Ken-
tucky, 1991).

*I number among my acquaintances at M.I.T.'s fusion research facilities both Syrian and Iraqi

physicists—each with an extended family left at home in those nations.
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set of eouations of state—the work of Fermi and Taylor." Static pressures in excess
of 3 million atmospheres, which were experimentally unthinkable in 1945, are now
achieved using diamond anvil cells that fit in the palm of your hand.
So today we have a robust sub-discipline of geophysics—the study of comet and

asteroid impacts that utilize the liberated (or re-invented) expertise of the weapons
laboratories on a daily basis. The major difference being that those who utilize such
weapons-derived hydrodynamic finite-element computer codes have at their disposal

vastly more computational power than Fermi or Bethe ever dreamed of.

U.S. SCIENCE AND ENGINEERING Ph.D'S TO WEST ASIANS
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The progress made by the global scientific community not only recreates in the
unclassified world knowledge mat was at one time restricted to the world of nuclear
weapons designers. Progress can also make viable pathways to nuclear weapons
that were initially rejected by the U.S. and released into the realm of unclassified

data. It is important to remember that the initial selection of the winning concepts
in the inception of the first generation of fission bombs or ICBM's (or whatever) is

not a process that denies the validity of the concepts that are initially declined. It

is rather a reflection of the perceived state-of-the-art at a very early time in the evo-
lution of a particular technology. The fittest idea for such a time and place gets se-

lected on the spot on the basis of saving as much time as money can afford, but
the other proffered concepts may prove fit or fitter in other times and other places.

Thus, while uranium isotope separation via gaseous diffusion was the mainstay of

"Veiled references to phenomena relevant to thermoniiclear weapons design outcrop &«-
quently in contemjxjrary Russians works on nuclear physics and astrophysics. Two interesting
examples are to be found in the recent English translation of V. K. Ignatovitch, Physics of Ultra-

Cold Neutrons (Oxford: Clarendon Press, 1990). On pp. 14-15, a discussion of non-linear optical

effects in a dense cloud arising from a compact explosion ends (and with it the chapter): 'The
Rest Is Silence," on p. 371, in a two-page bibliography of Ignatovitch's reports of the Joint Insti-

tute for Nuclear Research, Dubna, several of the reports' titles have been deleted and replaced
by parenthetic descriptions of their contents in whole or in part, e.g., "(The Hypothesis of Secret
Neutron States Is Advanced."). In the astrophysical realm, theoretical accounts of radiation

pressure and electron ponderomotive forces in stars can be interspersed with discussions of such
effects in channels and converging surfaces—such physical structures are artifacts—alien to

stellar physics.
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the Manhattan Project, the then impractical technique of gas centrifuge separation
went on to become practical (and perhaps principal) source of weapons-grade fission-

able materials in the Soviet Union in the 1950s.®
There is historically evident in the history of proliferation, a strong tendency to

succumb to the temptation to believe that the central problem is to prevent the his-

tory of technology repeating itself. But very often such initially dismissed branches
of technology as the calutron can take root and flourish in the shadow of their "ma-
ture" competitors. Having abandoned as hopeless the materials problems posed by
both the high beam current source and product collection (target) end of uie early
calutrons and the strength of materials limits that rendered gas centrifuges imprac-
tical in the 1940s, the A.E.C. and its successors blithely funded a plenum of mate-
rials research for another half-century.

And somehow, lacking collective memory or interdisciplinary oversight, the mate-
rieds science community naively solved those problems and irremediably changed
the context of separation technology. Nothing, more or less, than progress is at

fault. For, in global perspective, the past of technology was a world in which none
of the lesser nations existed in the same time as tne technologists of the First
World. In 1939, the state-of-the-art in south Asia was filing a working replica of a
Lee-Enfield rifle out of bar stock. Building a Norden Bomb sight from scratch in
B^hdad was as out of the qpestion.
But the near future is a time where increasingly, almost aU of the history of tech-

nology past can be recapitulated in all but the most forlorn of Third World back-
waters, and much of the present state-of-the-art is both intellectually and practically

accessible. Teach a man to make microwave ovens and you've opened the door to

radar and calutrons alike, for while COCOM can list and monitor trade in "critical"

components, tools, and materials, the ubiquity of iron, copper, sand and vacuum
dooms the exercise to inanity in the long run.

The Diffusion of Data

This applies equally to information of military value "^ as well as weapons of mass
destruction. Witness the publication in an Indian scientific journal ® of satellite im-
ages of both low- and high-resolution of the gulf war despite their being withheld
by the U.S. for security reasons. Those responsible for withholding them evidently

overlooked India's possession of a NOAA-11 downlink, a moderate-resolution recon-
naissance platform—the Indian Research Satellite, and a geosynchronous satellite

to boot.

This is not to suggest that the best efforts of the U.S. or NATO aerospace indus-
tries are at risk of obsolescence. India would be hard pressed to deliver a successor
to the KH-11 or Pyramider reconnaissance systems. But it illustrates the already
fragile nature of the assumptions that lead to the attempt to deny information to

Iraq by internal control of information when that data flows unencrypted from orbit

24 hours a day. It could have been had for the asking by anyone on a computer
net that has (courtesy of DARPA and a host of other federal agencies) come to span
the globe in the last decade.
So the new paradigm of qualifying for the orbital reconnaissance club ig not the

capacity to design, build, and launch a large-aperture precision-pointed satellite, but
knowing someone, anywhere, in the world in possession of an Ethernet directory, a
PC with a color display, a Polaroid camera and a stamp.
The consequences of privatizing the component entities of the Soviet military-in-

dustrial complex, from basic metallurgical facilities to aerospace centers and nuclear
R&D laboratories, may include the proliferation of ideas as well as artifacts and
technologies. At one level of the game it's an intelligence windfall, but beyond the
opportunities for reverse engineering comes a windfall of missing links in the web
of Western military technology—the de facto declassification of Soviet military high

'The Soviet Union's seizure of German technical personnel after the collapse of the Third
Reich led to major improvements in their nuclear program, just as the Manhattan Project bene-
fitted from the efllux of refugees from Germany in the thirties. The Nobel laureate Gustav
Hertz, who developed the gaseous diffusion progress in the 19508, was taken into custody by
Soviet forces in 1945. Cf. David Cassidy, "Gustav Herz, Hans Geiger und das Physikalische
Institut der Technischen Hochschule Berlin in den Jahren 1933 bis 1945," in R. Ru"rup, ed.,

Wissenschaft und Gesellschaft, vol. 1, pp. 373-387 (Berlin: Springer, 1979).

'India is an illustrative case of a nation whose high-technology sector is sufficiently sophisti-

cated to host an indigenous upgrading of a demonstrated nuclear capability to a thermonuclear
one. Its technologists clearly have advanced beyond dependence on foreign sources of such "tra-

ditional" fission bomb components as high-speed electronic switching tubes (krytrons). They pre-

fer a combination of fiber optics and pulsed laser diodes.

^Current Science, April 25, 1991, Indian Academy of Sciences, Bangalore.
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technology puts many Western systems in jeopardv of being comprehensible to ana-

lysts denied access to their classified sub-systems.^ Their hi^ technology cannot be
compromised without ours falling victim, too. K living with a sick bear was a trying

experience, consider that of surviving in the presence of the carcass of a flea-in-

fested one that has died of the Plague.
More than this amplifies the proliferation risks inherent in our emphasis on the

classification of data rather than the protection of technology from exposure. It is

edifying to attend the manufactures' displays that accompany many large technical

meetings sponsored by engineering associations or the DOD. There one sees proudly
displayed tne first fruits of R&D—components whose exotic materials and aavanced
electronic, thermal, and optical performance have no parallel in the civilian sector.

Very often they are put on ofler before their end-use systems—the B-2 and SDI,
for instance, have even been tested or publicly displayed. Be it silicon carbide laser

mirrors or stealth carbon foam, it's all on offer in the West—albeit without reference

to what it has been developed for.

The failure of World War III to materialize has not reduced the stockpiles of ma-
teriel or the mountains of information and high technology that the siiperpowers ac-

crued by decades of heavy investment. And with the devolution of the USSR, a ques-

tion accordingly arises: What are the possible consequences of the uncontrolled dis-

semination of its high technology and technologists into a multipolar world? For as

the Soviet military-industrial complex faces literal bankruptcy, we are being con-

fronted with an enthusiastic sell-off of its assets both human and material. It is

something as unanticipated as the outburst of democracy there. Throughout the

former Warsaw Pact's territory we are witnessing the Yard Sale at the End of His-

tory.

Its basic format seems the same from St. Petersburg to Semipalatinsk—^be it

naval shipyards on the Baltic or the nuclear laboratories of the Ministry of Medium
Machines. Hardware, software, expertise and equipment, everything in sight, or out

of it, is for sale cheap. The party is over, and as winter approaches, the rhetoric

of conversion to the production of civilian goods is yielding to the reality of short-

term survival—generating a cash flow, in rubles or valuta, to keep up with the pay-

rolls and provide the fringe benefits that Moscow no longer guarantees.

The iron curtain did more than serving to isolate the citizens of the Warsaw Pact
nations from the free world. It also functioned as an impermeable barrier, a contain-

ment that kept in a plenum of militarily important high technology that often ri-

valed the best in the West. Now that that containment has been breached, the most
secretive of military powers is spilling that technology into a new and multipolar

world. One where many nations witn nuclear ambitions have been striving to

achieve the sort of weapons capability that both the U.S. and USSR attained in the

1940s.
As glasnost mutates into an unbridled high tech sell-off, with expertise (and arti-

facts) for sale to almost any bidder, high or low, we must affect the restructuring

of our perception of the context of the control of the proliferation of the technologies

of mass destruction. Only this much is certain: we are in for some interesting

times—for what is on offer is not Manhattan Project surplus, but the right stuff for

fighting the World War III that never was.
The flow of people and data from the former Soviet Union will be rivalled by that

from the former Warsaw Pact, Cuba, and North Korea. Given the aversion to nu-
clear weapons development intrinsic to the German constitution and the sophisti-

cated maturity of NATO's weapons laboratories and arsenals, few nuclear scientists

or engineers from the East are likely to find their customary employment close to

home. How will their redundancy in Europe affect the nuclear amoitions of nations
elsewhere in the world?

Entities as diverse as national laboratories, mUitary aerospace development cen-

ters, organs of the Soviet Academy, biomedical research facilities, and the City

Council of St. Petersburg suddenly dispatched reams of abstracts of technical pro-

posals by a variety of channels, ^° ranging from individual scientists turned entre-

preneurs to the Minister of Military Conversion. The fruits of literally millions of

man-years of research suddenly became perceived as somewhat fungible into hard

*One Soviet physicist/entrepreneur visiting an investment firm in the U.S. responded to ex-

pressions of concern about the potentially destabilizing effects of the transfer of military tech-

nologies to Middle Eastern states with the following Russian proverb: "If a man wants to keep
his wife from getting drunk, he must drink her wine before she does." If we don't want it sold

elsewhere, we should buy it ourselves.

^"Despite their diversity of affiliation, the individuals who have described the deterioration

of financial support for their institutions and ite negative effects on the quality of their col-

leagues' lives have spoken in a remarkably similar way, with occasional instances of verbatim
phraseology, despite differences in the quality of their English.
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currency at a time of rising ruble inflation and increasingly poor supply of every-
thing from consumer goods to research supplies.

The systems and services on offer include much that is too purely military in ori-

gin to he readily vendible into the Western civilian economy, although its ramifica-
tions for proliferation, arcane and conventional, are obvious. But amongst this out-
pouring of technology high and low, there are a significant number with commercial
promise, and a variety of dual-use services and information channels such as image
enhancement and hign-resolution satellite optical and radar imaging that could seri-

ously effect the outcome of conflicts between states otherwise without access to or-

bital reconnaissance.
While there is some evidence of restraint concerning state-of-the-art technologies

or C^l, some few of the systems offered are of a sophistication that would change
the correlation of forces between nations used to depending on the generations of
technology available on fringes of the global arms bazaar, ft would therefore seem
prudent lor analysts of low-intensity conflict to keep track of more than weapons
systems per se as the nineties evolve.

The liberalization of travel and emigration from Russia also poses the problem of
weapons scientists, once denied any prospect of leaving, becoming free agents, able
to sell their expertise to the highest bidder (or bidders) abroad. A regime like Paki-
stan's, having succeeded in purchasing a (presumably) valid weapon's design from
the P.R.C., would clearly benefit from the services of those familiar with the mate-
rials and techniques of its manufacture.

In the aftermath of Chernobyl, the Soviet nuclear power (and plutonium) industry
found itself burdened with a generation of reactors that no one wanted to operate
and a corps of nuclear engineers and designers whose careers were suddenly jeop-
ardized. Yet they retainea their skills and expertise, and today as emigration and
foreign travel regulation are liberalized, those skills may become available in the
international marketplace. Likewise, their counterparts in Eastern Europe and the
other states in which Soviet reactors were installed are no longer subject to the re-

gime of security that prevailed in the heyday of the Warsaw Pact.
While a former employee of the now mothballed East (jerman reactors should face

a reasonable prospect of gainful employment in re-united Germany that staunchly
supports the IAEA's anti-proliferation regime, he remains the lawful prey of head-
hunters in the employ of states that seek to circumvent it—as do his opposite num-
bers in Eastern Europe, and, more marginally (and perhaps ominously), in such re-

fractory bastions of stalinismus as Cuba and North Korea. The harder the idols of
Marxism-Leninism fall, the farther fly the shattered pieces.

The reactor complex approaching completion in Cifuentes, on Cuba's southern
shore, shares with most Soviet-designed plants a copious plutonium production ca-

pacity and a corollary ability to breed tritium from lithium as well.^^ The prospect
of its completion—an economic necessity given Cuba's dearth of fossil fuels, must
accordingly be viewed with as much concern as the evolution of nuclear power tech-

nology in nations with less colorful histories of military adventure abroad. North
Korea's interest in this matter must be considerable.

The Implications for Controls

The net effect of progress, quite simply, is to greatly expand the universe of peo-
ple, data, and hardware that must be controlled in order to retard the development
of nuclear weapons.The "proliferation control regime" for calutron-produced tJ-235
must encompass in an ever-vigilant search-and-destroy operation. One that must en-
compass everything from transformers and vacuum pumps to the interdiction of
hydrofluoric acid moonshiners and artesanal miners of pitchblende. ^^

The centrifuge enrichment technology is likewise as difficult to inhibit by denying
critical materials exports as it is impossible to control. Steel is steel, and any nation

11 Volume 3 of The Nuclear Weapons Databook: U.S. Nuclear Warhead Facility Profiles by T.

B. Cochrane et al. (Cambridge, Mass.: Ballinger Publishing, 1987) affords a wealth of informa-
tion on the military reactor transuranic reprocessing cycle and 6-lithium and tritium production.
It is also a disturbing example of how the literature of disarmament can contribute to the accel-

eration of the history of proliferation.
i^Any nation that possesses a petroleum refining and petrochemical capacity operated by its

own citizens should be credited with a mastery of chemical engineering adeouate for the indige-
nous production of basic inorganic chemicals as well. Given an unremarkable degree of geologi-

cal diversity (i.e., that of Iraq, as opposed to the homogeneous sedimentary geology of Kuwait
or Bahrain), such nations can often find within their borders modest deposits of such common
minerals as fluorite or phosphate rock. International controls on trade in the chemical precur-
sors of volatile uranium compounds for isotopic enrichment, or on the phosphorous compounds
vital for nerve gas production are proportionately marginalized as impediments to the produc-
tion of weapons of mass destruction.
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that has emerged from the Bronze Age and possesses an iron foundry or steel mini-
mill is quite capable of producing high-strength metal as good as that embargoed.
If high-strength composites—carbon fiber or kevlar—for centriftige construction
should be preferred to steel, the raw material can be obtained by the ton from the
stocks kept by any boatyard that builds competitive ocean racing sail craft.

As for the more sophisticated magnetic materials needed for the gas centrifuges
levitated bearings, the embargo can only succeed if accompanied by a product recall

encompassing aU of the better sort of automotive starter motors and hi-fi loudspeak-
ers shipped in the past and present decade, for very often materials developed for

esoteric military applications spin off into civilian markets that dwarf their tnilitary

ones. And given their astronomical initial cost in small-scale production, "exotic"
new materials, whose research is militarily subsidized, very often make their debut
not as production-line aerospace components, but as limited-edition up-scale sport-
ing goods: boron fiber fly rods and titanium/beryllium 12-meter yacht masts are two
ancient (ca. 1960) exemplars.
The architects of the present regime of proliferation controls will protest that such

speculations are moot—that, given iron-clad sanctions against trade in enriched ura-
nium and plutonium and vigilant monitoring of the technological basis for their en-
richment and separation, traffic in weapons-building expertise is unlikely to result
in anything being built for a sheer lack of the critical materials of construction. But
is this necessarily the case?
The common wisdom is that the high-level radwaste from spent nuclear reactor

fuel assemblies poses only the problem of finding a safe means of long-term storage
while its radioactivity slowly decays. But some of this spent fuel residue is already
four decades old and has decayed to a point where its once ferocious radioactivity
has fallen by nearly three orders of magnitude. Yet it is still pregnant with elements
that, despite their never having been used ^^ in deployed nuclear weapons, are every
bit as fissionable as their better known elemental cousins.

By defining the problem exclusively in terms of uranium and plutonium—the his-

torical basis of all past bombs—the IA.E.A. has opened the door to a very curious
future—one predicated on repositories intended to keep humans safe from radiation,

rather than radwaste safe from persons bent on radioactive blackmail or mining it

for fissionable elements that were rejected for weapons use not on the absolute basis
of physics but simply because they were uncompetitive on a bang-per-buck basis, or
required more demanding regimes of implosion, critical mass, or size than superior
fissionables.i'*

But given Iraq's enterprising revival of the un-economic, but viable, calutron, per-
haps it is time to forswear marginal cost-effectiveness and contemplate de novo the
Rich Man's Atom Bomb. For while no First World defense procurement bureaucracy
would ever contemplate securing explosive ordnance predicated on so unstable and
expensive a substance as silver fulminate, any terrorist denied access to TNT, but
left free to purchase common chemicals and silver coin might know his duty clearly.

And given the proliferation of technologies as diverse as robotics and ion exchange
separation, a group bent on quarrying radwaste for Neptunium—a patently suicidal
notion three decades ago—might live to tell the tale.

Who's Next?

How do the nuclear ambitions of the nations in question compare? North Korea
is at once the most ambitious and opaque—a 30- to 40-megawatt plutonium produc-
tion reactor is suspected, but undetected.

Algeria, with its francophone connections to European technocracy, is a far cry
from Libya as a site for nuclear proliferation. Until the 1960s it was part of metro-
politan France and thus integrated into the technical economy of what has become
the pre-eminent producer of nuclear power. Over 70% of French electricity is pro-

"The neptunium bomb was first theorized by current German President von Weiszacker's
younger brother, Carl-Friedrich, in a secret report dated July 17, 1940. It refers to the element
by its pre-discovery name, "eka-rhenium." Cf. "Eine Mo glichkeit der Energiegewinnung aus U-
238," in David Irving, comp., Third Reich Documents: Group 11, German Atomic Research,
microfilm no. 29, fi-ames 451-455 (Wakefield, England: Microform Academic Publishers, 1966).

"Apart from not being, in Oppenheimer's phrase, "technically sweet" in their design philoso-

phy, radwaste bombs repel the mind in terms of their potential fallout, unfortunately, this may
make them all the more attractive to the enthusiastic terrorist. Trans-uranic elements with high
ratios of Z^/A share the problem poeed by the plutonium-240 content of the metal as used in

bombs, but engineering solutions to the problems of spontaneous fission and predetonation have
been elaborated over a period of 40 years. From the view point of an analyst dealing only in

unclassified information, the author cannot fathom the extent of the weapons' designers success.
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duced by reactors, these, like the force de frappe are predicated on uranium mined
both in trance and her former colonies, especially Gab on and Niger.

This vertical integration, from mine-head to breeder reactor, entails a complete
range of technical competency and a fuU suit of technical facilities for isotope sepa-
ration, nuclear metallurgy, reactor and weapons design modeling and nuclear chem-
istry. So France is a place where much exists to be learned, ana everything is docu-
mented in French.

Libya, in contrast, more resembles Portuguese Africa, Italian occupation estab-

lished little physical or educational infrastructure to support indigenous technical
activity, and the discovery of oil created wealth that rendered development unneces-
sary. Only today are the first generation of Libyan nuclear physics learning the
ropes at Cemadian and (one assumes and will further investigate) other universities.

Quadafi's nuclear ambition has been obvious for decades, but it long manifested
itself as attempts to buy a bomb outright from whatever NATO or French installa-

tion would accept a seven-figure bribe. There were no takers, and Libya thus ap-
pears to figure m the eauation of the Islamic bomb primarily as a source of finance

and a cut-out for technology transfer. The question of whether other Islamic nations
provided chemical engineering expertise for Libya's CBW program in exchange for

the subsidy of their nuclear programs is an open one.

Pakistan, like India, does not lack for scientists and technologists trained in the
British tradition, and has produced a first-rate Nobel Laureate in physics. It is well

represented in the international scientific community and has been instrumental in

establishing the Trieste Institute—a European outpost of the Third World Academy
of Sciences. While not endowed with the petrodollars of Iran or Iraq, it has received

considerable subsidies for its nuclear program from the Arabian states, which de-

pend on Pakistan for not just casual guest-workers, but Baluchi troops who serve

as military auxiliaries.

It has been among the most aggressive states in its efforts to acquire dual-use
technologies in America and Europe. Well-publicized failures—the krytron switching
tube seizure, for example—have raised its programs' profile. But these are unlikely

to have impeded its progress. As with the international drug problem, the interdic-

tion of a small portion of the flow of contraband does little to stem consumption.
Pakistan's industrial base, and the sophistication of the weapons systems and

platforms that it domestically maintains and services, afford ample cover for dual-

use imports. The present status of its program, as described in the January and
March 1992 testimony of C.I.A. Director Robert Gates and National Intelligence Of-

ficer Gordon Oehler, resembles India's posture immediately before it detonated its

fission device in 1974. The question of its ability to produce a bomb is fast decaying
into "what will the yield be?"
Elsewhere in the Middle East, real-time revelations about the Chinese connection

to Pakistan and Iran are occurring at a rate that makes it quite futile at the time
of this writing to sketch a picture that is still very much in motion. But one diag-

nostic flashback to the events of 1990 is in order.

In the spring of that year, the export control end-use certificate for an ultra-high-

precision universal machine tool manufactured by Cincinnati-Milicron (the firm that
sells the machine in question to D.O.E. nuclear weapons manufacturing facilities)

was forwarded to the attention of Ambassador Glaspie in Baghdad. 1 wo embassy
officials duly visited the Iraai defense research establishment that had ordered the
unit, and having satisfied tnemselves as to the bona fides of the Iraqi scientists

there, prevailed upon the ambassador to strongly endorse the unit's export. It was
in good working order when discovered by the U.N. inspection team, led by Dr. Kay
of the Uranium Institute, in July 1992.
When nuclear ambition is coupled with not just an ample cadre of well-educated

scientists and technologists, but also a managerial revolution, we'd better look out.

It takes a high level of managerial astuteness to get a petrochemical complex on
a steel mill up and running and even more to keep it competitive in a cutthroat

commodities market. Such a level of management is now more the norm than the

exception.^'^

The Old Order Changeth

In the two generations that have grown to adulthood since World War II, the glob-

al sociology 01 science and technology has been transformed from an Eurocentric en-

terprise to a multinational one. In 1939, German was the lingua franca of science

in general and physics in particular. The number of scientists was vastly smaller

"•Dr. David Kay made this point at a Harvard seminar on March 16 1992, and I am indebted

to him for subsequent discussions of the Iraqi (and other) weapons programs.
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than is the case today, and, apart from America, Europe, Japan, and the USSR, few
nations could boast of dozens, let alone hundreds, of citizens with a doctorate in the
pure or applied sciences. Wherever individuals of scientific promise arose in the

British or French colonies, they tended to be sent to the centers of education at

those empires' heart, there to remain for the duration of their productive lives, rath-

er than to return to the relatively impoverished technical cultures of the Third
World. But today we live in a world transformed—a technical culture with a mate-
rial endowment far more sophisticated—and with a range of computational tech-

niques undreamed of 40 years ago. High technology has become a global enterprise

and the scientific data base that underlies it has become almost universally acces-

sible. With the advent of this burgeoning free trade in technical ideas and people
who think about them, we have entered a new era in the history of arms control.

It is no longer safe to assume that looking for the paper trail of a nation attempting
to emulate the work of the Manhattan Project will lead us to the laboratories of

those with nuclear ambitions. There is simply too much technical enterprise in to-

day's world to allow of a rigid definition of what to look for—the new obiter dictum
of today's ambitious bomb-smiths might be, "These are our weapons technologies

—

if you don't like them, we have others."

The intervening years have witnessed a transformation of the world of technology.

What was extremely demanding then—building a few bombs stretched the "high
technology" of World War 11 to its limits, and beyond—has ceased to be state-of-the-

art—or even demanding. Note that at a time when German was still the lingua
franca of physics, the Third Reich's atomic weapons program barely got off the
drawing board. Its experimental program ended before a chain reaction was
achieved. Yet today, two decades after India proved equal to the task of building

a nuclear device using its own technical resources, none of equipment or materials
innovated in the course of developing the first generation of atomic weapons is alien

to the research establishments of a large university or the international equivalent
of a Fortune 500 company. [Fig. 3: 1995, Technological Sprawl.]

It is cautionary to note that what the Germans could and did accomplish at the
limits of their wartime high technology binge—the V-2—has been successfully emu-
lated by Iraq and North Korea.
So perhaps the most fitting adjective to apply to the scientific and technical re-

sources of most nations, with or without nuclear ambitions today, is "overqualified."

The concept of the Third World accordingly needs redefinition regarding weapons
of mass destruction.

To be safely ignored in the establishment of an anti proliferation regime, a nation
needs to have rather fewer Ph.D.'s and Dipl.Ing's than Venezuela or Bangladesh,
and a technical economy incapable of building a diesel engine from scratch. The req-

uisite level of technical incompetence, once to be found in all but a handful of na-
tions, must now be sought out, and by the end of the century may resemble the
tropical rain forest—still thriving in Vanuatu and Burundi, but bound for extinction

in Indonesia and Brazil.
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TRANS-NATIONAL TECIINO-SPRAHL

AN INTERNATIONAL ACADEMIC-INDUSTRIAL COMPLEX

For SO excellent an education is being afforded to so many from so far afield in

the technical universities of the First World that the entrepreneurial growth of tech-
nical sophistication has become an increasingly global phenomenon. There is little

consolation in demography, for while a scant majority of foreign graduate students
stay on to seek their careers in the nations that educate them, thousands return
annually to the nations whence they came.^^
At the other end of the spectrum of risk is the qualitative escalation of prolifera-

tion. Of nations proceeding directly to the development of simple thermonuclear de-
vices instead of settling for a few kilotons of pure fission yield. The assumption that
"tactical" jield devices are vastly less demanding technically has been altered by
two factors—numerically controlled machine tools of optical levels of precision and
almost unlimited versatility, and computers and optical and hydrodynamic software
that bridge the gap between the level of sheer genius needed to innovate thermo-
nuclear devices and the less demanding task of getting them built once their oper-
ation is understood from first principles. This hypothesis, first voiced £is the prin-

cipal technical "MacGuffin" in Tom Clancy's techno-thriller The Sum of All Fears
has been chillingly corroborated by the U.N.'s recent discovery of Iraq's possession
of multi axis precision machine tools as well as isotopic ally purified lithium-6, with

1' Diagram of interlinked contemporary pure research disciplines arising from early scientific

work that gave rise to the atomic bomb and the first thermonuclear weapons.
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evident intent eventually to develop a hydrogen bomb.^' To compound matters, by
buying into the company that manufactured these machine tools, Iraq obtained the
CAD/CAM software whereby to clone them at will.

Common Knowledge, Uncommon Skills

The end of the NATO-Warsaw Pact confrontation has been attended by an out-
burst of thermonuclear glasnost by the former inmates of the late nuclear gulag. In
the course of celebrating the memory of the late Andre I Sakharov, his pnysicist-
coUeagues have explicitly revealed some of the fundamental tricks of the weapons
trade. In Sakharov Remembered, V. I. Ritus of the Lebedev Physical Institute
[Fizika Institut Akademiya Nauki] outlines the foremost of the early breakthroughs
on two-stage flssion-fusion bombs: the method of increasing the fusion reaction rate
by incorporation of depleted uranium into a layered structure containing deuterium
and a tritium precursor so that, when it becomes fuUy ionized by resonant absorp-
tion of the x-ray flux of a fast first-stage fission primapr (contained in an holraum
of appropriate geometry made of the right stuff) the radiation pressure is locally am-
plified by the abundant electrons liberated from the U-^®. Inis increases the con-
centration of the deuterium nuclei: which increases the fusion reaction rate by an
order of magnitude. "Such a method of reaction increase was called 'Sakharization'
by our colleagues."^®

Nd = Zu -f- 1 . nU = Zu + I . pM . du

Zd +1 2A..M 4M

18

Welcome to the future. This is not the sort of hoary schematic speculation tvpiceil

of Howard Morland's decade-old "The H-Bomb Secret," but straightforward (albeit
antique) thermonuclear bomb design information of a quality transcending the fis-

sion bomb intelligence that sent the Rosenbergs to the electric chair! It has been
on the library shelves for three years,and is about to be joined by the wealth of em-
pirical knowledge contained in Richard Rhodes' "Dark Sun: The making of the Hy-
drogen Bomb."

In another paper, A. I. Pavlovski displays some x-ray flash photographs of how
to overcome Rayleigh-Taylor instability by an iteration of implosion components.!^
A third, by Yu. A. Romanov, further outlines the similarities and differences of early
U.S. and USSR thermonuclear devices and bombs. This is in turn augmented by the
deploably complete quantitative tutorial on radiation pressure scaling afforded to
readers of the 1994 nuclear astrophysics text "Stellar Interiors," which features a
computer diskette loaded with Thermonuclear regime hydrodynamics codes based on
those developed at Los Alamos!

This level of candor may be a source of satisfaction to the curious, but while Drell,
Teller and Bethe remain close-lipped and their proteges safely within the confines
of Los Alamos and Livermore, one wonders wnat's going to become of those of
Sakharov and his contemporaries? Especially those who hail from the former "Inde-
pendent Khanates of Turkistan." One hopes that the next mayor of Dushanbe will
be a man devoid of thermonuclear ambition that will deal out transit visas to Paki-
stan only sparingly.

^'The author freely confesses to being among Clancy's technical advisors, but although he at-

tempted to persuade General Electric to make carbon-12 diamonds long before Clancy's 1988
novel Cardinal of the Kremlin was written, Saddam Hussein's people deserve sole credit for fig-

uring out lithium-6 a priori. The Sum of All Fears, completed in April 1991, assumed a fictitious

East German nuclear scientist to have signed on with an Iran-financed Lebanon-based weapons
fabrication group. As of November 26, 1991, a Soviet bomb designer is reported missing from
his lab, together with a substantial amount of documentation, and presumed turned mercenary.

i*Z=atomic number. A=ma8s number of nucleus. M=l atomic unit (Dalton). u=uranium.
d=deuterium. p=density.

^"This subject is pursued in depth in several papers in Proceedings of the Madrid Conference
on Hypervelocity Impacts (Amsterdam, Elsevier, 1986).
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When the Einstein-Szilard letter brought the possibUity of the A-bomb to Presi-
dent Roosevelt's attention, the American Physical Society had just 4,000 members.
About half of this cadre of (mostly) Ph.D.'s joined the Manhattan Project, which at
its height employed roughly 10,000 scientists with advanced degrees, principally in
chemistry and chemical engineering. Industry contributed a larger share of such
skilled personnel than academia.
Some few of the Manhattan Project scientists of the author's acquaintances have

reflected on the acceleration of their research efforts relative to the pace of the aca-
demic or industrial endeavors they pursued before World War II. They all concur
that the relatively unlimited budget of the program contributed mightily to its rapid

f)rogres3. It took a great deal of money, some two billion dollars in an era when the
ai^est of industrial research establishments—G.E.'s or DuPont's, for example, had
annual budgets on the order of ten million dollars.

That acceleration, based on all but bottomless coffers (when copper shortages due
to military demand got in the way of Oak Ridge's requirements for calutron power
transformers, the U.S. Treasury was tapped for hundreds of tons of silver) has more
modem exemplars: the Apollo program in the sixties and the Iraqi nuclear program
of the eighties being but two. It is a tacit principle of research management that
money buys time, and having spent a billion dollars a year for a decade, Iraq's
progress, like Iran's and North Korea's, should surprise no one.
As we enter the nineties, it costs roughly $100,(X)0 per research man-year, inclu-

sive of support personnel and overheads, to productively employ an American or
Japanese scientist. But owing to their abrupt unemployment due to the retrenching
of the Soviet military-industrial complex, the institutions employing tens of thou-
sands of displaced Soviet researchers are frantically trying to find Western support.
The asking price for their services ranges from $500 a month for a group leader
with a Ph.D. to $100 for a skilled technician. The ramifications of this level of lever-
age, combined with the apparent obliviousness of Soviet R&D managers to the very
existence of proliferation issues, let alone their complexity, are obvious.

Technicians are as important as the problem of proliferation as scientists. The ac-
tual construction of devices entails very high standards of mechanical precision and
electronic performance, often reckoned in millionths of an inch and billionths of a
second. In the mechanical domain, the advent of digitally controlled machine tools
with optical sensors and air bearings has effected a revolution in the quality of pre-

cision machining.^ Surfaces of large size can now be finished to optical quality over
arbitrary curvatures. This has to a large degree trivialized the task of machining
components for spherical symmetrical first-generation nuclear device components,
metallic and otherwise. That this is the case is evidenced by the commercial produc-
tion in many nations of artifacts as materially diverse as contact lenses and CD
discs, all of which may well rival the level of precision of the first generation of ther-
monuclear devices.

The compatibility of these precision tools with computer-aided design (CAD) and
computer-aided manufacture (CAM) software, as well as precision robotic manipula-
tors, substantially lowers the demands on the proficiency and skill of their opera-
tors.

It also reduces the need for prolonged proximity to potentially dangerous trans-
uranic elements and materials like plutonium turnings. It can also facilitate the de-
sign of atmospherically isolated work cells that, being fully automated, could permit
the fabrication of components that are far more radioactive than the materials nor-
mally employed in fission devices. The built-in deterrent to radwaste bombs—the
presumption that the starting material is lethal to handle must be re-examined in

the light of machines that produce precision components untouched by human
hands.

Issues of automation also involve informational components. Linking the output
of a hydrodynamical model with the refinement of a mechanical design is a demand-
ing computer programming task. It has lately been simplified by the advent of so-

phisticated computer languages that are both mathematically explicit and object-

based (Mathematica, developed by Dr. Stephen Wolfram is one example). Designs
in turn must be interfaced with CAM software, but expertise in that area is becom-
ing as endemic as robotics in the Pacific Rim.

s^The air-bearing lathe and related precision machine tools arose from a desire to mass
produce complex optical components for high-pwwer lasers. A technology developed from the
Strategic Defense Initiative by Oak Ridge has proved eminently serviceable to the business of
building warheads instead. Cf. Intercavity Optics. Proc. S.P.I. E., vol. 961, 1988.
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Trans-National Technology

While the role of computer science in weapons design has led to the installation

of the most formidable oi cryptographic safeguards to isolate the weapons' labs pow-
erftil computers from the outside world, the advent of highly secure public-key safe-

guards in unclassified civilian computer nets has a serious downside. Provided with

almost unbreakable computer security, the international dispersion of the people

and hardware necessary to conduct the conceptual design, modeling and CAD/CAM
cycle becomes a possibility. For while vigilance might detect the accrual of expertise

necessary to nuclear ambition in a single place, the same human assets working at

home in a half dozen countries might go undetected.

The culture of technology in France has contributed a new and curiouslv ramified

dimension to the problem of global proliferation. The legal fiction that declares some
of its former colonies to be metropolitan departments of a European nation-state

translates into a dispersion of channels connecting the E.E.C. with the Third World.

From its equatorial spaceport in French Guinea, to the nickel smelters of New Cal-

edonia and its nuclear test site in the mid-Pacific, the French oresence creates inter-

faces for technology transfer, licit and illicit—a francophone phenomenon best stud-

ied by the French themselves. No one foresaw in 1945 that the Brazilian aerospace

industry would share a common northeastern border with (come 1992) the European
equivalent of NASA.
Nor was it realized that, quite apart from France's nuclear autarky, its consider-

able share of the Centre Europe Anne du Recherche Nucleare (CERN) would place

it at the interface of supercomputer-integrated circuit development: x-ray optics for

synchot-"on photo lithography and observational astrophysics—x-ray astronomy. So
fungible is truly high technology as to generate a wealth of interconnections. A to-

pology of progress that verges on fractal complexity can emerge and grow like so

much kudzu irom the rootstuck of thermonuclear ambition. But in the snade of that

deciduous growth, shady characters can be found: illicit channels, of whatever sort,

can add a new and truly fractal dimension to the calculus of proliferation.

The portrait of a neatly compartmentalized Manhattan District drawn by its

founders was drawn, it seems, within a small rectangle on the surface of what has
proved to be a very large and highly elastic balloon. After a half century of continu-

ous inflation, its expansion has yielded not only a vast increase in the amount of

weapons technology still within the perimeter of secrecy, but an all but infinite can-

vas, upon which a generation of artists has been independently working.
From their relativistic perspective, the thick black box has been snrinking, not

growing, as its walls are eroded. By the flow of new knowledge into the unclassified

data bases of an ever growing scientific world. With the exponential growth of infor-

mation comes the realization that information is the universal solvent of secrecy it-

self.

And secrecy itself is not accordingly to be regarded as a permanent thing. The
more that is known, the less remains that can be kept unknown. This is an empiri-

cal, not a metaphysical, observation, for given the exponential growth of the tech-

nologies of information, the pressure of the known can exceed the strength of a se-

cret technology's containment, and secrets can implode into irrelevance. What sort

of phase charges can proliferation undergo in the midst of an information explosion?

With the burgeoning of technology and the prospect of the growth of what intel-

ligence, human and artificial, can accomplish in the century to come, comes the real-

ization that the present regime of proliferation control may be among that rare set

of entities—a fit object for catastrophe theory.

Now FOR THE Bad News

To compound the problem, some few of those Ph.D.'s are in a discipline that didn't

even exist in 1945: molecular biology. With its advent, chemical and biological war-
fare have become less than Poor Man's Atom Bomb, than the lazy one's. The politi-

cal and military factors that spared the world a failure of CBW"^ deterrence in the

Gulf War and the (relative) success in interdicting trade in nerve gas precursors are

of but little relevance. Too numerous and ubiquitous are plants and organisms con-

taining molecules of intimidating virulence and toxicity. We have no need of high-

biotech nightmares involving genetically engineered microorganisms when an acre

of one of several tropical legumes, processed in a jungle laboratory no more sophisti-

cated than those used to process cocaine, can yield a scudload of a plant toxin of

a toxicity that rivals anything in the arsenals of the First World. The prospects for

the interdiction of trade in such substance are as dismal as those found in the drug
war.
And while the notion that the easiest way to smuggled an atomic bomb into this

country is to put it into a drumftil of cocaine and leave it on a dock in Cartagena
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suffers from the failure of bombs to grow on trees, the beans the jaeld some of the
biotoxins of truly genocidal strength nourish untended throu^out the world. Ricin,

the lectin made infamous by an umbrella-gun wielding Bulgarian assassin in Lon-
don, is a potentially abundant by-product of the production of castor oil. There are
still more toxins. So even in Burundi or Vanuatu,^^ appropriate technologies of mass
destruction are to be found at hand in the state of nature. It is a mere fact of evo-
lution. In order not to be eaten, plants have come to produce chemicals that fulfill

a criterion of toxicity—one molecule can kill an animal ceU—that cannot be ex-
ceeded by artifice. In the aftermath of the Oklahoma City bombing, the FBI an-
nounced the confiscation from individuals of not just substantial quantities (roughly
a million lethal doses worth) of Ricin, but also a freezer full of viable cultures of
the Yersinia pest is bacillus—the pathogen responsible for the Black Death.
These substances have legitimate (albeit exotic ) uses in biomedical research, and

what is important is not the knowledge of their existence, but that the essential re-

search skill taught to those who manipulate them in the laboratory is how to use
them—and stay alive in the process. It has never been customary in the culture of
science to inquire into the state of ethnic tension in a graduate student's homeland
before enrolling him or her into a biohazards safety course, nor to reflect on whether
the security forces there contain a service resembling the KGB's (hopefully late)

technical enterprises.

In the light of the triviality of plant toxins as potential weapons of mass destruc-
tion or terror an obvious question arises: in a multipolar world, is nuclear prolifera-

tion cost-effective? Delivery systems being equal, why should the still considerable
costs and risks of discovery that emulating the Manhattan Project entails be pre-

ferred to means that are far cheaper, technically less demanding, and nearly
undetectable before the fact of deployment?
The only substantive advantages nuclear weapons possess as instruments of ter-

ror or defense arise from the universal realization of just how terrible their effects

are. Hiroshima was, among other things, the high-water mark in the history of ad-
vertising, having endowed nuclear weapons with a status that remains unshakable
to this day as emblems of national power and the ultimate talisman of warlike am-
bition. Yet the residue of repugnance that led even Adolph Hitler to refrain from
risking a failure of deterrence with nerve gas, and a return to the chemical warfare
of World War I, has decayed to a point where Iraq has already ventured into the
suburbs of the unthinkable.
An episode of Hiroshima's magnitude niight be required to refresh the world's

faded collective memory of the horrors of CBW, and, unfortunately, only the con-
tinuity of rational action stands between the relatively benigu present and that his-

torical contingency. For so low is the threshold of technical difficulty and the critical

mass of men and material within the orbit of whatever fanaticism should find such
a deed compelling, that it is hard to imagine a world not at risk of it.

For while we can endeavor to better understand how the interaction of partici-

pants in the applied sciences can signal the emergence of a latent capacity to prac-

tice the art of^ nuclear weapons development, and take action when that capacity

emerges in a state, we are faced with an alarming discovery when it comes to CBW.
For the former art entails a cadre of at least a hundred and a budget of many mil-

lions spent in ways that are at least locally exotic. But the latter can be done by
a few directing the labors of unskilled dozens at a task that might cost less than
a pound of gold. Even the assumption that a Scud is a de minimis delivery system
may constitute overkill—think what Mathias Rust could have accomplished with a
crop-duster.

It takes but a visit to Sydney or Johannesburg to remind one that not all of our
contemporaries are living in the same time. Some nations are farther into the fu-

ture, and others still are lingering in the recent past. But as time's arrow advances,
the nuclear age will eventually encompass most of the industrialized world, and so

too must progress the ubiquity of the basic technologies of weapons of mass destruc-

tion.

As high technology ramifies, appropriate technologies multiply. The universal de-

sire for material progress that has led to the influx of scholars into the technical

universities of the First World is a force for change that will not be denied. But we
can be vigilant of what is taught and to whom, and endeavor to see that all who

2^ While the plant and animal toxins of the New World, curare and the arrow poisons derived

from frq^ of the genus Dendrobates, are deservedly famous, the ubiquity of biotoxins was
brought to the author's attention upon arriving at Rannon anchorage on the island of Ambrym
in Vanuatu. Upon being informed of our arrival from the adjacent island of Epi, an Ambrym
resident said, "Epi man he putt em one fella leaf on path, you steppem leaf, you die finis."



521

come to study the applied sciences learn at least something of the historical con-
sequences of their atrocious misuse in the service of aggression
For the sciences should be the foremost of the arts of peace—as the lever of riches,

technology can and does provide the deliverance from want that can be the salvation

of democratic polity in the developing world. It is to be hof>ed that those we train

in contemporary technologies will devote their skills to effecting change for the bet-

ter today more radical even than that effected millennia ago by the advent of agri-

culture and the invention of the plow. And that most will strive to reap for their

nations the benefits of what they learn here. But any man with the mettle to forge

a plowshare can readily reforge it into a sword.
Perhaps students of proliferation control should look over the shoulders of those

who study immunology, and oncology. They too are addressing problems of mutation
and of metastasis; of constantly changing threats and challenges, and of how to aid

the human immune system in rising to meet them. For the growth of technology
can be as benign as that of any living tissue, or as malignant as the worst of can-

cers.

Only a diagnostic vigilance that affords the earliest of warnings and the timeliest

intervention can forestall that malignant contingency. Our survival requires, as

technology grows, the development of new modalities of vigilance, and the informa-
tional tools to support them. For the substantive urgency of that vigilance will in-

crease as the boundaries of the post-industrial world expand to encompass the whole
of it. Long before the majority of the world's practitioners, of high technology and
science faJl within the orbit of being capable of fulfilling nuclear ambitions, they
must be taught their active responsibility for forestalling them.
Their constant vigilance, being our best defense, needs to be aroused to face a

danger that is both clear and close. For though the future, as always, is a dangerous
place, we are fated forever to live there. As Heraclitus knew too well.

He who lacks vigilance will not detect the unexpected, for it is a wilder-

ness and unexplored.22

^Heraclitus, frag. 7, as found in Clement, Stromateis II. 17.4.
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Appendix 10.

—

Statement of Hon. William P. Luther, a
Representative in Congress From the State of Minnesota

Mr. Chairman, I wish to speak on an issue that, due to the recent tragedy in

Oklahoma City, demands increasing attention and congressional action: the use of

tracing elements called "taggants" in explosives.

Taggants are small particles added to explosives at the time of manufacture.
These particles survive the detonation of an explosive and can be found by inves-

tigators, who can then identify the batch of explosives and trace the last legal pur-

chaser of that explosive. Requiring the use of taggants can help federal law enforce-

ment to quickly and accurately identify the culprit of a bombing attack.

The capability of taggants to help our law enforcement agencies to bring terrorist

bombers to swift and severe justice is very promising. Switzerland has solved crimes
involving illegally used explosives by requiring, since 1980, the use of taggants,

which are produced by a Blaine, Minnesota company called Microtrace, Incor-

porated.
The recently-passed anti-terrorism bill in the Senate included an amendment by

Senator Feinstein, which was supported by a 90-0 margin, requiring the Depart-
ment of Treasury to conduct a study on taggants and, ifappropriate, to make rec-

ommendations for legislation concerning the use of taggants in explosives.

The anti-terrorism bill before us in this committee does require a study of

taggants, and I believe that is a good first step. But, Mr. Chairman, I believe we
must give direction and purpose to that study. To merely require a study of

taggants without establishing guidelines by which to consider requiring their use is

to confront the issue of terrorism half way. The administration favors the use of

taggants in explosives because it believes we must act to identify and bring to jus-

tice criminal bombers with the use of existing technology.

The promising and compelling data on the effectiveness of taggants suggests that

we should at least begin consideration of legislation to implement ta^ants in explo-

sives. With all that we know about taggants so far, and because TJklahoma City

showed us that tragedy can strike anytime and anyplace, we owe it to the safety

of American citizens to require the use of taggants.

Thank you.



523

Appendix 11.

—

Letter Dated June 13, 1995, to Chairman Hyde,
From Gregory T. Nojeim, Legislative Counsel, American
Civil Liberties Union

WASHINGTON NATIONAL OFFICE

122 Maryland Avenue. NE Wasnmgion. DC 20002

Hon. Henry J. Hyde
2110 Rayburn House Office Building
Washington D.C. 20515-1306

(202)544-1681 Fax (202) 546-0738

-"-/vc.,-

"
' ^ 1995

June 13, 1995

Dear Mr. Hyde:

Thar.k you for inviting the ACLU to testify at the hearings
conducted yesterday, June 12 on H.R. 1710, the "Comprehensive
Antiterrorism Act of 1995." I write to correct an inaccuracy on
page 2 of the ACLU testimony. It is accurate to say, as we did,
that under the definition of "terrorism" appearing in Section 315
of H.R. 1710 (which would amend 18 U.S.C. Section 2331) that the
forcible blocking of an abortion clinic in violation of the FACE
law would be an act of terrorism. However, the testimony was
inaccurate in suggesting that providing a bus or a meeting place
for the anti-abortion protest would be proscribed under 18 U.S.C.
2339A, as it would be amended by Section 103 of H.R. 1710. Section
103 lists particular federal law crimes the provision of material
support for which would be a criminal act. Because 18 U.S.C.
Section 2331 is absent from that list of crimes, the criminal
sanctions for violating 18 U.S.C. Section 2339A would not apply.
The testimony was accurate in pointing out that under Section 3 08
of H.R. 1710, the FBI would be empowered to obtain, without a court
order in advance, an "emergency wiretap" of the meeting in the
church basement at which the anti-abortion protest involving the
forcible blocking of an abortion clinic in violation of the FACE
law was planned.

Please feel free to include this letter in the record of the

Sincerely,

Gregory T. Nojeim
Legislative Counsel
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Appendix 12.

—

^Memorandum Dated May 22, 1995, to
Congressman Zach Wamp, From J. Wayne Cropp

To: Congressman Zach Wamp

From: J. Wayne Cropp

Date: May 22, 1995

Re: Ammonium Nitrate — Oklahoma City Bombing

Recently, Dr. Marion Barnes asked that I contact you regarding
certain scientific/political issues associated with the production
of ammonium nitrate. You may remember that ammonium nitrate
fertilizer was converted to an explosive, which was the destructive
force used in the Oklahoma City bombing.

Dr. Barnes holds, I believe, a Ph.D. in Chemistry. If you do
not know Dr. Barnes, you probably know some of his children,
including John Barnes, previously of Provident Life Insurance
Company, and David Barnes, M.D.

Dr. Marion Barnes was formerly a chemist with Monsanto
Corporation and did some of the early experimental work on ammonium
nitrate. He indicates that Monsanto understood the destructive
capability of mixing ammonium nitrate with diesel fuel and,
therefore, he had been assigned to work on a methodology for
preventing its misuse. He indicates that this methodology is known
to the industry, but not used across the board. Dr. Barnes advised
that he believes Monsanto had sold its financial interest in
ammonium nitrate to industry competitors so he did not believe
Monsanto would be in a position to pursue the issue. Dr. Barnes
states that he is willing to talk to appropriate officials
regarding the methodology for preventing common fertilizer from
being converted to an explosive.

The methodology that Dr. Barnes proposes entails an additional
processing step in the chemical reaction of the production of
fertilizer grade ammonium nitrate.

It would seem to me that the proper course of action for your
office would be to contact the appropriate executive branch agency
with regulatory authority, to have them follow up on this issue.

If you have any questions, please let me know.

JWCrpjm

cc: Helen Hardin

708-P\Memos\Uamp.522
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Appendix 13.

—

Statement of Hon. Michael Patrick Flanagan,
A Representative in Congress From the State of Illinois

Mr. Chairman, I anticipate that the testimony of the witnesses today will aid this

committee in its deliberations regarding the legislation now before us. I regret hav-

ing not been here yesterday, but! was attending a field hearing regarding immigra-

tion.

Terrorism has become a core instrument for those of this world who have little

regard for the loss of innocent life in attempting to achieve the ends to their social

and/or political means. We have an obligation to enact legislation that protects po-

tential American victims from such heinous acts of violence.

However, we must be cautious as we act to exercise laws regarding terrorist activ-

ity. It is our goal to protect our citizens and not to threaten their civil liberties so

as to develop in them the same fear of American government as they already have

of terrorists.

Thank you again, Mr. Chairman, for having these hearings.
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Appendix 14.

—

Letter to Chairman Hyde, From Edward J. Wal-
lace, National President, Ancient Order of Hibernians in
America

NATIONAL BOARD

OFFICE OF THE
NATIONAL PRESIDENT

0\ \ 5 W5

EDWARD J. WALLACE
536 Theresa Street

Clayton, New York 13624-1212

(315)686-3917

^ "Hibernians inamehiqv
OF

Organized

MCORPORATBD
New York Cily. May 4. 1836

The Honorable Henry J. Hyde
United States House of Representatives
2110 Rayburn House Office Building

May 9, 1995

Dear Mr. Chairman: HR 1710

The Ancient Order of Hibernians is opposed to terrorism and vio-
lence in any form at any time and supports any reasonable legislative
effort to improve the security of the American people. The Ancient Order
of Hibernians and Irish-American community as a whole does not support or
condone acts of terrorism anywhere under any circumstances.

We note with approval your efforts to produce a balanced and just
reform of American law to give American law enforcement officials the
tools to protect American citizens from foreign-based terrorism without
infr-rgement of our cherished civil rights.

It is our understanding that at least one Irish-American organization"
has expressed concern that this legislation could be used to punish Amer-
icans who provide material support for charitable relief in the N rth of
Ireland or for legitimate Nationalist political efforts. Havin- read the
legislation, we find these concerns to be without foundation.

We do, however, rote one some concern about subsection 611(2) which
grants the Secretary of State and the Attorner General an unrevii^wable right
to identify foreign nationals as 'representatives' of a terror-st organizatior
You must understand that Irish-Americans with strong ties to Ireland and
long-standing concerr about the problems of injustice in the North of Ireland
tend to harbor historically well-founded suspicions concerning this pro-
vision. The fear is that a combination of (a) the lack of rights of due
prcess under Britain's Prevention of Terrorism Act and the (b) traditional
"special relatiorship" between British and American diplomats may lead to
abuse. Specifically, the concern is that an American Secretary of State

"Irclnnd Uitfri't' Shall Narr Be /I Pi'na:
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may, as a favor to his British counterpart, improperly designate
-spokesmen of lawful Irish Nationalist organizations as terrorist
"representatives." Wo ask, therefore, that at a minimum, this pro-
vision be amended to require the Attorney General or the Secretary of
State to either make public the findings that ground the dec'^-'cn

or to report such findings to the appropriate Committees of the Congress.

In the present and foreseeable political climate this kind of
abuse of power is unlikely. Howevr, prudence suggests that the
legislation include some checks on possible future abuse.

Mr. Chairman, The Ancient Order also thanks you <^or your inval-
uable leadership in advancing the MacBride Principles now incorporated
in H.R. 1561 and, we hope, soon to be passed by the full Congress.
The House of Representatives in tho 104th Congress has shown more
courage and leadership in support of peace and justice ^ "^ i^reland
than has been shown in any Congress in living memory. We are aware
that your -"itiative in preparing a bipartisan Dear Colleague letter
in support of the MacBride Principles was the key to assembling a clear
majority in support of the provision.

Precisely because of the climate of peaceful progress you have
personally helped to foster, the era of violence in the North of Ireland
appears to be coming to a close. The Ancient Order of of Hibernians
is working towards establishing a strong American role in support of
a permanent just peace. There isnothing in H.R. 1710 which conflicts
with ^hat mission. On the contr-'y, the bill makes a constructive
stride toward ending i-.ternat ional terrorism.

Sincerely yours.,

Edward J.;, Wallace
Nationals/ President
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Appendix 15.

—

Statement of Ralph C. Ostrowski, Chief, Arson
AND Explosives Division, Bureau of Alcohol, Tobacco and
Firearms, Department of the Treasury

Mr. Chairman, members of the committee. I am here today representing the Bu-
reau of Alcohol, Tobacco and Firearms (ATF) and the Department of the Treasury.
I appreciate this opportunity to participate in this discussion on law enforcement's
anti-terrorism efforts and describe to you the capabilities ATF has in addressing the
issue.

ATF has statutory jurisdiction over the provisions of title XI of the Organized
Crime Control Act of 1970, as codified in Public Law 91—452. The law assigned the
authority for administering this law to the Secretary of the Treasury. ATF strives

to bring the fiall force of this enforcement authority to bear against those responsible

for violence involving explosives. This is being accomplished through investigations

of criminal bombings and explosives thefts; investigative assistance and training to

Federal, State, and local agencies; and protection of the public from potential injury,

death, or property damage resulting from the improper storage or illicit use of explo-

sives.

In addition to its criminal enforcement responsibilities, ATF has regulatory juris-

diction over the explosives industry. This industry is closely regulated at both the
State and Federal level. ATF works closely with the industry to ensure that their

products are sold to authorized individuals and stored in safe and secure facilities.

In its regulatory capacity, ATF administers the licensing of explosives manufac-
turers, dealers, users, and importers, and issues permits allowing the acquisition of
explosives in interstate and foreign commerce. Currently, ATF has oversight of ap-

proximately 10,000 licensees and permittees in the United States.

ATF also enforces the regulations governing the storage of explosives, and main-
tains a compliance inspection program. This program involves the inspection of ex-

plosives storage facilities, known as magazines, in relation to their proximity to

other inhabited buildings, construction material, and security, as well as the exam-
ination of the records to document explosives transactions.

In its nearly 25 years of existence, ATF has made considerable strides in explo-

sives crime scene mvestigation. ATF's greatest asset in this regard is its special

agents, who through years of experience and advanced training, have developed an
unmatched expertise in postblast analysis. This expertise has, in turn, been shared
with ATF's law enforcement counterparts at the Federal, State, and international

levels through support initiatives developed to assist them in their efforts to inves-

tigate explosives crime scenes and reduce the incidence of this violence in society.

One such initiative is ATF's National Response Team (NET). The NRT consists

of four teams organized geographically to cover the United States. Each team, com-
prised of 20-25 experts including postblast and fire reconstruction investigators,

chemists, and bomb technicians, can respond within 24 hours to assist in onsite

postblast investigations when requested by State or local officials. This specialized

response capability is the only one of its kind offered by a Federal law enforcement
agency. The effectiveness of this response capability and the team members was
most evident in ATF's response to the World Trade Center bombing. It was ATF's
recovery of the partial vehicle identification number of the van in which the bomb
was carried that ultimately led to the persecution of the perpetrators. In Oklahoma
City, 200 ATF agents, bomb technicians, and chemists, as part of two NRT's work-
ing side by side with FBI investigators, quickly reconstructed the devastating bomb
and the events surrounding this horrific crime.

An offshoot of the NRT is the International Response Team. Through the IRT,

ATF provides investigative assistance at select fire and postblast scenes on U.S.

property where the Diplomatic Security Service, U.S. Department of State, has in-

vestigative responsibility. ATF also provides technical/forensic assistance and over-

sight to foreign governments on foreign territory. To date, there have been nine

international responses, five of which were explosives-related. Two were to Peru,

and involved large vehicle bombings and improvised explosive devices never before

seen. Two were to Argentina, and involved a bombing attack in 1992 that destroyed

an Argentine/Jewish organization. One was to El Salvador, and involved technical

support in the disassembly of an improvised explosive device.

Supporting ATF's explosives enforcement efforts are its laboratories in Maryland,
Greorgia, and California. Besides providing the full range of traditional forensic anal-

ysis, these laboratories routinely examine the components of both intact and deto-

nated explosive devices and explosives debris in oraer to identify device components
and the explosives used. The laboratories also provide trace evidence comparisons.
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Moreover, the laboratories maintain liaison with explosives manufacturers who pro-

vide them with exemplars of new explosives products on the market.
Criminal investigative analysis is another tool used by ATF to support its explo-

sives investigative efforts. ATF agents assigned to the FoFs Arson and Bombing In-

vestigative ^rvices Subunit (ABIS) of the National Center for the Analysis of Vio-

lent Crime are trained in the techniques of preparing analyses on serial bombers
to assist law enforcement in identifying possible suspects based on characteristics

particular to incidents. Related concepts of these analyses can also be applied to

other areas such as onsite crime scene assessments, suspect interviewing tech-
niques, and investigative strategies.

Also within ATF is a cadre of personnel who have unequaled technical expertise

in the explosives and bomb disposal fields. They construct facsimiles of explosive

and incendiary devices, render destructive device determinations, provide expert
analyses of intact and functioned explosive/incendiary devices, and provide onsite in-

vestigative assistance at bombing. They keep ATF abreast of the latest technology
related to explosives and issue classifications for new explosives and incendiary de-

vices and materials. In addition, they provide technical advice on Federal explosives
storage regulations, and provide training in all aspects of explosives handling, de-

struction, and instruction for Federal, State, local, and foreign law enforcement offi-

cers.

An added dimension to ATF's explosives enforcement efforts is its canine explo-
sives detection program. This program was implemented in 1992 at the request of

the U.S. Department of State, who knew of ATF's success in training accelerant-de-
tecting canines for Sate and local law enforcement agencies and needed canines to

deploy to foreign governments. Using the proven training methods and protocols for

the accelerant-detecting canines, ATF, in conjunction with its laboratory, developed
the explosives-detecting canine methodology and protocols.

This unique methodology hones the explosives identification/discrimination capa-
bilities of the canines. This training exposes them to the five basic explosives
groups, which include chemical compounds that are incorporated in over 19,000 ex-

plosives formulas. These canines can detect minute quantifies and a greater variety

of explosives that canines trained in any other program available. Because of their

conditioning, the explosives canines have been able to detect firearms and ammuni-
tion hidden in luggage and buried underground. Since 1992, 63 canines have been
trained for use by governments in the countries of Chile, Greece, Cyprus, and Egypt.
As a means to combat the problem of explosives thefts and losses, ATF instituted

the Stolen Explosives and Recoveries (SEAR) Initiative. SEAR was established to

aid in the recovery of such materials, to determine trends and establish patterns
of thefts, to assist in the investigative process of criminal bombings or accidental
explosions, and to assist state, local, foreign, or other Federal agencies in their in-

vestigation of such matters.
A ucensee, f>ermittee, carrier, or any person who has knowledge of a loss or theft

of explosives is required to notify ATF within 24 hours of discovery, and the failure

to do so is in violation of the law. Reporting an explosives theft, loss or recovery
can be accomplished by contacting ATF through a toll-free telephone number, which
is 1-800-800-3855.
ATF's efforts in this regard is facilitated by its explosives tracing capability. This

capability enables other Federal, State, and local law enforcement agencies to initi-

ate traces of recovered, stolen, or abandoned explosives, explosive materials, and
criminally or illegally used explosives. This capability is also applicable to foreign
commercial and military explosives, ordnance, and munitions.
The tracing of explosives is made possible by the statutory requirement that all

manufacturers of explosives that sell or distribute explosives shall legibly identify
them with a location, date, and shift of manufacture. This marking is known as the
date shift code. It is this code that provides the essential link between the manufac-
turers and the chain of distribution. Given the proper identifying data, ATF can
trace an explosive from the manufacturer to the last retail sale by a licensed dealer.
The explosives manufacturers, distributors, and users are required to maintain
records of these explosives by amount, type, and date shift code.
ATF's repository for information regarding thefts, losses, recoveries, and seizures

of explosive materials nationwide is the Explosives Incidents System (EXIS). Inci-

dents captured in this data base are divided into specific categories such as date
shift code, manufacturer, and quantity. EXIS can also be used to match targets and
motives of bombings as well as similar explosive devices, and can show trends or
patters in a given area. State, or throughout the Nation. Information this detailed
is unavailable elsewhere in the Federal sector. ATF is in the process of formulating
a similar data base on international explosives incidents.
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These resources are highlighted to show what Treasury has in place to prevent
and respond to criminal and terrorist bombings, and to underscore the potential
that exists in enhancing these already hi^ly successful programs throu^ com-
prehensive antiterrorism legislation.

ATF would call upon our existing infrastructure to conduct an exhaustive study
on the tagging of explosives materials for purposes of detection and identification.

Our explosives incidents data base as well as our 25 years of explosives experience
teaches us that such a study must be appropriately balanced. It must include a
study as to whether common chemicals used to manufacture explosive materials can
be rendered inert, and whether it is feasible to require it. Finally, it must examine
whether controls can be imposed on certain precursor chemicals used to manufac-
ture explosive materials, and whether it is ieasible to require them. This balance
is so critical to ensure that the would-be bomb maker does not simply move on to

another less regulated or untagged product such as the 60 chemical oxidizers in the
commercial marketplace that can be used to create improvised explosive devices.

This is also true with regard to any study on rendering fertilizer grade ammonium
nitrate inefiective for making large scale vehicle bombs.
There have been a number of products suggested as the ultimate solution: Cal-

cium carbonate, which was tried in England to stop the IRA bombings; diammonium
ghosphate, the subject of another subcommittee hearing; and now urea nitrate,

ome of these products are known to be unacceptable. Tne others must be tested
to determine how knowledgeable, well-equipped and patient a criminal bomber must
be to reverse the effect of the product, either through separation or resensitization.

The study must explore all alternatives, and how they compare with respect to cost,

practicality, and tamper-proofing.
In the last eight weeks, ATF has received a myriad of unsolicited ideas in aU of

those areas that would be the subject of a study as part of the comprehensive
antiterrorism legislation. In anticipation of this legislation, ATF is now organizing
a conference, bringing together from throu^out the world scientists and subject
matter experts from government research facilities, agencies such as the Bureau of

Mines, FAA, and the Department of Defense, as well as private corporations and
interest groups. These experts will provide the most current information as to each
of the three areas to be studied under the antiterrorism proposals. ATF will provide
this comprehensive overview to Treasury as well as this committee so that in a mat-
ter of weeks, informed speculation on this issue that is so vital to the safety and
security of this Nation will give way to sound solutions that wiU form the basis for

the comprehensive 1-year study proposed in the legislation.

Individual acts of violence or attempted violence involving explosives and impro-
vised explosive materials continue to occur every day in this country. But this com-
mittee can rest assured that ATF will use all available resources to prevent such
acts from occurring and arrest and prosecute to the fullest extent of the law any
individuals found responsible.

I appreciate the opportunity to appear before the committee today, and wiU be
happy to answer any questions you may have.
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Appendix 16.

—

Statement of Kevin F. Crawford, President and
Chief Executive Officer, Unimesi Corp.

Unimin Corporation wishes to thank the Judiciary Committee for

the opportunity to submit written testimony today to express it's

opposition to Section 305 of the proposed anti-terrorist bill (H.R.

1710). Section 305 authorizes the Treasury Department (BATF) to

promulgate regulations requiring the use of identification

"taggants" in explosives manufactured in or imported into the

United States. This legislation could devastate our business by

ruining our product.

HIGH PURITY QUARTZ

Unimin is the world leader in the mining, production and sale

of high purity silica powders used both domestically and abroad in

the production of semi-conductors. In the initial stage of

Unimin 's silica purification process, explosives are used to

extract the silica-containing ore from the earth.

In order to meet the stringent purity requirements of our

semi-conductor industry customers, Unimin has gone to great expense

using the most advanced technology in the industry to remove nearly

all forms of contaminants from our high purity quartz products.

Unimin has reduced the metal contaminants to levels below 1 part

per million. The slightest impurity in our materials can result in

costly losses to our customers because they result in defective

silicon chips. High purity silica is the hallmark of our

international business success and leadership. We produce the

world's purest natural silica powder. As a result, we are the
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leading supplier of this essential semi-conductor product to

producers in each of the U.S., Euro le and Japan.

The proposed anti-terrorist legislation, in pertinent part,

calls for the use of taggants in explosives. Taggants are little

microscopic (metal, ceramic and/or plastic) tags which are said to

help trace the source of explosives in the event of terrorist

bombings.

This proposed legislation would force Unimin to introduce

contaminants (the taggants to be included in the explosives we use)

into our product, and could make our product unsuitable for their

intended use - the production of semi-conductors. This legislation

would give our foreign competitors (who will not have their

products contaminated by taggants from explosives used in silica

mines abroad) an enormous opportunity to get our customers in the

U.S. and overseas to drop their U.S. supplier, Unimin.

GLASS SAND AND GLASS PRODUCTION INDUSmiES

Unimin Corporation is also a national producer of silica sand,

the main ingredient in the manufacture of glass for use in both the

U.S. glass container and flat glass industries. Like most U.S.

glass sand producers, our business uses explosives in the initial

extraction of silica sand from the earth. In order to meet the

demanding requirements of our glass manufacturing customers, our

materials must meet stringent chemical specifications, particularly

for certain impurities. Thus, our company has again incurred great

expense in using the most advanced technology in the industry to

remove nearly all forms of contaminants from our silica products.

Impurity in our materials can result in costly losses to our glass
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customers in the form of off-spec and defective products.

The introduction of taggant contaminants into nearly all U.S.

produced glass sand products could make our product unsuitable for

its intended use — the production of glass. This legislation

would give Canadian and Mexican producers who will not have their

products contaminated by taggants an enormous opportunity to get

our customers in the U.S. and overseas to drop their U.S. silica

sand suppliers. Further, even if Unimin and other domestic glass

sand producers were able to successfully remove the taggant

contaminants, this would result in increased purification cost to

our glass container and flat glass customers. Such increased costs

would place these U.S. glass producers at a great competitive

disadvantage with Canadian and Mexican glass producers in domestic

and foreign markets.

CONCLUSION

Unimin Corporation urges that you oppose any legislation

calling for the unqualified use of identification tagaants in

explosives. While everyone seeks to deter terrorism, further study

and thorough consideration should be given to this important issue

before any action is taken which will have unintended, far-reaching

and commercially injurious consequences to both Unimin 's world

leadership in the high purity silica market, as well as to the U.S.

glass sand and glass production industries as a whole. There must

be some way to meet the objectives of this legislation without

requiring a company which depends entirely on the purity of its

product to introduce contaminant taggants into our production

stream.
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Unimin urges you to support legislation calling for a fair and

objective study of ('etection and identification taggants for non-

plastic explosives. The focus of the taggant study should include

not only consideration of costs, safety and environmental impact,

but also assurance that the purity of the minerals extracted bv use

of taggant laden explosives will not be compromised to the

detriment of both the quartz/silica producers and consumers in both

the domestic and international economic arenas. Legislation should

require the use of taggants only in those situations in which all

of the above criteria have been satisfied.

Once again, Unimin thanks this Committee for being given the

opportunity to provide this written testimony and we look forward

to your support relative to this important issue to our industry.

92-166 (544)
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